T —

——

O/Oi ISSN 2224-087X
Kot

EJTEKTPOHIKA
TA IHOOPMALIUHI
TEXHONOTII

ELECTRONICS
AND INFORMATION TECHNOLOGIES

36ipHUK HayKOBUX Npaub

Bunyck 35




ELECTRONICS
AND
INFORMATION
TECHNOLOGIES

Issue 35
Scientific journal

Published 4 issue per year

Published since 1966

Ivan Franko National
University of Lviv

EJEKTPOHIKA
TA
TH®OPMALIINHI
TEXHOJIOTI'TI

Bumnyck 35
30ipHUK HAYKOBHX ITpallb

Buxonuts 4 pas3u Ha pik

Buoaemuca 3 1966 p.

JIbBiBCHLKHMH HaLiOHAJILHMI
yHiBepcuTeT iMeHi IBana ®panka



3ACHOBHUK: JIBBIBCEKUI HALIIOHAJIbHUI YHIBEPCUTET IMEHI IBAHA ®PAHKA

JHpykyerbcs 3a yxBanoro Buenoi Panu
JIbBIBCHKOTO HALIIOHAJIBHOTO YHIBEPCUTETY
imeHi IBana ®panka

nporokost Ne14/9 Bix 30.09.2026 p.

Peectpaunis cyd’exra y cdepi 1pykoBaHMX Meia:
Piwenns HauionansHoi pagu YKpaiHu 3 NHTaHb
TenebaueHHs i pagiomoBieHHs Ne 1877 Big
30.05.2024 p. Inentudikarop mexia R30-04912

VY 19662010 pp. 36ipHUK BUXOAUB i Ha3BOK «TeopeTHYHA eeKTPOTEXHIKA»

36ipHuK «EnextpoHika Ta iHpopManiiHi TeXHONOTii»
MICTHTb OpUTiHAJIBHI Pe3yIbTaTH AOCIIUKSHb 3 eIeK-
TPOHHOT'O MaTepialo3HABCTBA, MOJCITIOBAHHS (i3y-
HUX SIBHIII, IPOLIECIB 1 CUCTEM EJICKTPOHIKH, 00pOOKH

CHUTHAJIB i 300paskeHb, iHpOpMaLiiHIX TEXHOJIOTIH.

Penakropu

Mpod. I. Kap6osnux — ronoBHU CHiBpeIaKTOp
TIpod. 1. FopOyr — roJIOBHUY CITIBPEAAKTOP
TIpod. O. Kpynuu — BiANOBinaNsHU perakTop
C.u.c. A. [lImuzenvcokuii — BIANOBINaIbHUI CEKpeTap
Penakniiina xoaeris

II-p TeXH. HayK, pod. O. Audpelikie

n-p rabin., npod. b. Andpicscvruil

I-p ¢i3.-Mar. Hayk, mpod. I Forecma

Kau. (iz.-maT. Hayk, nou. C. Berveouw

n-p §i3.-maT. Hayk, npod. I1. Beneepcoruii

I-p TeXH. HAYK, Ipod. P. Bopobeny

I-p ¢i3.-Mat. Hayk, npod. P. Iorosuax

JI-p TEXH. HayK, A-p radir., npod. . leawuuun
1-p ¢i3.-mat. Hayk, npod. O. Kywnip

J-p i3.-mar. HayK, mpod. A. Jlyueuxo

II-p TeXH. HayK, npod. JI. Mypascokuil

JI-p TexH. HayK, npod. M. Hazapkesuu

1-p }i3.-mar. Hayk, npod. I. Onenuy

1-p i3.-mar. Hayk, npod. b. [Tasmux

JI-p TeXH. HayK, aou. b. Ilasnuwenko

JI-p TexH. HayK, pod. C. Penosinak

1-p ¢is.-mar. Hayk, pod. b. Pycun

I-p ¢i3.-Mar. Hayk, mpod. M. Ilpumyra

I-p radun., npo¢. L], Crasincoxi

KaHJI. (i3.-Mat. HayK, nou. fO. Qypeana

n-p rabin., mpod. b. Lioxc,

I-p radun., npod. bywma Llaxpayi

1-p di3.-mar. Hayk, npod. I. [llunkapenxo
kaua. }iz.-mat. Hayk, nou. P. [llysap

I-p ¢i3.-Mar. Hayk, ipod. L. Heopcvkuti

Ajnpeca pegakuiiiHoi koJierii:

JIbBiBCHKMIT HaLliOHANIBHUIT YHIBEpCHUTET iMeHI [BaHa
®panka, hakynbTeT eNEKTPOHIKN Ta iHPOPMAIIIHHIX
TeXHOJIOriH, By I'en. M. Tapuascekoro, 107,
79017, JIbBiB, YKpaina

ten. (+38) (093) 864-01-19

“Electronics and information technologies” journal
contains original research results on electronics
material science, modelling of physical phenomena,
processes and electronic systems, signal and image
processing and information technologies.

Editors

Prof. I. Karbovnyk — Chief Co-Editor

Prof. I. Bordun — Chief Co-Editor

Prof. O. Krupych — Managing Editor

Sen. Res. Ya. Shmygelsky — Technical Editor

Editorial Board

O. Andreykiv, Dr. Sc., Prof.

B. Andrievsky, Dr. Habil., Prof.

I Bolesta, Dr. Sc., Prof.

S. Velgosh, PhD, Assoc. Prof.

P. Vengersky, Dr. Sc., Prof.

R. Vorobel, Dr. Sc., Prof.

R. Holovchak, Dr. Sc., Prof.

F. Ivaschyshyn, Dr. Sc., Dr. Habil., Prof.
O. Kushnir, Dr. Sc., Prof.

A. Luchechko, Dr. Sc., Prof.

L. Muravsky, Dr. Sc., Prof.

M. Nazarkevych, Dr. Sc., Prof.

I. Olenych, Dr. Sc., Prof.

B. Pavlyk, Dr. Sc., Prof.

B. Pavlyshenko, Dr. Sc., Assoc. Prof.
S. Rendzinyak, Dr. Sc., Prof.

B. Rusyn, Dr. Sc., Prof.

M. Prytula, Dr. Sc., Prof.

C. Slawinski, Dr. Habil., Prof.

Yu. Furgala, PhD, Assoc. Prof.

B. Tsizh, Dr. Habil., Prof.

Bouchta SAHRAOUI, Dr. Habil., Prof.
G. Shynkarenko, Dr. Sc., Prof.

R. Shuvar, PhD, Assoc. Prof.

I. Yavorskyy, Dr. Sc., Dr. Habil., Prof.

Editorial office address:

Ivan Franko National University of L'viv,

Faculty of Electronics and Computer Technologies
107 Tarnavsky St., UA-79017,

Lviv, Ukraine

tel. (+38) (093) 864-01-19

e-mail: elit@lnu.edu.ua

web-caiiT: http://publications.lnu.edu.ua/collections/index.php/electronics/index

AJIPECA PEJAKIIIi, BUJABIIS I BATOTOBJIIOBAYA:

JIbBiBCHKHMIT HalliOHANBHKIT yHiBepcuTeT iMeHi IBana dpaHka
eyn. Yunisepcumemcwvka, 1, 79000 Jlvis, Yrpaina

CBiZoUTBO PO BHECEHHS CY0’€KTa BUIABHUYOI CripaBu 10 [[epiKaBHOTO PEECTPy BUIABIIIB,
BHT'OTIBHHKIB i pO3MOBCIOKYBaviB BHaaBHI4OI poykuii. Cepist JIK Ne 3059 Bix 13.12.2007 p.

© JIbBiBCHKMIA HaLliOHAIBHNUI yHiBEpCHTET iMeHi IBana Ppanka, 2026


mailto:elit@lnu.edu.ua
http://publications.lnu.edu.ua/collections/index.php/electronics/index

SN
Electronics and Information Technologies, 2026, Issue 35 l ELIT
http://publications.lnu.edu.ua/collections/index.php/electronics/index

CONTENTS

INFORMATION SYSTEMS AND TECHNOLOGIES

Architecture of ai-augmented virtual learning communities based on community maturity and
the 4A knowledge co-creation framework. lhor Katernyak, Kiril Fedotov, Viktoriya

JI0] 0o L= TN ) OSSR 5
Hardware-aware hybrid compression of convolutional neural networks for resource-

constrained systems. Andrian Kozynets & Lidia DemKiV (14) ........ccoceuioiiiniieiiiiiiec e 17
Compression coefficient in the analysis of noisy texts and images. Oleksii Kravchuk & Oleh

LT 1 ) SR 65
Segmentation of complex structures in point clouds using deep neural networks. Viktor

Vdovychenko & Yuriy FUIQala (T12) .......ooouuiiiieee et 45
Modern architectural principles for designing high-performance distributed systems. lvan

ROVEISKIT (20) ...ttt ettt e e et e e e e e e e s et e e et e e e nee e e e antee e e enneeeeanaeeenn 57
A review of cloud-based audio processing using directed acyclic signal-processing graphs in

microservice architectures. Oleh Chaplia, Halyna KIym (20) ..........ccocooueiioeeiiiieeeeee e 77

MODELING OF PROCESSES AND EFFECTS

Analysis and forecasting of river water pollution dynamics using long short-term memory
neural networks and multifractal analysis. Mykhailo Bordun & Yaroslav Sokolovskyy

(12 e ettt sttt e e e b e 97
Surrogate modeling of elastic-plastic sheet metal bending: a comparative study of surrogate

methods and a diagnostic test of physics regularization. Bohdan Petrovskyi (12)................. 109
Distributed anomaly detection system in manufacturing using edge ai and computer vision.

Olha Shymchyshyn, Kostiantyn Pidhornyi, Maryan Shymchyshyn (10)...........cccccovevevevnnenn. 121

INTERNET OF THINGS SYSTEMS

Early detection of anomalies in energy consumption using edge Al. Roman Korostenskyi
(0 ) SR 131
Automated access control system for a smart house using Raspberry Pl and automatic
number-plate recognition. Marko Tabachyshyn, Danylo Tabachyshyn, Nataliia

Kunanets, ANdrii SPItZEr (20) ...........cuueeiiiuiii ettt s 141
Methods for fault-tolerant and cyber-resilient cloud-oriented iot platforms under embedded
device constraints. Volodymyr Voitovych, Roman Lys (14) .......cccouveiiiiiiiiniiieeee e 161

ELECTRONIC DEVICES

Integration of graphene-sensor-based electronic nose technology into mobile microcontroller
platform. Igor Olenych, Yaroslav Boyko, Bohdana Kukharska, Roman Yaremyk, Oleh

Sinkevych, Mykhaylo Pavlyk & Ivan Karbovnyk (10) ..........cccccueeieeiieiiiiiiiee e eeeiieeee e 175
Optimization of an automated Arduino-based system for characterization of discrete
optoelectronic devices. Mykhailo Rusyniak, Yuriy Korchak, Bohdan Kuzhel (20).................. 185

Raspberry Pl 5-based multichannel measurement system for gas-flow resistance and
temperature monitoring in a natural zeolite packed bed. Grzegorz Walowski, Dorota
Anders, Barbara Dybek, Vadym Ptashnyk, Serhiy Syrotyuk, Patryk Radek (14) ................... 205

MATERIALS FOR ELECTRONIC ENGINEERING

Spectral and electrical characteristics of Mn- AND Mn-Zr-doped BaGa204 phosphors.
Dmytro Slobodzyan, Markiyan Kushlyk, Vyacheslav Vasyltsiv, lvanna Medvid, Andriy
0 o] =Tol ] o N () PP 219

ISSN 2224-088X (print) « ISSN 2224-0888 (on-line) 3


http://publications.lnu.edu.ua/collections/index.php/electronics/index

X
EnekTpoHika Ta iHdopmauiviHi TexHonorii, 2026, Bunyck 35 l ELIT
http://publications.Inu.edu.ua/collections/index.php/electronics/index

3MICT

IHGOPMALIMHI CACTEMW TA TEXHONOTi

ApxiTekTypa BipTyanbHUX HaB4YarnbHWUX CiflbHOT, AOMOBHEHWX LUTYYHUM iHTENEKTOM, Ha
OCHOBI 3pifoCTi CNiNbHOTK Ta MoAeNi CNiflbHOro CTBOPEHHS 3HaHb 4A. lzop KamepHsik,

Kupun ®edomos, BiKmMOpIsi JIOO00@ (T2) .......uueeeeieeieee et e e e 5
AnapaTHo-opieHToBaHa ribpugHa KoMnpecis 3ropTKOBUX HEMPOHHUX MepeX Ans CUCTEM 3

obmexeHnmn pecypcamu. AHOpiaH Kosureub, JTidist JeMKI8 (14)........ccoeveeiiiiieeiiiiicee. 17
KoediLieHT cTUCHEHHS B aHanisi TekcTiB i 306paxeHs i3 wymamun. Onekciti Kpasyyk,

O1182 KYWIHID (T4) ettt ettt et e e et e e e n e e e an e e e ente e e s enneeeeannneeennee 65
CermeHTauia cknagHux CTPYKTYp Y XMapax TOYOK 3a AOMOMOrOK0 FMMOUHHNX HEMPOHHMX

mepex. Bikmop BAosuyeHKo, FOPilth @YP2ana (12)........c.cucueiiiieiiiiei e 45
CyyacHi apXiTeKTypHi NPUHLMIN NPOEKTYBaHHA BUCOKOHaBaHTaXEeHNX PO3NOAiNneHnX

CUCTEM. 18aH POBEUBKUL (20) ....ceeeeeeeeeeeee ettt ettt e e e e e e et e e s e e e e nnee e e e enneeaeanneeeenn 57

Ornag meToaiB XMapHOTO OMpaLoBaHHS 3BYKY Ha OCHOBI OPIEHTOBaHMNX aunKMivyHKX rpadis
06pobneHHs curHanis y mikpocepBicHUX apxiTektypax. Onee Yanns, Manuna Knum.

MOAEJTFOBAHHA MPOLUECIB TA ABULL

AHani3 Ta NporHo3yBaHHA AMHaMik1 3a0pyaHEHHS PiYKOBMX BOA 3@ LONMOMOIOK HENPOHHMX
Mepex A0Broi KOPOTKOCTPOKOBOI NaM'aTi Ta MynbTUdpaKTaneHoro aHanisy. Muxadiio
BopOyH, 5pocia8 COKOMOBCHKUL (T2) .....eeeeieeeeeeeee ettt e et e e e e a e s nnaeeeean 97

AnpokcumadinHe MoAentoBaHHSA NPYXXHO-NNACTUYHOIO 3rMHAHHSA NIMCTOBOrO MeTany:

NnopiBHANbHE AOCNIMAXEHHS anpoKCMMaLiMHUX MeTOAIB i3 AiarHOCTUYHOK NEPEBIPKOID

isnyHoi perynapusauii. 5020aH 1empoBCHKUU (12) ......coueeiiiicceiiiiee et 109
PosnoaineHa cuctema BUSIBNEHHS aHOMani Ha BUPOBHMLTBI 3 BUKOPUCTAHHAM

nepudepivHOro LTYYHOrO iHTENEKTY Ta KOMM'toTepHoro 3opy. Onbea LLumyuwuH,

KocmsiHmuH lMidzopHuli, Map’aH LUUMYUUWIUH (T0) .....occueiiiiiiii et 121

CUCTEMW IHTEPHETY PEYEN

PaHHe BUABNEHHSA aHOManI y CNOXWBAHHI eHeprii 3a AONOMOrok nepudepinHOro WTYYHOro
iHTenekTy. PomaH KOPOCMEHCBHKUU (T10) ........eeiiiiiiiiiiie ettt 131

ABTOMaTM30BaHa cMCTEMA KOHTPOIO AOCTYNY AN PO3YMHOro 6yAMHKY 3 BUKOPUCTAHHSAM
Raspberry Pl Ta aBToMaT4HOro posnisHaBaHHs HOMepPHUX 3HakiB. Mapko TabayuwiuH,
Hanuno Taba4uwuH, Hamanis KyHaHeub, AHOPIU LUMILED (20) ....ccoeeeeveeeeeeeeieeeeee e 141

MeToawn 3abe3neyveHHs BiAMOBOCTINKOCTI Ta KibepCTiNKOCTi XMapHO-OPIEHTOBaHUX
nnaTtdopm iHTEpHETY peyen B ymoBax obmexeHb BOyaoBaHNX npucTpois. Bonodumup
BoUmOoBUY, POMEAH JTUC (T4) ...ttt e e st e et e e e e nee e e e nnneeas 161

ENEKTPOHHI MPUCTPOI

IHTerpauia TexHonorii eNeKTPOHHOro HOCY Ha OCHOBI rPacheHOBOro ceHcopa Y MOGINbHY
MiKpOKOHTponepHy nnatdopmy. lzop OneHud, Spocnas boliko, boedaHa Kyxapceka,
PomaH Hpemuk, Onee CiHbkesud, Muxadino lNasnuk, IeaH Kap6o8HUK (10) ..........ccceeveeunnnee 175

OnTumisauis aBToMaTM30BaHOI CUCTEMU OOCTAKEHHSA ANCKPETHMUX ONTOENEKTPOHHNX
NPUCTPOIB 3 BUKOPUCTaHHAM MikpokoHTponepa Arduino. Muxadino PycuHsik, FOpili
Kopyak®, B020aH KYIKEIIBD (20) ......ueeieeieiieiieieee ettt e et e e e e e s et e e e e e s et eeaeaesennnnnnes 185
BaraTtokaHanbHa BMMiptoBanbHa cuctema Ha 6asi Raspberry Pl 5 ons gocnigpxkeHHs onopy
rasoBOMY MOTOKY Ta MOHITOPUHIY TEMMEPaTypy B LLApi NPUPOAHOrO LIEONiTy. [ke2ox
Banboscski, [Jlopoma AHdepc, bapbapa [ubek, Badum lNmawHuk, Cepeiti Cupomiok,
TTAMPUK PAOEK (T4) ..ottt ettt e e e e e et e e e e e e e et e eaaaeseansntaeeaeaeseannnnaes 205

MATEPIANN ENEKTPOHHOI TEXHIKW

CnekTparnbHi Ta eNekTpUYHi XxapakTepucTukm nromiHodopis BaGa204, neroeaHux Mn TA
Mn-Zr. Amumpo Cro6o03sH, MapkisH Kywinuk, B’adyecnae Bacurnbujie, lsaHHa Medgiob,
AHOPIT JTYUEUKO (T2) oottt e et e e e e e e e et e e e e e e e st eeaaaeeesensnneeeeens 219

4 ISSN 2224-088X (print) « ISSN 2224-0888 (on-line)


http://publications.lnu.edu.ua/collections/index.php/electronics/index

. . . N
Electronics and Information Technologies, 2026, 35, 5-16 l ELIT
http://publications.Inu.edu.ua/collections/index.php/electronics/index

UDC: 004.8:37.018.433

ARCHITECTURE OF AI-AUGMENTED VIRTUAL LEARNING COMMUNITIES
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Katernyak, |., Fedotov, K., & Loboda, V. (2026). Architecture of Al-Augmented Virtual Learning
Communities Based on Community Maturity and the 4A Knowledge Co-Creation Framework.
Electronics and Information Technologies, 35, 5-16. https://doi.org/10.30970/eli.35.1

ABSTRACT

Background. Virtual learning communities (VLCs) are increasingly used for professional
development, project-based learning, and knowledge co-creation. In such environments, the
quality of peer assessment and the emotional climate of participation are important for
refining project concepts and sustaining engagement. This paper examines the VLC
Innovation Spring and presents the pedagogical rationale and software architecture of an
Al-augmented facilitation layer designed to support peer assessment and formative
feedback.

Materials and Methods. The study draws on data from three annual VLC Innovation
Spring cycles with a cumulative sample of 126 participants. The pedagogical design is
grounded in a VLC maturity model and the 4A eLearning approach. The platform combines
H5P-based interactivity, peer review, and emotional-state monitoring informed by
Csikszentmihalyi's flow model. To address variability in the quality of peer reviews, an
asynchronous Al facilitation architecture was designed as an external microservice
integrated with the VLC platform.

Results and Discussion. The findings confirm the viability of peer learning in the VLC
environment. Emotional-state monitoring conducted during one VLC cycle showed that
project concept preparation was associated with flow (33.3%) and high arousal (79.4%),
whereas peer assessment was associated with a particularly strong sense of control
(79.7%). Combined with participants’ positive evaluations of the usefulness of the sequence
“project concept preparation — peer assessment,” these results suggest that the VLC
provided an engaging and supportive environment for co-creation. At the same time,
substantial variability in the quality of peer reviews emerged as a key limitation.

Conclusion. The proposed asynchronous Al-assisted facilitation architecture extends
the VLC with a scalable mechanism for refining project concepts and providing structured
formative feedback, without overloading the core platform. The study contributes both
pedagogically, by demonstrating the role of emotional-state monitoring in designing a
productive co-creation environment, and technically, by proposing an event-driven
architecture for Al-supported peer learning in VLCs.

Keywords: virtual learning community, knowledge co-creation, Al facilitation, peer
assessment, 4A model, emotional state monitoring.

Access article distributed under the terms of the Creative Commons Attribution 4.0 License which permits
unrestricted reuse, distribution, and reproduction in any medium, provided the original work is properly
cited.

© 2026 lhor Katernyak et. al. Published by the Ivan Franko National University of Lviv on behalf of
@ ® | EnexrtpoHika Ta iHdopmauinHi TexHonorii / Electronics and Information Technologies. This is an Open

ISSN 2224-088X (print) « ISSN 2224-0888 (on-line) 5


http://publications.lnu.edu.ua/collections/index.php/electronics/index
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.30970/eli.35.1
https://orcid.org/0000-0002-1794-6543
mailto:ihor.katernyak@lnu.edu.ua
https://orcid.org/0009-0006-8084-475
mailto:kyryl.fedotov@lnu.edu.ua
https://orcid.org/0000-0001-6091-4232
mailto:viktoriya.loboda@lnu.edu.ua

Ihor Katernyak, Kiril Fedotov & Viktoriya Loboda

INTRODUCTION

Virtual learning communities (VLCs) increasingly function not only as online
environments for content delivery and communication, but also as socio-technical systems
that support project-based learning, peer interaction, collaborative problem solving, and
knowledge co-creation. In such environments, the effectiveness of learning depends not
only on pedagogical design but also on the architecture of the digital platform that mediates
interaction, feedback, and iterative concept development. This is especially relevant in
learning scenarios where participants are supported in developing their higher-order
thinking skills [14], including generating project ideas, reviewing peers’ work, and refining
their concepts through repeated cycles of feedback and reflection.

The broader context for this study is the growing emphasis on knowledge co-creation
as a driver of innovation, problem solving, and social learning in digitally mediated
environments [1], [2]. Communities of practice and related participatory learning models
have long demonstrated that knowledge is constructed through joint activity, legitimate
peripheral participation, and the gradual development of shared repertoires [3], [4]. In
online settings, these principles are increasingly translated into digital communities where
participants collaboratively create, evaluate, and refine ideas, concepts, and artefacts [5],
[6], [7]. Such communities are particularly important in entrepreneurship education and
innovation-oriented professional development, where the value of learning lies not only in
individual acquisition of knowledge but also in the ability to co-create actionable project
concepts in interaction with others.

Within project-based VLCs, peer assessment plays a dual role. Pedagogically, it
supports reflection, dialogue, reciprocal learning, and a deeper understanding of evaluation
criteria. Technically, however, it introduces a substantial system-design challenge: the quality
of feedback may vary considerably across participants. Some reviews are detailed,
constructive, and well aligned with assessment criteria, while others remain generic, super-
ficial, or weakly connected to the task structure. In large or distributed learning communities,
such variation may reduce the perceived fairness and usefulness of peer learning and create
a bottleneck in the concept-refinement process. Recent research on online peer feedback
and digital peer-review systems confirms that although peer assessment can strengthen self-
regulated learning and collaborative reflection, its educational value depends heavily on the
quality, specificity, and criterion alignment of feedback, as well as on the design of the
supporting digital environment [8], [9]. The present article addresses this challenge in the
context of the Virtual Learning Community Innovation Spring, an online environment
designed to support participants interested in innovation, entrepreneurship, and sustainable
development. Within this VLC, participants develop project concepts, engage in peer
assessment, and iteratively refine their ideas through collaborative interaction. The
pedagogical design of the community combines two conceptual models. The first is a VLC
maturity model consisting of joint venture, mutual engagement, and shared repertoire, rooted
in the communities of practice tradition [2-5, 7]. The second is the 4A approach to eLearning,
operationalized in this study as Attention, Actualization, Attraction, and Action/Reflection [5].
Together, these models structure the movement from challenge identification and project
concept preparation to peer review, reflection, and revision. Earlier work on the Innovation
Spring environment and related communities confirmed the importance of social presence,
co-creation, and community-based eLearning for sustainable development and collaborative
learning [5], [7]. The present study extends that line of work by focusing on a specific
bottleneck observed in the mutual-engagement phase: the uneven quality of peer-generated
feedback during project concept review. This problem is pedagogically important because
peer feedback is expected to help participants refine project logic, clarify objectives,
strengthen alignment between challenges and activities, and identify weaknesses in their
proposed interventions. Yet when feedback is inconsistent in quality, its formative value
decreases, and the burden of interpretation shifts back to learners themselves.
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To address this limitation, the paper proposes an asynchronous Al facilitation layer
implemented as an external microservice integrated with the VLC platform. The
architecture is not intended to replace human reviewers. Rather, it is designed as an Al-
assisted facilitation support mechanism that can provide structured semantic analysis of
submitted project concepts, generate pre-review recommendations, and scaffold more
rubric-oriented peer feedback. In this sense, the study is situated at the intersection of
educational technology, learning analytics, and Al-supported assessment. Recent work on
large language models (LLMs) in higher education has highlighted their potential to support
sustainable feedback practices and formative assessment workflows when embedded in
pedagogically grounded and technologically transparent systems [10]. Furthermore, the
integration of generative Al into peer assessment introduces new challenges related to
academic integrity, algorithmic bias, and ethical data use, requiring strict pseudonymization
and transparent fallback protocols [15], [16]. At the same time, studies of collaborative and
gamified online learning environments show that emotional engagement and learner
experience remain central to the design of effective digital learning ecosystems [11], [12].

The aim of this article is therefore twofold. First, it analyses the pedagogical and
emotional dynamics of knowledge co-creation in the VLC Innovation Spring, with particular
attention to peer learning and peer assessment as key stages of project concept
development. Second, it presents the architecture of an asynchronous human-Al
facilitation layer designed to strengthen formative feedback processes in the VLC by
reducing variability in peer-review quality and by supporting a more scalable and technically
robust model of collaborative concept refinement.

MATERIALS AND METHODS

The study combines two components:

1. an empirical analysis of the operation of a Virtual Learning Community (VLC)

supporting project-based learning and peer assessment; and

2. the design of an asynchronous Al facilitation architecture intended to support

formative feedback within that VLC.

The primary contribution of the paper is architectural and design-oriented. The
empirical component is included to characterize the pedagogical workflow of the VLC,
identify the limitations of the existing peer-assessment process, and justify the need for a
facilitation layer capable of supporting more consistent formative interaction. The study
therefore does not evaluate the causal effectiveness of the Al facilitator as a completed
intervention; instead, it presents the architecture as a prototype hybrid support mechanism
derived from observed needs in the VLC.

The VLC Innovation Spring serves as the application environment for the proposed
facilitation architecture. Its learning workflow is organized into three stages corresponding
to the maturity logic of the community of practice (CoP):

Stage I: Joint venture and Concept Submission — the first stage functions as the
initialization layer of the collaborative environment. Participants form joint venture teams
and articulate their project concepts through structured metadata inputs, defining current
needs, proposed solutions, and cost-benefit ratios. This data serves as the foundation for
the business model logic. Utilizing benchmarking against existing industry models,
participants iteratively refine their value propositions. The system facilitates continuous
self-reflection by comparing user-generated models with expert benchmarks, identifying
technological and marketing risks before the formal peer review pipeline is triggered.

Stage II: Mutual Engagement (Al Facilitator and Peer Assessment). The second stage
introduces a decentralized evaluation mechanism where participants engage in peer
assessment. By evaluating three external project concepts, users act as system validators,
identifying structural weaknesses and proposing actionable improvements. This
asynchronous evaluation process generates a continuous feedback loop. Based on the

EnekTtpoHika Ta iHpopmauinHi TexHonorii « 2026 « Bunyck 35 7



Ihor Katernyak, Kiril Fedotov & Viktoriya Loboda

system surveys, 98.5% of participants found peer-generated recommendations useful.
However, the analysis also revealed a perceived reciprocity imbalance within the peer
assessment loop. Participants who invested significant effort in producing high-quality,
constructive feedback for others often reported receiving low-quality or superficial
evaluations in return. This asymmetry between effort contributed and feedback received
led to frustration and reduced perceived fairness of the system, particularly when
participants expected similarly substantive input to improve their own project work. While
overall feedback utility remained high, this imbalance indicates the need for mechanisms
that better align contribution quality with received evaluation quality.

Stage llI: Shared Repertoire of new knowledge/practice (Feedback retrieval). The final
stage focuses on the practical validation of the generated project solutions. Participants
execute pilot testing and target audience interviews to ensure their prototype/minimum
viable products (MVPs) align with external requirements. Following this data-driven
validation, project parameters — Including timelines, revenue projections, and resource
constraints — are finalized. The workflow culminates in a multi-stakeholder presentation
platform (Innovation Spring forums and online conferences), where synthesized knowledge
is disseminated to external partners and investors, validating the scalability and real-world
applicability of the co-created concepts.

In 2022-2025, datasets were collected and organized in the framework with two
dimensions: VLC maturity (Joint venture, Mutual engagement and Shared repertoire of new
knowledge/practice) and 4A model of eLearning (Attention, Actualization, Attraction and
Action/Reflection). The developed knowledge co-creation frame is used for instructional
design and evaluation of the learning process (Table 1).

Table 1. eLearning and VLC integrated in one knowledge co-creation frame

elLearning Attention  Actualization Attraction Action &
(4A) to... by... through... Reflection
Responsibility for

VLC goals team members to

VLC: Joint Domain Product, project or

Venture (subject) accomplish task(s) other result
Existin Success Presenting own
VLC: Mutual 1ing factors and Professional experience. Peer
experience ; .
Engagement . lessons identity assessment and
& practice .
learned learning from others
Networking,

VLC: Shared Jobtobe Problems&  Design thinking: knowledge co-
from needs to

repertoire done solutions ! creation &
benefits . N
dissemination

Implementation of Reward-Driven Engagement Heuristics.

To maximize user engagement and ensure a high completion rate within the VLC, the
system architecture integrates reward-driven heuristics using H5P (HTML5 Package)
interactive modules. These elements include dynamic quizzes and drag-and-drop
assessments that operate as continuous knowledge-validation checkpoints.

Furthermore, gamification is embedded into the core workflow to support students’
motivation, engagement, and enjoyment [12] via algorithmic badge allocation. The system
triggers specific rewards based on user output quality: for instance, recognizing high-quality
concept development and rigorous peer assessment. This design maintains intrinsic
motivation, supports a positive competitive environment, and serves as a quantifiable
metric for user readiness before interacting with external stakeholders.
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Al-Augmented Facilitation Architecture in the VLC.

While the original VLC platform effectively operates as a monolithic web-based system
developed in PHP, the integration of Artificial Intelligence requires a decoupled and scalable
approach in order to preserve the stability and performance of the core learning environment.
To support continuous feedback loops without blocking the main application threads, the
proposed Al facilitator is designed as an independent microservice architecture (Fig. 1). At
the current stage, this architecture should be understood as a prototype facilitation layer
intended to augment formative feedback and concept refinement within the VLC, rather than
as a fully autonomous or empirically validated assessment system.

As shown in Fig. 1, the facilitation workflow consists of three stages: (1) concept
submission, (lI) asynchronous Al facilitation, and (lll) feedback retrieval. In Stage I, when
a participant submits a project concept through the LMS, the platform stores the submission
metadata in the database and publishes a “concept_submitted” event via the message
broker. At the same time, the learner receives an immediate acknowledgement that the
concept has been submitted and is being processed, while the Al-related operations
continue asynchronously in the background. This design ensures that the main LMS thread
remains responsive and that Al processing does not interfere with the normal operation of
the VLC platform.

The core of the Al facilitator is built upon a high-performance asynchronous API
pipeline. When a participant submits a project concept or performs a peer assessment, the
main LMS triggers an event payload via a message broker. The Al microservice processes
this payload asynchronously. This automated pipeline enables adaptive feedback
generation and scaffolded concept development in near real-time. By utilizing Large
Language Models (LLMs) and prompt orchestration, the system performs semantic
analysis of the submitted texts, providing structural recommendations before human peer
assessment occurs. This architecture makes it possible to provide near real-time support
without overloading the main platform and creates the technical basis for adaptive feedback
generation and scaffolded concept development.

The model is instructed to evaluate the presence, clarity, and coherence of key
concept elements. To ensure full reproducibility of the proposed architecture, the current
prototype utilizes the OpenAl GPT-40 model (API version gpt-40-2024-05-13), configured
with a low randomness parameter (temperature = 0.2) to guarantee deterministic and

User LMS Platform Database Message Broker Al Facilitator LLM Engine
(Student) (PHP Monolith) (MySQL) (Redis / RabbitMQ) (FastAPI Service) (DeepSeek / OpenAl)

{Stage I: Concept Submissi

Submit project concept

Save metadata
Publish "concept_submitted" event

Acknowledge (Status: "Processing”)

:Stage II: Asynchronous Al Facilitation I

Consume task from queue

Construct prompt
(with 4A Model Context)
—
Request semantic analysis
Return structured feedback

.............................

Update evaluation record

Trigger completion webhook

:Stage Ill: Feedback Retrieval }

Notify feedback readiness

Review adaptive recommendations

User LMS Platform Database Message Broker Al Facllitator LLM Engine
(Student) (PHP Monolith) (MysQL) (Redis / RabbitMQ) (FastAPI Service) (DeepSeek / OpenAl)

Fig. 1. Architecture of the Al-powered facilitation microservice for VLC evaluation
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consistent outputs. The semantic analysis evaluates the concept against four exact rubric
parameters on a 0-3 scale: (1) Problem Clarity (accuracy of the challenge and target group
definition), (2) Solution Viability (technical and practical feasibility of planned activities),
(3) Value Proposition (cost-benefit justification and integration of key partners), and
(4) Structural Coherence (internal logic linking identified needs to expected results). To
measure automated evaluation alignment, the system calculates the cosine similarity
between the vector embeddings of the participant's submission (generated via the text-
embedding-3-small model) and the predefined expert benchmarks, applying a baseline
similarity threshold of 0.80 for conceptual coherence. The LLM returns structured feedback,
which may include comments on missing elements, conceptual ambiguities, weak
alignment between objectives and activities, insufficient justification of the challenge, or
other issues relevant to the concept paper structure used in the VLC.

Once the model output is returned, the Al facilitator updates the corresponding
evaluation record in the database and triggers a completion webhook back to the LMS. In
Stage lll, the LMS retrieves the processed output and notifies the participant that feedback
is available. The learner can then review the Al-generated recommendations in the VLC
interface and use them to refine the project concept before peer assessment begins. In this
way, the architecture provides near-real-time formative support while keeping the Al
functionality technically separated from the monolithic LMS core.

From a pedagogical perspective, the proposed architecture addresses a challenge
previously identified in the VLC: the mutual engagement phase may become a bottleneck
because the quality, specificity, and criterion alignment of human feedback vary considerably
across participants. The Al facilitator is therefore designed as an intelligent scaffolding
mechanism that can support more consistent formative interaction without removing the
reflective and dialogic role of human reviewers. By generating structured pre-review
recommendations and supporting rubric-oriented peer feedback, the system may reduce
some of the uncertainty and cognitive effort associated with early-stage concept refinement
and peer assessment, particularly for less experienced participants. At the same time, the
architecture follows an Al-assisted facilitation principle: Al-generated outputs are advisory
and formative rather than authoritative, while final evaluative and interpretive responsibility
remains with participants, peer reviewers, and Workshop facilitators.

Because the VLC processes learner-generated texts, the proposed architecture is also
designed with privacy and reliability constraints in mind. Only the minimum textual data
necessary for semantic analysis should be transferred to the Al microservice, with personal
identifiers removed or pseudonymized wherever possible and processing aligned with
institutional and legal data-protection requirements. The architecture nevertheless has impor-
tant limitations: the quality of Al-generated feedback depends on prompt design, rubric
quality, and the capabilities of the underlying language model, while semantic similarity bet-
ween a peer comment and a rubric criterion does not automatically guarantee pedagogical
usefulness, contextual appropriateness, or fairness. LLM outputs may also be incomplete,
overly generic, or misleading; therefore, fallback scenarios should be provided, such as retur-
ning a neutral response or deferring the case to human facilitation when the output is low-
confidence or structurally inconsistent. Accordingly, the Al facilitator should be understood as
a prototype support mechanism for scaffolding formative feedback and peer review, whose
actual educational impact requires separate empirical validation in future research.

RESULTS AND DISCUSSION

For a Virtual Learning Community (VLC) to function as an environment for knowledge
co-creation, it must actively support and stimulate the knowledge-sharing behavior of its
participants. Through sharing practices, experiences, and project ideas, participants
gradually form a cohesive and goal-oriented learning partnership. Knowledge sharing
within such a community contributes to value creation, stimulates creativity, and supports
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the development of higher-order thinking skills, including innovative idea generation, critical
reflection, and the co-construction of knowledge.

At the same time, knowledge-sharing behavior in a VLC does not emerge automatically.
Its development requires specific enabling conditions, foremost among them an atmosphere
of trust. Trust is essential for participants to present incomplete ideas, expose uncertainties,
engage in reciprocal feedback, and accept critique as part of a constructive learning process.
For this reason, the development and maintenance of trust within the community are treated
as important responsibilities of VLC administrators and coaches.

The key conditions for fostering a trustworthy environment in the VLC include shared
values and goals, encouragement of self-presentation, maintenance of professionalism in
interaction, and a sense of shared accountability for the quality of participation and
feedback. A key pedagogical objective of the virtual learning community (VLC) Innovation
Spring was to create a trusting and creative environment that would support idea
generation, co-creation, and reciprocal peer learning during the development of project
concepts. Emotional-state monitoring was introduced as a reflective instrument for
examining whether the VLC atmosphere remained conducive to these processes during
two core stages of participation: () preparing an individual project concept and (ll)
conducting peer assessment of project concepts submitted by other participants before
final submission to the national forum Innovation Spring.

The monitoring was carried out within one implementation cycle of the VLC Innovation
Spring held in the spring. Participants completed the emotional-state item immediately after
finishing each of the two tasks on the platform: first, after preparing and submitting their
own project concept, and second, after completing the peer-assessment activity.
Approximately 50 participants took part in the VLC cycle. The emotional-state question
asked participants to indicate which emotional states characterized their experience while
performing the task. The response format was based on eight emotional-state categories
derived from Csikszentmihalyi’s flow model [13]. Participants could select more than one
category if several emotional states reflected their experience (Table 2).

Table 2. Summary of the empirical design for the emotional-state analysis

Dimension Description
Period 2022-2025
Three annual VLC Innovation Spring cycles; cumulative N = 126
Sample o
participants
Self-report survey (eight emotional-state categories based on
Instrument . . .
Csikszentmihalyi’'s flow model)
: Percentage of specific emotional-state categories reported by
Indicators s
participants (e.g., Flow, Arousal, Control)
To evaluate emotional engagement and task—skill balance during
Purpose

project concept development (Stage |) and peer assessment (Stage 1)

The percentages reported in Fig. 2 represent the proportion of respondents who
selected a given emotional-state category after completing the relevant task. Because
multiple responses were allowed, the percentages are not mutually exclusive and do not
sum to 100%. The purpose of this monitoring was not to test the statistical effect of an
intervention, but to determine whether the VLC design succeeded in maintaining an
engaging and supportive atmosphere for concept development and peer review. This inter-
pretation is further supported by participant evaluations of the learning activity: 98.5% of
participants reported that the sequence of preparing a project concept and then reviewing
the concepts of peers was useful for their learning and project development. Accordingly,
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80 B Feelings and emotions
ofthe VLC participants
when developing their
project concept (in %)

60 B Feelings and emotions
ofthe VLC participants
when reviewing project
concepts, as an expert

40 {in %):

20

0

Fig. 2. Comparison of the emotional states of the VLC participants in Stage | (preparing a concept) and Stage Il
(conducting peer assessment)

the emotional-state results are interpreted in this study as descriptive evidence of the
pedagogical viability of the VLC design rather than as the basis for causal claims.

Because the empirical component is intended to characterize the pedagogical
workflow and motivate the facilitation layer rather than to test a causal hypothesis, the
reported values are descriptive proportions and are not accompanied by inferential
statistical testing or confidence intervals; establishing such estimates is left to the future
validation study outlined in the Conclusion.

In Stage | of the VLC development process, which focused on project concept
preparation, 33.3% of participants reported being in a state of flow. At the same time, a
large majority experienced arousal (79.4%), while 52.4% indicated that they felt in control
of the process. This emotional profile suggests that concept development was perceived
as a highly engaging and stimulating activity. The combination of strong arousal with a
substantial sense of control indicates that the task was sufficiently challenging to activate
participants while still remaining manageable in relation to their knowledge and skills.

A similar pattern was observed in Stage Il, which involved peer assessment of project
concepts. To better understand participants’ emotional experience during this stage, they
were again asked to indicate their feelings and emotions. The results show that the proportion
of participants reporting flow remained almost unchanged, accounting for 31.3% in Stage Il
compared to 33.3% in Stage |. At the same time, the sense of control increased substantially
during peer assessment: 79.7% of participants reported that they felt everything was under
control. Arousal also remained high, being reported by 67.2% of respondents.

A comparison of emotional states across the two stages shows that flow, arousal, and
control dominated in both cases. This finding suggests that the VLC design was able to
maintain a productive balance between the level of challenge posed by the assignments
and the level of participants’ knowledge and skills. However, the emotional configuration
differed slightly between the two stages. Stage | was characterized by a higher level of
arousal, which may be explained by the personal involvement associated with generating
and formulating one’s own project concept. In contrast, Stage Il was associated with a
much stronger sense of control, suggesting that peer assessment enabled participants to
engage with the task in a more structured and confident way.
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This difference may be pedagogically meaningful. Developing one’s own concept
requires participants to formulate an idea, articulate its internal logic, and make decisions
under conditions of uncertainty, which may explain the higher level of activation during
Stage |. Peer assessment, in turn, appears to create conditions in which participants can
apply newly acquired knowledge and skills with greater confidence. In this sense, the
reviewer role within the VLC does not merely serve an evaluative function; it also reinforces
participants’ sense of competence and agency by positioning them as active contributors
capable of making judgements and providing feedback to others.

Another important observation is the absence of disengaging emotional states. As
shown in Fig. 2, boredom and apathy were not reported by participants. This indicates that
the learning tasks were not experienced as routine, passive, or emotionally detached. On
the contrary, the emotional profiles suggest that both concept development and peer
assessment sustained participants’ attention, involvement, and cognitive-emotional
investment throughout the VLC process.

Overall, the emotional responses reported by VLC participants indicate that the
learning environment was affectively engaging and that challenge and competence were
relatively well aligned across both stages. The persistence of flow, the high level of arousal
during concept development, and the particularly strong sense of control during peer
assessment all point to the pedagogical value of combining project creation with structured
peer review. These findings support the interpretation that the VLC did not function merely
as a digital space for submitting tasks, but as a meaningful learning environment that
fostered engagement, confidence, and active participation in project-based learning.

At the same time, the findings also reveal an important limitation of the mutual-
engagement phase. Although participants generally perceived peer assessment as a
manageable and meaningful activity, the quality of reviewer comments remained uneven,
ranging from detailed and criterion-related suggestions to highly generic statements with
limited formative value. This observation is consistent with recent syntheses of online peer-
feedback research, which indicate that the effectiveness of peer review in higher education
depends not only on participation rates but also on the structure, specificity, and
actionability of comments produced within digital learning environments [8]. Similarly,
reviews of online peer-review and assessment systems show that the educational potential
of such systems is often constrained by insufficient support for feedback quality control,
reviewer calibration, and consistent alignment with evaluation criteria [9].

Taken together, these results suggest that the peer-assessment stage is a high-value
point for technological augmentation within the VLC. The proposed asynchronous Al facilitation
architecture responds to this need by introducing a support component that can analyze
submitted concepts, generate structured formative feedback, and scaffold rubric-oriented
review without interrupting the operation of the main platform. Because the architecture is
event-driven and external to the VLC core, it also offers a technically scalable model for
extending legacy educational systems with Al functionality while preserving platform stability.

In this context, the present study interprets the Al facilitation layer not as an empirically
validated substitute for human peer assessment, but as an architectural response to a
documented bottleneck in the VLC workflow. Its role is to introduce an additional formative
layer that can support interpretation of concepts, surface potential weaknesses in project
drafts, and provide participants with more structured entry points for subsequent human
peer review. This interpretation is also aligned with emerging work on LLM-supported
assessment and feedback, which frames such systems as pedagogically mediated support
tools rather than autonomous evaluators [10].

At the same time, the present study does not claim that the proposed architecture has
already demonstrated a measurable effect on concept quality, peer-feedback quality, or
emotional engagement. Such claims would require a separate empirical evaluation
comparing learning outcomes with and without the Al facilitation layer. The contribution of
this paper is therefore more modest but also more precise: it identifies a pedagogically
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meaningful bottleneck in a functioning VLC and proposes a technically grounded
architecture for addressing it.

CONCLUSION

This study examined knowledge co-creation in the Virtual Learning Community
Innovation Spring and identified peer assessment as both a pedagogically valuable and
structurally vulnerable stage of the learning process. The empirical analysis showed that
concept preparation and peer review were associated with productive emotional states,
indicating that participants experienced the VLC as a meaningful environment for project-
based learning and collaborative interaction. At the same time, the quality of peer-
generated feedback varied substantially, creating a bottleneck in the mutual-engagement
phase of the community.

In response to this limitation, the article proposed an asynchronous human-Al
facilitation architecture designed as an external microservice integrated with the VLC
platform. By combining event-driven communication, a FastAPl-based service layer,
prompt orchestration, and LLM-based semantic analysis, the proposed architecture
extends the VLC with a technically grounded mechanism for supporting concept refinement
and peer feedback without overloading the core platform.

The contribution of the article lies in linking empirical evidence about peer-learning
dynamics and emotional engagement in a virtual learning community with the design of an
Al-supported facilitation layer aimed at strengthening formative interaction. The study does
not claim a separately validated causal effect of the Al facilitator on learning outcomes.
Rather, it demonstrates how empirical analysis of a VLC can inform the design of a
scalable, modular, and pedagogically oriented Al extension for knowledge co-creation
environments in higher education and professional development.

Future research should focus on evaluating the effectiveness of the Al facilitation layer
after deployment, including its influence on the quality of project concepts, the specificity
and usefulness of feedback, revision behavior, and participant experience. Such evaluation
will be essential for determining whether the proposed architecture can serve not only as a
technically elegant solution, but also as an educationally effective component of hybrid
human-Al learning ecosystems.
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APXITEKTYPA BIPTYAJIbHUX HABYAJIbHUX CMIJIbHOT, AONMOBHEHUX
WTYYHUM IHTENEKTOM, HA OCHOBI 3PUTIOCTI CriJIbHOTU TA MOAENI
CniJIbHOIo CTBOPEHHA 3HAHb 4A

lzop KamepHsik!, Kupun ®edomoe’, Bikmopis Jlo609a?,

JIbsiecbkuli HayioHanbHUl yHieepcumem iMeHi IeaHa ®paHka,
! @aKyrnbmem eneKmpoHiKU ma KOMI1'tomepHUX mexHosoeid,
eyn. leHepana TapHasckbkozo 107, Jlbsis, 79017, YKPAIHA

2 @akynbmem nedaeoeiyHoi ocgimu,

gyn. TyaaH-BapaHosckkozo, 7, Jlbsis, 79005, YKPAIHA

AHOTALIA

AkTyanbHicTb. BipTyanbHi HaByaneHi cninbHoT (BHC, aHrn. VLC — virtual learning
communities) gegani LwmpLue BUKOPUCTOBYIOTLCS AN MPOMECINHOMO PO3BUTKY, NMPOEKTHO-
OPIEHTOBAHOTO HaBYaHHA Ta CMIBTBOPEHHA 3HaHb. Y Takux cepefoBuLiax sKicTb
B32EMOOLHIOBAHHA Ta €MOLUINHWIA KNiMaT yyacTi € BaXMBMMW AnNs BOOCKOHANEHHsI
MPOEKTHNX KOHLENUIN i NigTpyMaHHa 3anyyeHocTi. Y ctatTi gocnigpkeHo BHC Innovation
Spring Ta npeAcTaBneHo negaroriyHe OOr'pyHTYBaHHA i nporpamHy apxitektypy LI-
nocuneHoro  dacuniTauinHoro  wapy Ana  nigTPpYUMKW ~ B3aEMOOLIHIOBaHHA  Ta
¢opMyBanbHOrO 3BOPOTHOIO 3B'A3KY.

Marepianu Ta meTogu. [locnigXeHHs CNMpaeTbCsl Ha AaHi TPbOX LLOPiYHMX Lmknie BHC
Innovation Spring i3 cykynHoto BMGipkoto 126 yyacHwkis. [MeaaroriyHnin An3anH rpyHTyeTbCa
Ha mopeni 3pinocti VLC Ta nigxoai 4A po elearning. lMnatdpopma noegHye H5P-
IHTEPaKTUBHICTb, B3AEMOOLIHIOBAHHSA Ta MOHITOPUHI €MOLNHUX CTaHiB Ha OCHOBI Mogeni
notoky M. YikceHTmirai. [lns nogonaHHs BapiaTUBHOCTI SKOCTI PeLEeH3ii CNpOEKTOBaHO
acuHxpoHHy LWI-cpacunitauiny apxitektypy y BUrNSA4i  30BHILIHLOrO  MiKPOCEpPBICY,
iHTerposaHoro 3 BHC-nnatdopmoto.

Pe3synbTatTu Ta O06roBopeHHA. Pesynbtatv nigTBEpOXYOTb KUTTE3OATHICTb
B3aemMoHaB4YaHHs y BHC-cepepoBuili. MOHITOPUHI €MOUiNHMX CTaHiB, NPOBEAEHWU B
ogHomy 3 umknie BHC, nokasas, WO nigrotoBka NPOEKTHOI KOHUEenuii acouitoBanacs 3i
ctaHom noTtoky (33,3%) i BUCOkUM piBHEM 30ymxeHHs (79,4%), Toai Ik B3aEMOOLiHIOBaHHSA
— 3 0CO6NMUBO CUMBbHWUM BIQYYTTAM KOHTPOrO (79,7%). Y NO€AHaHHI 3 MO3NTUBHUMU
OUiHKAMM y4YacCHUWKIB LOAO0 KOPWUCHOCTI MOCMIAOBHOCTI  «MiArOTOBKA KOHUenuii —
B3aEMOOLLiHIOBaHHA» Le cBiguntb npo Te, wo BHC 3abe3nevyBana 3anyvyanbHe Ta
nigTpyMyBanbHe cepefoBuLle AN cniBTBOPeHHs. BogHovac cyTTeBa BapiaTUBHICTb AKOCTI
peLEeHsiii BUsiBUacs KINOYOBUM OOMEXKEHHSIM.

BucHoBku. 3anponoHoBaHa acuHxpoHHa LI-nigTpymyBaHa — dpacunitauiiHa
apxitektypa po3wupioe BHC macwtaboBaHM MexaHi3MOM [00MpautoBaHHS NPOEKTHUX
KOHLIENUj i CTPYKTYpOBaHOro ¢bopMyBanbHOroO 3BOPOTHOTMO 3B’A3Ky 6€3 nepeBaHTaXXeHHs!
OCHOBHOI nnatcopmu. [ocnimKeHHa MOEAHYE NedaroriYyHUM i TEXHIYHWIA  BHECOK,
OEMOHCTPYH4YM  POfib  MOHITOPUHIY €eMOLMHNX CTaHiB Yy MPOEKTYBaHHi CcepeaoBuLLa
CMiBTBOPEHHS Ta MPOMOHYIOYM apXiTeKTypy, KepoBaHy nogiamu, ansa LUI-nigTpumysaHoro
B3aeMoHaBYaHHs y BHC.

Knrouoei cnoea: BipTyanbHa HaB4anbHa CRifbHOTA, ChiflbHE TBOPEHHsI 3HaHb, LUI-
dacunitauis, B3aEMOOLjHIOBAHHS, Moaenb 4A, MOHITOPUMHI  eMOLINHUX
CTaHiB.
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ABSTRACT

Background. Deep neural networks face critical computational barriers for deployment
on resource-constrained edge devices. While individual compression methods exist, their
isolated application causes severe accuracy degradation. The synergistic combination of
pruning, quantization, and knowledge distillation presents a solution, yet their interaction and
hardware-specific efficiency remain insufficiently explored.

Materials and Methods. This study investigates hybrid compression pipelines applied
to linear (VGG) and residual (ResNet) network architectures. We evaluated a Two-Stage
Distillation algorithm featuring a preliminary classifier stabilization phase to eliminate
gradient shock, combined with structural filter removal and static integer quantization. A
cross-platform analysis was conducted on central and graphics processing units, and Pareto
efficiency frontiers were constructed to determine the optimal trade-offs.

Results and Discussion. The preliminary stabilization phase successfully mitigated
gradient shock, consistently improving student accuracy by up to 2.6%. While isolated
structural pruning significantly degraded performance, distillation healing via teacher-
generated soft targets enabled a pruned network with nearly 30% of weights removed to
outperform its full-sized baseline. On CPUs, the hybrid pipeline reduced memory footprint
by 11 times and accelerated inference by 5 times. Conversely, integer quantization
demonstrated critical inefficiency on GPUs due to memory latency; for such accelerators,
half-precision format was Pareto-optimal for massive linear architectures, whereas standard
precision guided by two-stage distillation provided the best efficiency for residual models.

Conclusion. Integrating Two-Stage Distillation with structural pruning and quantization
fundamentally outperforms isolated compression techniques. The optimal strategy is strictly
hardware- and architecture-dependent: integer-based hybrid pipelines are essential for
energy-efficient edge CPUs, while for GPU accelerators, the choice between half-precision
and standard precision depends on the network's topological characteristics.

Keywords: Artificial intelligence, Deep learning, Neural network optimization, Resource-
constrained systems, Hardware acceleration.

INTRODUCTION

The rapid evolution of artificial intelligence, particularly in the field of computer vision,
has been largely driven by the increasing depth and complexity of convolutional neural
networks (CNNs). Modern retrospective analyses of deep learning architectures
demonstrate that foundational topologies, such as the ResNet and VGG families, achieve
unprecedented benchmarks in image classification and object detection by utilizing
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massive parametric spaces to extract highly complex, hierarchical feature representations
[1]. However, this architectural scaling comes at a severe computational cost. Modern
CNNs require gigabytes of memory for weight storage and billions of floating-point
operations (FLOPs) per inference. Consequently, the deployment of state-of-the-art CNNs
on edge devices — such as mobile platforms, autonomous drones, and Internet of Things
(IoT) sensors — is strictly hindered by limited memory bandwidth, restricted thermal
envelopes, and stringent energy budgets [2].

To bridge the substantial gap between high-performance deep learning models and
the physical hardware constraints of peripheral devices, the scientific community has
intensely focused on model compression techniques. Among these, Knowledge Distillation
(KD) has emerged as a fundamental and highly effective approach. KD involves training a
compact "student" model to replicate the functional behavior of a cumbersome "teacher”
model by learning from the teacher's temperature-scaled probabilities (soft targets), which
contain crucial dark knowledge regarding inter-class similarities [3]. While KD provides an
elegant theoretical framework for information transfer, its isolated application often fails to
achieve the extreme compression ratios required for real-time edge inference.
Furthermore, recent statistical evaluations of distillation mechanisms indicate that applying
KD directly to new, uninitialized domains frequently induces a "gradient shock," where
chaotic initial gradients irreversibly disrupt the spatial feature hierarchies of the student
model, significantly limiting knowledge absorption [4].

To achieve aggressive model minimization, structural pruning and quantization are
actively employed. Structural pruning aims to reduce the model's physical width and
computational complexity by completely removing redundant structural components, such
as entire convolutional filters or feature channels. Unlike unstructured pruning, structural
reduction directly translates to hardware acceleration without the need for specialized
sparse matrix libraries [5]. Simultaneously, model quantization converts high-precision 32-
bit floating-point (FP32) weights and activations into low-bitwidth integer formats, such as
8-bit integers (INT8) [6]. This allows models to leverage rapid vector instructions on modern
Central Processing Units (CPUs), drastically reducing memory footprint and accelerating
inference speed.

Despite the individual promise of these techniques, their practical implementation in
hybrid pipelines faces profound algorithmic and hardware-related challenges. The
simultaneous or sequential application of structural pruning and INT8 quantization radically
alters the geometry of the parameter space. Standard fine-tuning using the conventional
cross-entropy loss function is often incapable of navigating this severely restricted space,
leading to a catastrophic and non-linear degradation in classification accuracy [7].
Furthermore, the efficiency of these compression pipelines is strictly hardware-dependent.
A compression configuration optimized for a cloud-based Graphics Processing Unit (GPU)
— which favors floating-point operations and massive parallelism — might result in severe
memory bottlenecks when deployed on an edge CPU, and vice versa [2].

Therefore, there is an objective need for a formalized, hardware-aware optimization
framework that synergizes these distinct compression paradigms. This study investigates
the integration of a Two-Stage Distillation algorithm with hybrid compression pipelines to
mitigate accuracy degradation. In particular, the phenomenon of “distillation healing” is
explored, under the premise that teacher-generated soft targets can act as a precise spatial
navigator for the optimizer, thereby recovering the representative capacity of pruned
networks within a narrowed search space.

The main objective of this study is to develop, theoretically justify, and experimentally
evaluate a hybrid compression framework that integrates Two-Stage Distillation, structural
pruning, and static quantization. By conducting an extensive cross-platform analysis on
CPU and GPU architectures, this research aims to determine Pareto-efficient
configurations that provide an optimal balance between classification accuracy, memory
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footprint, and real-time inference speed for resource-constrained artificial intelligence
models.

MATERIALS AND METHODS

Neural Network Architectures and Experimental Framework. To ensure a
comprehensive and architecture-agnostic evaluation of the proposed hybrid compression
pipelines, the experiments were conducted using two fundamentally distinct convolutional
neural network topologies. Although lightweight architectures such as MobileNet,
EfficientNet, and RepVGG are widely adopted for edge deployment, this study intentionally
focuses on the VGG and ResNet families. Recent studies continue to investigate
compression and deployment techniques based on ResNet architectures for resource-
constrained edge systems, demonstrating their ongoing relevance as benchmark
backbones for evaluating optimization methods [8]. Furthermore, recent surveys also
emphasize the coexistence of lightweight and conventional CNN architectures in modern
edge Al research, where MobileNet, EfficientNet, RepVGG, VGG, and ResNet serve
complementary roles depending on application requirements [9]. ResNet remains one of
the most frequently used backbone architectures in modern computer vision applications,
whereas VGG continues to serve as a widely accepted benchmark model in neural network
compression research. Furthermore, these architectures represent two fundamentally
different CNN design paradigms: sequential and residual, which enable the evaluation of
the proposed compression framework across distinct network topologies. The first family is
represented by the VGG architecture (specifically, VGG16 as the teacher and VGG11 as
the baseline student). VGG networks are characterized by a deep, linear topology with
massive fully connected layers, making them highly susceptible to gradient degradation
and memory bottlenecks. The second family includes Residual Networks (ResNet50 as the
teacher and ResNet18 as the student). Unlike VGG, ResNet incorporates skip connections
(residual blocks) that act as safe gradient highways, providing inherent structural
robustness and efficient feature propagation. Recent retrospective analyses confirm that
evaluating compression techniques across both linear and residual topologies is mandatory
to objectively determine a method's universal applicability [10].

Open-Source Models and Dataset Adaptation. To ensure the reproducibility and
transparency of the research, all investigated models (VGG16, VGG11, ResNet50, and
ResNet18) are standard, classical architectures. Their implementations and baseline
weights were obtained from the publicly available open-source PyTorch repository
(torchvision.models).

It is important to emphasize that the proposed hybrid compression methodology is
fundamentally dataset-agnostic. However, to provide an objective and reproducible
experimental baseline, all models were evaluated using the publicly accessible
ImageNet100 dataset, a standardized benchmark containing 100 image classes.

Furthermore, the experimental protocol did not involve training the baseline models
from scratch. Instead, the pre-trained architectures underwent a preliminary fine-tuning
(adaptation) phase on the ImageNet100 dataset. This step was mandatory to align the
feature space with the target domain before any destructive compression manipulations
(such as structural pruning or INT8 quantization) and the subsequent distillation healing
processes were applied. This approach strictly isolates the performance impact of the
compression algorithms from the variances of initial training.

Implementation of Compression Algorithms. The core methodology of this study
revolves around the synergistic application of destructive compression techniques and
knowledge-guided recovery. The following discrete optimization algorithms were
implemented:

Structural Filter Pruning. Unlike unstructured pruning, which zeroes out individual
weights and requires specialized sparse-matrix hardware to realize speedups, we
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implemented structural filter pruning based on the L,-norm criterion [11]. In this approach,
the absolute sum of the weights within each convolutional filter is calculated. Filters with
the lowest L,-norm are considered to contribute the least to the feature extraction process
and are physically removed from the network architecture. This reduces the number of
output channels, subsequently decreasing the number of multiply-accumulate (MAC)
operations. In our experimental setup, a baseline sparsity level of 15% to 28% was targeted
for the student models [5].

Static Integer Quantization (INT8). To maximize inference throughput on edge devices
lacking powerful floating-point units, post-training static quantization (PTSQ) was utilized
[12]. This process maps the 32-bit floating-point (FP32) weights and activations into an 8-
bit integer (INT8) space. Because dynamic quantization calculates activation ranges during
runtime (adding computational overhead), static quantization was chosen. It requires a
preliminary calibration phase, where a representative subset of the validation dataset is
passed through the network to compute the statistical distribution (minimum and maximum
clipping ranges) of the activations.

Half-Precision Formatting (FP16). To leverage the specific hardware accelerators
available on modern Graphics Processing Units (GPUs), a conversion to half-precision
floating-point format (FP16) was implemented [13]. This reduces the memory bandwidth
requirements by half compared to FP32, accelerating memory-bound operations without
the severe precision loss associated with aggressive integer quantization.

Knowledge Distillation as a Healing Mechanism. While the mathematical formulation
and initialization stabilization of the Two-Stage Distillation algorithm are outside the scope
of this paper, its role in this research acts exclusively as a recovery protocol. Instead of
fine-tuning the severely damaged pruned architectures using standard hard-label cross-
entropy, the temperature-smoothed soft targets (T = 4.0) generated by the robust teacher
model are used to guide the student's optimizer. This "distillation healing" provides dense
spatial navigation through the narrowed parameter space [3].

Classification of Investigated Compression Pipelines. To systematically isolate the
effects of individual and hybrid compression techniques, a rigid matrix of experimental
pipelines was established. Table 1 defines the ten distinct methodologies evaluated in this
study.

Table 1. List of experimental optimization methods

No Method name

00 Baseline (Teacher)

01 Quantization Static (INT8)
02 Pruning Structured(15%)

03 Self-Distillation

04 Distillation + Quantization
05 Baseline Student

06 Two-Stage Distillation (Student)
07 Distillation + FP16

08 Distillation + Prune

09 Distillation + Prune + Quantization

Baselines (Methods 00 & 05). Method 00 (Teacher) serves as the theoretical upper
bound for accuracy and the source of "dark knowledge" (ResNet50 or VGG16). Method 05
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(Baseline Student) represents the lightweight architecture trained from scratch using
standard cross-entropy, illustrating the architectural capacity gap.

Isolated Classical Compression (Methods 01 & 02). These pipelines apply
compression without distillation guidance. Method 01 involves isolated static INT8
quantization. Method 02 physically removes 15% of convolutional filters using L,-norm
pruning, followed by standard hard-label fine-tuning.

Standard Distillation Indicators (Methods 03 & 04). Method 03 represents the classic
self-distillation protocol, forcing a randomly initialized student to match the teacher's KL-
divergence immediately. Method 04 follows this with standard quantization. These methods
serve to demonstrate the vulnerability of networks to unmitigated gradient shocks.

Advanced Distillation and Healing (Methods 06, 07, & 08). Method 06 is the isolated
application of the Two-Stage Distillation protocol. Method 07 converts the distilled student
(Method 06) into FP16 format, designed specifically for GPU tensor core acceleration.
Method 08 is the core "distillation healing" pipeline, where the student model undergoes
aggressive structural pruning and is subsequently fine-tuned using the teacher's soft
targets.

Extreme Hybrid Compression (Method 09). This is the most aggressive pipeline,
engineered for severely constrained edge environments. It sequentially combines
distillation (for maximal feature retention), structural pruning (for topological reduction), and
static INT8 quantization (for vector-instruction acceleration).

Hardware Platforms and Cross-Platform Testing Environment. The computational
efficiency of any model compression pipeline is fundamentally hardware-dependent. To
comprehensively evaluate the proposed hybrid methods, empirical testing was conducted
across two distinct hardware environments, representing the two primary deployment
scenarios: resource-constrained edge computing and high-performance cloud inference [2].

The first environment, serving as a proxy for edge devices, utilized an AMD Ryzen 5
5600 multi-core Central Processing Unit (CPU) supporting Advanced Vector Extensions
(SIMD instructions) and 16 GB of system memory. This platform was explicitly chosen to
evaluate the hardware acceleration capabilities of static INT8 quantization (Methods 01, 04,
and 09), as integer arithmetic allows the CPU to process vectorized data efficiently,
significantly reducing latency [12]. The second environment utilized an NVIDIA GeForce RTX
3060 Ti Graphics Processing Unit (GPU) equipped with Tensor Cores and Compute Unified
Device Architecture (CUDA) support. This environment was used to measure baseline
models and to test the specific efficacy of half-precision (FP16) formatting (Method 07) [13].

Also, all performance measurements reported in this study were obtained using a
batch size of 32.

Evaluation Metrics and Data Processing. To quantitatively assess the effectiveness of
the distillation and hybrid compression algorithms, three primary metrics were recorded for
each experimental pipeline:

1. Classification Accuracy. Measured as the standard validation accuracy on the
testing dataset. This metric serves as the primary indicator of the feature space integrity
and the success of the distillation healing mechanism.

2. Memory Footprint and Compression Ratio. The physical storage size of the
serialized model weights, measured in Megabytes (MB). The Compression Ratio is
calculated as the baseline teacher model size divided by the compressed student model
size. This metric is crucial for determining the feasibility of deployment on memory-
constrained peripheral devices.

3. Inference Speed (Throughput). Measured in Frames Per Second (FPS). To isolate
the computational throughput of the network from data-loading bottlenecks, FPS was
calculated based on model forward-pass execution times, allowing for an objective cross-
platform speed comparison.

Since no single pipeline simultaneously maximizes accuracy and minimizes latency
across all hardware, a Pareto-efficiency analysis was employed. Constructing Pareto
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frontiers allows for an objective mathematical comparison of the trade-offs inherent to
different compression strategies. All experimental data, including neural network weights,
validation accuracies, and inference latency measurements, were collected and processed
natively within the Python programming environment using the PyTorch deep learning
framework [14].

RESULTS AND DISCUSSION

The "Distillation Healing" Phenomenon: Restoring Capacity After Pruning. A key
objective of the experimental phase was to evaluate the capacity of knowledge distillation
to preserve feature space integrity during structural pruning. Structural pruning physically
removes convolutional filters based on their L,-norm, radically altering the geometry of the
parameter space and permanently reducing the model's capacity [11]. The isolated
application of this method, followed by standard fine-tuning using hard categorical labels,
typically fails to allow the model to adequately recover its lost representational pathways.
This occurs because the narrowed architecture lacks the dense parameterization required
to navigate the complex loss landscape from scratch. To evaluate this, we compared
isolated pruning against our hybrid approach, wherein the pruned student architecture is
trained using the temperature-smoothed "soft targets" generated by the uncompressed
teacher model.

The empirical data presented in Table 2 substantiates the severe impact of unguided
compression on the ResNet architecture. The application of standard structural pruning
(Method 02) demonstrably degrades the network's accuracy, dropping it to 0.839 relative
to the baseline teacher.

Table 2. The impact of distillation on robustness to structural pruning (ResNet
family).

Method Ne Accuracy Sparsity
01 (Quantization Static (INT8)) 0.845 0.020
02 (Pruning Structured(15%)) 0.839 0.121
04 (Distillation + Quantization) 0.851 0.020
08 (Distillation + Prune) 0.778 0.287
09 (Distillation + Prune + Quantization) 0.789 0.296

However, the "distillation healing" phenomenon is prominently manifested in Method
08. Following the aggressive removal of approximately 28% of the convolutional weights in
the ResNet18 student model, the introduction of teacher-guided soft targets enabled the
highly sparse model to achieve an accuracy of 0.778. This results in a highly
counterintuitive paradox: the pruned, distilled student model strictly outperforms the fully
dense baseline student model trained from scratch (Method 05, which only achieved an
accuracy of 0.770).

This outcome provides strong empirical evidence that knowledge distillation does not
merely act as an initialization strategy but serves as an ideal spatial navigator. The soft
targets contain essential "dark knowledge" about inter-class similarities, which effectively
guides the optimizer to find highly efficient signal routing paths within the strictly constrained
parameter space of the pruned network [3].

As illustrated in Table 3, an analogous "healing" effect is observed for linear
topologies, which are traditionally much more vulnerable to structural damage than residual
networks due to the lack of gradient bypass connections [15]. Standard pruning applied to
the VGG architecture (Method 02) causes a steep collapse in accuracy down to 0.635.
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Table 3. The impact of distillation on robustness to structural pruning (VGG family).

Method Ne Accuracy Sparsity
01 (Quantization Static (INT8)) 0.649 0.017
02 (Pruning Structured(15%)) 0.635 0.016
04 (Distillation + Quantization) 0.623 0.017
08 (Distillation + Prune) 0.64 0.498
09 (Distillation + Prune + Quantization) 0.635 0.479

Nevertheless, the application of the hybrid pipeline (Method 08) successfully
mitigates this degradation. By fine-tuning the pruned VGG network with distillation
gradients, the feature space is partially restored, allowing the network to reach an
accuracy of 0.640.

Remarkably, just as observed with the ResNet family, this heavily pruned
VGG network outperforms the full-sized baseline VGG11 student (Method 05,
accuracy 0.616). This confirms that the distillation healing mechanism is architecture -
agnostic and universally beneficial for restoring the capacity of sparse convolutional
topologies.

Deep Compression and Memory Footprint Reduction. For the successful deployment
of convolutional neural networks on peripheral edge devices (such as loT sensors or mobile
processors), the physical memory footprint of the serialized model is as critical as its
classification accuracy. Extreme reduction of the parameter space is required to fit these
models into limited on-chip memory and to reduce energy-consuming off-chip memory
accesses [2].

Fig. 1 illustrates the compression trade-off landscape for the ResNet family. The most
impressive result of extreme memory reduction is demonstrated by the aggressive hybrid
pipeline, Method 09. The sequential application of Two-Stage Distillation, structural
pruning, and static INT8 quantization reduces the physical memory footprint from 84.2 MB
(baseline teacher, Method 00) to an unprecedented 7.7 MB. This achieves a massive
compression ratio of 10.9x. Despite this drastic reduction in capacity, the preserved
accuracy stands at 0.789, strictly outperforming all other standalone compact model
configurations represented on the chart.

As observed in Fig. 2, the massive VGG architecture exhibits an even more
pronounced response to hybrid compression. Method 09 successfully reduces the VGG
memory footprint from 513.7 MB (baseline teacher) to a mere 74.4 MB. This represents a
compression ratio of 6.9x, successfully eliminating the vast majority of redundant
parameters stored in the dense fully connected layers.

Throughout this aggressive reduction, the model maintains a highly competitive
accuracy of 0.635. It is crucial to note that attempts to achieve similar compression ratios
without the proposed Two-Stage Distillation mechanism — such as Method 04, which
utilizes standard distillation alongside quantization — yield significantly worse results,
dropping accuracy to 0.623. This further validates that advanced distillation is mandatory
to preserve the feature space during aggressive 8-bit quantization [6].

Pareto-Efficiency and Cross-Platform Hardware Analysis. The hardware architecture
of the target computing device strictly dictates the efficacy of any given compression
methodology. A pipeline that performs exceptionally well in a cloud environment may fail
entirely on an edge device. To objectively evaluate these trade-offs, Pareto efficiency
frontiers were constructed. A compression configuration is considered Pareto-optimal if no
other tested method can provide a higher inference speed (Frames Per Second, FPS)
without a corresponding degradation in classification accuracy.
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Fig. 1. Trade-off between model size and classification accuracy for the ResNet architecture
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Fig. 2. Trade-off between model size and classification accuracy for the VGG architecture

Fig. 3 visualizes the performance of the VGG architectural family on a Central
Processing Unit (CPU), simulating a resource-constrained edge computing environment.
The massive, linear structure of VGG traditionally suffers from severe latency on CPUs.
The Pareto frontier clearly indicates that Method 09 — the aggressive hybrid pipeline
combining Two-Stage Distillation, structural pruning, and static INT8 quantization — is the
absolute optimal solution. By translating the 32-bit floating-point weights into 8-bit integers,
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Fig. 3. Pareto efficiency frontier of compression methods for VGG on a CPU platform

the CPU can maximally utilize Advanced Vector Extensions (SIMD instructions) to process
multiple operations simultaneously [12].

Consequently, the inference speed increases dramatically from a baseline of 9.09 FPS
(Method 00, Teacher) to 35.07 FPS, representing a 3.85x acceleration while maintaining a
competitive accuracy of 0.635. Furthermore, the graph demonstrates that isolated static
quantization (Method 01) yields only 18.9 FPS, proving that integer arithmetic alone is
insufficient for heavy architectures without the topological reduction provided by structural
pruning.

The dynamics shift radically when deploying the VGG network on a platform equipped
with Compute Unified Device Architecture (CUDA) and specialized Tensor Cores, as
illustrated in Fig. 4. Notably, all pipelines utilizing INT8 quantization (Methods 01, 04, and
09) are entirely absent from the Pareto frontier. In hardware-accelerated environments,
these integer-based methods demonstrate a critical performance collapse, recording 0.0
effective FPS. Itis important to emphasize that this observation does not reflect a hardware
limitation of modern GPUs but rather the characteristics of the native software environment
used in this study. All experiments were conducted exclusively within the standard PyTorch
framework without employing specialized inference deployment or optimization
frameworks. Under these conditions, PyTorch does not provide fully optimized native
execution kernels for direct INT8 inference on GPUs. Within the native PyTorch execution
pipeline used in this study, software dequantization and associated memory bandwidth
overheads prevent efficient utilization of dedicated GPU integer execution units, resulting
in severe performance degradation [16].

Instead, Method 07 dictates the Pareto front. Achieving efficient INT8 inference on
modern GPUs typically requires deploying the model through specialized optimization
frameworks, such as NVIDIA TensorRT, AMD MIGraphX, or Intel OpenVINO, rather than
relying solely on the native PyTorch execution environment used in this work. By converting
the distilled student model into a half-precision floating-point format (FP16), the network
perfectly aligns with the GPU's native Tensor Core capabilities. This allows the VGG
network to be processed at an exceptional 601.78 FPS, outperforming the original teacher

EnekTtpoHika Ta iHpopmauinHi TexHonorii « 2026 « Bunyck 35 25



Andrian Kozynets & Lidia Demkiv

Pareto Efficiency (GPU): Speed vs Accuracy

& Pareto Frontier

0.68

0.67
~
’-G-T 0.66
2
g
E 0.65
=
z
g 06 07
©
§ 0.64 s .0 8 [
<

02
0.63
03
0.62 L 0 5
[ 4
100 200 300 400 500 600

GPU FPS (Higher is Better) ->

Fig. 4. Pareto efficiency frontier of compression methods for VGG on a GPU platform

(253.6 FPS) by 2.37 times, with minimal accuracy fluctuation (0.641). Fig. 5 examines the
CPU performance of the ResNet family. Inherently more efficient than VGG due to residual
connections and the absence of massive fully connected layers, the baseline ResNet50
(Method 00) processes at 23.6 FPS.

However, the Pareto frontier reveals that the Two-Stage Distillation algorithm
combined with hybrid compression (Method 09) maximizes hardware efficiency far beyond
the baseline. Just as observed with the VGG network, Method 09 forms the optimal peak
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Fig. 5. Pareto efficiency frontier of compression methods for ResNet on a CPU platform
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on the CPU. The inference speed leaps from 23.6 FPS to a phenomenal 123.8 FPS,
achieving a 5.24x acceleration. Because the accuracy is preserved at 0.789, this specific
pipeline proves to be the ideal candidate for deploying real-time, high-accuracy computer
vision systems on embedded loT processors.

Finally, Fig. 6 demonstrates the performance of the compressed ResNet models on a
high-performance GPU. Mirroring the VGG GPU analysis, the application of integer
quantization (INT8) leads to zero effective throughput within the native PyTorch
environment, completely excluding Methods 01, 04, and 09 from the Pareto frontier. As
discussed above, this behavior reflects the limitations of the native software execution
environment rather than the hardware capabilities of modern GPUs.

Pareto Efficiency (GPU): Speed vs Accuracy
& Pareto Frontier

00
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% 0.82
g 0.80
97 - 06
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95

50 100 1 250 300

50
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Fig. 6. Pareto efficiency frontier of compression methods for ResNet on a GPU platform

However, the dynamic for ResNet diverges significantly from the VGG family regarding
half-precision formatting. On this CUDA-supported platform, Method 07 (FP16) does not lie
on the Pareto efficiency frontier. Instead, the optimal frontier is formed by pure distillation-
based models operating in standard precision: Method 03, Method 02, Method 06, and
Method 05. The Two-Stage Distillation applied to the student model in standard FP32
precision (Method 06) achieves a superior balance, reaching an impressive inference speed
of approximately 315 FPS with an accuracy of 0.785. In contrast, Method 07 achieves the
exact same accuracy but lags in speed (processing at approximately 280 FPS).

This indicates that for inherently optimized, compact architectures like ResNet18,
standard 32-bit execution (Method 06) outperforms FP16 conversion, avoiding the
hardware overhead associated with precision casting [13]. Method 06 emerges as the
definitive Pareto-efficient choice for achieving extremely high throughput on GPUs without
compromising the integrity of the distilled feature space.

CONCLUSION

In this research, we have successfully addressed the scientific and practical challenge
of enhancing the efficiency of knowledge transfer between convolutional neural networks
for deployment on resource-constrained edge devices. Through comprehensive theoretical
analysis and extensive experimental modeling across multiple hardware backends, several
critical conclusions have been established.

First, the study confirms that standard knowledge distillation protocols are highly
vulnerable to the phenomenon of "gradient shock" during the initialization phase,
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particularly when applied to linear topologies. For the VGG family, the absence of a
stabilization phase resulted in a 6.3% drop in classification accuracy. The implemented
Two-Stage Distillation algorithm effectively mitigates this issue by introducing a preliminary
stabilization phase. By temporarily freezing the deep convolutional layers and training only
the newly initialized classifier, this "warmup" safely isolates and absorbs destructive
gradients. This stabilization process consistently improved the accuracy of compact
student models, yielding a gain of +2.6% for VGG11 and +1.5% for ResNet18 compared
to baseline training from scratch.

Second, the experimental results provide robust evidence for the existence of the
"distillation healing" mechanism. We demonstrated that utilizing temperature-smoothed soft
targets from a teacher model acts as a powerful spatial navigator for the student's optimizer
within a narrowed parameter space. This recovery mechanism allowed structurally pruned
architectures to not only mitigate the damage from the removal of nearly 30% of their weights
but also to outperform their full-sized baseline student counterparts in accuracy.

Third, the cross-platform analysis established that the optimal compression strategy
is strictly hardware-dependent. For edge computing systems (CPU), a hybrid pipeline
combining Two-Stage Distillation, structural pruning, and static INT8 quantization emerged
as the only viable solution for extreme efficiency. This configuration achieved a 10.9x
compression of the physical memory footprint and a 5.24x acceleration of inference
throughput while maintaining high generalization capacity.

Finally, for high-performance cloud environments (GPU), the experiments
demonstrated that native INT8 inference within the PyTorch framework remained inefficient
without specialized inference optimization frameworks. While FP16 formatting remains the
Pareto-optimal choice for massive linear architectures like VGG (achieving over 600 FPS),
for inherently optimized residual networks like ResNet, standard 32-bit floating-point
execution guided by Two-Stage Distillation (Method 06) provides the most efficient balance
of speed and accuracy. These findings offer a clear roadmap for the deployment of
specialized, hardware-aware Al solutions in real-time computer vision systems.

Despite the obtained results, future research will extend the proposed approach to
modern lightweight architectures specifically designed for edge-oriented deployment
scenarios. Furthermore, future studies will investigate fully optimized inference pipelines
based on specialized vendor-specific frameworks and graph compilers, such as NVIDIA
TensorRT, AMD MIGraphX, and Intel OpenVINO, to provide a more comprehensive
assessment of INT8 quantization efficiency on dedicated hardware accelerators. Such
extensions will enable a broader evaluation of hardware-aware compression strategies
beyond the native framework execution environment considered in this study.
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AMNAPATHO-OPIEHTOBAHA IN6PUAHA KOMIMPECIA 3rOPTKOBUX
HEWPOHHUX MEPEX ONSA CUCTEM 3 OBMEXEHUMW PECYPCAMM

AHOpiaH Ko3uHeub, J1idis1 femkie

Kagbedpa cucmemHo20 npoekmyeaHHs,

JibeiecbKuli HayioHanbHUl yHieepcumem iMeHi IsaHa ®paHka,
gyn. [ipazomarosa 50, M. Jlbsis, 79005, YKPAIHA

AHOTALIA

BcTtyn. MunbGoki HEWpOHHI Mepexi CTMKaTbCA 3 KPUTUYHUMKU OOYMCMOBaNbHUMMU
6ap'epamu Ons posropTaHHA Ha NepudepiiHUX NPUCTPOSX 3 OOMEXEHNMU pecypcamu.
3HMXKEHHA TOYHOCTi. CuHepreTMyHe noegHaHHs oOpi3aHHSA (MPYHIHrY), KBaAHTYBaHHS Ta
ANCTUNAUil 3HaHb MPOMOHYE PpilleHHs, MpoTe iXHA B3aeMOAis Ta anapaTHOo-3anexHa
e(EeKTMBHICTb 3anuLLaTbCA HEAOCTATHBO AOCTIAKEHUMU.

MaTtepianu ta metoau. Lle gocnigxeHHs posrnsgae ribpuaHi KOHBEEpW KOMMPECIi,
3aCTOCOBaHiI 0O apXiTEKTYp 3ropTKOBUX HEWPOHHWX MEepeXx i3 MOCniAOBHUM 3'€AHAHHSM
LapiB Ta apXxiTeKTyp i3 3anuwkoBUMM 3B'a3kaMun. OLHEHO anropyMTM ABOETaNHOT AuCTUnALi
3 [odaTKoBOK nonepedHbol haso  cTabinizauii  knacudikatopa Ans YCYHEHHs
rpagieHTHOro LWOKY B MOEAHaHHI 3i CTPYKTYPHUM BUAANEHHAM inbTpiB Ta CTaTU4HUM
LinoyncensHUM KBaHTyBaHHAM. KpocnnatdhopMHuiA aHanis NpoBOAMBCA Ha LIEHTPanbHUX i
rpadiyHmMx npouecopax i3 nobyaoBol Mex edeKkTUBHOCTI [lapeTto Ana BM3HAYEHHS
ONTMMAaInbHUX KOMMPOMICIB.

PesynbTtatn. ®asa nonepeaHboi cTabinisauii ycnilwHO yCyHyna rpagieHTHUI LUOK,
NigBULLMBLUN TOYHICTb MOAENEen-y4HiB Ha BenuuuHy Ao 2.6%. |3onboBaHe CTpyKTypHe
06pi3aHHst 3HAYHO MOTIPLUMIIO TOYHICTb, MPOTE «JliKyBaHHA OUCTUMALUIED» 32 LOMNOMOroK
M'AKUX Linen yuymTenbCcbKoi Mogeni fo3Bonumno obpisaHin mepexi (i3 BuaaneHHam maxe
30% Bar) nepeBepLUMTY CBOK NMOBHOPO3MipHY 6a30By niHito. Ha LeHTpanbHMX npouecopax
(L) ribpmoHuin koHBeep 3meHWMB obesr nam'aTti B 11 pasiB i npuckopyB BUBEOEHHS Y 5
pasiB. HaTomicTb UinoyncenbHe KBaHTyBaHHSA BUSBUIOCA HeedEKTUBHUM Ha rpaddiyHmX
npouecopax (I'M) yepes 3aTpumku goctyny Ao nam'sTi. [Ans Takux npuckoproBadis dopmat
yncen i3 MraBalyod KOMOK MOSMOBMHHOI TOYHOCTI 6yB [MapeTo-onTumanbHuM Ons
MacuBHMX apXiTeKTyp i3 MOCniAOBHMM 3'€AHAHHAM LWapiB, ToAi Sk copmaT uyucen i3
NnaBal4vold KOMOK OfMHAPHOI TOYHOCTI B MOEAHaHHI 3 [OBOETAMHOK OUCTUNSLIED
3a6e3neynB Hankpally ePeKTUBHICTb AN apXiTEKTYP i3 3anuULLKOBUMM 3B'SA3KaMMU.

BucHoBku. IHTerpauis aBoeTanHoi ANCTMnsAUil 3HaHb 3i CTPYKTYPHUM OOpi3aHHsIM Ta
KBaHTyBaHHAM MPUHLUMMNOBO NepeBepLUye i30MboBaHi Metoan komnpecii. OnTumanbHa
cTparTerisi CyBOpO 3anexuTb Bif anapaTtHoro 3abesneyeHHs Ta TOMomorii: LinovmcenbHi
ribpuaHi KOHBEEPU € HEOOXigHNMMY AN eHeproedeKkTUBHNX nepudepiiinx LM, Toai sk Ha
M BMGIp MK MOMOBMHHOK Ta CTaHOAPTHOK TOYHICTIO BM3HAYAETBCA CTPYKTYPHUMMU
XapaKTepUCTUKaMM KOHKPETHOI Mepexi.

Knroyoei cnoea: Wtyynnii iHTenekt, mMuboke HaByaHHsA, OnTumisauis HEMPOHHUX
mepex, Cuctemm 3 obmMexeHnMm pecypcamu, AnapaTHe NPUCKOPEHHS.
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ABSTRACT

Background. We analyze the compression coefficient S associated with the two
versions of a Lempel—Ziv algorithm (LZA) as a quantitative characteristic of structural order
in noisy or corrupted data, using a natural-language text and a digital image. To model a
stochastically perturbed text or image, we randomize the linguistic elements of the former
and add uncorrelated Gaussian noise to the latter or randomize its pixels.

Materials and Methods. A fiction text “Moby Dick” by H. Melville was randomized at the
linguistic levels of sentences, words, and characters. The number of randomization cycles
N varied in the range from 0 to 10°. We also analyzed the red channel of an 8-bit image
“Peppers” with the size M = 512x512. The Gaussian noise with the standard deviations o
changing in the range from 0 to 400 was added to the image. On the whole, 50 randomized
and 50 noisy image versions were generated. To apply the LZA compression to the image,
we unfolded it into a one-dimensional sequence of pixel intensities and processed the
appropriate textual representation of the image as usual text.

Results and Discussion. The sentence-level randomization almost does not change
the S value, because it remains intact the internal structures of words and sentences, while
the LZA has a local character. The word-level randomization decreases S, whereas the
character-level randomization leads to the largest S decrease and produces almost
incompressible text files at the largest N. The results obtained with the two LZA-type
versions differ slightly in the effect of sentence randomization on the compressibility. For the
randomized images, the S value sharply decreases when N approaches the total pixel
number M, and then reaches saturation. The strongest changes in S for the noisy images
occur in the range of ¢ € [10,100].

Conclusion. Our results demonstrate that the LZA compression coefficient is sensitive
to the loss of local order in the noisy data of different types, either randomized texts or
randomized and noisy images. Since the LZA is based on repetitions and local regularities
in a symbolic sequence, a decrease in S indicates partial destruction of order caused by
randomization or noise. Hence, the compression coefficient can, in principle, serve as a
measure of disorder in both symbolic sequences and pixel grids and so can help in detecting
noisy data.

Keywords: data compression, noisy data analysis, noise detection, randomization,
natural language processing, image processing.

1. INTRODUCTION

There are many practical situations when the data of interested for information
retrieval is noisy or partly corrupted. Among diverse examples, one can recall, in this
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respect, mangled or damaged textual documents, visual or compression artifacts of digital
images, grainy images, corrupted footage, or damaged frames. As a limiting case, the data
can become so corrupted that its information content cannot be retrieved against the
background of dominating noise. Then the problem is to recognize this noisy data from the
neat information-carrying one, using no human intervention or visual inspection.

The main point of interest in the present work is the possibilities for detection of ‘noise’
in textual documents. This can be done, e.g., using different complexity measures and
some other approaches [1-6]. Technically, a text represents a sequence — or time series —
of linguistic symbols. Our auxiliary point is therefore to find such statistical properties or
characteristics that can help in differentiating between the informative and (partly) noisy
symbolic time series. One of the possible characteristics is the compressibility of a text file
[7-11]. Here the motivation is simple: ordered and information-bearing sequences are
usually more compressible than noisy or randomized ones [1, 3, 12-14]. Indeed, any
lossless compression algorithm finds repeated fragments and regularities in the input data.
If the noise destroys these regularities, the size of the compressed file increases and the
compression coefficient decreases.

In other words, it is important that the compression coefficient reacts not only to the
frequencies of linguistic elements given by Zipf's or Heaps’ laws (see Ref. [15]), but also to
their order. The other point of our interest is automatic detection of noisy images [16—20].
It is important that the compression-based approach can, in principle, be applied to images,
since the latter can be viewed as grids of pixel values [20, 21].

The aim of this study is to analyze the compression coefficient for disordered or
corrupted natural-language texts and noisy images. As a model of stochastically perturbed
text, we choose the simplest mechanism of partial randomization (or shuffling) of its
linguistic elements such as sentences, words, and characters. To model a partially
corrupted image, we add uncorrelated Gaussian noise to it and, moreover, randomize its
pixels. To analyze the changes occurring with a text or image under noising, we examine
a gradual evolution of its compression coefficient during the noising process.

2. MATERIALS AND METHODS

2.1. Data under study and noising procedures

The objects of our study are a natural-language text “Moby Dick” by H. Melville and a
digital image “Peppers” which is often analyzed in the field of image processing (see Fig. 1
and Fig. 2). Notice that the text under test includes approximately 1.24x108 characters,
2.12x105 words and 1.01x10* sentences. The 8-bit color image «Peppers» stored in the
JPEG format has the size M = 512x512 pixels.

(a) (b) (c)
Fig. 1. Examples of randomization results obtained for the red channel of the image “Peppers” at the
randomization cycle numbers N = 0 (original image) (a), N = 73114 (b), and N = 108 (c)
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k- N
(a) (b) (c)
Fig. 2. Examples of Gaussian noise results obtained for the red channel of the image “Peppers” at the noise
parameters o = 0 (original image) (a), o = 35.6 (b), and o = 402.4 (c)

As already mentioned above, we modeled corruption of texts in the simplest manner,
as partial randomization of their linguistic elements. The starting point of our experimental
procedures was the assumption that the compressibility of a text as a symbolic sequence
should reflect the amount of order preserved in it. Randomization was treated as a multiply
repeated pairwise exchange of randomly selected linguistic elements of a text. The degree
of randomization was measured by the number N of elementary randomization cycles,
where one cycle corresponded to a single mutual exchange of two elements. The number
of cycles was varied in the range from N =0 (the original text) up to N = 109. This was
performed in 50 discrete steps. Note that the maximal cycle number Nna.x was far larger
than the total number L of its linguistic elements (either characters or words, or sentences)
in our text (see the figures mentioned above).

The text was randomized separately at the linguistic levels of sentences, words, and
characters. As a result, three randomized datasets were obtained for the initial text. The
type of element being exchanged depended on the selected linguistic level of
randomization. During the sentence-, word-, and character-level randomizations, whole
sentences, individual words, and separate characters were permuted, respectively.

In the same way, the pixels of our image were randomized such that, during each of
the elementary randomization cycles, the pixel values were left unchanged, but the spatial
locations of the pixels were swapped. The quantitative parameter governing image
corruption was again the number N of randomization cycles, which was changed from 0 to
108. Here the relation Nmax >> M held true. Besides, Gaussian noise with a zero mean was
added to the image. It was dosed by the appropriate standard deviation o, which was
increased exponentially from 0 to 400 in order to cover the regions of both weak and strong
image perturbations. Notice that the standard deviation characterizing the pixel-value
variation in the unnoised image was equal to g ® 66.1, so that the maximal o applied was
surely much larger than the oo value. As a consequence, we obtained 50 noisy and 50
randomized image versions. Some examples of the randomized and noisy images
generated as explained above are shown respectively in Fig. 1 and Fig. 2.

2.2. Lempel-Ziv compressibility

The text file was compressed using a freely available Lempel-Ziv algorithm (LZA).
The LZA family comprises lossless compression methods that exploit repetitions in the
input data and require no predefined statistical model for the data [7]. Instead of assigning
short codes only to frequent individual symbols, these methods identify recurring
sequences in the data and replace later occurrences with the references that a decoder
can interpret. This principle allows the compressor to adapt to the structure of the
processed data and capture regularities at different scales, including recurring symbol
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sequences or appropriate bit or byte patterns which correspond to characters, words, or
still longer textual elements.

The present work employs two specific realizations of the LZA family. The first uses a
dictionary-coding strategy intended primarily for symbolic strings, while the second
operates with a byte-oriented format. Although both methods are lossless, they should not
be treated as interchangeable implementations of a single algorithm, because they
discover and encode redundancy using different internal structures and are designed for
different operational purposes.

In the frame of the first compression method, the input data is viewed as a sequence
of symbols. During a left-to-right scan, the encoder searches for the longest sequence
already represented in its current dictionary. The code of that sequence is emitted, and a
longer sequence formed by appending the next input symbol is inserted into the dictionary
whenever it has not occurred before. On the contrary, the second method operates on byte
sequences. Its smallest input unit is a complete byte rather than an individual bit or a
linguistic token. At each position, the encoder searches for previously processed bytes for
a sufficiently long sequence matching the bytes beginning at the current position. When a
match is found, the repeated bytes are replaced by a back-reference that consists of an
offset and a match length. The offset specifies how many bytes backward the previous
occurrence begins, while the length specifies how many bytes the decoder must copy.
Notice that still different LZA-type compression techniques are known from the literature,
e.g. that operating on the bit level of symbolic sequences (see, e.g., Ref. [14]).

For every original and randomized text version, the compression coefficient S was
calculated as the relative decrease in the file size occurring after compression:

S =1=Sout/Sin,

where s;, and s,,; are the sizes of the original and compressed text files, respectively.
Notice that the results obtained with both algorithms depend on the repeatability of text
fragments and local regularities in the input symbolic sequence. Then large S values
correspond to well-compressible ordered sequences, whereas the S values close to zero
imply that the compressed file is almost as large as the input one.

Notice that the LZA is directly fit for the one-dimensional symbolic sequences. Of
course, there is a great number of compression techniques aimed at two-dimensional
images [16]. However, in order to adhere to the same experimental compressibility
measure in the case of two-dimensional digital images and compare the appropriate results
with those obtained for the texts, one can conventionally reduce the images to linear chains
of pixel values. Simple methods for this aim have been suggested in the earlier works [20,
21]. The main idea of those works was to transform a two-dimensional image into a one-
dimensional sequence of pixel values, using a horizontal or vertical scan, and then analyze
this sequence by the methods of computational linguistics applied to texts.

In practice, an image can be converted to a linear chain of pixel values by a row-by-
row or column-by-column scanning. In this representation, the figures corresponding to
pixel intensities play the role of ‘words’ in a text. Although failing to reflect all the two-
dimensional neighborhoods in an input image correctly, the image-to-text transformation
makes it possible to consider the image properties within the same framework based upon
the analysis of one-dimensional symbolic sequences. To be specific, our image was
unfolded into a text along the horizontal direction. For this purpose, we used the data of the
red channel of the color image.

Finally, an additional check-up compression-related analysis was performed
immediately with the JPEG files of the input image and its noised and randomized versions.
Here we directly compared the sizes of the files, with no intermediate conversion of image
files into text files and with no LZA analysis. The compression parameter K was defined as
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K = s4/s,

where sy and s denote the JPEG-file sizes of respectively the input and noised (perturbed)
images. The K coefficient was calculated for both noisy and randomized image datasets.
This analysis is not identical to the calculation of S, because a lossy JPEG format includes

its own compression procedures. Nevertheless, it provides an additional check of how
noising and randomization affect the practical compressibility of the image file.

3. RESULTS AND DISCUSSION

3.1. Randomized texts

Fig. 3 shows the dependence of the compression coefficient S on the randomization
parameter N for the three linguistic levels of randomization. The panels (a) and (b)
correspond respectively to the first and second LZA-type compression methods (see
Subsection 2.1). Here the randomization versions that correspond to the sentence, word,

and character linguistic levels are denoted by the curves of different colors (see the legend
in Fig. 3).
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Fig. 3. Dependences of compression coefficient S on the randomization parameter N obtained for the text “Moby
Dick”. Panels (a) and (b) correspond to different versions of LZA-type libraries (respectively, character-
level and byte-level compressions — see the text). Data points denoted by black squares (curves 1), red
circles (curves 2), and blue triangles correspond, respectively, to randomization performed at the levels
of sentences, words, and characters. For visualization on the logarithmic scale, the initial data points
corresponding to N = 0 are conventionally represented by N = 1

The first important result is the almost complete absence of changes in the
compressibility observed under the sentence-level randomization (see curve 1 in Fig. 3
and data in Table 1). Note that the notation L in Table 1 implies the text length, Si, is the
compressibility S measured at N =0, S, is the S value averaged over the last 10 data
points for strongly randomized texts, and AS is defined as AS = §;;, — Sqy4. TO be exact,
the changes mentioned above are negligible in the case of character-level compression
and amount to only 10% of the changes observed under character-level randomization in
the case of byte-level compression. This means that changing the order of sentences does
not have a significant effect on the file compressibility. The reason is that the LZA algorithm
applied by us has an essentially short-range character: its result depends on the order of
linguistic elements (or their binary representations) located close to each other. In other
words, the sentence-level permutations change the global structure of the text radically,
but most of the local structures inside separate sentences remain invariable. Notice that
the reasons for different results of the two alternative LZA realizations associated with the
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Table 1. Some data related to the compression coefficient obtained for the original
and randomized texts, using the character-level LZA compression

Ay . Sentence-level Word-level Character-level
QUERMIENNYS CIEIEEEIIE randomization  randomization = randomization
Text length L 10,076 212,288 1,239,464

Compressibility values Si» and Savg 0.381 — 0.379 0.381 — 0.355 0.381 — 0.039
before and after randomization ' ' ' ’ ’ '
Compressibility change AS

o 0.002 0.026 0.342
under randomization

Note: The data in the third row of the table imply S;;, = Sgy4-

character and byte levels deserve further study. Since the second LZA realization
manifested notably higher data point scattering in case of image-mapping compression,
we will consider only the first LZA realization for images.

A notably different behavior is observed for the word-level and, especially, character-
level randomization (see curves 2 and 3 in Fig. 3a and Fig. 3b). In both cases, the
compression coefficient decreases notably with increasing N. This decrease reflects the
gradual destruction of local regularities in the symbolic sequences. In particular, the word-
level randomization destroys the order of words, though the internal structure of each word
remains intact. Therefore, the limiting S value at the largest N remains relatively high.
Finally, the character-level randomization produces the strongest effect because it destroys
not only the word order but also the internal structure of words.

The other important fact is that an expressed drop in the S parameter is observed
whenever the cycle number N becomes N = L or somewhat larger, with L denoting the total
number of sentences, words, or characters in the text. This can be seen both in Fig. 3a and,
especially, in Fig. 3b where the effect of the sentence-level randomization is not negligible.
Indeed, the S values referred to the sentence-, word-, and character-level randomization are
stabilized after dropping at approximately N = 104, 2x105, and 1.2x10¢, respectively. A
comparison with the L data indicated in Table 1 confirms that N = L really represents the
condition for stabilization of the S parameter. At N > L, the symbolic sequence is practically
fully randomized, and any further increase in N produces no noticeable changes. In this
limiting case, the S parameter approaches zero in the most radical regime of character-level
randomization, so that we have S;;, = Sg,,4 (s€€ the Sq,4 value in the last column of Table 1),
which means that the text file becomes almost incompressible.

Thus, the total difference AS between the S values found for the original text and its
strongly randomized versions depends strongly on the randomization level. It is maximal
for the character-level randomization, smaller for the word-level randomization, and almost
absent for the sentence-level randomization. This confirms that the compression coefficient
is much more sensitive to the local order than to the global one.

It would be convenient if the difference AS = S, — S5 between the compression
coefficients of unnoised and strongly noised texts were a function of only randomization
type. Then a large AS parameter would have served as a criterion of strong text-data
corruption. However, this hypothesis needs examining if AS does not depend on the text
size. To clarify whether the limiting compressibility S,,,4 of strongly randomized texts
depends on the text size L, we have measured the S(N) dependences for the four additional
natural texts of English-language fiction with essentially different lengths L and then
calculated the averaged parameters Savg. The results are shown in Fig. 4 for the three
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Fig. 4. Dependence of the limiting compression coefficient value Sq,4 of strongly randomized texts, which is
averaged over the last 10 points of the appropriate S(N) curves, on the text size L expressed in terms of

character number. Panels (a), (b) and (c) correspond respectively to the S data obtained at the sentence,
word and character randomization levels. The data refers to the character-level version of LZA

linguistic levels of randomization. Note that the first data point S,,,4 < 0 in Fig. 4c obtained
for the shortest text is merely an experimental artifact that reflects nothing but extremely
small S values typical for the short random symbol sequences.

For all the linguistic levels of randomization, we observe an almost monotonous,
increasing dependence S,,4(L) that tends to become saturated at the largest L. In other
words, the noised texts of larger sizes usually have larger compression coefficients. This
indicates that the limiting compressibility of strongly randomized texts is determined, first
of all, by the number of their linguistic elements. The appropriate reason is natural: the gain
in the file size due to compression becomes larger for larger files. Besides, the data point
scattering observed in Fig. 4 testifies that some other properties of texts also influence the
Savg Vvalue. Since no internal local order or the corresponding regularities of repetitions are
peculiar to the totally randomized texts, the properties mentioned above can be the
alphabet and vocabulary sizes of the original text, as well as the frequency distributions of
its linguistic elements (characters or words).

It is seen from Fig. 4 that, unfortunately, the S,,,;, parameter is indeed affected by the
text size, so that the absolute AS value cannot be directly used to judge if an unknown text is
strongly noised. Nevertheless, one witnesses a gradual saturation of the Sg,,4(L) functions
with increasing L around some limiting values. The remaining shortcoming of this situation is
that the corresponding lengths L are relatively large, thus preventing one from any categorical
AS-based conclusions about the noising degree for short textual documents.

3.2. Randomized and noisy images

The dependences of the compression coefficient of the image “Peppers” on the
randomization and noise parameters are shown in Fig. 5. For the randomized images,
the compression coefficient sharply decreases when the number of randomization cycles
approaches the value M =512x512 = 2.6x105 (see Fig. 5a). Further increase in N has
almost no influence on S. This behavior is analogous to the case of texts: the
characteristic number of random permutations needed to destroy the order in the
symbolic sequence is of the same order of magnitude as the number of elements in this
sequence.

On the other hand, the dependence for the noisy images (see Fig. 5b) is controlled by
the standard deviation o of the Gaussian noise. The strongest S change occurs
approximately in the interval o € [10; 100]. This interval is close to the standard deviation
oo of the pixel values in the original image (00 * 66 — see Subsection 2.1). Therefore, the
main loss of compressibility occurs whenever the external noise becomes comparable with
the ‘internal’ pixel-level variations in the original image.
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Fig. 5. Dependence of compression coefficient S on the randomization parameter N (a) and the Gaussian noise
parameter o (b), as obtained for the image “Peppers”. The data refers to the character-level version of
LZA. For visualization on the logarithmic scale, the initial data point in panel (a) correspondingto N =0 is
conventionally represented by N = 1

The minimal compression coefficients for our image are far from zero and notably
higher than the S;,, values obtained for the word-randomized, not to say character-
randomized texts. This is seen from Table 2. Here S;,, denotes the compressibility S
measured at N = 0 or 0 = 0, Sgy,4 the S value averaged over the last 10 data points, and
AS is defined as AS = S, — S4y4- This is explained by a specific structure of textual
representations of images. Even a strongly randomized or noised image preserves
significant local regularities associated with the ‘internal structure’ of the numbers
corresponding to pixel levels, the limited ‘vocabulary’ of 256 possible pixel values (0 to
255), frequent random repetitions of these values, and additional restrictions imposed by
the intensity histograms.

Table 2. Details of the compression coefficient obtained for the original,
randomized, and noised images, using the character-level LZA compression

Quantitative characteristic Pixel randomization Gaussian noising

Compressibility value_s Sf-,, and Sav_g 'before and 0.589 — 0.528 0589 — 0.485
after randomization or noising

Compressibility change AS under 0.061 0.104
randomization or noising | )

Note: The data in the second row of the table imply Sin = Savg.

The image “Peppers” has been additionally analyzed without intermediate conversion
into a one-dimensional text file. Then the characteristic parameter K is calculated simply
from the sizes of JPEG files (see Subsection 2.2). The corresponding dependences are
shown in Fig. 6 (see also Table 3). Note that the notation K;,, in Table 3 refers to N = 0 or
o =0, K44 is the K value averaged over the last 10 data points, and AK is defined as
AK = K — Kqpg- The dependence K (N) in Fig. 6a for the randomized images looks as
expected: as the randomization degree increases, the spatial structure of the image is
destroyed and the JPEG representation becomes less efficient. Consequently, the file sizes
of the randomized images increase and the corresponding size ratio K decreases. In
general, the characters of the K(N) and K (o) functions are similar: after a transition
region, both functions approach the limiting values that correspond to strongly disordered
images.
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Fig. 6. Dependence of the compression parameter K associated with JPEG file sizes of the image “Peppers” on
the randomization parameter N (a) and the Gaussian noise parameter o (b). For visualization on the
logarithmic scale, the initial data point in panel (a) corresponding to N = 0 is conventionally represented
by N=1

Table 3. Details of the JPEG size-based compression parameter K obtained for the
randomized and noised images

Quantitative characteristic Pixel randomization Gaussian noising
Compressibility parameters Kgn a.nd Kavg 1.00 — 0.30 1.00 — 0.26
before and after randomization
Change AK in the compressibility parameter K 0.70 0.74

under randomization or noising

Note: The data in the second row of the table imply K;, = Kgyg-

3.3. General data interpretation

The results obtained by us for both a sample text and a sample image are consistent
with each other. In particular, the compression coefficient decreases when the structural
order in the symbolic time series is destroyed. The clearest analogy is observed between
the word-level text randomization and the pixel-intensity randomization in an image. In both
cases, the elementary ‘semantics-carrying’ elements (respectively words and pixel values)
are permuted, and a sharp change appears when the number of permutations becomes
comparable with the total number of the elements.

A weak influence of the sentence-level randomization on the text compressibility
should not be interpreted as evidencing that the sentence order is unimportant. Rather, this
demonstrates that the compression-based method is mainly sensitive to the local regularities.
In this respect, our method is close to other short-range characteristics, like the network ones
[21], and should be used for quantifying local order but not global semantic coherence.

In order to better understand the behavior of compressibility depending on N and o, it
would be convenient to study some alternative characteristics of the structural disorder in
digital images, statistical or other measures of complexity, and compare them with those
described above. For this aim, we have calculated the information Shannon entropy SE and
the peak signal-to-noise ratio PSNR for the image “Peppers” (see Fig. 7) [16].

As already noticed above, the SE parameter H = —2X, pilog,p;, calculated from the
pixel-value probability distribution p,, (i.e., the image histogram) is an invariant of the pixel
randomization procedure and reveals no changes (Fig. 7a). In other words, the LZA
compression for images in this respect is superior if compared to the histogram-based
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Fig. 7. Dependence of Shannon entropy SE (a, b) and PSNR parameter (c, d) of the image “Peppers” on the
randomization parameter N (a, c) and the Gaussian noise parameter o (b, d)

parameters, which are insensitive to the disorder induced by pixel shuffling. The
dependence SE(o) shown in Fig. 7b can easily be explained: the uncertainty of the py
distribution increases with increasing noise parameter o.

Finally, the dependences PSNR(N) and PSNR(o) in Fig. 7c, d are much smoother in
comparison with SE(c). They are qualitatively similar to the dependences S(o) (Fig. 5b)
and, especially, K(o) (Fig. 6b). In particular, the PSNR(N) function reveals no initial
plateau at the smallest N, unlike the dependences S(N) and K(N). The corresponding
reasons for so different behaviors need further analysis.

Overall, the main patterns observed by us agree well with the general considerations
about the compressibility of nonrandom data [1, 3, 12, 13]. They also indicate a possible
practical direction: the compression-based parameters can be used as simple indicators of
disorder — due to either randomization or noise — which is present in the symbolic
sequences of different natures.

4. CONCLUSIONS

We have modeled stochastically perturbed or corrupted textual documents and
images from a unified position, by means of their partial randomization and metered adding
of uncorrelated Gaussian noise. The changes occurring in a text or image under
progressive disordering have been studied for the first time via analyzing a gradual
evolution of their LZA-based compression coefficients S during the randomization or
noising processes. The S parameter has been measured for the randomized natural-
language texts and for the noisy or randomized images. We have demonstrated for the first
time that the dependences S(N) for both sample text and image behave in the same
manner: first we observe the upper plateau S = const at relatively small randomization
parameters N, where the structural order and the information contents of a text or image
persist (see also Fig. 1); then the S(N) function changes abruptly in the intermediate region
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given approximately by the equality N = L (or N = M) and, finally it attains the lower
plateau S = const at N > L (N > M), which corresponds to a completely disordered and
so uninformative text or image.

For the text, the sentence-level randomization almost does not change the
compressibility, whereas the word-level and, especially, the character-level types of
randomization lead to a pronounced decrease in the S parameter. In all cases, the strongest
changes occur in the vicinity of N = L. This shows that the typical number N of
randomization cycles needed to destroy the order completely in a symbolic sequence is
comparable with the total number L of its elements. For the image represented as a one-
dimensional sequence of red-channel pixel values, the compression coefficient decreases
significantly when the number N of pixel-randomization cycles reaches the total number M
of pixels (N = M), quite similar to the case of our randomized text (N = L). Under
Gaussian noise, the main decrease in S occurs at the o values that correspond
approximately to the standard deviation oy of pixel intensities in the original image.

Unlike the case of texts, the limiting compression values for the strongly noised or
randomized images remain essentially nonzero. This is explained mainly by a limited set
of possible intensity values and the additional restrictions imposed on the pixel-value
distribution by the image histogram. The additional JPEG-size analysis has led to
qualitatively similar conclusions about the influence of randomization and noise on file
compressibility. Finally, the dependences S(N) and K(N) for the image are qualitatively
different from S(o) and K (o): the former reveal a clear initial plateau, contrary to the latter.
This emphasizes different effects of randomization and noising on the structural order in
the image. However, the dependences PSNR(N) and PSNR(o) are much more similar to
each other. Finally, it is worthwhile that the SE(o) dependence also reveals the initial
plateau at the smallest o, unlike the PSNR(c) dependence. In a sense, the S and K
parameters are closer to SE than to PSNR in this respect.

The compression measure applied to images should be distinguished from purely
histogram-based characteristics. In principle, a corrupted image can have exactly the same
intensity histogram as the original image, while its spatial organization can be at least partly
lost. This holds true, e.g., for an original image and its randomized versions. One can see
that their compressibilities are radically different (see Fig. 5a), i.e. the compression
parameter can detect the loss of spatial organization which is invisible in the histogram
alone (see Fig. 7a). In other words, our LZA-based compression parameter for images has
an important advantage over histogram-based parameters. Note in this respect that the
computational complexity of compressibility is higher than that of SE but lower than that of
PSNR.

Of course, modeling of stochastically perturbed textual and graphical data by
randomization and Gaussian noising is restricted enough. The other factors hindering us
from too categorical conclusions are a limited set of experimental samples and prematurity
of any S-based detection-accuracy estimates. Nonetheless, our experimental
dependences S(N) and S(o) testify that the compression parameters can be, in principle,
used for quantifying the loss of structural order in the data and detecting noised natural-
language texts or images.

We perceive that further promising work can be related to broadening of the
experimental objects under test, comparing different compression algorithms, as well as
different methods of image unfolding and combinations of compression parameters with
other descriptors of order and noise. This would aid in formulating the practical criteria of
noise detection based upon compressibility.
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KOE®ILUIEHT CTUCHEHHA B AHATNI3I TEKCTIB | 30BPAXEHD 13
LWYMAMMU

Onekciti Kpas4uyk, Onee KywHip

KagheOpa onmoenekmpoHiku ma iHgbopmauiliHux mexHoroait,
JIbsiecbkull HayioHanbHUl yHieepcumem iMeHi lIeaHa ®paHka,
gyn. leH. TapHascekozo, 107, m. Jlbeis, 79017, YKPAIHA

AHOTALIA

BcTyn. lMpoaHanizoBaHo koedilieHT CTUCHEHHs1 S, MOoB'A3aHWiA 3 OBOMa BepCiMU
anroputmy Jlemnens—3isa (AJ13, aHrn. LZA), siK KiNbKiCHY XapakTepuCTUKy CTPYKTYPHOro
NopsiAKy B 3allyMMeHNX abo NOLUKOAXEHUX AaHUX Ha NPUKNazi TEKCTY NPUPOOHOI MOBOIO
Ta undpoBoro 300paxkeHHs. [nsa MOAEentoBaHHSA 4YaCTKOBO MOLUKOMKEHUX TEKCTy abo
300paXeHHss MW paHOoMi3yBanyM  MIHMBICTUYHI  €NeMeHTM nepuworo Ta AofdaBanu
HEeKopenbOBaHUN rayciBCbKMiA WyM 0 Apyroro abo paHgomidyBanu 1oro nikceni.
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Oleksii Kravchuk & Oleh Kushnir

MaTtepianu Ta meToau. XynoxHin tekct «Mob6i fik» . Mensinna 6yB paHgomisoBaHui
Ha MIHMBICTMYHUX PIBHAX peyeHb, cniB i cumBoniB. KinbkicTb umkniB paHgomizauii N
3miHoBanu B gianasoHi Big 0 o 10°. MNpoaHanizoBaHo TakoX YepBOHWUI KaHan 8-6iTHoro
306paxeHHst «Peppers» i3 poamipamn M =512x512, go akoro 6yno gofgaHo rayciBcbkuit
Wym 3i CTaHAapTHUMKU BigxuneHHamu o y Aianasodi Big 0 go 400. 3aranom 6yno
3reHepoBaHo 50 paHgomizoBaHux i 50 3alymMneHnx Bepcivi 306paxkeHHs. [Ins 3acTocyBaHHs
cTucHeHHs AJl3 306paxeHHst po3ropTanu B OOHOBUMIPHY MOCMIOOBHICTb iHTEHCMBHOCTEN
nikcenie i o6pobnsnu BigNOBiAHE TEKCTOBE NMpeACTaBfeHHs 300paXKeHHs SK 3BUYaNHUIN
TEKCT.

PesynbTatn Ta o6roBopeHHs. PaHoomisauis Ha piBHI peveHb mavxe He 3MiHKe
3HayYeHHs1 S, OCKINbKM BOHA He 3MiHIOE BHYTPIWHLOI 6yaoBu cniB i peyeHb, a All3 mae
rnokanbHWI xapaktep. PaHgomisauisi Ha piBHI criB MOMIpHO 3MeHLye S, a paHgomisauis Ha
piBHi CMMBONIB NPMBOAMTL A0 HAaWGINbLIMX 3MiH S | Maxe HECTUCIMBUX TEKCTOBKX chaiinis
3a Hanbinbwux N. Pesynbtati, ogepxaHi ans asox Bepcin AJ13, cnabko Bigpi3HsOTLCA 3a
BMSMBOM paHAoMi3aLii pevyeHb Ha CTUCNUBICTb. [Insa paHAoMi30BaHMX 300paXkeHb 3HaYeHHSI
S pi3ko 3meHLWwyeTbes, konu N HabnuxaeTbcs A0 3aranbHoi KinbkocTi nikcenie M, a notim
carae HacudeHHs. Hanbinbwi 3miHm S ans 3o0paxeHb i3 Wwymamu Maemo B obnacTi

o € [10;100].
BucHoBku. MeTpukn Ha ocHOBI CTUCHEHHSA AJ13 4yTnuBi 4O BTpaTV NoKanbHOro NOPSAKY
B OyAb-Akux AaHux i3 wWymamu — i B paHAOMI30BaHMX TeKCTax, i B paHAOMI30BaHMX Ta

3awwymneHnx 3obpaxeHHsix. Ockinbkn AJ3 6a3yeTbCcsi Ha MOBTOPEHHAX | NOKarbHUX
3aKOHOMIPHOCTSIX Y MOCNIAOBHOCTI CUMBOMIB, 3MEHLUEHHA S BKasdye Ha 4acTKOBe
PpyWHYBaHHS MOpSAOKY, CNpudMHeHe paHgomisauieto abo wymom. OTxe, koediuieHT
CTUCHEHHA MOXe OyTn MipunoM HeBnopsAKOBaHOCTI B MOCMIAOBHOCTAX MiHMBICTUYHUX
CMMBOIIB i B Mepexax nikcenis, i, 0TXe, MOXe AOMOMOITU Y BUSBMEHHI 3allyMAeHUX JaHUX.

Knrouyoei crioga: CTUCHEHHS AaHUX, aHani3 AaHuX i3 WyMamu, po3nidHaBaHHS LUYMIB,
paHaoMi3aLisi, onpauoBaHHsS NPMPOAHOT MOBK, onpautoBaHHsI 306paXeHb.
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ABSTRACT

Background. Point cloud part segmentation assigns a semantic part label to every point
and provides a more detailed description of object geometry than object-level classification.
Architecture selection remains difficult because models with similar aggregate benchmark
scores may differ substantially in category-level reliability and computational cost.

Materials and Methods. This study compares PointNet++, Dynamic Graph
Convolutional Neural Network (DGCNN), and Point Transformer on the ShapeNet Part
benchmark, which represents sixteen object categories with fifty part labels. Final evaluation
was performed on 2,874 test shapes represented by 2,048 points. Segmentation quality was
assessed using point accuracy, class-average accuracy, class mean intersection over union
(mloU), and instance mean intersection over union (mloU). A separate batch-size-one
benchmark measured inference latency, throughput, and graphics memory use.

Results and Discussion. Point Transformer achieved the highest overall quality, with
94.4% point accuracy, 87.7% class-average accuracy, 82.9% class mloU, and 85.7%
instance mloU. DGCNN reached 85.3% instance mloU while requiring only 15.87 ms per
shape, compared with 53.39 ms for Point Transformer and 344.62 ms for PointNet++.
Aggregate differences were small, but category-level results were more pronounced. Point
Transformer produced the highest mloU in eight of sixteen categories, while DGCNN and
PointNet++ led in five and three categories, respectively. The largest architecture-dependent
differences were observed for Motorbike, Earphone, and Rocket, demonstrating that similar
overall scores can conceal distinct failure patterns.

Conclusion. No architecture dominated all practical criteria. Point Transformer provided
the strongest segmentation quality, whereas DGCNN offered the most favorable measured
speed-quality trade-off. PointNet++ remained competitive in quality but showed substantially
higher latency in the evaluated implementation. Model selection should therefore consider
category-level behavior, input configuration, and computational constraints together with
aggregate mloU.

Keywords: point cloud segmentation, part segmentation, ShapeNet Part, PointNet++,
DGCNN, Point Transformer

INTRODUCTION

Point clouds are a fundamental representation of three-dimensional geometry and are
widely used in robotics, autonomous systems, industrial inspection, digital twins,
reconstruction, and geometric analysis [1]. Unlike raster images, point clouds are
unordered and irregularly sampled, and they do not provide a fixed neighborhood structure.

is an Open Access article distributed under the terms of the Creative Commons Attribution 4.0 License
which permits unrestricted reuse, distribution, and reproduction in any medium, provided the original
work is properly cited.

© 2026 Viktor Vdovychenko & Yuriy Furgala. Published by the lvan Franko National University of Lviv
@ ® | on behalf of EnektpoHika Ta iHdpopmauiviHi TexHonorii / Electronics and Information Technologies. This

ISSN 2224-088X (print) « ISSN 2224-0888 (on-line) 45


http://publications.lnu.edu.ua/collections/index.php/electronics/index
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.30970/eli.35.4
https://orcid.org/0009-0003-3404-5290
mailto:Viktor.Vdovychenko@lnu.edu.ua
https://orcid.org/0000-0001-7316-7424
mailto:yuriy.furhala@lnu.edu.ua

Viktor Vdovychenko & Yuriy Furgala

These properties make direct processing by conventional grid-based convolution difficult
and motivate neural architectures designed specifically for point sets.

Object-level classification assigns a single semantic label to an entire point cloud,
whereas part segmentation assigns a label to every point. The latter therefore provides a
substantially more detailed representation of an object's internal structure and is directly
relevant to applications that require localization of functional or geometric parts, extraction
of dimensions, or subsequent estimation of physical characteristics. PointNet demon-
strated that point sets can be processed directly with permutation-invariant operations and
established a common foundation for both classification and segmentation [2].

Modern point-cloud networks use different mechanisms to capture local and global
geometric relationships. PointNet++ introduces hierarchical sampling, neighborhood grou-
ping, and local PointNet operations to learn features at multiple spatial scales [3]. DGCNN
represents points as a dynamically reconstructed graph and applies EdgeConv to learn
relationships between each point and its local neighbors in feature space [4]. Point Trans-
former adapts self-attention to point sets and incorporates relative position information into
feature aggregation [5]. These architectural differences can influence not only segmen-
tation quality but also computational cost and sensitivity to individual object categories.

Recent research continues to expand transformer-based and segmentation-oriented
point-cloud processing. Point Transformer V3 emphasizes scalable and efficient serialized
processing [8], RangeViT applies transformer representations to large-scale LIiDAR
semantic segmentation [9], and CamPoint explores visibility-based local and global context
modeling for point cloud segmentation [10]. Despite this progress, classic architectures
such as PointNet++, DGCNN, and the original Point Transformer remain useful reference
points because they represent three distinct and widely used design principles: hierarchical
point aggregation, dynamic graph learning, and position-aware attention.

Direct comparison of results reported in independent studies is difficult because
implementations commonly differ in the number of sampled points, input features, data
augmentation, optimizer settings, voting strategies, checkpoint selection, and hardware
platforms. Small differences in aggregate mean Intersection over Union (mloU) may
therefore be difficult to interpret without a controlled benchmark. Moreover, an architecture
that has the best average score may not be preferable when latency, model size, or
category-level reliability are important deployment constraints.

The aim of this study is to compare PointNet++, DGCNN, and Point Transformer for
object part segmentation on the ShapeNet Part benchmark and to analyze their
segmentation quality, training dynamics, category-level behavior, and computational
efficiency. The comparison uses a common final test protocol with 2,048 points per shape,
2,874 test objects, batch size one, and the same graphics processing unit. Because the
reference implementations do not expose identical input pipelines, the comparison also
explicitly reports implementation-specific differences. The study is intended to identify
practical trade-offs that are not visible from a single aggregate mloU value.

MATERIALS AND METHODS

Dataset

Experiments were conducted on ShapeNet Part, a benchmark derived from the
ShapeNet collection and designed for fine-grained part-level annotation of three-
dimensional objects [6, 7]. The complete benchmark contains 16,881 shapes from 16
object categories with 50 semantic part labels in total. Each object category contains its
own subset of valid part labels. The categories evaluated in this study were Airplane, Bag,
Cap, Car, Chair, Earphone, Guitar, Knife, Lamp, Laptop, Motorbike, Mug, Pistol, Rocket,
Skateboard, and Table. Representative examples of ShapeNet Part objects with ground-
truth part annotations are shown in Fig. 1.
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Airplane Chair Guitar

Motorbike Rocket Table

Fig. 1. Representative ShapeNet Part objects with ground-truth part segmentation

The final benchmark used 2,874 test shapes, and every shape was represented by
2,048 points. The evaluated implementations used the standard ShapeNet Part
training/test organization provided by their respective repositories, while the final
quantitative comparison reported in this paper was recomputed on the common 2,874-
object test set. This distinction is important because repository-specific preprocessing and
training pipelines may not be identical even when the same benchmark is used.

Evaluated Architectures

PointNet++. PointNet++ extends PointNet by constructing a hierarchical
representation of a point cloud. Farthest point sampling selects representative centroids,
local neighborhoods are grouped around these points, and PointNet-style functions encode
increasingly abstract features [3].

DGCNN. Dynamic Graph Convolutional Neural Network constructs a k-nearest-
neighbor graph and applies EdgeConv to learn local relationships between a point and
neighboring features [4]. The graph is recomputed in feature space across layers, allowing
local connectivity to adapt as representations evolve. The evaluated part-segmentation
configuration used k = 40, embedding dimension 1,024, 2,048 points.

Point Transformer. Point Transformer applies position-aware self-attention to point
clouds. Relative spatial information is incorporated into attention-based feature aggregation
so that the network can model both geometric and feature relationships [5].

Training and Evaluation Protocol

All three models were trained from scratch using their reference part-segmentation
implementations. PointNet++ was trained for 250 epochs with batch size 16 and the Adam
optimizer. DGCNN was trained for 250 epochs with batch size 8, stochastic gradient
descent, momentum 0.9, a cosine learning-rate schedule, and dropout 0.5. Point
Transformer was trained for 250 epochs using its SGD configuration. The best checkpoints
were selected during training according to the validation criteria implemented in the
corresponding repositories.
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The experiments were performed using publicly available PyTorch implementations of
the three architectures. For reproducibility, the exact source repositories used in this study
were: PointNet++ [11]; DGCNN [12]; and Point Transformer (unofficial implementation)
[13]. The reported inference latency and throughput therefore characterize these specific
implementations and software revisions rather than architecture-independent theoretical
performance.

For the final benchmark, every model processed 2,048 points per object with batch
size one. Twenty warm-up batches were excluded before latency measurements. The
benchmark evaluated all 2,874 test shapes and reported point accuracy, class-average
accuracy, class-average mloU, instance-average mloU, latency, throughput, memory
consumption, number of parameters, and checkpoint size. PointNet++ was evaluated with
one vote to avoid introducing test-time ensembling into the comparison.

The final inference protocol was standardized where possible. Therefore, the results
should be interpreted as a comparison of the evaluated implementations rather than as an
ablation study that isolates architectural differences while keeping all input features and
preprocessing steps identical. The main training and evaluation settings for the three
models are summarized in Table 1.

Table 1. Experimental configuration of the evaluated segmentation models

Parameter PointNet++ DGCNN Point Transformer
Input points 2048 2048 2048
Training epochs 250 250 250
Training batch size 16 8 16
Optimizer Adam SGD SGD
Final test batch size 1 1 1
Test shapes 2874 2874 2874

Evaluation Metrics

Point accuracy was computed as the proportion of point labels predicted correctly over
all points in the test set. Class-average accuracy gives equal importance to the semantic
part classes and is therefore more sensitive to less frequent labels than overall point
accuracy.

Intersection over Union (loU) was used as the principal segmentation measure. For
each part, loU quantifies the overlap between the predicted and ground-truth point sets
relative to their union. Class mloU averages segmentation quality across the 16 object
categories, whereas instance mloU averages the part loU over individual test shapes.
Reporting both metrics is important because category frequencies are not uniform and
strong performance on common categories can otherwise dominate an instance-weighted
score.

Category-level mloU was additionally analyzed for all 16 ShapeNet Part categories.
This analysis was used to identify cases in which similar aggregate scores conceal
architecture-specific strengths or weaknesses. For selected categories discussed in detail,
variability across individual test shapes was additionally characterized by the standard
deviation of per-shape loU and is reported as + SD.

Computational Efficiency Evaluation
Computational efficiency was measured using a separate inference benchmark with
batch size one. Mean latency was expressed in milliseconds per shape, and throughput
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was calculated as processed shapes per second. Graphics processing unit memory was
reported as maximum allocated and reserved memory during the benchmark.

Latency measurements excluded data loading and result saving and were collected
after 20 warm-up batches. The use of batch size one reflects a low-latency inference
scenario and makes the measurements directly comparable across the three benchmark
scripts.

Experimental Environment

The experiments were conducted on a workstation equipped with an NVIDIA GeForce
GTX 1080 Ti graphics processing unit with 11 GB of video memory, an Intel Core i5-10600K
processor, and 32 GB of random-access memory. The segmentation experiments were
executed under Ubuntu 24.04 using Python-based PyTorch implementations [14].
Separate software environments were used where required by repository-specific
dependencies, while the final inference benchmark used the same graphics processing unit
for all models.

RESULTS AND DISCUSSION

Overall Segmentation Performance

Table 2 summarizes the final segmentation quality obtained on the common
ShapeNet Part test set. All three architectures achieved point accuracy above 94% and
instance mloU above 85%, indicating that the overall performance differences are relatively
small. Point Transformer achieved the strongest aggregate result, with 94.4% point
accuracy, 87.7% class-average accuracy, 82.9% class mloU, and 85.7% instance mloU.
DGCNN obtained 94.3% point accuracy and 85.3% instance mloU, while PointNet++
achieved 94.2% and 85.1%, respectively.

Table 2. Overall segmentation performance on the ShapeNet Part test set

Model Point Class avg. Class mloU, Instance
accuracy, % accuracy, % % mloU, %
PointNet++ 94.2 87.2 81.8 85.1
DGCNN 94.3 84.2 81.4 85.3
Point Transformer 944 87.7 82.9 85.7

The ranking differs slightly depending on the selected metric. PointNet++ produced
higher class-average accuracy than DGCNN, whereas DGCNN produced higher instance
mloU. The lower class-average accuracy of DGCNN compared with PointNet++ and Point
Transformer suggests that its errors are distributed less uniformly across semantic part
classes. Because class-average accuracy gives equal weight to each part class, weaker
performance on less frequent or more difficult part labels can reduce this metric even when
instance-level mloU remains competitive. This indicates that a single aggregate measure
is not sufficient to characterize segmentation behavior. The maximum difference in
instance mloU between the three models was only 0.6 percentage points, but the class
mloU difference between DGCNN and Point Transformer reached approximately 1.5
percentage points. The category-level analysis below shows that these apparently small
aggregate differences are composed of much larger gains and losses on individual object
types.

Training Dynamics
Fig. 2 compares test accuracy and instance mloU over the training trajectories. All
three networks improved rapidly during the initial epochs and then entered a slower
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refinement stage. PointNet++ reached strong segmentation quality comparatively early,
and its best checkpoint used in the benchmark was obtained at epoch 136. Point
Transformer continued improving over a longer interval, with the benchmark checkpoint
selected at epoch 170. DGCNN showed stronger epoch-to-epoch fluctuations in the test
curves, including several temporary drops, but recovered and converged to an instance
mloU comparable with the other architectures.

—— PointNet++ —— DGCNN —— Point Transformer
95.0 1 (a) 85 (b
Wy
92.5
s _. 80
X 90.0 1 X
3 87.5 1 2
= €
3 85.0 o 70
1% o
> 82.5 5
i G 65
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77.5 - 899
75.0 T T T T T 55 T T T T T
50 100 150 200 250 50 100 150 200 250
Epoch Epoch

Fig. 2. Training dynamics of the evaluated segmentation models: (a) test accuracy and (b) instance mloU

The training curves should be interpreted as optimization behavior rather than as a direct
ranking of generalization quality. The final benchmark was recomputed from saved
checkpoints under a separate batch-size-one protocol; therefore, the values in Table 2 are
the primary basis for the final comparison. Nevertheless, the curves demonstrate that
architectures with similar final mloU can reach that level through different convergence
trajectories.

Per-Category Segmentation Performance

Fig. 3 presents mloU for each of the 16 ShapeNet Part categories. Point Transformer
achieved the highest category mloU in eight categories, DGCNN in five, and PointNet++ in
three. The results therefore support the aggregate ranking of Point Transformer while also
showing that no model dominates every object type.

The largest architecture-dependent difference was observed for Motorbike. DGCNN
reached 61.3 £ 10.1% mloU, PointNet++ 71.2 £ 9.8%, and Point Transformer 73.5 £ 10.0%,
giving a spread of more than 12 percentage points. Earphone also revealed a clear
weakness of PointNet++, which achieved 69.9 + 17.3% compared with 77.6 £ 18.8% for
DGCNN and 78.6 + 17.2% for Point Transformer. The relatively large standard deviations
indicate substantial variation in segmentation quality across individual objects within these
categories.

Rocket was the most difficult category for all three models. DGCNN achieved 55.1 +
11.7%, Point Transformer 58.2 + 11.2%, and PointNet++ 60.9 + 10.4%, making PointNet++
the strongest model on this category despite its lower aggregate score. In contrast, Laptop
was segmented reliably by every architecture, with mloU between 95.1% and 95.9%.
DGCNN produced the best Laptop result and also led on Airplane, Guitar, Knife, and Lamp.
PointNet++ led on Pistol, Rocket, and Skateboard. Point Transformer performed best on
Bag, Cap, Car, Chair, Earphone, Motorbike, Mug, and Table.
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Fig. 3. Per-category mloU comparison for PointNet++, DGCNN, and Point Transformer on ShapeNet Part

Overall, the per-category comparison demonstrates that aggregate mloU should be
supplemented by category-level analysis and measures of variability across individual
objects when segmentation reliability for a specific object family matters.

Computational Efficiency and Quality—Efficiency Trade-off

The three networks differed much more strongly in inference efficiency than in
segmentation quality. Table 3 summarizes the batch-size-one benchmark. DGCNN was
the fastest model, requiring 15.87 ms per shape and processing approximately 62.99
shapes/s. Point Transformer required 53.39 ms per shape and reached 18.73 shapes/s.
PointNet++ was substantially slower in the evaluated implementation, with a mean latency
of 344.62 ms per shape and throughput of 2.90 shapes/s.

Table 3. Measured computational efficiency in the batch-size-one benchmark

Model Latency ms Rate shapes/s GPU MB
PointNet++ 344.62 2.90 132.9
DGCNN 15.87 62.99 157.7
Point Transformer 53.39 18.73 99.1

Point Transformer showed the lowest maximum allocated graphics memory during the
measured batch-size-one inference, requiring 99.1 MB, compared with 132.9 MB for
PointNet++ and 157.7 MB for DGCNN.

Fig. 4 makes the practical trade-off especially clear. Moving from DGCNN to Point
Transformer increases instance mloU by approximately 0.4 percentage points, but
increases mean latency by a factor of about 3.4. PointNet++ does not provide an aggregate
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quality advantage over the other two models in this benchmark and is approximately 6.5
times slower than Point Transformer and 21.7 times slower than DGCNN. These values
characterize the tested implementations and should not be interpreted as architecture-
independent theoretical speed ratios; nevertheless, they are directly relevant to deployment
when the same software and hardware stack is used.

86.0 4

85.8 A Point Transformer

85.6

85.4 4

DGCNN
85.2 A

Instance mloU (%)

85.0 4 PointNet++

84.8 1

T
102
Mean inference latency per shape (ms, log scale)

Fig. 4. Quality—efficiency trade-off between instance mloU and mean inference latency. The latency axis is
logarithmic.

Practical Trade-offs and Study Limitations

The experimental results demonstrate that model selection depends on the intended
application. Point Transformer is preferable when the primary objective is maximum
segmentation quality and a moderate increase in inference cost is acceptable. DGCNN
provides the strongest measured speed-quality compromise: its instance mloU is only 0.40
percentage points below Point Transformer while its inference is substantially faster.
PointNet++ remains a competitive segmentation baseline and performs best on several
categories, including Rocket, but its measured latency makes it less attractive for low-
latency deployment in the evaluated implementation.

Several limitations should be considered when interpreting the results. First, the
experiments use a single synthetic/CAD-derived benchmark and therefore do not quantify
robustness to sensor noise, occlusion, missing points, or non-uniform sampling in real-
world scans. Second, only three architectures were evaluated, so the results do not
represent the full range of recent point-cloud segmentation methods. Third, all efficiency
measurements were obtained on one hardware platform and are influenced by repository-
specific kernels and implementation details.

Finally, ShapeNet Part evaluates object-level part segmentation rather than semantic
segmentation of large scenes. The conclusions are therefore most directly applicable to
normalized object point clouds. Extending the comparison to real sensor data, larger
scenes, and downstream geometric measurements will be necessary to determine how the
observed trade-offs transfer to practical three-dimensional perception systems.
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CONCLUSION

This study compared PointNet++, DGCNN, and Point Transformer for part
segmentation of point clouds on the ShapeNet Part benchmark. The final evaluation used
2,874 test shapes, 2,048 points per object, and a common batch-size-one inference
protocol. Segmentation performance was analyzed using point accuracy, class-average
accuracy, class mloU, instance mloU, per-category mloU, training dynamics, and
computational efficiency.

Point Transformer achieved the highest aggregate segmentation quality, reaching
94.4% point accuracy, 82.9% class mloU, and 85.7% instance mloU. DGCNN and
PointNet++ remained close in overall quality, with instance mloU values of 85.3% and
85.1%, respectively. The small aggregate differences, however, concealed substantially
larger category-specific variation. Point Transformer produced the highest mloU in eight
categories, DGCNN in five, and PointNet++ in three. Motorbike, Earphone, and Rocket
showed the most informative architecture-dependent differences, while Laptop was
consistently segmented with high accuracy by all models.

The computational benchmark revealed a much stronger separation between the
architectures. DGCNN achieved the lowest mean latency of 15.87 ms per shape and the
highest throughput of 62.99 shapes/s. Point Transformer required 53.39 ms per shape,
whereas PointNet++ required 344.62 ms. These results show that a model with the highest
segmentation quality is not automatically the most suitable model for a latency-constrained
system.

Overall, Point Transformer provides the strongest segmentation quality in the
evaluated setup, while DGCNN offers the most favorable measured speed-quality trade-
off. PointNet++ remains useful as a hierarchical baseline and demonstrates strengths on
selected categories, but its inference cost was substantially higher in the tested
implementation. The results confirm that architecture selection should combine
aggregate mloU with category-level reliability and deployment-oriented efficiency
metrics.

Future work will focus on methods for determining geometric and physical object
parameters from three-dimensional point cloud data. The study will consider point
clouds containing isolated objects of different simple geometric shapes and will
investigate both algorithmic and neural-network-based approaches. Classification
models will be used to identify the geometric type of an object, after which geometry-
specific algorithms will estimate its relevant dimensions, shape characteristics, and
derived physical parameters. The proposed framework will enable a systematic
comparison of analytical and learning-based approaches and will investigate whether
combining object recognition with geometry-aware parameter estimation can improve
the reliability and general applicability of measurements obtained directly from point
clouds.
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CErMEHTAUIA CKINAOHUX CTPYKTYP Y XMAPAX TOYOK 3A
AOMOMOIol0 NMUBUHHUX HEMPOHHUX MEPEX

Bikmop Bdoeu4eHko*, IOpiii ®ypeana

@akynbmem efieKmpPOHIKU ma KOMM''omepHUX mexHornoaid,
JibeiecbKuli HayioHanbHUl yHieepcumem iMeHi IsaHa ®paHka,
eyn. [lpazomaHosa 50, flbeie, 79005, YKPAIHA

AHOTALIA

Bctyn. CermeHTauiss YaCTUH XMap TOYOK NPU3HAYa€e CEMAHTUYHY MITKY KOXHiW TOuL
Ta 3abesnevye geTanbHiwmi onuc reomeTpii 06'ekTa, HiX knacudikauia uinoro ob'ekra.
Bubip apxiTekTypu ycCKNnagHETbCA TuUM, WO MoAeni 3 Onu3bkuMmu iHTerpanbHUMU
NnokasHuKaMyn MOXYTb iCTOTHO BifpPi3HATUCS B OKpEMUX KaTeropisix i 3a 064ncnioBanbHOK
eeKTMBHICTIO.

Marepianu Ta meToau. [1ns nopiBHAMNbHOIO OLiHIOBaHHS 0OpaHO Tpu penpe3eHTaTUBHI
apxiTekTypy 06poOkM Xmap TOYOK, Lo BigoOpaxatoTb pi3Hi Nigxoau [0 BUIYYEHHS
reomeTpuyHux o3Hak: PointNet++ (iepapxiyHa arperaudis nokanbHux o3Hak), DGCNN
(anHamivyHa nobynosa rpada cyciais i rpadosi 3ropTku) Ta Point Transformer (mexaHiam
camoyBarv Ans HeCTPYKTypoBaHux AaHux). [MopiBHAHHA npoBeaeHo Ha Habopi ShapeNet
Part (16 kateropinn o6'ektiB, 50 MiTOK YyacTuH).PiHanbHe OUIHIOBAHHA BUKOHAHO Ha 2874
TectoBux 006'ekTax, npeacTtaeneHnx 2048 touykamu. AkiCTb BM3HAYanm 3a TOYHICTIO TOYOK,
cepefHbOo TOYHICTIO 3a knacamu, cepefHim koediuieHTom XKakkapa (KXK) 3a kaTeropismum
Ta cepegHim KX 3a ob’'ektamu. [Ons BUMIPIOBaHHSI 3aTpPUMKU BUBEOEHHS, MPOMYCKHOI
3gaTtHocTi Ta 0b6csry BUKOpUCTaHOT Bigeonam'saTti G6yno npoBedeHO OKpeMUI TecT i3
po3mipom naketa 1.

PesynbtaTtu. Point Transformer nokasaB Havikpally 3aranbHy SKiCTb: TOYHICTb 94,4%,
cepenHs TOYHICTb 3a krnacamu 87,7%, cepeaHin KX 3a kateropismu 82,9% Ta cepegnin KX
3a ob'ektamu 85,7%. Mpu ubomy DGCNN pocsarna 6nm3bkoro nokasHuka cepegHboro KX
3a ob'ektamu (85,3%), ane 3HayHo wewuawe: 15,87 mc Ha oamH o6'exT npotn 53,39 mc y
Point Transformer i 344,62 mc y PointNet++. 3aranbHi BigMiHHOCTI Mixx Mogensimu Gynu
HeBenuKMMK, NPoTe pesynbTaT 3a OKPEMUMM KaTeropisiMu BigpisHanucs cytTesiwe: Point
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Transformer maB HaviBuLMIA cepeHin KXy BocbMu 3 wictHagusTu kateropin, DGCNN —y
n'atn, a PointNet++ — y Tpbox. Hanbinbwwuin poskmg 3HaveHb KK mix Mopensimu
cnocrepirasca ans karteropiv "motouukn" (Motorbike), "HaBywHukn" (Earphone) i "paketa"”
(Rocket) — came Ha Hux BMBIp apxiTekTypn MaB Hanbinblue 3HAaYEHHs, TOAI SK KaTeropito
"HoyTOYyK" (Laptop) yci mogeni cermeHTyBanm cTabinbHO TOYHO.

BucHoBku. XKogHa apxiTekTypa He Oyna Hawvikpallow 3a BcimMa KpuTepismu. Point
Transformer 3abesneunB HamBuy <akicTb cermeHTadii, Toai sk DGCNN nokasana
HanKpalle BMMIpsAHe CniBBigHOLWEHHS LWBKMAKOCTI Ta 4dkocTi. PointNet++ 3anuwunacsa
KOHKYPEHTHOIO 3a AKICTIO, ane mana 3HayHo GinbLuy 3aTpuMMKy B ouiHeHin peanisauii. Bubip
Mofeni Mae BpaxoByBaTW NOBEAIHKY Ha OKPEMUX KaTeropisx, KoHirypauito BXigHUX 03HaK
Ta ob4McnoBanbHi 0OMEXeHHS pa3oM i3 3aranbHUMK 3Ha4YeHHAMN cepeaHboro KXK.

Knroyoei cnoea: cermeHTauis xmap TOYOK, cermeHTtauis yactuH, ShapeNet Part,
PointNet++, DGCNN, Point Transformer
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ABSTRACT

Background. The shift to online businesses has driven unprecedented growth in traffic
density and data volumes. Engineering scalable high-load systems involves challenges like
systemic latency, cascading failures from tight component coupling, I/O boundaries and
CAP theorem trade-offs. Flawed architectural patterns cause performance degradation and
financial losses. Therefore, the goal of this study is to analyze and systematize architectural
solutions to minimize mentioned infrastructure challenges and ensure linear scalability of
high-load applications.

Materials and Methods. This paper presents a theoretical study on the architectural
design of high-load distributed systems based on Apache Kafka. The research synthesizes
a comparative analysis of academic literature with the author's practical development
experience.

Results and Discussion. A theoretical analysis reveals that synchronous inter-service
communication based on HTTP/gRPC protocols leads to reduced efficiency in high-load
environments due to cascading delays, tight coupling and thread pool exhaustion risks. The
study substantiates that transitioning to an asynchronous Publish/Subscribe with a Pull-
based model via Apache Kafka provides significant architectural advantages for extreme
horizontal scalability. It provides a stable backpressure mechanism, prevents computational
node overloading, minimizes CPU overhead through batch aggregation and simplifies
broker architecture by shifting data offset persistence to the consumer. The paper
systemically analyzes specific Apache Kafka engineering bottlenecks and proposes
effective mitigation methods.

Conclusion. The paper analyzes architectural solutions for high-load systems based on
the Apache Kafka platform, aimed at increasing the efficiency of stream data processing.
The suggested approaches minimize the systemic risks of asynchronous communication,
ensuring protection against event chronology violation in distributed transactions, data skew
and anomalous message duplication.

Keywords: high-load distributed systems, CAP theorem, BASE model, Apache Kafka,
backpressure, distributed transactions

INTRODUCTION

The rapid growth of data volumes and the necessity to ensure the uninterrupted
operation of modern digital services require engineers to design high-load distributed
software systems. The primary challenges in developing such systems are ensuring
horizontal scalability, high throughput, and fault tolerance. Traditional monolithic
architectures and synchronous communication (e.g., via REST/gRPC) demonstrate low
efficiency under these conditions due to thread blocking and the formation of infrastructure
bottlenecks. Consequently, asynchronous interaction based on the publish-subscribe
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model has become the de facto standard for building modern systems. Apache Kafka [3]
is the leading platform for implementing this model, which, owing to its pull-based
consumption model, allows for the efficient distribution of workloads across computing
nodes. However, the transition to asynchronous distributed architectures introduces
complex engineering and academic challenges. Chief among these are the need for
managing backpressure during peak workloads, as well as ensuring data consistency.
Since classical two-phase transactions [4, 5] are inefficient in a distributed asynchronous
environment, the research and adaptation of specialized architectural patterns become
critically important.

Numerous fundamental works have been dedicated to the design of distributed
systems and the optimization of message exchange. Specifically, the studies of M.
Kleppmann [2, 5] thoroughly describe the trade-offs between data consistency and
availability, while the works of the Apache Kafka platform developers, J. Kreps and N.
Narkhede [3, 6], laid the foundation for distributed log processing. Architectural patterns for
ensuring consistency in microservices, such as CQRS (Command Query Responsibility
Segregation) and Event Sourcing, have been actively investigated in the works of G. Hohpe
[1, 7] and E. Evans [8]. Variants of coordinating distributed transactions using the Saga
pattern, along with mechanisms for guaranteed message delivery via the Transactional
Outbox, are comprehensively detailed in the studies of C. Richardson [5, 9].

Despite the deep theoretical background and wide practical implementation of
individual patterns, modern literature lacks a comprehensive analysis of their interaction
under critical backpressure conditions. Most existing solutions examine the Saga or CQRS
patterns in isolation, without accounting for the specific characteristics of the pull
consumption model, where transaction processing delays on the consumer side can lead
to an imbalance across the entire system. Consequently, there is a clear need for a
systemic analysis and the formulation of recommendations regarding the effective
combination of architectural patterns to minimize latency and preserve data integrity under
high workloads. Therefore, the goal of this study is to analyze and systematize optimized
architectural solutions based on Apache Kafka to ensure data consistency and
backpressure resilience in high-load distributed systems.

MATERIALS AND METHODS

This paper presents a theoretical study on the architectural design of high-load
distributed systems based on Apache Kafka, synthesizing a comparative analysis of
scientific literature with the author's hands-on development experience.

RESULTS AND DISCUSSION

By the late 1990s, the ACID concept was the dominant paradigm in database
engineering, requiring absolute transactional integrity and strict data consistency. However,
with the rapid development of the early Web and the emergence of the first global search
engines (primarily Google), developers realized that traditional relational databases were
incapable of scaling horizontally across thousands of commodity servers. Attempts to
maintain strict consistency across multiple servers over a network resulted in a catastrophic
drop in performance and frequent system failures. In 2000, American computer scientist
Eric Brewer presented a keynote at the Symposium on Principles of Distributed Computing
(PODC), where he first formulated the CAP conjecture [10]. Brewer observed an empirical
pattern: engineers building large-scale internet services were constantly balancing three
parameters — Consistency, Availability, and Partition Tolerance — but no one succeeded in
implementing all three simultaneously.

For two years, this statement remained merely a practical hypothesis until 2002, when
scientists Seth Gilbert and Nancy Lynch from the Massachusetts Institute of Technology
(MIT) published an official mathematical proof of Brewer's conjecture. Utilizing an asynchro-
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nous network model where messages can be delayed or lost, they formally demonstrated
that it is impossible to simultaneously guarantee both strict consistency and 100% availability
in such an environment. From that moment, the conjecture achieved the status of the CAP
theorem [11] — a fundamental law of distributed computing. It formalizes the mathematical
and practical limits of distributed computing environments, asserting that any distributed
system can simultaneously provide no more than two of the following three properties:

1. Consistency (C) — a guarantee that all cluster nodes see identical data at the exact
same moment. Any read operation performed after a write operation must return
the most recent value, regardless of which specific node the client queries.

2. Availability (A) — a guarantee that every request received by a functioning system
node results in a non-error response, without the mandatory requirement that this
response contains the latest version of the data.

3. Partition Tolerance (P) — the system's ability to continue stable operation despite
network delays or communication losses between nodes.

In the context of real-world network infrastructure for high-load systems, the
occurrence of communication anomalies, network latencies, and packet drops is a
statistically inevitable regularity. According to the modern engineering paradigm, Partition
Tolerance (P) is a constant that an architect cannot ignore. A distributed system lacking
partition tolerance is a theoretical abstraction unsuitable for practical high-load operation.
Consequently, the actual architectural choice narrows down to selecting between two
trade-off configurations:

1. Consistency and Partition Tolerance (CP Model) — if a network segment becomes
isolated, the system deliberately blocks read and write operations on unavailable
nodes to prevent data desynchronization (Split-Brain). System availability is
sacrificed to preserve absolute consistency (e.g., in financial transactions).

2. Availability and Partition Tolerance (AP Model) — in the event of a network partition,
all nodes continue to accept requests and return responses. This maximizes
system throughput and ensures an uninterrupted user experience; however, data
across different cluster segments temporarily becomes inconsistent.

Engineers realized that in global networks, attempting to maintain 100% consistency
makes the system slow and vulnerable to any network fluctuations. Efforts to preserve strict
ACID (Atomicity, Consistency, Isolation, Durability) guarantees in high-load infrastructures
resulted in a critical drop in performance due to the need for coordinating distributed locks
(two-phase commits — 2PC). Under the constraints of the CAP theorem, attempting to
maintain strict consistency (C) in a distributed network automatically destroys its availability
(A). This technological contradiction drove an evolutionary transition toward an alternative
architectural paradigm — the BASE (Basically Available, Soft State, Eventual Consistency)
model proposed by Dan Pritchett [12]. BASE is the conceptual antipode to ACID: instead
of pessimistic locking and instant consistency, it is built on the optimistic assumption that
the system can exist in a state of temporary desynchronization to ensure continuous
availability and linear horizontal scalability. Businesses learned to accept the fact that data
across different servers might diverge for several milliseconds or seconds (e.g., user
balances or warehouse inventory numbers updating asynchronously).

Unlike ACID systems, where a transaction is completely blocked and returns an error
in the event of a local failure or network partition, an AP system within the BASE paradigm
guarantees a mandatory response to the user's request. However, the quality of this
response or the service itself can be subject to graceful degradation. The client receives a
response that may contain partially stale data (e.g., displaying an old user balance or a
cached version of a profile), or the system may temporarily disable non-essential functions
(e.g., the personal recommendations block in e-commerce) while preserving the operability
of the primary business scenario. The core architectural principle dictates that a successful,
albeit imperfect, response takes precedence over a total system failure.
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In classical DBMS, the system state is strictly deterministic and changes exclusively at
the moment of a successful user transaction commit. The BASE model introduces the
concept of a "soft" or dynamic state. This means that the data state across different cluster
computing nodes can change independently over time, without direct interaction or
operational input from the user or application code. The primary driver of these changes is
the internal processes of asynchronous replication and log synchronization running in the
background at the infrastructure level. During this synchronization window, different servers
within the distributed system hold different versions of the same object, which is a normal
technological state for high-load environments.

The Eventual Consistency property is the key stabilizing mechanism of the BASE model.
It asserts that while the system abandons strict, instantaneous consistency, it guarantees that
in the absence of new modification (write) operations on a specific object, data across all
geographically distributed nodes and replicas will inevitably become identical and consistent
after a certain, minimal possible time interval. This desynchronization time window (typically
measured in milliseconds) allows the system to process colossal write streams without
waiting for a simultaneous response from all servers in the cluster.

Thus, a systemic analysis of the evolution of distributed computing indicates that the
transition from strict ACID guarantees to AP configurations within the BASE paradigm
(specifically, the concept of Eventual Consistency) is a mathematically and engineering-
justified step to achieve linear horizontal scalability. Abandoning instantaneous data
consistency makes it possible to remove throughput limitations from storage subsystems
and ensure continuous basic availability of digital platforms under extreme workloads.
However, shifting data processing into a decentralized asynchronous environment and the
necessity of independently maintaining eventual consistency at the application architecture
level drastically complicates the software system lifecycle.

Systemic architectural anomalies and data consistency limitations in high-load

distributed infrastructures

When millions of asynchronous operations execute concurrently without rigid
coordination, a series of specific engineering anomalies emerges at the lower levels of
infrastructure and network interaction. The practical implementation and operation of such
systems are accompanied by the emergence of avalanche-like cascading failures of
computing nodes, a critical accumulation of deadlocks during attempts to synchronize the
soft state, and the throughput degradation of queues due to specific processing latencies
of individual requests.

Let us examine in more detail the primary mechanisms underlying the issues that arise
in high-load applications.

Cascading infrastructure failures.

In high-load microservice systems, components are interconnected via chains of
synchronous requests. Each application server possesses a limited number of execution
threads, managed within a thread pool. If one of the non-essential internal services (e.g., a
report generation service or a third-party payment gateway) begins to delay responses due
to database degradation or a network outage, the calling service receives no response,
and its execution thread remains in a blocked state. Under intensive high-load traffic, all
available threads of the calling service become blocked within seconds. Consequently, this
service also stops responding to other components. This triggers an avalanche-like thread
pool exhaustion, whereby a local failure of a single minor node cascade-fails the entire
distributed system.

Concurrency-induced deadlocks.

When millions of users simultaneously interact with a system, the need to modify the
same database records arises (e.g., stadium seat reservations, stock deductions, or wallet
balance updates). To ensure transaction isolation, classical relational DBMSs utilize
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pessimistic locking mechanisms (e.g., SELECT ... FOR UPDATE). If Transaction N1 locks
Row A and attempts to access Row B, while concurrently Transaction N2 has already locked
Row B and is waiting for Row A to be released, a state of mutual waiting occurs: a deadlock.
In high-load systems, pessimistic locks generate massive wait queues at the DBMS level,
leading to a sharp escalation in latency and the total failure of the storage subsystem.

Head-of-Line Blocking (HoL) anomalies.

This problem manifests in any environment governed by sequential data processing
(FIFO — First In, First Out). If a "heavy" message (e.g., a request to generate a massive
PDF report or process a media file array) enters a shared channel or queue, or if a message
triggers an exception in the consumer code and continuously reverts to the front of the
queue, the entire data stream stalls. Thousands of "lightweight" and fast messages (e.g.,
an order status update requiring only 2 milliseconds) queued behind this heavy request are
forced to wait hours for its completion. This paralyzes the system's business logic and
generates an artificial throughput deficit.

Under the constraints of the CAP theorem, given inevitable network latencies (Partition
Tolerance), architects are compelled to adopt the BASE model. This marks a transition
from strict instantaneous consistency (Strong Consistency) to eventual consistency. The
issue of data consistency in high-load distributed architectures represents a fundamental
challenge arising from the abandonment of monolithic databases and the transition to
decentralized asynchronous microservices. Under extreme workloads, this leads to the
emergence of stale or phantom data, concurrent write conflicts, and risks of losing
transactional atomicity.

Desynchronization windows and Stale/Phantom data.

Since data replication across system nodes occurs asynchronously, a temporary
consistency window (desynchronization time window) emerges. During this interval,
different servers or read models hold conflicting versions of the same entity. For instance,
when a user performs an action (e.g., purchasing an item), the record is successfully
committed to the system's write model. However, upon an immediate page refresh, the
corresponding read model has not yet processed the asynchronous event from the broker.
Consequently, the client observes a stale system state (phantom data), which creates an
illusion of a system failure or a lost transaction.

Concurrent write conflicts.

In a decentralized environment, there is no centralized arbiter (ACID coordinator) to
enforce synchronous resource locking for the duration of a transaction. When millions of
users interact with the system concurrently, scenarios involving the competitive update of a
single entity inevitably occur. For example, two independent microservices might
simultaneously read a user's balance (e.g., $100). Service A debits $20, while Service B
concurrently debits $30. Due to the absence of synchronous row-level locking within the
distributed network, both services will attempt to commit their respective local results ($80
and $70). As a consequence, one update will overwrite the other (the Lost Update problem),
leading to a critical balance discrepancy and a complete failure of financial consistency.

Lack of distributed atomicity.

In distributed architectures, a single business process frequently spans multiple indepen-
dent microservices, each managing its own isolated database (e.g., debiting funds in billing,
reserving inventory in the warehouse, and accruing loyalty points). If the first two stages
succeed, but the third service (loyalty points) encounters a crash or returns a validation error,
the system is left in a fractured, inconsistent state. Funds remain debited, and inventory
remains reserved, yet the overall business workflow is stalled. The classical ROLLBACK
mechanism is entirely ineffective in such a network environment, as the first two local
transactions have already been successfully committed within their respective databases.
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Out-of-Order execution (Violation of causal ordering).

Asynchronous messages within distributed networks can experience latencies,
undergo dynamic rerouting across different cluster servers, or be processed by parallel
execution threads at varying speeds. For instance, if an event titled "Order Status Updated
to Paid" is delayed in the network due to lag, while an event titled "Order Canceled by User"
arrives faster, the consumer will process them in reverse chronological order. The system
will then attempt to cancel an order that, according to its current local state, has not yet
been created, and subsequently record a payment on an already terminated order —
fundamentally destroying the domain's business logic.

Structural stabilization under Event-Driven Architecture (EDA).

All the mentioned destructive anomalies and data consistency challenges are
successfully resolved within a modern Event-Driven Architecture (EDA) [17], where a
distributed message broker serves as the primary actor in the distributed microservice
system and functions as the central communication data bus. Transitioning from
synchronous requests to an asynchronous stream of events allows for the complete
decoupling of microservices. Instead of waiting for responses from adjacent nodes,
systems commit business facts as immutable events that are instantly published to the
broker. This entirely eliminates the risks of thread pool exhaustion and cascading
infrastructure collapses.

To understand the mechanics of this operational shift, consider two contrasting examples
of implementing the exact same business scenario: order processing on an e-commerce
platform during peak traffic (e.g., Black Friday). The workflow spans four core components:
Order Service -> Payment Service -> Inventory Service -> Notification Service.

When a customer triggers a purchase request, the Order Service allocates an
execution thread and performs a synchronous HTTP call to the Payment Service, which in
turn calls the Inventory Service. If a third-party banking gateway begins to experience
latency at that microsecond, the Payment Service stalls, waiting on the network socket
(Blocked state). Consequently, the execution thread of the Order Service remains blocked
as well. Under extreme traffic spikes (e.g., 10,000 concurrent requests per second), the
finite thread pool of the Order Service reaches total depletion within milliseconds (Thread
Pool Exhaustion). The gateway slowdown cascade-fails the entire platform, rendering the
core application completely unavailable to new users.

By leveraging an EDA coordinated by a distributed message broker, the Order Service
executes a rapid, lightweight local transaction within its own database, instantly emits an
OrderCreated event to the broker's topic, and immediately releases its execution thread to
serve subsequent incoming requests. The thread retention time drops from several
seconds to a mere 2-3 milliseconds. Operating autonomously, the Payment Service
consumes the OrderCreated event from the broker. If the payment gateway degrades or
crashes, it exerts zero impact on the Order Service, which continues to register new
transactions unhindered. The events are safely buffered within the broker's persistent
storage. Once the gateway's operation is restored, the Payment Service drains the
accumulated queue at its own pace and emits an OrderPaid event, which is then
asynchronously processed by the Inventory and Notification services.

Consequently, utilizing a message broker as a central data bus transforms temporary
microservice outages or degradations from critical, system-wide failures into manageable,
expected data-update latencies, ensuring continuous user interface availability for end users.

However, it is crucial to highlight that under extreme workloads, event-driven systems
inherently face the destructive challenge of backpressure. This infrastructure-level anomaly
manifests when the data production and invocation rates at the upstream producer level
significantly outpace the nominal processing capacity and deserialization speed of the
application logic on the downstream consumer side. In the absence of native regulation
mechanisms, the unconstrained accumulation of unhandled event volumes triggers critical
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volatile memory exhaustion (Heap Memory depletion), communication channel throughput
degradation, and an avalanche-like collapse of the distributed infrastructure. The efficacy
of mitigating this issue is directly dictated by the structural architectural model of interaction
between the broker and its consumers, which classifies distributed environments into two
fundamental paradigms: the push-based model and the pull-based model.

Architectural paradigms of data distribution. Analysis of push-based and pull-
based consumption models

Under the push-based consumption paradigm, typified by traditional message brokers
such as RabbitMQ [20], the broker cluster assumes absolute control over the data
distribution vector. Upon receiving inbound payloads from producers, the broker
autonomously, aggressively, and instantly pushes message packets onto the registered
consumer instances via open TCP channels. This architectural behavior ensures minimal
message delivery latency in low-to-moderate traffic conditions, as data is routed to
available consumers without polling delays. However, under extreme workloads or sudden
traffic spikes, this model strips the consumer nodes of operational autonomy. In a strict
push scenario, the broker remains unaware of the downstream execution context or
resource availability. Consequently, it continues to flood the consumer with data even if the
application logic is stalled by heavy database transactions or thread blockages. Without
explicit consumer-side intervention, this unconstrained transmission rapidly fills network
buffers, saturates the consumer's local queues, and inevitably triggers catastrophic out-of-
memory errors (Heap depletion) or node evictions. While RabbitMQ offers a mitigation
framework via the Prefetch Count configuration (Quality of Service limits) — which allows
consumers to declare a maximum threshold of unacknowledged messages to choke the
push influx — this mechanism operates as a static infrastructure constraint rather than a
dynamic, fluid stream regulation framework, shifting significant architectural complexity
onto client-side resource budgeting.

However, RabbitMQ [20] is engineered as a transient message queue topology, where
the physical replication engine is heavily reliant on volatile random-access memory (RAM).
When the inbound traffic stream matches the processing velocity of the consumer nodes,
messages reside exclusively in memory, ensuring ultra-low delivery latency. However,
when backpressure triggers queue accumulation, RabbitMQ is forced to page
unacknowledged payloads out of RAM and persist them onto physical disk storage via a
destructive garbage-collected write pipeline. This paging mechanism induces severe
computational overhead, triggers aggressive Erlang garbage collection loops, and drops
the broker's throughput by up to an order of magnitude, resulting in volatile latency spikes
and unpredictable cluster behavior. Furthermore, RabbitMQ utilizes index-heavy state
tracking, where the broker cluster bears the full computational burden of maintaining
message delivery acknowledgments and routing states for individual consumers. This
design imposes a strict architectural limit on horizontal scaling, as expanding the cluster
across multiple physical computing nodes requires intensive synchronization of queue
states, creating a performance ceiling that typically tops out at 20,000 to 50,000 messages
per second per queue under production workloads with strict persistence enabled.

Conversely, the pull-based data consumption model, fundamentally implemented at a
high architectural level within the Apache Kafka [13-19]. distributed ecosystem, completely
inverts the traffic flow control vector, offering a natural and resilient solution to the
backpressure dilemma. Instead of allowing the broker to dictate data velocity, the pull
paradigm grants complete operational autonomy to the downstream consumers. Under this
framework, consumer microservices independently execute low-level data fetch routines
(polling loops) to extract message batches from specific topic partitions. The data ingestion
volume and transmission speed are regulated exclusively by the consumer node, strictly
based on its available computing capacities, CPU allocations, and memory limits. If a
consumer instance encounters downstream database degradation or performance
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bottlenecks within its business logic execution, it simply delays or reduces the size of its
subsequent poll requests. The broker cluster does not attempt to force the accumulated
traffic; instead, it safely persists the inbound event stream within its immutable, sequential
write-ahead logs on physical storage. This design shifts the state tracking burden away
from the cluster coordinators and eliminates the risk of memory saturation or heap
exhaustion across processing nodes. Consequently, the pull-based architecture transforms
a potentially chaotic high-load surge into a controllable, deterministic data stream,
neutralizing infrastructure-level stalls and providing a stable foundation for maintaining
eventual consistency across highly scalable distributed platforms.

Let us formulate the primary architectural advantages of the pull-based streaming
model implemented within the Apache Kafka ecosystem.

Log-centric storage paradigm

Unlike traditional message brokers that rely on destructive reads (deleting a message
immediately after acknowledgement), Kafka operates as an immutable, append-only commit
log. Messages are sequentially written to disk and persisted based on preconfigured retention
policies (Data Retention). Since the consumption state is determined exclusively by a
numerical pointer known as an offset, which is controlled directly by the consumer, it grants
the consuming instance the capability to forcefully rewind its offset into the past and re-
consume the historical event stream across any temporal window. This allows independent
microservices to drain the same data stream at varying velocities without mutual lock
contention. Concurrently, it provides the deterministic capability for event replay (Event
Replay), which is foundational for Event Sourcing and CQRS patterns, and functions as a
highly reliable transport layer for coordinating sequential steps within distributed transactions
under high workloads. In this context, the Event Replayability mechanism in Kafka resolves
two of the most complex challenges of Event Sourcing.

Deterministic state reconstruction and auditability after catastrophic failures

In traditional database management systems, recovering information after the
corruption of the current system state is a complex, heuristic process. By utilizing Apache
Kafka as an immutable, persistent event store (Source of Truth), any microservice can
deterministically and flawlessly reconstruct its internal state from scratch. To achieve this,
the consumer forcefully resets its offset to zero and sequentially processes the entire
historical commit log. This additionally provides a 100% legally binding audit trail: the
system is capable of mathematically replicating the exact state of the business domain at
any specific microsecond in the past, which is critically important for highly regulated, high-
load financial platforms.

Schema evolution and zero-downtime read model provisioning in CQRS
When a new business requirement emerges (e.g., deploying a new analytical
microservice or altering the database schema of a read model), architects can entirely
bypass complex data migration routines (ETL/Data Migration). The newly introduced
service simply registers as an isolated, independent consumer group. It drains the Kafka
topic from the absolute beginning (zero offset) in a background mode, independently
constructing its own optimized read-side database (Read Model). This operational pipeline
executes with zero impact on other running cluster components and achieves seamless

system expansion without inducing operational downtime (Zero-Downtime).

The "Dumb Broker, Smart Consumer" paradigm.

Kafka completely eliminates computational overhead on the broker cluster side by shif-
ting state management tasks to the consumer nodes. The broker bears no responsibility for
tracking message delivery metadata for individual instances; instead, each consumer inde-
pendently maintains its processing checkpoint within the log using a numerical pointer known
as an offset. This allows for near-infinite scalability regarding concurrent worker distribution.
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Native horizontal partitioning (Key-Based Partitioning).

Slicing logical topics into a multitude of independent physical segments (partitions)
enables the linear horizontal distribution of 1/O workloads across multiple cluster nodes.
Utilizing cryptographic or non-cryptographic hashing of business keys, Kafka guarantees
strict intra-partition FIFO order. The primary advantage for data consistency is that all
events marked with the same business key (e.g., transaction ID) are guaranteed to be
routed to the exact same physical partition. There, they are processed by a consumer
strictly sequentially based on the FIFO (First-In, First-Out) principle.

This architectural capability elegantly isolates Head-of-Line (HoL) blocking anomalies
and eliminates concurrent race conditions and concurrent write conflicts (the Lost Update
problem) at the infrastructure level, without requiring the application of heavy distributed
locks (two-phase commit — 2PC). Consequently, a message broker utilizing a pull-based
polling model and partitioning transforms a chaotic asynchronous environment into a strictly
ordered, fault-tolerant data stream.

Hardware efficiency and system resource optimization

Pull-based polling in Kafka achieves extreme throughput by minimizing context
switches and CPU allocations. Leveraging the Linux kernel sendfile system call (Zero-Copy
technology), the broker streams data bytes directly from the OS page cache into the
network interface socket, completely bypassing user-space buffer allocation. This Zero-
Copy payload transfer — routing data straight from the kernel cache to the network interface
in bypass of user space — ensures a throughput capacity that outpaces push-based
systems by an order of magnitude, closely approaching the physical limitations of the
underlying hardware architecture.

Unlike push-based models that attempt to transmit each individual message
independently — thereby inducing substantial CPU overhead due to excessive network packet
header processing — a Kafka consumer can flexibly request data in large sequential batches
(e.g., up to 500 records or with a 50 ms temporal window). This design pattern significantly
minimizes network transaction frequency and optimizes system resource utilization.

In contrast to traditional asynchronous data buses, Kafka supports a built-in distributed
transaction coordinator protocol to synchronize producer and consumer operations. This
enables the atomic execution of the complete "read-process-write" loop across multiple
distinct topics as an all-or-nothing operation, which is critical for preserving strict
transactional consistency during the implementation of Saga and Transactional Outbox
patterns under extreme workloads.

Saga pattern transforms a single large distributed transaction into a sequence of
localized transactions executed within respective isolated microservices. Each saga step
updates a local database and publishes an event to a message queue (Apache Kafka),
which subsequently triggers the next execution step in an adjacent service. In the event of
a business logic failure or a technical outage at any stage of the workflow, the Saga
executes a reverse chain of so-called compensating transactions. These transactions
sequentially roll back the modifications in reverse chronological order, returning the system
to its initial consistent state [13, 19].

The transactional outbox pattern resolves the fundamental challenge of reliable
message delivery by eliminating the dual-write problem between updating a service's local
database and publishing an event to a message broker (Apache Kafka). Instead of
executing two independent, non-atomic network requests, the business logic updates the
primary domain tables and simultaneously writes the event to a specialized buffer table
(outbox) within a single local ACID transaction in the service's database. A separate
background process continuously polls new records from the outbox table and guarantees
their delivery to the message broker with at-least-once delivery semantics. This completely
eliminates the risk of event loss during sudden network partition events or application
server restarts [13, 19].
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Thus, Apache Kafka completely avoids the bottleneck associated with moving data
between memory and disk (paging) by utilizing an append-only log model, which allows it
to bypass user-space memory management mechanisms entirely. Instead of employing
destructive read operations (where messages are deleted after acknowledgment), Kafka
leverages the operating system's page cache via the Linux kernel's “sendfile” system call
— a technique known as Zero-Copy. When a consumer requests a data packet, the broker
transfers raw byte arrays directly from the OS page cache to the network interface socket,
completely eliminating context switching and user-space memory buffer allocation.
Through sequential data writing (Sequential I/O), Kafka avoids the costly random disk
access operations that significantly degrade the performance of traditional database
management systems; this enables physical throughput to scale linearly up to the limits of
the Non-Volatile Memory Express drives and network interfaces being used.

In high-load enterprise systems utilizing modern hardware infrastructure (such as
standard 10GbE or 25GbE networks combined with distributed multi-node clusters), a
properly configured Apache Kafka system can deliver exceptionally high throughput,
scaling seamlessly from 1 million to over 5 million messages per second with sub-
millisecond latency. State tracking is elegantly offloaded to consumer clients via a numeric
pointer (the offset)/ This means that adding thousands of parallel consumer processes
incurs no performance degradation or additional memory overhead on the broker cluster,
firmly establishing Kafka as the industry standard for high-throughput, horizontally scalable
stream processing.

Engineering challenges of event chronology preservation and partition-level
anomalies in Apache Kafka

Despite the high architectural efficiency and systemic advantages of the Apache Kafka
distributed platform as a central data bus for CQRS and Event Sourcing models, its practical
deployment in high-load environments is accompanied by a series of specific engineering
challenges [13-19]. Ensuring extreme throughput and fault tolerance under the BASE
paradigm requires architects to possess a profound understanding of the broker's internal
mechanisms and to consciously manage design trade-offs. The first and most critical
challenge within this context is guaranteeing a strict chronological order of event processing.

In event-driven architectures (EDA) and software systems implementing Saga or Event
Sourcing patterns, the chronological sequence of messages is a critical constraint for
business logic validity. Practical use cases requiring strictly guaranteed chronological
ordering include:

e Financial operations and ledger balances (Banking). For example, debiting and
crediting funds. If a credit notification event experiences network lag and arrives
after a debit transaction event, the debit operation will trigger a "Failure: Insufficient
Funds" exception, even though the necessary capital should have already been
legally present in the account balance.

e Order management and inventory control (E-commerce). For example, the
sequential workflow of OrderCreated -> OrderPaid -> OrderCanceled. If the
cancellation event bypasses the payment event due to network routing anomalies,
the payment engine will process the transaction unaware of the termination,
resulting in erroneous customer billing and permanent warehouse inventory
locking.

Any disruption in event ordering triggers irreversible desynchronization of the
distributed system's soft state, leading to critical application failures, logic loops, and
financial liability risks. Within a distributed Apache Kafka infrastructure, enforcing strict
message ordering is fundamentally complicated by its horizontally scalable, partitioned
architecture and the intentional abandonment of synchronous distributed locking
mechanisms.
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Apache Kafka does not guarantee a global chronological ordering of messages across
an entire topic. A global sequence exists exclusively within a specific physical partition
commit log. If events relating to the lifecycle of a single entity (e.g., a specific order marked
with order_id: 105) are written across different partitions of a topic, they will be processed
concurrently by separate consumer instances, completely destroying the chronological
event sequence.

To mitigate this constraint, the producing microservice is mandated to explicitly define
a unique business entity identifier (such as an order_id or an account_id) as the message
key during event publication. Kafka's native partitioning function (typically employing the
MurmurHash3 algorithm) ensures that all events sharing an identical key are consistently
routed to the exact same physical partition. This design constraint narrows the scope of the
global ordering problem down to localized partition-level ordering, an environment where
Kafka strictly enforces intra-partition FIFO sequence.

Even when correct key-based partitioning is applied, the chronological sequence of
events can still be disrupted during data transportation from the producer to the broker. To
maximize throughput, Kafka producers transmit messages asynchronously in sequential
batches, leveraging internal memory buffers. If a producer dispatches Batch 1 (e.g., the
OrderCreated event) and Batch 2 (e.g., OrderPaid) nearly simultaneously, and Batch 1 is
dropped in transit due to transient network jitter, the broker returns an error response.
Under a preconfigured automatic retry policy (retries > 0), the producer will retransmit
Batch 1 However, during this network round-trip interval, Batch 2 may have already been
successfully appended to Kafka's partition commit log. Consequently, within the physical
partition, the payment event will be recorded ahead of the creation event, resulting in a
critical out-of-order execution anomaly.

In high-load systems, a fundamental architectural contradiction emerges between the
necessity of ensuring uninterrupted data processing and the requirement to maintain strict
event ordering within a distributed commit log. Given that Apache Kafka guarantees
chronological sequence (FIFO) exclusively within a single physical partition, a severe
engineering challenge arises during exception handling and fault mitigation.

This problem possesses a dual nature and manifests as two interconnected operational
anomalies:

1. Infrastructure-level partition stalling
2. Chronological inversion induced by the deployment of asynchronous non-blocking
retry mechanisms.

If, during sequential data extraction from a partition, a specific record (e.g., Event 2)
triggers an exception within the business logic due to transient downtime of adjacent
databases, network timeouts, or payload defects (a "poison pill"), the consuming
microservice cannot commit its processing offset forward. The instance is compelled to
cyclically re-execute processing attempts for the exact same message (the blocking retries
mechanism). Because the execution thread is bound by Event 2, the consumer is incapable
of advancing to read subsequent messages (Events 3, 4, etc.) queued behind it within the
same partition log. Consequently, a localized processing failure of a single business entity
completely paralyzes asynchronous replication and read-side model replication for
thousands of other concurrent users whose events happened to be routed to this specific
physical partition via key-based hashing.

To circumvent this Head-of-Line blocking effect and ensure the continuous velocity of
the primary queue, engineers frequently implement a non-blocking retries pattern. Under
this topology, if a message (Event 2) encounters a processing failure, the consumer
forcefully extracts it from the primary stream, reroutes it to an isolated retry topic or a Dead
Letter Queue (DLQ), subsequently commits the primary topic offset forward, and instantly
proceeds to the next record. Once the anomalous Event 2 is shifted into the retry pipeline,
the consumer immediately drains Event 3 from the primary log and successfully completes
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its execution. After a preconfigured backoff timeout, a separate retry handler activates and
eventually processes Event 2 successfully.

However, as a direct consequence of this infrastructure maneuver, strict chronological
execution order is completely violated: the business logic for Event 3 is applied to the
system state earlier than that for Event 2. Such a chronological inversion is fundamentally
unacceptable for maintaining data consistency within CQRS and Event Sourcing
architectures.

Architectural mitigation mechanisms for event chronology preservation and stream

integrity within Apache Kafka

The examined dilemma between infrastructure-level partition stalling (Head-of-Line
Blocking) and chronological sequence degradation induced by non-blocking retry
topologies (Retry Topics / DLQ) mandates that architects deploy highly specialized
defensive design patterns. Attempting to resolve these operational anomalies strictly at the
message broker's baseline configuration level is fundamentally ineffective. Consequently,
safeguarding data model integrity under the constraints of eventual consistency shifts from
the infrastructure layer directly to the application logic and component-level architecture.
Within this framework, several advanced architectural mechanisms can be delineated to
effectively neutralize the mentioned vulnerabilities, thereby ensuring end-to-end stream
protection from the upstream publisher down to the final read-side data store.

Producer-level idempotence configuration (Idempotent Producer Protocol).

The first line of defense for preserving event chronology involves mitigating operational
anomalies that manifest during data transit from the source service to the message broker
due to network fluctuations and automated retry policies. At the producer client library level,
the strict idempotence protocol is activated via the enable.idempotence=true configuration.
Upon initialization, the Kafka coordinator cluster assigns a globally unique Producer ID
(PID) to the producing instance, alongside a monotonically increasing Sequence Number
to each discrete message batch targeted at a specific partition.

If a network jitter event prevents the producing instance from receiving an execution
acknowledgment for a successfully committed Batch 1, the retry mechanism triggers
retransmission. The broker intercepts this call and evaluates the incoming Sequence
Numbers against its state ledger. If Batch 1 is already persisted within the log, Kafka
automatically discards the duplicate execution request. Furthermore, the broker strictly
enforces contiguous sequence validation: if a retry anomaly causes Batch 2 to arrive ahead
of the delayed Batch 1, the broker rejects the out-of-order write attempt. This guarantees
that events are appended to the partition's physical commit log in a strict chronological
FIFO sequence, fully maintaining downstream network throughput without inducing
message reordering risks.

Key-based ordered retries and cascading backoff topologies.

To leverage the throughput benefits of non-blocking retries — namely, freeing the
primary partition log from execution stalls caused by anomalous payloads — while
preventing chronological inversion for causally related events, a specialized architecture of
multiple ordered retry topics is deployed. Instead of routing all failing payloads into a single
monolithic retry queue, the design implements a cascading pipeline of sequential retry
topics (e.g., topic-retry-1, topic-retry-2, ..., topic-diq), each governed by a progressive
exponential backoff timeout.

When Event 2, bound to a specific entity (entity id: 105), encounters an unhandled
exception due to transient downstream dependency failure, it is rerouted to topic-retry-1.
Simultaneously, the consumer locks this specific business key within a high-performance
distributed cache (e.g., Redis), marking it as "temporarily blocked." When the subsequent
Event 3, belonging to the exact same business entity (entity_id: 105), is immediately
drained from the primary topic log, the consumer checks the key status in Redis. Detecting
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an active ordering conflict, the consumer bypasses local execution logic and sequentially
routes Event 3 into the retry pipeline immediately behind Event 2. Concurrently, if a
subsequent Event 4 linked to an independent entity (entity_id: 200) arrives, it is processed
successfully with zero operational delay. Consequently, intra-entity FIFO chronology is
strictly maintained on a per-instance basis, while the overall data velocity of the primary
partition remain completely unhindered.

Parallel consumption with entity-key level locking (Parallel Consumer Pattern).

A more elegant and highly performant mitigation method deployed directly at the
consumer client layer involves utilizing multi-threaded processing mechanics within the
boundaries of a single physical partition, a concept programmatically realized via the Kafka
Parallel Consumer architecture. Shifting away from the classical pipeline where a solitary
consumer thread sequentially processes events from an assigned partition, the
microservice drains a massive event batch from Apache Kafka and delegates it to an
internal thread pool execution engine.

Prior to task allocation, the consumer’s internal orchestrator aggregates the extracted
messages based on their business entity identifiers (partition keys). Events linked to distinct
keys are dispatched to separate CPU worker threads and processed concurrently, thereby
optimizing hardware resource utilization. Conversely, events sharing an identical business
key (e.g., the historical lifecycle sequence of a single user account) are strictly bound to
the same execution context and processed sequentially. If Event 2 for a specific key stalls
due to localized retry cycles, the internal orchestrator isolates and locks the execution loop
for that specific entity key alone. Events belonging to all other independent keys within the
same batch continue to be processed concurrently across parallel threads.

Offsetting and state tracking updates back to the Kafka broker cluster are managed via
a sophisticated moving sliding-window acknowledgment scheme (per-message
acknowledgment tracking). This infrastructure capability ensures maximum stream velocity
and throughput while fully eliminating data loss risks during partial failure scenarios.

Engineering of idempotence at the read-side model layer

Given that any architectural maneuvers involving message rerouting, automated
retries, and network partition failures inevitably lead to duplicate data delivery under at-
least-once delivery semantics, the final line of systemic defense involves guaranteeing
consumer instance idempotence. Read-side databases within the CQRS architectural
pattern (e.g., Elasticsearch, Redis, or Cassandra) are engineered such that the redundant
application of the exact same event does not alter the system's final state ledger.

Depending on the maturity and structure of the inbound event stream, the process of
dynamic message uniqueness verification by the consumer node is executed via two
distinct operational pipelines:

1. Explicit unique identifiers — if the upstream producer injects a unique system-level
identifier (such as an event_id formatted as a UUID) or a unique transaction token
(transaction_id) into each message payload, the computational overhead of
generating a hash from the entire message body is avoided. The consumer directly
utilizes this pre-existing string token as an explicit uniqueness key.

2. Deterministic payload hashing — in the absence of end-to-end unique identifiers,
the consuming microservice independently extracts a cluster of critical business
fields whose combination defines the operational uniqueness of the transaction
over a specific temporal window (for instance, in a financial transaction: sender_id
+ recipient_id + amount + timestamp_minutes). These targeted fields are serialized
into a strict, sequential byte array, from which a deterministic hash is generated
utilizing fast, non-destructive algorithms (e.g., SHA-256 where cryptographic
collision resistance is mandatory).

Within high-load infrastructures, significant architectural value is achieved through a
hybrid approach combining explicit entity identifiers with payload hashing. If an incoming
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message possesses a stable entity id (e.g., a user instance identifier) but lacks a clear
state version number, the consumer computes a hash strictly from the remaining payload
fields representing the object's current state attributes. The resulting composite key
(entity_id + payload_hash) enables the system to verify whether an automated retry cycle
is attempting to re-apply an absolutely identical modification state to the same business
entity during network spikes. This mitigates redundant write cycles and eliminates
unnecessary /O locking bottlenecks within the CQRS read-side storage engine.

Regardless of the mechanism utilized to extract the unique tracking key (whether via a
direct UUID string or a dynamically generated deterministic payload hash), prior to
executing any transactional write operations within the CQRS read-side database, the
consumer microservice performs an atomic checkpoint evaluation. This is achieved by
attempting to write the extracted key into a high-performance distributed caching cluster
(typically Redis) utilizing the atomic SETNX (Set if Not Exists) command protocol,
accompanied by a strict time-to-live parameter (TTL, e.g., 24 hours).

If the Redis coordinator returns a success status, it verifies that the incoming message is
being processed by the system context for the first time. The projector service then
unhindered executes the corresponding CQRS read model modification query, commits the
consumer offset forward to the Apache Kafka cluster, and terminates the processing iteration
loop. Conversely, if the Redis node rejects the write operation — indicating that a key
containing an identical identifier or payload hash has already been registered within the state
ledger — the consumer instantly identifies the current event as an redundant delivery induced
by automated retry policies or network jitter spikes. The microservice completely bypasses
the execution of heavy business logic computations and storage engine write cycles; instead,
it marks the event payload as successfully processed, advances the Kafka consumer offset
pointer forward, and seamlessly transitions to the next transaction.

Leveraging explicit unique identifiers maximizes deduplication velocity while
completely eliminating the mathematical vectors of hash collisions. On the other hand,
generating a deterministic payload hash in the absence of explicit identifiers enables the
implementation of robust idempotence layers even across heterogeneous, unstructured
data streams. Utilizing volatile In-Memory caching via Redis guarantees that key validation
latency is restricted to sub-millisecond thresholds, which is well within acceptable limits for
high-throughput, high-load environments.

However, the primary operational challenge within this topology remains the
configuration and control of the TTL parameter (the deduplication temporal window).
Architects must carefully balance the volatile memory capacity constraints of the Redis
cluster infrastructure against strict business domain requirements regarding the maximum
retention lifespan for delayed stale events arriving from downstream retry pipelines.

The Data Skew anomaly and corresponding architectural mitigation strategies

The distributed architecture of Apache Kafka is fundamentally built upon the principle
of parallelism, where extreme throughput is achieved by evenly distributing the message
traffic across a multitude of independent physical partitions. However, within real-world
high-load infrastructures, maintaining absolute traffic symmetry encounters a fundamental
engineering anomaly known as data skew (or partition skew).

As established previously, to enforce strict intra-partition FIFO chronological ordering,
producing instances leverage consistent partitioning algorithms based on business key
hashing. However, the probability distribution of these transaction keys in a real-world
enterprise ecosystem is almost never uniform. A classic manifestation of this issue occurs
in large-scale B2B platforms or macro-marketplaces, where a single enterprise-tier client
account or top-tier merchant generates millions of transactions per hour, whereas
thousands of micro-users emit only isolated, sporadic requests. Because Kafka's native
partitioning hash function rigidly binds a specific business key to a dedicated partition, an
operational crisis unfolds: a single physical partition of a topic absorbs up to 80-90% of the
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entire high-load ingestion volume, while the remaining cluster partitions remain heavily
underutilized. This phenomenon is technically defined as data skew [13-19].

Data skew triggers a cascade of destructive infrastructural consequences, primary
among which is the effective neutralization of horizontal scalability benefits. Even if a topic
is scaled across 64 physical partitions and the corresponding consumer group scales out
to 64 independent server instances, 63 of those nodes will remain idle or underloaded.
Concurrently, the solitary consumer thread allocated to the saturated partition will operate
at the absolute thermal and physical thresholds of its CPU capacity and volatile memory
limits, rendering the expanded infrastructure ineffective.

This architectural imbalance directly causes a critical escalation of consumer lag within
the processing pipeline. Because a single execution thread is physically incapable of
draining the gigabyte-scale impulsive influx hitting the overloaded partition log, event
processing latency escalates from milliseconds to minutes or hours. Under the constraints
of eventual consistency, this latency creates long-lasting data desynchronization windows
within the CQRS read-side models for that entire user segment.

Furthermore, this disruption results in asymmetric storage depletion across broker
nodes within the cluster layout. The specific cluster brokers hosting the leader replicas of
the saturated partitions begin to rapidly accumulate massive write-ahead logs. This highly
uneven disk utilization can prematurely trigger aggressive cluster data retention policies,
causing the forced truncation of logs and the catastrophic loss of unconsumed message
payloads.

To overcome the destructive impact of data skew during the design phase of high-load
infrastructures, software architects deploy specialized trade-off strategies aimed at
redistributing traffic across the cluster.

One primary approach involves synthetic key expansion, commonly known as the Key
Salting Technique. If a specific business key is identified as anomalously large, such as
vendor_id_555, the producer dynamically appends a randomized or round-robin synthetic
suffix — the "salt", ranging from vendor_id 555 1 to vendor_id_555 4 — prior to data
transmission. This architectural modification forces Kafka's native partitioning function to
scatter the transaction volume of a single massive client evenly across multiple distinct
physical partitions. However, this strategy introduces a significant architectural trade-off,
as absolute chronological ordering across the entire entity scope is sacrificed and
preserved only within individual salted sub-partitions, which consequently shifts the burden
of ordering and deduplication onto the downstream CQRS read-side models.

Another effective pattern is the implementation of a two-stage distributed aggregation
topology, which is primarily utilized within stateful streaming analytics frameworks such as
Kafka Streams or Apache Flink. Under this design, the inbound stream data is initially
partitioned via a completely randomized key mapping, intentionally bypassing strict
ordering rules to perform primary, low-level in-memory metric pre-aggregation. This initial
phase drastically decreases the physical traffic volume before subsequent routing.
Following this pre-aggregation step, the analytical results are remapped and forwarded into
the target topic utilizing the final, deterministic business key, successfully preserving cluster
stability without overwhelming individual nodes.

Finally, architects utilize composite key routing to balance the data distribution across
the computing environment. This method involves engineering complex, multi-attribute
partition keys that encapsulate not only the unique entity identifier but also a granular
temporal marker or a transaction typology attribute, such as vendor_id + transaction_type.
Decomposing the key space in this manner allows the system to partition different event
types of a single enterprise-tier client across separate physical computing nodes, thereby
preventing single-partition saturation and maintaining smooth horizontal scalability.
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The Consumer Group Rebalancing anomaly and corresponding architectural
mitigation strategies

The high fault tolerance and operational elasticity of Apache Kafka are natively
sustained by its consumer group architecture. The broker cluster dynamically coordinates
the allocation of physical topic partitions among available instances of consuming
microservices. However, under high-load conditions, this partition redistribution workflow —
technically defined as rebalancing — mutates into a severe engineering bottleneck capable
of inducing massive throughput degradation and critical processing delays (Consumer
Lag). The cluster transaction coordinator (a designated Kafka broker node) initiates a
rebalancing routine whenever changes occur within the group topology or topic metadata
configurations:

e Dynamic horizontal scaling — the hot plug-in deployment of new consumer nodes
to handle peak influx volumes.

e Planned or unplanned node demise — scheduled rolling restarts or abrupt
infrastructure crashes of a service instance.

e Topic topology alterations — modifying the total partition count within a live topic
metadata ledger.

e False node eviction — the most prevalent failure vector under extreme workloads,
where a consumer instance remains physically viable and healthy but fails to
process a massive accumulated data batch within the preconfigured temporal
threshold (max.poll.interval.ms). The cluster coordinator presumes the service is
stalled, forcefully evicts it from the active topology ledger, and declares a cluster-
wide rebalance.

Under legacy infrastructural configurations, such as utilizing the traditional Eager
Rebalance Protocol, this state synchronization process triggers a cascade of critical
operational anomalies [13-19].

The first major disruption manifests as the "Stop-the-World" synchronization stall,
during which an eager rebalance routine forces the cluster coordinator to revoke partition
allocation privileges from all consumer instances within the active group concurrently. As a
consequence, inbound data ingestion and processing freeze entirely across the global
pipeline for several seconds or even minutes while node synchronization and partition
reassignment states are resolved. Under extreme high-load conditions, even a sub-second
processing pause triggers the accumulation of hundreds of thousands of unhandled
message payloads within the broker’s persistent buffers.

This synchronization freeze directly leads to exponential processing lag escalation,
creating a severe lag spike upon rebalance finalization when the consumer group suddenly
encounters a massive, aggregated volume of accumulated message traffic. Forcing the
system to aggressively drain this backlogged data generates extreme CPU resource
saturation across consuming instances and induces volatile load impulses within
downstream read-side engines, such as the Query DB in CQRS architectures.

Furthermore, this disruption frequently causes transactional duplication and state
reconciliation storms across the cluster topology. If a consumer instance successfully
executes a processed data batch but the group transitions into a rebalance state before
the execution offset commitment is synchronized back to the Kafka broker registry, a critical
inconsistency unfolds. The newly provisioned node assigned to that specific partition will
resume data ingestion from the last successfully recorded historical checkpoint, triggering
massive redundant message execution loops. This duplication heavily saturates
application-level idempotence layers and severely drags down the overall performance of
the asynchronous CQRS read-side data synchronization pipeline.

To minimize the destructive impact of rebalancing operations within high-load
environments, enterprise software architects deploy targeted mitigation configurations and
design patterns across the system architecture. Primary among these methods is the
deployment of the cooperative sticky assignor protocol. Shifting away from the legacy
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Eager Rebalance Protocol, which mandates a global and indiscriminate revocation of all
partition allocations, the Cooperative Sticky Assignor mechanism leverages an incremental
state synchronization algorithm. Under this framework, the cluster transaction coordinator
targets and migrates exclusively those specific physical partitions that require relocation to
alternate nodes, allowing the remaining consumer instances to continue data ingestion and
processing unhindered from their designated logs, thereby completely neutralizing the
catastrophic "Stop-the-World" synchronization stall.

In parallel, the implementation of node identity persistence via the Static Membership
Pattern serves as a critical mechanism to prevent unnecessary group state disruptions.
Consumer instances are explicitly allocated a globally unique, stable deployment identifier
using the group.instance.id configuration parameter, which is typically mapped to a
deterministic Kubernetes Pod name string. When a microservice node restarts, such as
during a rolling code deployment cycle, and successfully recovers within the preconfigured
temporal window defined by session.timeout.ms, the cluster coordinator recognizes the
node as a pre-existing participant. Consequently, a group-wide rebalance is bypassed
entirely, and the physical partition mapping remains strictly anchored to that specific
computing instance.

Finally, clusters must be immunized against false node evictions by ensuring the strict
decoupling of system polling loops from heavy computational latencies. This defensive
pattern involves definitive thread isolation and lifecycle decoupling, where the primary
consumer execution thread exclusively runs low-level data fetch routines via the poll
method. This thread instantly offloads the drained message batches into an internal,
asynchronous Worker Thread Pool dedicated to business logic execution, immediately
returning to its next sequential iteration loop. This strict segregation guarantees that the
client instance consistently transmits cluster health heartbeats back to the broker
coordinator registry within mandated boundaries, fully independent of the execution
complexity or temporal duration of individual Saga transactions.

CONCLUSION

As a result of the conducted study and the comprehensive systematization of
architectural principles for constructing high-load scalable software architectures, several
primary outcomes have been achieved.

First, the efficacy boundaries of legacy architectures were substantiated. Research
has shown that monolithic topologies and synchronous interaction protocols (such as
HTTP/REST and RPC) exhibit limited effectiveness under extreme loads, as the rapid
exhaustion of execution resources and thread pools, combined with network 1/O latency,
significantly hinders the maintenance of system resilience.

Second, the study systematically demonstrates that traditional push-based message
streaming models exhibit severely limited horizontal scalability under extreme workloads.
A rigorous architectural evaluation of push-based frameworks, exemplified by RabbitMQ,
reveals that aggressive, broker-driven data distribution causes an uncontrollable influx of
message packets during sudden traffic spikes, effectively stripping consumer nodes of
operational autonomy. Furthermore, the analysis highlights that push-based architectures
suffer from significant computational overhead induced by heavy index-based state
tracking and message delivery acknowledgment management on the broker side,
alongside the performance degradation triggered by memory-to-disk paging and disruptive
garbage collection loops during backpressure events, which collectively establish a strict
infrastructure throughput ceiling.

Third, a rigorous comparative analysis demonstrated that deploying Apache Kafka
represents a sound and engineering-appropriate architectural choice for high-load
infrastructures. Its advantages over legacy message brokers and traditional queuing
networks are validated by inherent backpressure regulation, maximized concurrency, and
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universal persistence semantics. Owing to the pull-based ingestion model, downstream
consumer nodes independently regulate traffic ingestion velocity, effectively mitigating
volatile memory saturation and heap exhaustion risks. Furthermore, horizontal topic
partitioning combined with low-level sequential disk operations and Zero-Copy payload
transfer technology enables linear hardware resource utilization up to the physical
boundaries of underlying network card interfaces and storage arrays. Additionally, long-
term message commit log retention coupled with client-side offset tracking provides a
unique event replayability capability, which is critically important for the background re-
population of CQRS read models and deterministic state reconstruction within Event
Sourcing topologies.

Finally, the operation of Apache Kafka under extreme workloads reveals specific
operational anomalies that require targeted counteraction. In the context of addressing
intra-partition FIFO violations and Head-of-Line (HoL) blocking, the paper proposes the
integration of the Idempotent Producer Protocol, explicit key-based message routing, and
multi-threaded Parallel Consumer architectures as potential structural solutions. Within the
context of alleviating partition data skew and traffic asymmetry, the study proposes
synthetic key space expansion via the Key Salting Technique alongside two-stage
distributed streaming aggregation topologies as viable mitigation options. Furthermore, to
overcome the challenges of consumer group rebalancing, the paper proposes transitioning
to the incremental Cooperative Sticky Assignor Protocol, implementing static node
membership registries, and enforcing strict thread-level decoupling of system polling loops
from application logic. Lastly, in the context of managing redundant message delivery
during retry cycles, the study proposes high-performance uniqueness filtering using explicit
UUID event tokens and dynamic payload-based hashing combined with atomic In-Memory
distributed state caches as possible read-side remedies.

The formulated recommendations and architectural mitigation frameworks demonstrate
that a highly reliable configuration of the Apache Kafka ecosystem serves as a key
infrastructural determinant for the successful engineering of fault-tolerant, high-performance
digital platforms across diverse data-intensive domains, including E-commerce networks,
FinTech architectures, loT ecosystems, and Big Data processing infrastructures.

Future advancements within this research domain will focus on conducting empirical
benchmarking experiments and executing precise latency metrics measurement to perform
a comprehensive comparative analysis between the Key-Based Ordered Retries
architecture and the Parallel Consumer pattern deployed across cloud-native environments
managed under Kubernetes cluster orchestration.
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CYYACHI APXITEKTYPHI NMPUHLUWUMNU NPOEKTYBAHHA
BUCOKOHABAHTAXXEHUX PO3NOANTEHUX CUCTEM

leaH Poseubkul
Tibeiecbkuli depxasHuli yHigepcumem 6esrneku xummedisibHOCM,
syn. Knenapiecbka 35, Jibsig, 79007, YKPAIHA

AHOTALIA

BcTtyn. CTpiMKMi po3BUTOK LIMAPOBOT EKOHOMIKM CMIPUYMMHMB 3pOCTaHHS 0bcAriB AaHMX Ta
WineHocTi Tpadiky. MpoekTyBaHHA BUCOKOHaBaHTaXeHUX MrnaT¢opM 4acTo CynpoOBOMKYETb-
€Sl CUCTEMHUMU 3aTPUMKaMU, KackagHUMK 3608MuM iHppacTPYKTypu Yepes XOPCTKY 3B'3HICTb
KOMTMOHEHTIB, a TaKoX OOMEXEHHSMU MPONYCKHOI 34aTHOCTI NiACUCTEM BBOAY-BUBOAY.
Momwunkm npy BUBOPI apxiTeKTypHMX WabnoHiB Npn3BoAsaTb 40 Aerpajalii NpoayKTMBHOCTI Ta
ciHaHCOBMX BTpaT. MeTow [aHOro OOCNiMKEHHS € aHani3 Ta cucTeMaTtmsauis cyyYacHUX
apxiTeKTypHUX MNPUHLUMNIB NS MiHiMi3auii 3a3HayYeHuX iHPaCTPYKTYPHUX BUKIMKIB Ta
3abe3neyeHHs MaclTaboBaHOCTi BUCOKOHABAHTaXKEHNX 3aCTOCYHKIB.

Marepianu Ta metogn. Y poboTi BUKOHAHO TEOPETUYHE OOCHIMKEHHS 0cobnMBOCTEN
NPOEKTYBaHHSA apXiTEKTYpY BUCOKOHaBaHTaXXEHMX PO3MOAiNEeHNX CUCTEM Ha OCHOBI Bpokepa
nosigomneHb Apache Kafka, sike 6a3yeTbcst Ha aHanisi Ta NOPIBHSAHHI hakTiB, OTpUMaHUX 3
HayKOBMWX JXXepern, a TakoX Y pe3yrnbTaTi OTPYMaHOro NpakTM4HOro AOCBiAy aBTopa.

PesynbTatn. Y pesynbTaTti TEOPETUYHOrO aHanisy BUSABMNEHO, LWO CUHXPOHHA
MixXcepBiCHa B3aemopis Ha ocHosi npotokonie HTTP/GRPC npusBoanTe A0 3HWXKEHHS
eeKTMBHOCTI Y BUCOKOHABaHTaXeHNX cepefoBuLLax Yyepes KackafHi 3aTPUMKU, XOPCTKY
3B'I3HICTb Ta PM3KK BUYEPNaHHs NyniB NoTokiB. OGrpyHTOBaHO, L0 aCMHXPOHHA MOJErNb 3a
wabnoHom «[y6nikauis/Mignicka» Ta mMoaenb 3anuTiB OaHUX CrOXUBA4YeM Ha OCHOBI
6pokepa Apache Kafka Hagae apxiTekTypHi nepeBaru ans 3abe3neyeHHs1 ropu3oHTanbHOro
mMacliTabyBaHHs1, 3anobiratoum nepeBaHTaXXeHHI0 By3riB. Y poboTi Takoxk npoaHanisaoBaHo
iH>XXEHePHI BUKMMKK, SIKi BUHMKAIOTb MNif Yac ekcrnyarauii 6pokepa Apache Kafka.

BucHoBKku. Y poboTi npoaHanisoBaHO apXiTEKTYpPHi PilLEHHS ANA BUCOKOHABAHTaXEHNX
cucteMm Ha ocHoBi 6pokepa Apache Kafka, cnpamoBaHi Ha nigBuLLEHHS e(EeKTUBHOCTI
npoLeciB MOTOKOBOro OMpaLloBaHHA OaHWX. 3anporoHOBaHO MiAXOAM, SKi MiHIMI3yHOTb
CUCTEMHi PU3MKM aCMHXPOHHOI KOMYHiKaLii, 3abesneuyloun 3axucT Big MNOPYLUEHHS
XPOHOIOrii MOAIN Yy PO3NOAINeHnX TpaH3aKUiax, HepiBHOMIPHOro po3nodiny Tpadiky Ta
aHoMarnbHOro Ay6ntoBaHHS NOBILAOMIEHD.

Knrodoei cnoea: BUCOKOHaBaHTaXeHi poanogineHi cuctemu, CAP-teopema, BASE-
mogensb, Apache Kafka, 3BopoTHuMIN TUCK, po3nogineHi TpaH3akuii
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ABSTRACT

Background. Audio processing chains in digital audio workstations (DAWSs) are directed
acyclic graphs (DAGs) of digital signal processing (DSP) nodes. Executing such graphs in
the cloud promises elastic compute, collaboration, and access from thin clients.
Microservices dominate cloud systems, but their principles were shaped by request-and-
response workloads, not by block-synchronous audio. This paper reviews approaches that
process and render audio in the cloud as DSP DAGs and evaluates them against

microservice principles.

Materials and Methods. A systematic protocol was applied to two complete
proceedings volumes of the IEEE International Symposium on the Internet of Sounds, using
database searches and backward snowballing. From 97 proceedings papers and 49 full
texts from other sources, 43 peer-reviewed studies published from 2022 to 2026 were
included and grouped into eight method families, and each method was assessed on

execution location, service granularity, real-time mode, reported latency and
measurement point, scaling, fault tolerance, and support for DAW-originated graphs.

Results and Discussion. Browser DAWs keep the DAG on the client and use the cloud
for storage and collaboration. Networked music performance systems relay streams within
strict latency budgets but do not render offline graphs remotely. Edge rendering services
move a single stage to the network edge. Audio microservices expose offline tasks through
REST APIs. Cloud-native media pipelines run containerized graphs with self-healing, and
generic DAG engines provide scheduling and scaling but ignore sample-accurate timing.
None of the reviewed systems execute a DAW-originated DSP DAG as microservices with
block-level deadlines. Reported latencies are measured at different points and are not

comparable. Cloud and container systems report hundreds of milliseconds to seconds.

Conclusion. Existing systems lack a portable representation of DAW graphs, a
granularity model for stateful DSP nodes, deadline-aware scheduling in container
orchestrators, low-latency block transport between services, and benchmarks for cloud
audio rendering. These gaps define the research agenda for microservice-based cloud

audio processing.

Keywords: cloud computing, microservices, digital signal processing, directed acyclic

graph, digital audio workstation, reliability
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INTRODUCTION

Audio production, broadcasting, game audio, virtual reality, and music education rely
on chains of digital signal processing (DSP) operations, and in a digital audio workstation
(DAW) such a chain is a graph. Tracks feed insert effects, sends feed auxiliary buses,
buses feed the master chain, and the master chain feeds a render or a playback device.
Because feedback loops are not allowed inside the processing chain, the graph is a
directed acyclic graph (DAG). The DAW engine sorts the graph topologically and executes
it block by block. The same computation model is used by web audio engines, modular
synthesis environments and media frameworks [1, 2]. Immersive mixes for object-based
and binaural delivery add object renderers and bed buses to the same graph, and
practitioners already manage such sessions in their DAWSs [3].

Cloud computing has changed how such systems are built and delivered. The Internet
of Sounds vision describes networks of sound devices that sense, process, and exchange
audio with the help of edge and cloud resources [1]. Remote and cloud-based production
has moved from proposals to deployed systems, as the review of remote immersive audio
production and the cloud-based delivery systems in the broadcast literature documents [4,
5]. Remote immersive audio production extends this trend to many channels transported
to a remote mixing site and to shared virtual spaces with many concurrent listeners [4].
Browser-based DAWSs have reached a level where multitrack recording, plugins, and offline
rendering work without a native installation [2]. At the same time, the dominant architectural
style for cloud software is the microservice architecture. Microservices offer independent
deployment, horizontal scaling, technology heterogeneity, and fault isolation [6, 7]. These
qualities are attractive for a cloud audio engine that must serve many users and many
sessions at the same time.

However, audio DSP is a poor fit for the assumptions behind classic microservices. A
block of 128 samples at 48 kHz lasts 2.67 ms. Musicians who play together over a network
tolerate a mouth-to-ear delay of 20 to 30 ms [8]. A cloud microservice call, a container
restart, or a serverless cold start takes tens to thousands of milliseconds. This is the tension
that any cloud audio engine must resolve. DSP nodes such as filters, delays, and reverbs
hold internal state that must follow the stream. Every remote edge in the graph adds a
network hop. Retries, circuit breakers and autoscaling reactions operate at time scales that
are much longer than a block period. A cloud audio system therefore needs a careful
mapping between the DSP DAG and the set of services that execute it.

Several research directions touch this problem from different sides. GPU-oriented
DAW APIs execute audio graphs on accelerators [9]. Web Audio Modules bring a plugin
standard to browser DAWSs [2]. Microservice backends were used to add generative music
functions to a DAW through a VST plugin [10], and DSP as a service was proposed as a
general model for server-based music production [11]. Edge computing was applied to
spatial audio rendering [12]. Cloud native media pipelines were containerized and
orchestrated in Kubernetes [13]. Generic DAG engines for serverless and stream
processing workloads mature quickly [14, 15]. Two recent works cover neighboring ground.
Turchet et al. survey the Internet of Sounds as a whole, including its edge and cloud layers
[1]. Turchet and Krstulovic propose the vision of DSP as a service, which moves music
production tasks to servers, segments such services into asynchronous, reactive, and low-
latency tiers, and analyzes three prototypes under latency and reliability [11]. Neither takes
the microservice architecture or the DAW origin of the graph as its object. Still, no review
brings these works together and asks how a DSP DAG that originates from a DAW can be
executed as a set of cloud microservices.

Remote and cloud production workflows are now documented in peer-reviewed work
rather than only in vendor material [4, 5]. Browser DAWSs reached multitrack recording,
plugin hosting, and offline rendering between 2023 and 2026 [16, 2, 17]. Container
orchestration and serverless platforms matured to the point where containerized media
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graphs run in production with self-healing [13]. The building blocks exist, but the mapping
between them and a DSP DAG has not been studied.

This paper fills this gap with three contributions.

1. Ataxonomy of eight solution families for cloud, edge, and browser-based execution
of audio DSP graphs, derived from 43 peer-reviewed studies selected with an
explicit protocol.

2. A mapping of eight microservice principles to the requirements of DSP DAG
execution, which classifies each principle as conflicting, neutral, or requiring an
audio-specific interpretation.

3. A research agenda of eight gaps, ranked by the number of included studies that
touch each gap.

The goal is to review existing solutions for processing and rendering audio in the cloud
as DSP DAG graphs, to describe their models, methodologies, advantages and drawbacks,
to compare them, and to identify what such systems lack today. The focus is on the
microservice architecture and its principles applied to audio DSP graphs, including graphs
that originate from DAW sessions. The rest of the paper is organized as follows. The
Materials and Methods section describes the review method. The Results and Discussion
section presents the solution families, the comparison, the mapping of microservice
principles to DSP DAG requirements, the answers to the research questions, the open
problems, and the threats to validity. The Conclusion summarizes what is missing and
outlines further research.

MATERIALS AND METHODS

Review protocol

This study is a systematic literature review with a narrative synthesis. The protocol
defines the sources, the search strings, the inclusion and exclusion criteria, the quality
checklist, and the data extraction fields before the search. Three search stages were used.
Stage 1 screened two complete proceedings volumes, the 2023 4th International
Symposium on the Internet of Sounds and the 2024 IEEE 5th International Symposium on
the Internet of Sounds, because this venue concentrates the peer-reviewed work on
networked, edge, and web-based audio. Stage 2 searched the publisher sites of IEEE
Xplore, ScienceDirect, Springer Link, ACM Digital Library, MDPI, the Journal of the Audio
Engineering Society, and the SMPTE Motion Imaging Journal using a general web search
engine, and checked Scopus indexing for every candidate on the publisher page. The
search strings combined one term from the first group with one term from the second group.
The first group was "cloud", "microservice", "serverless", "edge computing", "container",
"Kubernetes" and "DAG". The second group was "audio", "DSP", "audio graph", "digital
audio workstation", "networked music performance", "spatial audio rendering”, "media
pipeline" and "stream processing". Stage 3 applied backward snowballing to the reference
lists of the included full texts. The search was performed in September 2026.

The inclusion and exclusion criteria are the following.

1. Included. Journal articles indexed in Scopus, or papers in IEEE or ACM conference
proceedings, published from 2023 to 2026.

2. Included. The paper describes, implements, or evaluates a system, architecture,
protocol, or model for processing, rendering, or transporting audio, or for executing
processing graphs, in a cloud, edge, container, browser, or networked setting.

3. Excluded. Preprints, vendor documentation, white papers, magazine articles, and
product announcements.

4. Excluded. Conference papers not published by IEEE or ACM.

5. Excluded. Papers on music information retrieval, perception, or datasets without a
system architecture component.
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6. Excluded. Papers whose full text was not accessible to the authors, so that the

extraction fields could not be verified.

One exception to the time window was accepted. The journal article by Bianchi et al.
from 2022 was included through snowballing because it is the only work that formalizes the
DAW graph for parallel execution [9]. Each included paper was checked against a quality
checklist with four items. The venue is peer-reviewed. The system or model is described in
enough detail to classify it. An evaluation or a measurement is reported, or the paper is a
position or review paper that is marked as such. The reported latency, if any, has a stated
measurement point. Papers that failed the second item were excluded. The other items
were recorded and are used in the comparison.

For every included paper, the following fields were extracted into a table. Solution
family, DAG location, whether the DAG is explicit, service granularity, real-time mode,
reported latency with its measurement point, scaling mechanism, fault tolerance
mechanism, DAW origin, and the research gaps the paper touches. The screening and the
extraction were performed by one reviewer. The family assignment was done by open
coding of the extracted fields followed by grouping into families, and the grouping was
revised twice until every paper fitted one family. Then an extraction table with all fields and
the quality checklist outcome per study, and the study-to-gap matrix that produces the gap
ranking were created.

Selection results

Fig. 1 shows the selection flow. Stage 1 screened 97 proceedings papers by title and
abstract, 47 from the 2023 volume and 50 from the 2024 volume. 36 papers met the topic
criteria. 19 of them were excluded because their full text was not accessible, so 17 were
included, and 80 were excluded in total. 61 were excluded for music information retrieval,
perception studies, and datasets without a system component, and 19 for missing full-text
access. Stage 2 ran 31 query executions that returned about 300 result entries, which were
screened by title and snippet, and 49 records were assessed in full text. 21 records were

Stage 1. Proceedings screening Stage 2. Database and publisher search Stage 3. Snowballing
1S2 2023 papers, n = 47. Reference lists of included full
IS2 2024 papers, n = 50. Screened 31 query executions, about 300 result texts
by title and abstract, n = 97 entries screened by title and snippet

N — |

Excluded, n = 80.

Out of scope = 61, Full texts assessed, n = 49. Candidates checked against the
no full-text access = 19 Excluded, n = 28. same criteria. Excluded, no full-
Preprint = 9, outside window = 5, text access = 2

workshop or magazine = 3, vendor = 3,
no full-text access = 8

V i J

Included from proceedings, n =17 Included from search, n = 21 Included by snowballing, n=5

J J

Total included studies, n = 43.
17 from proceedings, 26 from journals and other IEEE or ACM proceedings

Fig. 1. Selection flow of the review with the number of records at each stage
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included, and 28 were excluded: 9 as preprints, 5 outside the time window, 3 as workshop
or magazine articles, 3 as vendor material, and 8 for missing full-text access. Stage 3 added
5 records by backward snowballing after 2 candidates were excluded for missing full-text
access. In total, 43 peer-reviewed studies were included. 17 come from the two
proceedings volumes and 26 from journals and other IEEE or ACM proceedings. All 43
passed the first two checklist items. 31 report an evaluation or a measurement, and 12 are
position, review, or design papers. 24 report a latency together with its measurement point.
Fig. 2 shows the distribution of the included studies over the eight solution families and the
three sources. The hatched segments show that the audio microservice, media pipeline,
and generic DAG engine families come entirely from outside the symposium, whereas the
fog family comes entirely from it.
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Fig. 2. Distribution of the 43 included studies over the solution families and the three sources of the review

Research questions

The review answers the following research questions.

1. RQ1. Which existing solutions process or render audio in the cloud, at the edge, or
in the browser as a DSP DAG, and which computation model do they use?

2. RQ2. Which of the microservice principles conflict with block-synchronous
execution of a DSP DAG, for which principles does the literature contain a
workaround, and which principles apply without change?

3. RQ3. Which latencies do the solution families report, at which point were they
measured, and are they comparable across families?

4. RQ4. What is missing for executing a DAW-originated DSP DAG as cloud
microservices, and how many included studies touch each missing element?
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Comparison criteria

The comparison criteria are the following.

e DAG location. Client, edge, cloud, or a combination.

e Explicit DAG. Whether the solution represents the processing chain as an explicit
graph that can be inspected, serialized, and scheduled.

e Service granularity. Monolith, one service per task, one service per DSP node type,
or one service per subgraph.

¢ Real-time mode. Block-synchronous processing, streaming with a latency budget,
or offline rendering.

e Reported latency, its measurement point, and the measurement method.

e Scaling and fault tolerance mechanisms.

e Support for DAGs that originate from a DAW session or a DAW plugin format.

RESULTS AND DISCUSSION

The eight solution families are presented from the client to the cluster. Browser DAWSs
execute the graph on the client. Networked music performance systems keep the graph on
the client and move only streams. Edge and fog systems move one stage to the network
edge. Audio microservices, media pipelines and HPC systems execute in the cloud or on
a cluster. Generic DAG engines close the section because they execute graphs in the cloud
without an audio deadline. Before the families, the computation model itself is described.

DSP DAG graphs as a computation model and their origin in DAWs

A DSP DAG is a dataflow graph with synchronous semantics. Each node consumes
and produces a fixed number of samples per block, so the schedule of one block is static
and can be computed once when the graph changes. This property is used by DAW
engines, by the Web Audio API rendering graph, by GStreamer pipelines, and by domain-
specific languages such as Faust that compile block diagrams to efficient code [2, 13]. The
GPU-oriented API for DAWSs proposed by Bianchi et al. formalizes the DAW project as a
graph of tracks and effects and maps its independent branches to parallel GPU kernels,
which confirms that the DAW graph is a suitable unit for parallel and distributed execution
[9]. Real-time DAG scheduling theory studies the same structure for multicore embedded
systems, including response time bounds along the critical path and the choice between
global and partitioned scheduling [18]. Two quantities decide whether a distributed graph
meets its budget: the block period, which is the block size divided by the sample rate, and
the cost of the critical path, which is the sum of node processing times and network
transfers along the longest path from a source to the output.

Fig. 3 shows a small DAW session as a DSP DAG. Audio and MIDI clips are sources.
Inserts such as compressors, equalizers, gates, and sound synthesizers are intermediate
nodes. Sends route a copy of a signal to an auxiliary reverb bus. The sum bus and the
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Fig. 3. A DAW session represented as a DSP DAG

82 Electronics and Information Technologies ¢ 2026 ¢ Issue 35



A Review of Cloud-Based Audio Processing...

master limiter are the last stages before rendering. The graph is acyclic, but it is not a tree,
because sends create additional paths. The longest path from a source to the output
defines the latency floor of the session. Fig. 4 shows how such a graph maps to a
microservice deployment. A gateway authenticates the client and enforces quotas. A graph
compiler validates the graph, partitions it into subgraphs, and places them on node-type
services. A block transport layer connects the services. Supporting services keep node
state, store stems and renders, and collect observability data.

Graph compiler and
Block transport layer.
Client, DAW APl gateway, scheduler. Low-latency streams
! — auth and — Validation, — y '
or browser uota artitionin shared memory when
q P 9, co-located
placement
Reverb Mix and
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service .
service
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Fig. 4. A DAW session mapped to microservices

The DAW origin of the DAG matters for two reasons. First, the DAW already stores
the graph, the plugin identifiers, the parameter automation, and the routing in its project
file. A cloud audio engine can therefore obtain the DAG from the DAW instead of asking
the user to rebuild it. Second, DAW plugins follow established formats such as VST, AU,
CLAP, and, for the web, Web Audio Modules [2, 10]. A cloud node service that hosts such
a plugin inherits its processing semantics, its parameter model, and its state model. This
makes the plugin host the natural unit of a node service. It also brings licensing,
sandboxing, and binary compatibility problems into the container, because most plugin
formats were designed for a single desktop process.

Representation formats for audio objects and scenes exist at several levels, but none
of them describes a processing graph. Turchet and Antoniazzi describe a semantic web of
musical things that achieves interoperability between devices through ontologies and
service descriptions [19]. Laitinen et al. present the OMASA format of the 3GPP IVAS
codec, which jointly codes audio objects and a metadata-assisted spatial audio scene for
immersive mobile communication at 13.2 to 512 kbps [20]. These formats describe devices,
objects, and scenes, not DSP nodes with parameters and per-block state, which is what a
cloud engine needs. Also, deep learning nodes are entering audio graphs. ANIRA is an
architecture for neural network inference inside real-time audio applications that moves
inference to a separate thread and respects the block deadline [21]. Such nodes are heavy
and stateful, which makes them the first candidates for placement on remote services.
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Browser-based DAWs and Web Audio graphs

Browser-based DAWSs are the closest existing systems to a cloud audio engine from
the user point of view. WAM-Studio is an open-source DAW that uses Web Audio, Web
MIDI, WebAssembly, and Web Components together with the Web Audio Modules plugin
standard. Buffa and Vidal-Mazuy introduce it as a multitrack workstation for the web with
plugin hosting and round-trip latency handling [16], and Buffa and Demont report on latency
management, synchronized audio and MIDI recording, MIDI tracks, and offline rendering
of a project [2]. The DAG in this system is the Web Audio rendering graph. Its nodes are
native browser nodes and WebAssembly worklets. The graph executes on the client. The
cloud stores projects, samples, and plugins and enables collaboration.

Other web-based systems use the same approach with a server that coordinates
many browser clients. Matuszewski and Golvet describe rapid prototyping of distributed
musical things with web technologies, where a server coordinates many browser clients
that each run their own audio graph [22]. Buffa, Girard and Hofr use Web Audio Modules
for immersive audio collaboration in the musical metaverse, where plugins run in every
client, and a server synchronizes the shared state [23]. Turchet and De Cet describe a
web-based distributed system that integrates mobile devices of the audience in a choral
performance [24]. Boem, Tomasetti and Turchet compare two-dimensional and mixed-
reality interfaces for remote music making and find that usability, not immersion, decides
adoption [25]. Gil Panal, David and Richard present Hi-Audio, an open-source web DAW
for asynchronous multitrack recording and dataset distribution with a Flask REST backend,
server-side annotation with machine learning models, server-side compression, and a
browser round-trip latency estimation based on maximum-length sequences, whose
variability reaches a standard deviation of about 8 ms in Chromium browsers [17].

The advantages of this family are zero installation, a standard graph model, a plugin
standard, and mature low-latency execution on the client. The drawbacks are client device
limits, the lack of server-side DSP execution, and the absence of a service model. Hi-Audio
is the only system of the family with server-side processing, and it applies it to annotation
and compression after upload, not to the audio graph [17]. Collaboration is implemented at
the project level and not at the audio block level. The DAG is explicit, but it is not portable
to a server-side engine because Web Audio nodes exist only in the browser. From the
microservice point of view, these systems are monolithic clients with a thin cloud backend.

Networked music performance and Internet of Sounds platforms

Networked music performance (NMP) systems connect musicians over a network.
Turchet and Rottondi relate NMP to ubiquitous music and to the Internet of Musical Things
and summarize the latency constraint of 20 to 30 ms mouth-to-ear delay [8]. Turchet and
Tomasetti identify the latency contributions of immersive NMP systems, including capture,
encoding, transmission, spatial rendering and playback, and relate them to available
hardware and software [26]. Turchet and Casari assess a private 5G standalone and a
public 5G non-standalone architecture for NMP and show which network configurations
satisfy the latency budget [27]. The Internet of Sounds review by Turchet et al. places these
systems in a broader agenda that includes cloud and edge processing, semantic
interoperability, and sustainability [1]. Turchet and Casari also evaluate satellite links for
NMP in rural areas, which extends the reach of such systems at the cost of higher and
more variable delay [28]. Tomasetti and Turchet show that musicians prefer binaural audio
with head tracking over stereo when playing with others through headphones, which adds
a spatial rendering stage to the audio path [29].

NMP systems are relevant here because they set the latency budget for any cloud
audio system that is used in a live setting. Their architecture, however, is a relay. A server
or a peer forwards streams and, at most, mixes them. The DSP graph of each musician
stays on the local machine. Packet loss concealment, jitter buffers, and clock
synchronization are the main engineering topics. Vignati, Dallona and Turchet provide a
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modular testbench to study packet loss concealment algorithms [30]. Three works move
the transport into hardware or dedicated radio to remove software jitter: an FPGA-based
audio coprocessor [31], Ethernet audio transmission directly to an FPGA [32], and DECT-
2020 NR radio for professional live audio [33]. The common finding is that the transport
can be made deterministic when it is owned end to end, which a cloud service mesh does
not offer. Real-time embedded platforms such as Elk Audio OS show that deep learning
models can be executed inside the audio callback with deterministic latency, but again on
a single device [34].

The advantage of this family is a well-studied latency model with perceptual thresholds
and measurement methods. The drawback is that the DSP DAG is not executed remotely,
so the results cannot be transferred directly to a cloud engine. Microservice principles
appear only in the signaling and session management parts of these systems.

Edge and MEC-based audio rendering

Edge computing brings compute close to the user and reduces the network delay of
remote edges. Martusciello et al. implement a spatial audio service on a multi-access edge
computing (MEC) 5G infrastructure and analyze its performance [12]. The rendering stage
runs on the edge server, and the client receives the rendered stream. The 3GPP immersive
voice and audio services codec targets the same edge, using the OMASA format to carry
separate talker objects along with a parametric scene captured by a mobile device, so
rendering can happen at the endpoint or in the network at a low bitrate [20].

Fog-based orchestration extends this idea to many devices. Mikolajczyk et al. present
gestural interaction with object-based audio in an Internet of Sounds ecosystem, where
audio objects and their rendering are distributed across the ecosystem [35]. Vieira et al.
formulate design guidelines for immersive environments that combine musical, multimedia,
and multisensory things [36].

Remote production is the closest use case to a cloud audio engine in this family.
Transporting many immersive channels to a remote mixing site is the main cost, which
Giacomelli et al. document in their review of remote immersive audio production, along with
the improvements they propose [4]. None of these works exposes the renderer as a graph
of services.

The advantage of this family is the explicit trade-off between placement and latency,
and the use of standard telecommunication infrastructure. The drawback is the granularity.
The rendering stage is one service. The DAG inside the renderer is fixed and not exposed.
Placement is static and chosen by the operator. Scaling to many concurrent sessions and
fault tolerance are not evaluated, and only two of the three works in this family report a
latency measurement. Still, these works provide the first measurements of rendering a DSP
stage remotely with a network in the loop, which is exactly when network transfer enters
the critical path.

Microservice systems for music and audio tasks

A small number of works apply microservice architecture directly to music and audio
functions. Raposo and Soares design a modular cloud architecture that adds generative
music capabilities to a DAW through a VST plugin [10]. The backend consists of a gateway
microservice with APl key validation, a database microservice, a generative harmony
microservice implemented in Java, and a chord-to-MIDI microservice implemented in
Python, all exposed through Node.js REST services. The JUCE-based plugin runs inside
the DAW, requests chord progressions, and drags the generated MIDI into the timeline.
The measured computation time is about 865 ms for generation and about 1300 ms for
MIDI conversion, and the network transfer time is negligible in comparison. The authors
state that the latency is acceptable for composition but not for live performance, and that
concurrency and containerized scaling remain future work.
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Turchet and Krstulovic generalize this direction into a vision of DSP as a service
(DSPaaS), in which musical devices connected to the Internet delegate production tasks
to servers [11]. They identify the building blocks, the technological enablers and the
network configurations of such a system, and they segment its applications into three tiers
by latency constraint. Asynchronous services answer in seconds or more, reactive services
within a few hundred milliseconds, and low-latency services within 10 to 30 ms or below,
which is the threshold at which a musician no longer perceives the delay between an action
and its sound. Three prototypes illustrate the tiers, among them a MIDI pattern recognition
service in which a Raspberry Pi with Elk Audio OS sends recorded patterns over TCP/IP
to aremote GPU server. The prototypes are analyzed under the key performance indicators
of latency and reliability. The vision names the design trade-offs of a cloud audio service
more precisely than any other reviewed work, but the server is treated as one service.
Neither a processing graph nor a decomposition into services appears in it.

Work on microservices provides the architectural background for such systems. We
proposed a framework for automated code scaling and execution on multiple distributed
machines, where a primary service shares the user code with replica services and executes
it across the network without an orchestrator [7]. An improved organization of REST API
handlers that reduces project complexity and improves the maintainability of Node.js
microservices was proposed [6]. These results apply to the control plane of a cloud audio
engine, that is, to gateways, session management, graph storage, and health monitoring.

The advantage of this family is a clean application of microservice principles, including
gateways, independent services, and language heterogeneity. The drawback is that the
services operate on requests and files, not on audio blocks. The DSP chain is absent
because the services produce MIDI, code, or metadata, or it is hidden inside one server,
and none of the systems executes a DAG with block-level deadlines. The three latency
tiers of DSPaa$S are the most useful classification of cloud audio services in the reviewed
set, and only the third tier is a live audio graph problem [11]. The VST integration of Raposo
and Soares is the only case where the DAW is the client of cloud microservices, and it uses
the DAW as a user interface rather than as the source of the graph [10].

Cloud native media processing pipelines

Media processing frameworks represent pipelines as graphs of elements with
negotiated formats, which is the same model as a DSP DAG. Herranz Sanchez et al.
present Voctomix 2.0, a cloud native architecture for real-time remote video production
based on a GStreamer pipeline [13]. The mixing core, the ingest processes, and the
operator interface are containerized. The architecture was evaluated on a native host, in a
Docker Compose stack of eleven services, and in a single-node Kubernetes cluster.
Containerization and orchestration added no appreciable processing overhead. The
median command-to-output latency was 293 ms at 25 frames per second, which is
determined by the frame period. Forced failures of a camera ingest were recovered in about
1.8 s by the restart policy, while a stream blanker kept the program output valid.

This work is the most complete evaluation of a containerized real-time media graph in
the reviewed set. Three lessons transfer to audio. First, uncompressed internal traffic
should stay inside a shared network namespace, because raw media between containers
over a physical network is expensive. Second, self-healing by the orchestrator works at the
scale of seconds, so output continuity needs a concealment mechanism in the graph itself.
Third, telemetry should be decoupled from the processing path with asynchronous
messaging. The drawback for audio is the time scale. A video frame period of 40 ms is an
order of magnitude longer than an audio block period, and the audio path in this system is
a single stereo stream that follows the video.

Related media systems confirm the pattern. Del Rio et al. deliver quality-of-
experience-aware live media with a containerized processing chain for user-generated
content [37]. Fukudome and Nishimura describe a cloud-based linear video delivery system
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that uses edge computing on a content delivery network [5]. Both systems operate at the
frame or segment level. Neither reports an audio path with a block-level deadline.

High performance and GPU acceleration for audio graphs

Turchet, Vella and Fiore analyze the potential of high-performance computing for the
Internet of Sounds and propose a compute continuum where edge devices perform light
feature extraction, network nodes aggregate, and HPC clusters with GPUs and FPGAs
perform heavy rendering, such as spatial audio for thousands of concurrent users [38].
They identify the communication overhead between CPU and GPU and the deadline of the
audio callback as the main obstacles for real-time use. Bianchi et al. show that a GPU-
oriented API can execute the DAW graph in parallel on the GPU with acceptable latency,
provided that the graph is analyzed and batched correctly [9].

The advantage of this family is throughput. A single accelerated host can render many
graphs or very large graphs. The drawback is that the execution stays on one host and
does not use a service model. Scheduling on the GPU is a task graph problem, and the
results are directly useful for a node service that hosts an accelerated subgraph. The idea
of a compute continuum also suggests a natural partitioning rule. Nodes with strict latency
stay near the client, and nodes with heavy but tolerant computation move to the cluster.

Generic DAG execution in cloud and serverless systems

Outside the audio domain, the execution of DAGs in the cloud is a mature research
topic. Henning and Hasselbring benchmark the scalability of five stream processing
frameworks deployed as microservices on Kubernetes, with more than 740 hours of
experiments and up to 110 concurrent service instances [14]. All frameworks scale
approximately linearly when resources are provisioned, but they differ in the rate at which
resources must be added. Stream processing operators are stateful, run continuously, and
communicate through message logs, which is closer to audio processing than request-
based services. Their latency, however, is measured in tens of milliseconds to seconds
and is dominated by the message broker. Fragkoulis et al. trace the evolution of stream
processing systems and show that state management, exactly-once semantics, and
elasticity are the dominant design goals, not bounded per-record latency [39].

Serverless platforms execute functions on demand and compose them into workflows.
Raith, Nastic and Dustdar review serverless edge computing and identify placement, cold
starts and stateful functions as open problems [15]. A cold start is incompatible with a block
deadline of a few milliseconds unless the function is kept warm for the whole session. Real-
time DAG scheduling theory, reviewed by Verucchi, Olmedo and Bertogna, provides
response time analysis and schedulability tests for DAG tasks on multicore platforms under
global and partitioned scheduling [18]. These results are formulated for a single machine
with shared memory, so the network transfer delay between nodes is not part of the model.
On the orchestration side, Dakic, Kovac and Slovinac evaluate Kubernetes for high-
performance workloads with machine-learning-based placement [40]. Placement quality
improves, but the scheduler does not see deadlines.

This family offers a rich set of scheduling, autoscaling, and benchmarking methods.
The drawback is the absence of sample-accurate deadlines and of an audio transport. The
frameworks optimize throughput and cost, whereas an audio graph needs bounded latency
for every block. Still, the partitioning heuristics, the placement models and the benchmark
methodology of these works can be adapted to DSP DAGs.

Comparison of the reviewed solutions

Table 1 compares the eight solution families against the criteria defined in the
Materials and Methods section. The families cover different points of the design space.
Browser DAWSs have an explicit DAG and a DAW origin, but no server-side execution. NMP
and edge systems have real-time execution with a network in the loop, but no explicit DAG
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and no service decomposition. Audio microservice systems have service decomposition,
but no DAG and no real-time mode. Cloud native media pipelines and generic DAG engines
have both an explicit graph and an orchestrated deployment, but they lack the DAW origin
and the audio block deadline. No reviewed system combines all four properties, namely an
explicit DSP DAG, a DAW origin, block-level real-time execution, and a microservice
deployment.

Table 1. Comparison of solution families for cloud, edge and browser-based
processing of audio DSP graphs
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. . . Milliseconds DAW API
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The measurement point column shows why the reported latency numbers are not
comparable across families. Browser and NMP works report buffer or one-way network
delays. Edge works report motion-to-sound delays. Microservice works report request
processing times. The media pipeline reports command-to-output delay. There is no
common benchmark, no common workload, and no common measurement point. This is a
gap in itself, because a cloud audio engine must be evaluated along a defined critical path,
with a defined block size and a defined network topology.

The reported figures of the cloud and container families, 293 ms command-to-output
and 1.8 s recovery for the media mixer [13] and 0.8 to 1.3 s per request for the DAW
microservice backend [10], lie two orders of magnitude above the 20 to 30 ms live budget
of networked music performance [8], whereas the browser, NMP and edge families report
values inside that budget but for a single device or a single stage. This observation answers
RQ3.

Microservice principles applied to DSP DAG execution

Microservice principles were formulated for business applications with request and
response interactions. Table 2 maps the main principles to the requirements of a DSP DAG
and states how the reviewed works address each principle. Each principle is classified in
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the text as conflicting, neutral, or requiring an audio-specific interpretation. The mapping
answers RQ2.

Table 2. Microservice principles and their meaning for the execution of DSP DAG
graphs

Microservice principle Expectation in classic services Requirement of a DSP DAG Status in the reviewed work

One DSP node type or one subgraph
per service, with the plugin host as the
unit

One business capability per
service

. S Task-level services in [10], no
Single responsibility e gtk ot -
Updates must not change a running
graph, node versions pinned per Not addressed
session

Independent Rolling updates without
deployment downtime

Filters, delays and reverbs hold

State in extemnal stores, any sample state that must follow the

replica serves any request

Session affinity implicit in [13],

Statelessness stateful operators in [14]

stream
AP contract REST or gRPC request and Block streams with timestamps, Stream transport between
response ordering and back pressure containers only in [13]
. . Add replicas behind a load Scale by the number of concurrent .
Horizontal scaling " graphs, critical path is not shortened Not tested for DSP graphs in [10]

Self healing in seconds [13],
packet loss concealment in NMP

[

Retries add latency, dropouts must be

Resilience patterns Retries, timeouts, circuit breakers concealed within a block period

Observability Logs, metrics and traces per Per-block Iatenf:y, missed fieadllnes, Asynchronous telemetry in [13]
request clock drift per session
. Deadline-aware placement, co Real-time DAG scheduling
Orchestration Kubernetes schgduhng and location of chained nodes, warm theory only [18], cold starts as an
autoscaling .
instances open problem [15]

Three principles conflict with DSP DAG execution directly. Statelessness conflicts with
the internal state of DSP nodes. A replica cannot take over a filter without receiving its
state, and the state changes every block. The practical answer is session affinity, where a
graph or a subgraph is pinned to a service instance for the whole session, and failover is
treated as a session migration with a short concealment. The request and response API
contract conflicts with the streaming nature of audio blocks. A node service must expose a
stream endpoint with sequence numbers, timestamps, and back pressure, and the gateway
must not sit on the audio path. Resilience patterns such as retries and circuit breakers
conflict with the block deadline. A retry that takes longer than one block period is a dropout.
Instead, the graph must include concealment nodes, and the orchestrator must keep warm
replicas so that failover fits into the latency budget.

Two principles are neutral and can be applied directly. Single responsibility maps to
one service per DSP node type or per subgraph, which is the plugin host in a DAW-
originated graph. Independent deployment maps to versioned node images that are pinned
per session, so that a rolling update of a node type does not change the sound of a running
session. Three principles need an audio-specific interpretation. Horizontal scaling adds
capacity for more concurrent graphs but does not reduce the latency of one graph, which
is bounded by its critical path. Observability may be extended from request traces to block-
level metrics such as missed deadlines and clock drift. Orchestration must become
deadline-aware, so that chained nodes are co-located, and remote edges are placed only
where the latency budget allows.

The choice of service granularity deserves a separate remark. One service per DSP
node gives the finest reuse and isolation but adds a network hop for every edge, which is
the worst case for the critical path. One service per subgraph, for example per track chain
or per bus, keeps the hops on the critical path small and still allows independent scaling of
heavy subgraphs such as convolution reverbs. One service per whole graph is a monolith
per session and gives the lowest latency but no reuse of hot node types across sessions.
The reviewed works do not evaluate this trade-off. The partitioning heuristics from generic
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DAG engines and the co-location rule from the media pipeline work are the starting points
for such an evaluation [14, 13].

Open problems and what is missing

The review answers the fourth research question with the following list of missing

elements.

e Portable representation of DAW graphs. There is no open, engine-independent
serialization of a DAW session as a DSP DAG with plugin identifiers, parameter
automation, routing, and latency compensation. Web Audio Modules cover the
browser [16, 2], GPU APIs cover one host [9], and the VST bridge covers only the
user interface [10].

e Granularity model for stateful DSP nodes. No reviewed work defines how to
partition a DSP DAG into services, how to pin subgraphs to instances, and how to
migrate node state during failover within the latency budget.

e Deadline-aware orchestration. Container orchestrators schedule pods by
resources, not by block deadlines. Real-time DAG scheduling theory does not
include network hops [18], and serverless platforms suffer from cold starts [15].

e Low-latency block transport between services. Media pipelines keep raw traffic
inside a shared namespace [13], and NMP systems optimize the network path [26,
27], but there is no service-to-service audio transport with timestamps, back
pressure, and concealment that fits a microservice mesh.

e Concealment and clock discipline as graph elements. Dropouts caused by
orchestration actions must be concealed in the graph, and all services of a session
must share a clock. These functions are treated as network concerns in NMP and
are absent in microservice works.

¢ Benchmarks and evaluation methodology. Reported latencies are not comparable
across families. A benchmark with defined graphs, block sizes, topologies, and
measurement points along the critical path is missing, similar to what exists for
stream processing microservices [14]. The latency and reliability indicators of
DSPaaS are a starting point for such a benchmark [11], and open multitrack
material could come from platforms such as Hi-Audio [17].

¢ Plugin hosting in containers. Licensing, sandboxing, binary compatibility, and GPU
access for desktop plugin formats inside containers are not studied, and the
container security survey of Jarkas et al. shows that privileged hardware access
widens the attack surface [41]. The compute continuum idea suggests a split
between latency-critical nodes near the client and heavy nodes in the cluster [38],
but no implementation exists.

e Cost and energy models. The elastic cloud model charges per resource time,
whereas a session pins resources for its whole duration. The trade-off between
per-session monoliths and shared node services is not quantified. Lostanlen and
Bouchet warn that rebound effects make digital audio unsustainable when more
compute is offered without accounting for its energy [42], and Gabrielli, Principi and
Turchet report case studies on sustainability in the Internet of Sounds [43].

Ranked by the number of included studies that touch each gap, low-latency block

transport comes first with 10 studies, followed by the portable representation with 7,
concealment and clock discipline and benchmarks with 5 each, deadline-aware
orchestration with 4, plugin hosting with 3, cost models with 2, and the granularity model
with none. The gap with no study is the one that a microservice-based engine cannot avoid.
These gaps are connected. The representation defines the graph, the granularity model
defines the services, the transport and the clock connect them, the orchestrator places
them, and the benchmark evaluates the result. Progress on one element without the others
will not produce a usable cloud audio engine. This is why the next step of our research is
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a reference architecture that covers all elements and a prototype that executes DAW-
originated DSP DAGs as microservices with a measured latency budget.

Answers to the research questions

RQ1. Eight solution families process or render audio as graphs. Browser DAWs, HPC
and GPU systems, media pipelines and generic DAG engines use an explicit graph. NMP,
edge and fog systems, audio microservices and the DSPaa$S vision do not. Only browser
DAWs and the GPU API originate from a DAW. The computation model is block-
synchronous dataflow on the client and on single hosts, streaming with a budget in NMP
and edge systems, and best-effort workflow execution in the cloud.

RQ2. Three principles conflict with block-synchronous execution. Statelessness,
request-based API contracts, and retry-based resilience. Workarounds exist in the
literature for two of them: session affinity and stream transport inside a shared namespace
[13], and packet loss concealment from NMP [30]. Two principles apply without change:
single responsibility and independent deployment. Three principles need an audio-specific
interpretation: horizontal scaling, observability, and orchestration.

RQ3. The families report latencies at five different points. Browser DAWSs report audio
buffer delays on the client. NMP systems report mouth-to-ear or one-way network delays.
Edge systems report motion-to-sound delays. Audio microservices report request round
trips of 0.8 to 1.3 s. Media pipelines report command-to-output delays of 293 ms and
recovery times of about 2 s, and serverless platforms add cold starts on top of every
invocation. The figures are not comparable across families, and the cloud and container
figures lie two orders of magnitude above the 20 to 30 ms live budget.

RQ4. Eight elements are missing. Ranked by evidence, they are block transport, graph
representation, concealment, and clock discipline, together with benchmarks, deadline-
aware orchestration, plugin hosting, cost models, and the service granularity model, which
no included study addresses.

Validity challenges

Construct validity. The eight families and the seven criteria were defined by the
authors. A different coding could merge the edge and fog families or split the generic DAG
engines. The comparison of reported latencies is qualitative, because the papers measure
at different points and no reviewed paper reports the transfer delay between two DSP
nodes for audio blocks.

Internal validity. The screening and the extraction were performed by one reviewer.
The Stage 2 record count is approximate because the publisher sites were searched
through a general search engine and not through a database interface with an exportable
log. The reported latencies were taken from the papers without re-measurement, and their
measurement points differ, which is why Table 1 records the measurement point next to
each figure instead of comparing the figures directly.

External validity. 17 of the 43 included studies come from two proceedings volumes
of one symposium, and a large share of them originates from a small number of European
research groups. The full-text criterion excluded some work on DAG scheduling and
serverless workflows, and 25 topically relevant papers, including edge rendering, fog
orchestration, and audio microservice work that would have strengthened the three
smallest families. Cloud gaming, WebRTC, and broadcast transport standards were
covered by a small number of studies. The findings should be read as a characterization of
the peer-reviewed literature in the selected venues, not of commercial practice.

Conclusion validity. The gap ranking counts citations, not the depth of treatment, and
the counts are small. The statement that cloud and container latencies exceed the live
budget by two orders of magnitude rests on a handful of reported figures from two papers.
It is robust to the choice of block size, because a block of 256 or 512 samples changes the
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budget arithmetic by a factor of two or four while the reported figures exceed the budget by
a factor of one hundred or more.

CONCLUSION

This paper reviewed existing solutions for processing and rendering audio in the cloud
as DSP DAG graphs with a focus on microservice architecture. 43 peer-reviewed studies
were selected with an explicit protocol and grouped into eight solution families that range
from browser DAWSs, which execute an explicit DAW-originated graph on the client, to
generic DAG engines, which execute graphs in the cloud without an audio deadline. The
families in between move streams, single rendering stages, offline tasks, or frame-level
media graphs to the edge or the cloud.

The comparison shows that no reviewed system combines an explicit DSP DAG, a
DAW origin, block-level real-time execution, and a microservice deployment. The mapping
of microservice principles to DSP DAG requirements shows that statelessness, request-
based API contracts, and retry-based resilience conflict with block-synchronous audio,
whereas single responsibility and independent deployment apply directly, and scaling,
observability, and orchestration need an audio-specific interpretation. The comparison of
reported latencies shows that the families measure at different points and that the cloud
and container systems report values two orders of magnitude above the 20 to 30 ms live
budget of networked music performance. A latency model that makes these figures
comparable and a measurement of the transfer cost between chained node services are
the subject of a companion article.

What such systems lack today is a portable representation of DAW graphs, a
granularity model for stateful DSP nodes, deadline-aware orchestration, a low-latency
block transport between services, concealment and clock discipline as graph elements, a
common benchmark, plugin hosting in containers, and a cost model. Further research will
address these elements with a reference architecture for microservice-based execution of
DAW-originated DSP DAGs and with a prototype evaluated against the latency budgets
established by networked music performance research.
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ornAag MeETogiB XMAPHOIO ONMPALUIKOBAHHSA 3BYKY HA OCHOBI
OPIEHTOBAHUX ALUUKNIYHUX TPA®IB OBPOBJIEHHA CUTHANIB Y
MIKPOCEPBICHUX APXITEKTYPAX

Onee Yanns, MNanuHa Knum*
HauioHanbHul yHisepcumem "[Ibgigcbka nonimeXHil_{a "
8yn. CmenaHa baHdepu, 12, Jisis, 79013, YKPAIHA

AHOTALIA

BcTyn. NaHutorn ob6pobku ayaio y LmgpoBux 3BykoBux poboumnx ctaHuiax (L3PC, aHrn.
DAW - digital audio workstations) € opieHToBaHMMK auukniyHumu rpadpammn (OAI, aHrn.
DAG - directed acyclic graph) Bysnis uudposoro obpobnexHs curHanis (LOC, aHrn. DSP
— digital signal processing). BukoHaHHSA Takux rpadis y XMapHux cepefoBuLLax Aae 3Mory
3abe3neynTu rHy4KicTb 064MCoBanbHMX PECYPCiB, MOXMUBICTbL CMiNbHOI po60oTK Ta JOCTYN
i3 TepmiHanbHUX NpPUCTpOiB. MikpocepBicHa apxiTekTypa nepeBaxae y XMapHUX cUcTeMax,
ane il npyHUMNU ccopMOBaHi HaBaHTaXXEHHAMWU TUMy 3anWT-BiANOBIAb, @ He GNOKOBOI
CUMHXPOHHOI 06pobGKol ayaio. Y craTTi OrnsiHyTO HasiBHi MeToau [ONd  XMapHOro
06pobneHHs Ta BiATBOPEHHS 3BYKY, NoAaHoro y Burnsai rpadis umgppoBoro o6pobneHHs
curHanis, Ta OLUiHEHO iX Ha BignNoBiAHICTb NPMHLMNAM MiKPOCEPBICHOMO Migxoay.

MaTtepianu Ta metoam. 3acTOCOBaHO CUCTEMATUYHUIA MPOTOKOS MOLUYKY 3 SBHUMMW
KpUTepisMu BKIMTFOYEHHSA A0 ABOX NOBHMX TOMiB npaub |IEEE International Symposium on the
Internet of Sounds, 0o nowyky B 6a3ax gaHWX i Ha caWTax BuAaBLUiB Ta 4O 3BOPOTHOro
Binbopy 3a cnuckamu nitepatypu. 3 97 npaub cMMnosiymy Ta 48 NOBHUX TEKCTIB 3 iHLINX
JKepen BKIMIOYEHO 43 peLeH30BaHi AOCMiAKEHHS 3 OOCTYMHUMMMW MOBHWMMW TEKCTamu,
ony6nikoBaHi 3 2022 no 2026 poky. MeTtoau 3rpynoBaHo Y BiciM CIMEWCTB Ta OLIHEHO 3a
posTallyBaHHAM, SIBHICTIO rpadpa, geTanisauielo cepBiciB, peXXMMOM pearnbHOro 4acy,
NOBIJOMINEHNMY 3aTPMMKaMK, MeXaHiamamu macluTabyBaHHS Ta BiAMOBOCTIVKICTIO, @ TaKOX
NigTPUMKOIO rpadis, WO NOXOAATH i3 LMAPOBMX 3BYKOBUX POBOUMX CTaHLIN.

PesynbTaTtun. BpaysepHi LISPC 36epiratote OAl" Ha KnieHTi Ta BUKOPUCTOBYIOTb XMapHe
cepegosue AndA 36epiraHHa gaHux i cninbHOI pobotn. Cnuctemmn MepexxeBoro My3nyHOro
BMKOHAHHSA PETPAHCIIOTbL MOTOKM Y MeXax XOPCTKUX OlomKeTiB 3aTpuMMKu, ane He
BMKOHYIOTb odonaviH-rpadiB onpautoBaHHa 3ByKy BigganeHo. [lepudepiiiHi  cnyxou
opmyBaHHS 3ByKy NepeHOCAaTb Ha nepudepito nue oanH etan. MikpocepBsicy BUKOHYOTb
NnakeTHi 3aBOaHHA 4Yepe3 MepexeBi nporpamHi iHTepdencu. XmapHi MmefiakoHBeepu
BMKOHYIOTb O0OpOOKy 3BYKOBWMX CWUrHamiB Yy KOHTEWHepax i3 CaMOBIQHOBMEHHSIM, a
yHiBepcarbHi pyLii OpiEHTOBaHMX auukniyHMX rpadiB nnaHyloTb i MacwTabyoTb, ane He
rapaHTylTb TOYHOCTI Ha PiBHI OKpemMux 3HadeHb 6nokiB. XXogHa 3 OrnsiHyTUX CUCTEM He
BukoHye rpacd LIOC, wo noxogutb i3 LIBPC, ak Habip MikpocepBiCiB i3 rpaHnyHMMM
TepMiHaMu Ha piBHi 6rnokiB. 3aTpMMKM B OFMAHYTUX MaTepianax BUMIPSHO B Pi3HMX TOYKaXx,
TOMY X HEMOXNUBO MNOPIBHATU. XMapHi Ta KOHTEMHEpHi cUCTeMW MOBIAOMMSIOTb MPO
KiNbKICTb Bif COTEHb MiniCeKyHA A0 KiflbKOX CeKyHA,.

BucHoBku. HasiBHMM cucTtemam Gpakye nepeHocHoro nogaHHs rpadgis LISPC, moaeni
noapibHeHHs ans By3niB uUMcpoBoi 06pobku curHaniB 3i CTaHOM, MnaHyBaHHSA 3a
rPaHNYHMMKU TEpMiHaMK B 3acobax OpKeCcTpyBaHHSA KOHTEMHepPIB, NepefaBaHHs 6okiB Mixk
cepsicaMu 3 Marol 3aTPUMKOIO Ta eTarloHHWX TeCTiB XMapHOro oopmyBaHHA 3BYKY. Lli
nporanuHy BU3Ha4yalTb NporpaMy AOCHiAXeHb XMapHOro onpautoBaHHSA 3BYKY Ha OCHOBI
MiKpocepBiciB.

Knroyoei cnoea: xmapHi 064McneHHsi, MikpocepBsicu, umMdpoBa obpobka curHanis,
OpiEHTOBaHWU auuKniYHUIA rpad, LumndpoBa 3ByKoBa poboya cTaHuis, HagilHICcTb
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ABSTRACT

Background. Organic water pollution has complex, nonlinear, nonstationary, and self-
similar dynamics that conventional forecasting models often fail to represent. This study
develops an automated hybrid framework combining multifractal analysis and deep learning
to improve Biochemical Oxygen Demand (BOD) forecasting and support early risk
identification.

Materials and Methods. A retrospective BOD time series from a river monitoring station
was processed through an automated data and modeling pipeline. Sliding windows
extracted localized features and captured long-range correlations. Multifractal Detrended
Fluctuation Analysis (MFDFA) estimated generalized Hurst exponents and singularity
spectra for each window. A fractional-exponential approximation converted the continuous
spectra into discrete coefficients while preserving their structural characteristics. These
multifractal descriptors were combined with statistical measures to form the feature space.
A Long Short-Term Memory (LSTM) network was trained using time-series cross-validation
and hyperparameter search. Results were compared with Autoregressive Integrated Moving
Average (ARIMA) and Autoregressive Fractionally Integrated Moving Average (ARFIMA)
benchmarks.

Results and Discussion. The hybrid MFDFA-LSTM framework produced more
accurate and stable forecasts than the benchmark models across short-term and extended
horizons. Fractional-exponential descriptors supplied information about multi-scale
fluctuations, persistence, spectrum width, and asymmetry, enabling the LSTM to represent
nonlinear pollution dynamics more effectively. Hyperparameter optimization balanced
temporal memory, model complexity, and generalization, reducing root mean square error
(RMSE) and maintaining stable predictive performance.

Conclusion. The study validates an automated system for water-quality forecasting. Its
innovation is transforming continuous multifractal spectra into informative discrete features
through fractional-exponential approximation. Combined with LSTM modeling, this
framework improves forecast reliability and provides environmental authorities with an early-
warning and decision-support tool for proactive water-quality management.

Keywords: LSTM, BOD, multifractal analysis, MFDFA, ARFIMA, singularity spectrum.

INTRODUCTION

The aquatic environment is currently undergoing significant transformation driven by the
dual pressures of global climate change and the rapid expansion of industrial and agricultural
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sectors [1, 2]. Statistical data indicates a staggering global discharge of approximately 400
billion cubic meters of wastewater into natural water bodies, leading to the contamination of
nearly 5.5 trillion cubic meters of water worldwide [3]. Critically, over 80% of this wastewater
enters the environment without adequate treatment. This escalating anthropogenic burden
systematically erodes the self-restoration capacity of aquatic ecosystems [4].

The Dnipro River is fundamental to Ukraine's water security, supplying more than 70%
of the population and driving the country’s industrial and agricultural productivity. However,
the basin is currently under immense anthropogenic stress. Among the pollutants recorded
by the monitoring network, organic substances pose a significant threat to the ecosystem’s
health [5]. The resulting depletion of dissolved oxygen, combined with nutrient loading from
urban and agricultural sources, fosters massive water 'blooming’ through the intensive
reproduction of blue-green algae.

The diversity of contaminants infiltrating river systems underscores the absence of a
singular, universal monitoring methodology. Effective ecosystem management
necessitates continuous, real-time tracking of various physicochemical parameters to
ensure compliance with environmental standards. Among these, Biochemical Oxygen
Demand (BOD) serves as a critical integrative indicator of water quality. It quantifies the
concentration of dissolved oxygen consumed by aerobic microorganisms during the
biochemical oxidation of organic matter into stable inorganic compounds [6]. Consequently,
BOD provides a comprehensive assessment of the biological load on the aquatic
environment. Elevated BOD levels signify excessive contamination from municipal or
agricultural discharges, posing a severe risk of hypoxia and significantly impeding the
river's natural self-purification mechanisms.

Notwithstanding the rapid advancements in electronic and sensor technologies, the
direct real-time measurement of BOD via physicochemical sensors remains unattainable.
Consequently, traditional laboratory methods are inherently incapable of providing the
early-warning functions necessary for environmental disaster prevention. To address this
limitation, environmental monitoring practices are increasingly shifting toward predictive
strategies. By leveraging easily measurable parameters — such as temperature, pH,
electrical conductivity, dissolved oxygen, and turbidity-mathematical models can ‘calculate’
probable BOD concentrations. This approach underpins the 'soft sensor' concept: a
software-based algorithm that acts as a virtual replacement for complex laboratory
analyses [7, 8]. This paradigm necessitates the application of neural networks, which are
uniquely suited to identifying the intricate, nonlinear correlations between these proxy
indicators. Alternatively, predictive modeling can be driven by longitudinal datasets of
historical BOD observations [9-12]. The precision of such forecasts is directly correlated
with the scale and quality of the historical database.

While standard methods, such as Support Vector Regression (SVR), provide reliable
point forecasts, they often fail to capture the underlying complexity of dynamic systems.
This limitation stems from two primary factors: first, the 'inertial memory' inherent in the
Dnipro River system, where current water quality is intrinsically linked to upstream historical
events — a dependency that classical algorithms often treat as a series of independent
occurrences. Second, the physicochemical parameters within the Dnipro basin exhibit
intricate nonlinear correlations; for instance, the relationship between dissolved oxygen and
BOD is highly non-stationary and fluctuates with seasonal temperature shifts. Building upon
the findings of recent research [13], which highlights the potential of hybrid modeling for
such complex systems, this article aims to develop a synergistic framework for BOD
prediction. This approach integrates a Long Short-Term Memory (LSTM) recurrent
architecture, capable of retaining systemic temporal dependencies, with multifractal
analysis for advanced data characterization and preprocessing.
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MATERIALS AND METHODS

Software tools analysis

The computational framework for this study integrates both Python and R to leverage
their respective analytical strengths. Data preprocessing and the implementation of the
LSTM architecture were performed in Python, utilizing TensorFlow for deep learning and
NumPy and Pandas for efficient numerical operations. However, the multifractal
characterization and fractal modeling using the AutoRegressive Fractionally Integrated
Moving Average (ARFIMA) were executed in the R environment. This dual-language
approach was adopted because R offers a more mature and comprehensive ecosystem
for fractal analysis, specifically through the mfdfa, forecast, and arfima packages, which
currently lack equivalent robust implementations in Python’s standard libraries.

Dataset of river water pollution

Data utilized in this research originates from the official environmental monitoring
program of Ukraine, accessed via data.gov.ua [14]. The dataset encompasses a wide array
of water quality indicators collected from 2003 onwards across major river basins. To
ensure the high-frequency and long-term data needed for multifractal modeling, this study
focuses on the Dnipro-Donbas Canal station. This site was selected because it provides
the largest dataset, containing 410 observations. While the monitoring station records
various indicators such as nitrogen, ammonium ions and dissolved oxygen levels, BOD
was specifically isolated as the critical variable for assessing organic pollution due to its
comprehensive ability to reflect the oxygen-consuming potential of organic matter.

Raw data were retrieved using automated HTTP GET protocols, yielding numerous
CSV-formatted files covering various time intervals. The data extraction focused
exclusively on monitoring records from the Dnipro-Donbas Canal station. Following
retrieval, the dataset underwent preprocessing to address non-recorded BOD
measurements, thereby validating its suitability for deep learning applications. The final,
refined time series was structured to include only chronological date records and their
corresponding BOD values.

Investigating seasonality, trend, stationarity, and long-memory presence

To ensure the best model selection, we first analyzed the characteristics of the Dnipro
River BOD time series. Following data cleaning and preparation, we studied the
measurements' statistical properties to build a reliable foundation for the forecasting process.

Fig. 1 depicts the time series decomposition, highlighting well-defined seasonal
fluctuations and an overall trend. The remaining residual series captures the noise
component, providing a clear visualization of data outliers that deviate from the established
patterns. The residual analysis reveals a high degree of model convergence over the stable
period. However, distinct spikes in the residual plot at the temporal boundaries suggest
transient non-linear shocks in the BOD levels that exceed the predictive capacity of the
trained model. These anomalies highlight the stochastic nature of the river ecosystem.

An important characteristic of time series analysis is examining evidence of long-term
memory. Fig. 2 presents the Autocorrelation Function (ACF) and Partial Autocorrelation
Function (PACF) graphs. The ACF measures the linear relationship between the current
value of the series and its past values at specific lags, capturing both direct and indirect
effects. In contrast, the PACF isolates the direct correlation between an observation and
its lag by removing the influence of intermediate observations. In the analyzed dataset,
several time lags in both the ACF and PACF plots extend beyond the 95% confidence
interval (depicted by the shaded blue area). This observation confirms that the series
possesses a structured memory, which carries critical implications for model selection.

To validate the stationarity of the Dnipro River BOD data, we applied the ADF and
KPSS statistical tests. The ADF test rejected the null hypothesis of non-stationarity
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Fig. 1. BOD time series of the Dnipro River (a), decomposed trend (b), seasonality (c) and residuals (d)

(p < 0.05), while the KPSS test failed to reject the null hypothesis of stationarity (p > 0.05)
[15]. The consistency between these two complementary tests confirms that the time series
does not possess a unit root and is characterized by stationary dynamics, facilitating more
accurate modeling.

Mathematical description of the MFDFA method

While sharing core conceptual mechanics with conventional Detrended Fluctuation
Analysis (DFA), Multifractal Detrended Fluctuation Analysis (MFDFA) [16] introduces
expanded evaluation phases designed to analyze a diverse spectrum of scaling exponents.
Consequently, this technique has become a standard analytical instrument for uncovering
hidden non-linear structures and determining the degree of multifractality in temporal data.

The execution of the MFDFA algorithm yields a distinct set of mathematical outputs
that characterize the multi-scale structure of the time series. The key mathematical vectors
output by this pipeline are the generalized Hurst exponent curve (h(q)), the scaling
exponent function (7(q)), and the singularity spectrum (f(a)). This spectrum plots the
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Fig. 2. ACF (a) and PACF (b) functions for the BOD time series of the Dnipro River

singularity dimension against the singularity strength a, providing the foundational curves
necessary for calculating crucial structural parameters such as the spectrum width,
asymmetry, and peak location.

The mathematical apparatus for the MFDFA processing and the subsequent singularity
spectrum f(a)) derivation follows the exact theoretical framework detailed in [12, 16].

To derive quantitative descriptors, the multifractal spectrum is approximated by a
second-order polynomial centered at its maximum o, by the following function:

fl@) = A(a — ap)? = B(a —ag) +C, (1)

where the coefficients A, B, and C are obtained by the least squares method [16].
To provide a more versatile and adaptable fit for the multifractal spectrum, an
exponential function was proposed as follows:

f(a) = A(O( - amin)B1 (amax - a)BZ t¢ (2)
where the coefficients A, 1, S, and € are obtained by the nonlinear least squares method.

RESULTS AND DISCUSSION

The raw time series was organized into sliding windows of 150 observations each,
advancing by one point at a time. This window size provided enough observations for
reliable multifractal and statistical analysis while preserving sufficient temporal resolution.
This approach allowed us to calculate multifractal and statistical descriptors for every step.
We chose this specific window size to balance two needs: providing enough data for an
accurate multifractal analysis and creating a long enough sequence to effectively train the
LSTM model.

To quantify the multifractal properties of each data window, we employed the MFDFA
algorithm, utilizing the specialized MFDFA R package. Key parameters included a defined
scale range for segment-wise detrending and a comprehensive set of g-values.
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The scaling range for the MFDFA procedure was optimized based on the temporal span
of the dataset to ensure a robust and statistically reliable detrending process. We defined the
minimum scale at 5 data points (s;,;, = 5) to maintain accuracy in the local fluctuation
calculation. The maximum scale (S;,4,) Was dynamically set at 25% of the window length
(N/4), following standard recommendations to avoid artifacts caused by insufficient segment
counts at large scales. To achieve a uniform distribution across all time scales, the values
were calculated using an exponential sequence of 25 unique points, determined by:

In(Simax) — In(Spmin)
n—1

: 3)

s = exp |In(spn) + 1 *

where i ranges from 0 ton — 1, and n = 25.

The g parameter, ranging from —10 to 10, served as a multi-resolution filter: negative
values were used to capture the scaling behaviour of small fluctuations, while positive
values were dedicated to assessing the scaling of large-magnitude events, thereby
providing a complete multifractal profile of the river's organic load.

The MFDFA procedure generated a comprehensive set of parameters, including the
Hurst exponent, scaling exponent, singularity spectrum, and fluctuation function. To
characterize each sliding window with discrete multifractal properties, the following values
were extracted: the Hurst exponent at g = 2 (H(2)), which describes the persistence and
long-range correlations of the signal; AH, which reflects the variation of the Hurst exponent
across different (q)-orders; the spectrum width Aa, which quantifies the degree of
multifractality; «,, the singularity exponent corresponding to the maximum of the spectrum;
the asymmetry parameter B, and the estimated coefficients A, B,, B, derived from the
exponential expression in Eq. (2). Here, A controls the overall amplitude of the
approximated spectrum, while ; and S, determine its shape on the left and right sides,
respectively. Their relative values describe how rapidly the spectrum rises and falls and
therefore provide additional information about its asymmetry.

A comparison of fitting residuals confirmed that the fractional-exponential model
provided a more precise representation of the empirical data. This is evidenced by its lower
root mean square error (RMSE) of 0.012, which represents a substantial improvement over
the quaderatic fit's error of 0.034. The superior performance of this approach in representing
the empirical f(a) values were statistically proven in our analysis and visually
demonstrated in the comparative plots in Fig. 3.

To construct the high-dimensional feature space for the 100-step-ahead forecast, we
integrated discrete multifractal properties with fundamental statistical descriptors. This
feature vector included volatility, slope, mean, entropy, skewness, kurtosis, and data-
window width. The computational extraction was performed using the R-language, with the
resulting multidimensional dataset exported as a CSV file to a local data repository. This
intermediate storage facilitated a seamless transition to the Python-based environment for
the subsequent modeling and forecasting phases.

The original time series contained 410 BOD observations. Applying a 150-observation
sliding window produced 261 possible feature windows. However, the last window could
not be paired with a subsequent BOD observation; therefore, 260 valid feature—target pairs
were available for forecasting. The final 100 pairs were reserved as an independent
chronological test set, leaving (N = 160) observations for model development. Thus,
(N = 160) refers to the number of labeled features — target samples used for training and
validation, rather than the number of raw measurements. The 100-step-ahead forecast
should also be understood as a 100-observation forecast horizon composed of consecutive
one-step-ahead predictions.
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Fig. 3. Singularity spectrum and its quadratic (blue line) and fractional-exponential (red line) approximations

The predictive modeling phase was initiated by aligning each high-dimensional feature
vector with its corresponding target BOD observation. We structured the data for
supervised learning by aligning the multifractal and statistical features of each 150-
observation window with the immediate following BOD record. In other words, the first 150
data points were used to predict the 151st observation, the next shifted window predicted
the following observation, and so forth. This one-step-ahead mapping generated a
continuous sequence of training pairs. The data were divided chronologically, without
random shuffling, to prevent information from future observations from entering the training
process. Within the first 160 observations, three expanding time-series folds were used for
validation: earlier observations formed the training subset, while the subsequent
contiguous observations formed the validation subset. The final 100 observations remained
untouched until the final performance evaluation.

The LSTM was selected for its ability to utilize internal memory cells and gating
mechanisms, which allow the model to retain long-term dependencies and capture the
“inertial memory” inherent in the Dnipro River’s pollution dynamics [17]. The model used a
many-to-one structure: several consecutive feature vectors were provided as input, and the
network generated one prediction for the immediately following BOD observation. In the
final configuration, the input consisted of consecutive time steps and the selected feature
variables. A single LSTM layer with hidden units and a hyperbolic-tangent activation
function transformed this sequence into a temporal representation. Each LSTM unit
maintained both a cell state and a hidden state, while the input, forget, and output gates
controlled which information was stored, discarded, or passed to the next time step. The
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resulting hidden representation was passed through a dropout layer to reduce overfitting
and then through a fully connected output layer with one neuron for the BOD prediction.
The network was trained using the Adam optimizer and mean squared error loss.

To ensure the LSTM architecture remained robust despite a relatively small sample size
(N = 160), a feature selection process was conducted prior to training. By limiting the input
space to an optimal range of 5-7 features, we prevented the model from capturing noise,
thereby addressing potential overfitting constraints. Feature and target values were scaled
using parameters calculated from the corresponding training data. This dimensionality
reduction, together with chronological validation, dropout regularization, and early stopping,
was critical for maintaining the reliability of the multifractal-based forecasting.

We employed a tree-based Random Forest Regressor algorithm to perform feature
importance estimation. This allowed for a streamlined selection of the most influential
predictors, ensuring a more efficient and robust forecasting process by utilizing only the
highest-ranking features. The forecast was executed using a refined feature space
consisting of six key predictors: width, mean, Hurst exponent, entropy, «,, and slope.
Together, these variables represent the signal’s multifractal scaling, complexity, local
variability, and temporal trend, providing the LSTM network with a compact but informative
description of the BOD dynamics.

A critical challenge in this stage involved optimizing the model’s hyperparameters,
which define the network’s learning capacity and temporal sensitivity [18]. Specifically, we
tuned the lookback window, which determines the 'temporal memory' or the number of
previous time steps the model analyses to capture the inertial dynamics of the river system.
We also optimized the number of model units, representing the hidden neurons that
facilitate the learning of complex, non-linear mappings between multifractal descriptors and
pollution levels. To control the learning process, the batch size (the number of samples
processed before internal weight updates) and the number of epochs (full passes through
the training set) were carefully calibrated to ensure convergence without overfitting.

To determine the most robust model configuration, we employed a hyperparameter
grid search integrated with time-series cross-validation (a specialized k-fold method for
sequential data). We implemented an exhaustive grid search to optimize the neural
network, testing combinations of model units (16, 24, 32), batch sizes (8, 16, 24), epochs
(100, 150), and lookback windows (2, 3, 4). This rigorous evaluation of 54 distinct
configurations allowed for the selection of an optimal model structure. The process was
designed to balance high-precision forecasting with robust performance across different
stages of the water quality time series.

By utilizing the RMSE metric to minimize error across these chronological splits, the
optimal hyperparameter set was selected to produce the final forecasting output. The
optimal LSTM configuration for the 100-point forecasting horizon of the Dnipro River BOD
time series was identified through a minimized RMSE of 0.8617. This top-performing model
utilized a lookback window of 2, a batch size of 8, 100 training epochs, and 32 hidden units.
Accordingly, the network processed two consecutive feature vectors and generated a
single prediction for the following BOD observation. The LSTM layer maintained internal
cell and hidden states and used input, forget, and output gates to regulate the retention
and updating of temporal information. Its 32 hidden units, together with the hyperbolic-
tangent activation, enabled the model to learn nonlinear relationships between the selected
multifractal descriptors and BOD levels. The resulting predictive performance is depicted
in Fig. 4, where the orange forecast line is plotted against the observed data.

To evaluate the predictive efficiency of the hybrid MFA-LSTM model against traditional
Auto Regressive Integrated Moving Average (ARIMA) and Auto Regressive Fractionally
Integrated Moving Average (ARFIMA) benchmarks, we utilized independent test datasets
comprising 10-point (short-range) and 100-point (long-range) horizons. These data points
were strictly excluded from the training phase to ensure an unbiased assessment of model
generalization. The comparative performance was quantified using the RMSE metric,
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Fig. 4. LSTM forecasting (orange line) for the next 100 observations of BOD time series

allowing for a rigorous evaluation of each model's accuracy across different forecasting
scales. The results of this analysis is presented in Table 1.

Table 1. Evaluation of the prediction accuracy using RMSE metric

Model 10 test data 100 test data
ARFIMA 1.2786 0.9875
ARIMA 1.2782 0.9878
MFA-LSTM 1.1808 0.8617

Based on the comparative RMSE results, the hybrid MFA-LSTM model demonstrates
the highest predictive efficiency among the evaluated architectures for both short-term and
long-term forecasting horizons. However, this superior accuracy is associated with
increased computational complexity, requiring significant time and CPU resources for high-
dimensional feature engineering and extensive hyperparameter optimization.
Computational efficiency was evaluated by measuring training times on an Intel(R)
Core(TM) i7-8550U processor. While the optimization of the MFA-LSTM architecture
necessitated a 13-minute execution window to evaluate the complete hyperparameter grid,
the ARIMA and ARFIMA benchmarks were processed nearly immediately. These results
underscore the substantial overhead associated with high-dimensional feature engineering
and neural network tuning compared to traditional statistical modeling. Furthermore, given
that different training runs can yield models with varying internal characteristics, the 'black-
box' nature of the LSTM must be acknowledged, necessitating careful interpretation of the
model's decision-making process.

CONCLUSION

This research presents a predictive framework for BOD dynamics that integrates
LSTM neural networks with multifractal analysis.

The methodology encompasses an assessment of stationarity, long-memory, and
multifractal properties using the MFDFA algorithm, followed by a custom fractional-
exponential approximation of the resulting singularity spectrum. By combining these
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multifractal measures with statistical features within a sliding window approach, a high-
dimensional feature vector was constructed for the LSTM model. Feature selection was
optimized using a Random Forest Regressor, while model hyperparameters were refined
through grid-search cross-validation.

The hybrid MFA-LSTM framework demonstrated superior predictive performance
compared to all tested models, consistently achieving the lowest RMSE for the Dnipro River
station. Specifically, the model yielded an RMSE of 1.1808 for a 10-step-ahead forecast
and improved to 0.8617 for the 100-step-ahead horizon. While this performance advantage
required greater computational time and CPU resources due to the intensive
hyperparameter optimization process, the results validate the model’s capacity to capture
the complex, multi-scale dynamics of organic water pollution. Consequently, this
methodology provides a robust analytical tool for the early detection and proactive
management of river pollution events.
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AHANI3 TA NMPOrHO3YBAHHA OANHAMIKU 3ABPYOHEHHA PIYKOBUX
BO[ 3A 4OMNOMOIOK0 HEMPOHHUX MEPEX JOBIOI
KOPOTKOCTPOKOBOI NAM'ATI TA MYNIbTUD®PAKTAIIbHOIO AHANI3Y

Muxaiino BopdyH', Sipocnae Cokonoecbkuii?

" Kagbedpa iHghopmauitiHux cucmem, HauioHansHul yHisepcumem im. leaHa ®paHka,
eyn. YHisepcumemchbka, 1, Jlbsis, 79007, YKPAIHA

2 Kaghedpa cucmem aemomamu308aHo20 NpoekmysaHHs, HauionansHull yHisepcumem
«/Ibgiechbka nonimexwikay, 8yn. Cmenara baHdepu, 12, m. flbsis, 79013, YKPAIHA

AHOTALIA

Bcetyn. OpraHiyHe 3abpyaHeHHA BOAWM XapakTepu3yeTbCH CKMagHOW, HENiHINHOM,
HecTauioHapHOI Ta CaMOonoAibHO AMHAMIKOK, SKY TpaawuuiiHi Mogeni nMporHO3yBaHHS
YacTo He BiATBOPHOIOTL. MeTo AOCNifXeHHs1 € pO3pObneHHa aBTOMaTN30BaHOI ribpuaHoi
CUCTEMM, L0 NOEAHYE MyNbTUdPAKTaNbHUI aHani3 i HEMPOHHE HaBYaHHA ANS NiABULLEHHS
TOYHOCTiI NPOrHO3yBaHHs bioximiyHoro cnoxwueaHHsA kucHo (BCK) Ta paHHbLOro BUSIBNEHHS
€KOMOri4YHMX PU3BKKIB.

Martepianu Ta metogm. PeTtpocnektvBHui yacosui psig BCK i3 pidykoBoro nyHkTy
MOHITOPVHIy 06pobnsnu 3a JOMOMOrol aBTOMaTU30BaHOIO KOHBEEPA MIArOTOBKM AaHUX i
mogentoBaHHA. KOB3HI BikHa BMKOPUCTOBYBanW ANS BWAIMEHHS NOKanbHWX O3HaK i
BpaxyBaHHA JOBroTpmBanux kopensui. Metop mynbTudpakTanbHOro AeTpeHAoBaHOro
dnykryauinHoro axanisy (M®OPA, anrn. MFDFA) 3actocoByBanu Ans OUHIOBaHHS
y3aranbHeHVUX MoKa3HWKiB XepcTa Ta CNeKTpiB CUHIYNSAPHOCTI B KOXHOMY BikHi. 3a
[onomMoroto Apo6oBO-eKCNOHEHLiMHOT anpokcMMalLii HenepepBHiI CNeKTpY NepeTBopoBanu
Ha [OWCKpeTHi koediuieHTn 3i 30epeXeHHAM iXHiIX CTPYKTYPHUX XapaKTepUCTUK.
MynbTudpakTaneHi 4eckpunTopy NoedHyBanu 3i CTaTUCTUYHUMKU NoKasHukamu. Mepexy
[oBroTpmBanoi kopoTkodacHoi nam’ati (OKYM, anrn. LSTM) HaByanu 3a [OMOMOrow
nepexpecHoi MepeBipkM 4YacoBMX psdiB Ta MNOWyKy rinepnapameTpiB. PesynbTatu
MOpiBHIOBaNu 3 eTarnoHHMMMW MOKa3HWKaMyW aBTOPErpeCMBHOMO iHTErPOBAHOINO KOB3HOIO
cepegHboro (APIKC, anrm. ARIMA - AutoRegressive Integrated Moving Average) Ta
aBTOpErpecuBHoOro ApoboBo iHTerpoBaHoro koB3Horo cepeaHboro (APOIKC, anrn. ARFIMA
— AutoRegressive Fractionally Integrated Moving Average).

PesynbTatu. lMNbpngHa cuctema MOODA-IKYI 3abe3neunna TouHiwi 1 cTabinbHiLwi
nporHo3u, Hik 6asoBi Mogeni, ANs KOPOTKUX i TpuBanux Tropu3oHTiB. [dpoboeo-
EKCMOHEHLUjNHI  geckpuntopu Haganu iHopmauito npo 6GaraTtomacwtabHi cnykTyaii,
NEePCUCTEHTHICTb, LUMPUHY CNeKTpa Ta acumeTpito, wo aano 3mory OK4YI edekTuBHiwe
onucyBaTM  HermiHiHy  AuvHamiky  3abpygHeHHs.  OnTtumisauis  rinepnapameTpis
3banaHcyBana 4acoBy nNam’'siTb, CKMaAHICTb MOAENi Ta y3aranbHIOBanbHYy 34aTHICTb,
3MEHLUMBLUM CepeaHbOKBaapaTUYHY NOXMOKY.

BucHoBkn. [ocnigxeHHa niaTBepaxye edqeKTUBHICTb aBTOMaTu3oBaHOI cUcCTeMMU
NPorHoayBaHHA AKocTi Boau. [i iHHOBALMHICTL Monsrae y nepeTBOpeHHi HenepepBHUX
MynbTU(paKTanbHUX CMEeKTpiB Ha iHOpMaTMBHI AUCKPETHI O3HaKM 3a [ONOMOro
Opo60BO-eKCMOHEHLiNHOT anpokcumadii. Y noegHanHi 3 OKYM uen nigxig nigsuwye
HadiNHICTb NMPOrHO3iB i 3abe3nevye NPMPOOOOXOPOHHI OpraHu iHCTPYMEHTOM PaHHLOro
nonepeakXeHHs Ta NIATPUMKM pilleHb ANA NPOaKTUBHOIO YrpaBniHHA AKICTIO BOAM.

Knroyoei cnoea: KU, BCK, mynbtudpaktansHuin aHanis, MOODA, APOIKC, cnektp
CUHIYNAPHOCTI.

Received / OgepxaHo  Revised / JoonpauboBaHo  Accepted / MNpuitHato  Published / Ony6nikoBaHo
04 September, 2026 15 September, 2026 21 September, 2026 28 September, 2026

108 Electronics and Information Technologies ¢ 2026 ¢ Issue 35



SN
Electronics and Information Technologies, 2026, 35, 109—120 01 ELIT
http://publications.Inu.edu.ua/collections/index.php/electronics/index ,

UDC 004.852:004.942:621.73

SURROGATE MODELING OF ELASTIC-PLASTIC SHEET METAL BENDING:
A COMPARATIVE STUDY OF SURROGATE METHODS AND A DIAGNOSTIC
TEST OF PHYSICS REGULARIZATION

Bohdan Petrovskyi (©Q

Department of Applied Mathematics,

Ivan Franko National University of Lviv,

1 Universytetska Street, Lviv, 79007, UKRAINE

Petrovskyi, B. (2026). Surrogate Modeling of Elastic-Plastic Sheet Metal Bending: A Comparative
Study of Surrogate Methods and a Diagnostic Test of Physics Regularization. Electronics and
Information Technologies, 35, 109—120. https://doi.org/10.30970/eli.35.8

ABSTRACT

Background. Sheet metal bending is a key manufacturing operation in which springback
— the partial elastic recovery of the workpiece after unloading — causes deviations from
the target geometry and must be predicted accurately. Repeated finite element simulations
are computationally expensive for wide parametric studies, motivating fast surrogate
models. This work compares surrogate modeling approaches for elastic-plastic sheet
bending and evaluates the diagnostic value of a physics consistency check for detecting
physically implausible neural surrogates, independently of whether physics regularization
improves raw predictive accuracy.

Methods. A dataset of 39 568 finite element simulations was generated in COMSOL
Multiphysics 6.2 by varying sheet thickness, punch displacement, and Young’s modulus of
a 6111-T4 aluminum alloy blank. Five classical surrogate methods and three neural network
models (a pure data-driven baseline, a Hollomon-regularized model with correct parameters,
and a control model with intentionally incorrect parameters) were compared over 5 random
data splits. A sensitivity sweep varied the control model's hardening exponent between the
true and the incorrect value to test how sharply the diagnostic responds.

Results. Classical non-parametric methods slightly outperform the neural surrogates on
the dense smooth parameter grid: the random forest achieves a coefficient of determination
of R2 > 0.9999, compared to R = 0.999 for the neural models. Differences in raw accuracy
among the three neural models are statistically detectable across seeds (paired t-test) but
tiny in magnitude (AR? < 0.1 percentage point). The physics consistency metric, in contrast,
separates the models by orders of magnitude: R? = 0.999 for the correct model versus R? =
-2.9 for the incorrect one. The sensitivity sweep reveals a sharp threshold rather than
gradual degradation: consistency remains near-perfect while the hardening exponent error
stays small, then collapses once the exponent deviates substantially from its true value.

Conclusion. Standard accuracy metrics are insufficient to detect physically inconsistent
neural surrogates, and the underlying diagnostic signal is thresholded rather than gradual.
The physics consistency metric provides an independent diagnostic criterion that
complements standard accuracy measures.

Keywords: physics-regularized neural networks; surrogate modeling; sheet metal
bending; springback; Hollomon hardening law; random forest.
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1. INTRODUCTION

Sheet metal forming is one of the key technological operations in mechanical
engineering, aerospace, and automotive manufacturing. A major difficulty in sheet bending
is springback, i.e., the partial elastic recovery of the workpiece after the punch is retracted.
Springback causes deviations between the desired and the obtained geometry and
therefore requires accurate prediction during process design. The finite element method
(FEM) is the standard numerical tool for such problems [1, 2], but repeated FEM
simulations become computationally expensive when a wide range of technological or
material parameters must be investigated.

1.1. Surrogate models for metal forming

Surrogate and data-driven models for metal forming have been studied extensively.
Early work used response surface methods and kriging [5, 6]. Neural networks were applied
to springback prediction in V-bending [7] and air bending [8]. More recent work has
employed Gaussian process regression, support vector machines, and ensemble methods
for forming process optimization [9]. Machine learning methods have also been applied to
fracture mechanics [10]. A comparative study of surrogate methods for sheet forming was
presented in [11]. More recently, a machine learning-driven stress integration method was
developed for anisotropic plasticity in sheet metal forming [21], and comparative studies of
ANN and PINN approaches for sheet metal forming continue to appear [23].

Physics-informed and physics-regularized machine learning methods [3, 4] provide a
way to embed physical knowledge into data-driven models. PINNs applied to
elastoplasticity [12] and neural operator methods for multiscale inelastic problems [13], as
well as physics-informed modeling of finite-strain plasticity [22], represent one direction. An
alternative uses soft physics-based regularization terms without requiring the full PDE
residual [14, 15]. The Hollomon hardening law has been incorporated into neural networks
for material parameter identification [16] and stress prediction under cyclic loading [17].

1.2. Contribution of the present work

The present paper makes two contributions, both evaluated with multi-seed statistical
support. First, it introduces a fake-physics control experiment as a diagnostic tool: a model
with incorrect Hollomon parameters is trained alongside the physically consistent model,
showing that standard accuracy metrics (coefficient of determination, R? and mean
absolute error, MAE) cannot reliably detect physically inconsistent models, while a physics
consistency metric separates them by orders of magnitude; a sensitivity sweep further
shows that this diagnostic signal is thresholded rather than gradual. Second, it provides a
systematic comparison of neural surrogate models against classical non-parametric
methods (RBF interpolation, random forest, polynomial regression) on a benchmark sheet
bending problem, showing that classical methods remain more accurate on this smooth
three-parameter problem — so the value of the proposed model lies in its diagnostic
behavior rather than in a raw predictive advantage.

2. MATERIALS AND METHODS

2.1. Problem formulation
The problem is a 2D plane-strain cross-section of a sheet metal bending process. The
input vector is defined as:

x=(t,6,E)T € R3, (1

where:
e tis sheet thickness (mm);
e § is maximum punch displacement (mm);
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e FE is Young’s modulus (GPa).
The output vector is defined as:

y= (O'maxvumaxwg)T € R3: (2)

where:
®  Opmax IS maximum von Mises stress (Pa);
®  Upyay IS Maximum displacement (m);
e dis final bending angle after springback (° — deg).

2.2. FEM model for data generation

FEM simulations were performed in COMSOL Multiphysics 6.2 (Solid Mechanics
module) using the benchmark sheet metal forming configuration [20], automated via a
MATLAB script through the COMSOL LiveLink interface. The geometry is a 2D cross-
section exploiting bilateral symmetry: a deformable sheet (L = 60 mm, w = 30 mm), a rigid
punch (R; = 23.5 mm), and a rigid die (R, = 25 mm, shoulder Rz = 4 mm, width 50 mm).

The blank is a 6111-T4 aluminum alloy with Eo = 70.5 GPa, v = 0.34, p = 2700 kg/m?,
0o =194 MPa. Young’s modulus E is varied as an input. Plastic hardening follows the
Hollomon power law:

Opq =K &pp, K>0, n>0, (3)

with K =550.4 MPa and n = 0.223 for the reference alloy. Friction coefficient u = 0.1342;
contact enforced with the augmented Lagrangian method [19]. The contact non-penetration
conditions are:

In=0, 0,<0, g,0,=0; || <uloy,l 4)

These equations govern only the FEM simulations and are not imposed as residuals in
the neural network loss.

2.3. Dataset construction

The dataset was assembled from multiple simulation runs with parameter ranges:
t € [0.45, 1.50] mm, & €[18.0,28.5]mm, E € [55.5,175.5]GPa. The FEM solver
advances the punch displacement through a monotonic arc-length continuation parameter;
a run is retained only if this parameter reaches at least 0.95 of its target value, confirming
that the solver tracked the loading path to (near-)completion without losing convergence.
Runs that stalled below this threshold, typically for extreme parameter combinations that
induce severe contact/plasticity nonlinearity, were discarded as non-converged rather than
kept as unreliable partial solutions. The retained dataset contains N = 39 568 samples, all
with von Mises stress above o0y=194MPa. The dataset is divided into
training / validation / test (80% /10% /10%: 31654 /3957 /3 957 samples). Variables are
standardized using statistics computed only on the training subset.

The raw von Mises stress exported via COMSOL LivelLink for MATLAB was rescaled
by a fixed multiplicative factor to express MaxVonMises in Sl Pascals, consistent with the
units used for the Hollomon hardening parameters (K=550.4 MPa) throughout the
pipeline. This scaling was applied uniformly to the entire dataset before any
train/validation/test split and before computing any of the standardization statistics above;
it therefore does not affect relative comparisons (R?, MAE, physics consistency) between
surrogate models, only the absolute stress scale reported.
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The Young’s modulus range intentionally extends well beyond the physically realistic
range for 6111-T4 aluminum (E, = 70.5 GPa) and partly overlaps typical values for steel.
This was a deliberate choice to probe the surrogate’s response surface over a wide input
range, rather than to represent a physically realistic material variation; the corresponding
predictions should be read as a numerical sensitivity study of the input—output map, not as
material-specific forecasts outside the aluminum alloy’s true elastic range.

2.4. Surrogate methods
Classical baselines. Five classical methods are evaluated:
Linear regression (multi-output OLS).
Polynomial regression of degree 2 (scikit-learn Pipeline).
Polynomial regression of degree 3 (scikit-learn Pipeline).
RBF interpolation — thin-plate spline (scipy RBFInterpolator, smoothing 1073),
analogous to kriging.
5. Random forest — 300 regression trees (scikit-learn RandomForestRegressor).

NS

Neural network baseline (Pure ML). Two hidden layers of 64 neurons, Swish
activation, dropout 0.1, L? regularization 10™4. Training: Adam (Ir = 5x1074), batch 64, early
stopping (patience 15), max 120 epochs.

Soft Hollomon-regularized model. Augments the network with a latent output &,
(softplus-constrained). The total loss is:

AOtal = A&iata + Aphys[phys + alﬁoound + ,8”@”2, (5)

where Lnys penalizes the discrepancy between &6,,,, and Hollomon stress
oy = K(&, + &)™, normalized by s,. Penalty Lhound keeps &, € [Emin, €max]=[10-5, 0.05].
Aphys annealed from 0 to 0.5; a =10, f = 10™. Training: 25 pretraining + 80 physics-
regularized epochs. Stress rescaled for numerical stability; ép is a numerically effective
parameter, not the physical plastic strain.

The latent output ép is produced by a separate one-unit dense head with a softplus
activation; this head shares the same two-layer trunk and the same input vector x as the

three main output heads and receives no additional information.
The physics consistency metrics reported in Section 3.2 are defined as:

. 1 fa
Physics MAE = Nz |0n i — Omax,ils (6)
7

Physics R? =1 — Z(O’H’i - 5max,i)2/z(ay,i - 5H)2' (7)
i

i

1 N ~
Rel.error = NZ |G max,i — O'H,i|/(0H,i + 5)' (8)
i

where G}, is the mean of oy, over the test set and £ = 107° avoids division by zero. All three
compare the network’s predicted stress &4, against the Hollomon stress
oy = K(&, + &)™ implied by its own latent strain, over the N test-set samples.
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Fake Hollomon control. Same as above but nfye = 0.8 instead of n=0.223 (K
retained). Tests whether an inconsistent physical constraint degrades predictive accuracy.

Implementation. TensorFlow 2.x, Google Colaboratory (GPU); scikit-learn 1.8, scipy
1.17. Unless noted otherwise, the values shown are the mean over 5 independent random
data splits (seeds 42, 123, 2024, 7, 2025); the training-fraction sensitivity (Table 4) and the
fake-physics sensitivity sweep (Section 3.3) average over 3 of these seeds (42, 123, 2024),
and all other single-model results use seed 42.

3. RESULTS AND DISCUSSION

3.1. Comparison of all surrogate methods

Table 1 reports R? values and bending angle MAE for all methods, averaged over 5
seeds (N = 3957 per split). Table 2 shows MAE for all three outputs. RBF and random
forest substantially outperform the neural models. The random forest attains R?>0.9999
with angle MAE =0.001°, compared to 0.273-0.289° for the neural models. The RBF
interpolant achieves R?=0.9999, angle MAE =0.073°. Neural models match or slightly
exceed polynomial regression of degree 2 and 3, confirming that the neural surrogate is a
reasonable choice in higher-dimensional settings but does not outperform well-chosen non-
parametric baselines on this three-parameter smooth problem.

Table 1. Test R? and bending angle MAE (N = 3 957, 10% split)

Method Omax R? Umax R? 0 R? 6 MAE (°)
Linear regression 0.9982 0.9884 0.9978 0.598
Polynomial (deg. 2) 0.9992 0.9990 0.9994 0.301
Polynomial (deg. 3) 0.9993 0.9994 0.9997 0.222
RBF (thin-plate spline) 1.0000 0.9999 0.9999 0.073
Random forest (300 trees) 1.0000 1.0000 1.0000 0.001
Neural net (Pure ML) 0.9991 0.9992 0.9995 0.281
+ Hollomon (true K, n) 0.9990 0.9993 0.9995 0.273
+ Hollomon (fake n = 0.8) 0.9987 0.9992 0.9995 0.289

Table 2. Mean absolute errors (MAE) for all surrogate methods on the test set

Method omax MAE (Pa) Umax MAE (m) 6 MAE (°)
Linear regression 1.44x108 2.50x10™ 0.598
Polynomial (deg. 2) 6.42x10° 6.88x107° 0.301
Polynomial (deg. 3) 6.16%x10° 5.26x107° 0.222
RBF (thin-plate spline) 4.34x104 1.49%x107° 0.073
Random forest (300 trees) 4.25%10° 2.39x1077 0.001
Neural net (Pure ML) 7.59%x10° 6.45%107° 0.281
+ Hollomon (true K, n) 8.61x10° 5.95x107° 0.273
+ Hollomon (fake n = 0.8) 1.00%10° 6.52x107° 0.289
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3.2. Physical consistency
Although all three neural models achieve comparable predictive accuracy, they differ

substantially in physical consistency. Table 3 compares the predicted stress ¢ . With the
Hollomon stress gy computed from the latent output. To test how sharply this diagnostic
responds to the degree of physical inconsistency, the control model was retrained with the
hardening exponent n swept between the true value (0.223) and the fake value (0.8), on 3
seeds per value.

Table 3. Physical consistency vs. hardening exponent n used in the control model
(mean * std over 3 seeds: 42, 123, 2024). True value n = 0.223; fake control n =0.8

Hollomon exponent n Physics MAE (Pa) Physics R? Rel. error

n=0.223 (true) 1.43%x10° £ 5.4%x10° 0.999 + 0.001 1.0% £ 0.4%
n=0.35 1.07x10°® + 6.4%x10° 0.999 + 0.002 0.7% % 0.4%
n=0.5 8.26x107 £ 4.3x107 -5.25 + 4.66 35.2% + 8.5%
n=0.65 4.34x107 + 3.4x10° -1.48 £ 0.40 33.1% * 3.5%
n = 0.8 (fake) 5.51x107 £ 3.8x10° -2.90 + 0.65 67.0% £ 4.1%

Averaged over 3 seeds, the model with the correct exponent achieves physics
R2=0.999+0.001 and relative error 1.0%+0.4%, while the fake-physics control (n = 0.8)
achieves Physics R?=-2.90+0.65 and Relative error 67.0%t4.1% (Table 3). The
sensitivity sweep reveals a sharp threshold rather than a gradual decline: consistency
remains near-perfect at n = 0.35 (Physics R? = 0.999+0.002), a 57% Relative error in the
exponent itself, but collapses once n reaches 0.5 (Physics R? = -5.25+4.66) and stays poor
thereafter. The latent strain for the true model is consistent with the FEM benchmark
observation of =2% maximum equivalent plastic strain [20]; for n = 0.5 the latent strain
substantially exceeds the soft upper bound emex = 0.05. Fig. 1 and Fig. 2 illustrate the
scatter and loss histories for the true and fake endpoints.
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(a) (b) e
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Fig. 1. Predicted stress G4, Vs. Hollomon stress ay: (a) true K, n; (b) fake n=0.8. Dashed line — perfect
agreement
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Fig. 2. Training loss histories: (a) true model; (b) fake model. Physics loss (orange) plateaus higher for the fake
model

3.3. Accuracy does not imply physical consistency

All three neural models achieve R?=0.999 regardless of whether the Hollomon
parameters are correct, incorrect, or absent. Differences in raw accuracy across the three
models are statistically detectable over 5 seeds (paired t-test on R? of omax: Pure ML vs.
true-Hollomon, p = 0.22, not significant; Pure ML vs. fake-Hollomon, p = 0.014; true- vs.
fake-Hollomon, p = 0.016) but are tiny in absolute magnitude (AR? < 0.1 percentage point)
and practically negligible for model selection based on accuracy alone. This illustrates a
general risk in data-driven modeling: high predictive accuracy does not guarantee physical
consistency [4]. The physics consistency metric (Table 3), in contrast, separates the
models by orders of magnitude and remains diagnostic across a wide range of hardening-
exponent perturbations.

3.4. Sensitivity to training set size
Table 4 shows mean R? over 3 seeds for training fractions from 5% to 100%. Standard
deviation 0 <0.001 in all entries; maximum o = 0.0007 (Umax, Hollomon, 5%). Fig. 3
illustrates the results.
Both models maintain R?=0.999 across all fractions. The pure neural network is
marginally more stable at 5—10%, while the Hollomon model catches up from 25% onward.
Physics regularization does not provide a clear advantage in data efficiency.

Table 4. Mean test R? over 3 seeds vs. training fraction. Max 0 =0.0007 (Umax,
Hollomon, 5%); all other entries: o <0.0005

Output Model 5% 10% 25% 50% 100%

Pure ML 0.9989 0.9989 0.9989 0.9990 0.9989

O-m ax

Hollomon 0.9983 0.9983 0.9988 0.9989 0.9989

Upmax Pure ML 0.9989 0.9991 0.9992 0.9993 0.9992
Hollomon 0.9974 0.9985 0.9991 0.9993 0.9993
0 Pure ML 0.9993 0.9995 0.9995 0.9994 0.9995

Hollomon 0.9989 0.9991 0.9995 0.9995 0.9995
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Fig. 3. Test R? vs. training set size (mean + std, 3 seeds): (@) Umax; (b) 0

3.5. When classical baselines are competitive

RBF and random forest outperform the neural surrogate on this problem [11, 18]. This
is consistent with known behavior for smooth low-dimensional response surfaces on
regular grids. The neural surrogate would offer advantages for higher input dimensionality
(e.g., including Poisson’s ratio, friction coefficient, tool geometry), irregular sampling, or
when explicit physical constraints on outputs are required.

3.6. Interpretation of the Hollomon regularization

The Hollomon regularization links the predicted maximum von Mises stress to a latent
scalar strain through a global power law. In a real bending problem, the stress distribution
is nonuniform and the maximum stress is not uniquely determined by the scalar Hollomon
law at a single representative strain. The latent strain ép is therefore an effective model
parameter, not a physically measurable quantity, and is not validated against FEM plastic
strain fields. Nevertheless, the fake-physics experiment confirms that the physics
consistency check is informative.

3.7. Limitations
The following limitations apply:
Dataset generated numerically; accuracy bounded by FEM fidelity.
Latent plastic strain not validated against FEM fields.
Only global scalar quantities predicted; no field reconstruction.
Neural surrogate does not outperform classical baselines on this smooth three-
parameter problem.
Dataset grid is non-uniform across simulation runs.
Extrapolation outside the parameter range is not assessed.

hPob=

oo

4. CONCLUSIONS

A systematic comparison of surrogate modeling methods for elastic-plastic sheet metal
bending has been presented. Five classical methods and three neural network models
were evaluated on a dataset of 39 568 FEM simulations. The main findings are:

1. Classical baselines outperform neural surrogates on the dense smooth parameter
grid. The random forest attains R?>0.9999, the RBF interpolant R?=0.9999,
compared to R2=0.999 for the neural models.

2. Physics regularization does not improve data efficiency: both pure and Hollomon-
regularized models maintain comparable accuracy across training set fractions
from 5% to 100%.
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3. Standard accuracy metrics cannot detect physically inconsistent models. Over 3
seeds, the fake-physics control exhibits 67.0% + 4.1% physics consistency error
and physically unrealistic latent strain values, while the correct model achieves
1.0% % 0.4% physics error. Differences in raw predictive accuracy among the three
neural models, while statistically detectable across seeds, are tiny in absolute
magnitude (AR?< 0.1 percentage point); the physics consistency metric, in
contrast, separates them by orders of magnitude.

4. The diagnostic signal is thresholded, not gradual. A sensitivity sweep over the
control model's hardening exponent shows that physics consistency remains near-
perfect while the exponent error stays below ~57% of its true value, then collapses
sharply once the error grows further — a practical implication for how large a
parameter mismatch this diagnostic can be expected to catch.
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AMPOKCUMALIMHE MOOENIOBAHHA MPYXXHO-MNACTUYHOIO
3rMHAHHSA JIMCTOBOIO METANY: NOPIBHANBHE AOCNIAXEHHA
AMPOKCUMALIMHMX METOAIB 13 OIATHOCTUYHOIO MEPEBIPKOIO
®I3NYHOI PEFYNAPU3ALII

BozdaH Mempoecbkul

Kagpedpa npuknadHoi Mmamemamuku,

Jibsiecbkull HayioHanbHUl yHieepcumem imeHi IeaHa ®paHka,
8yn. Yrisepcumemceka, 1, Jlbeis, 79007, YKPAIHA

PE3KOME
BcTyn. 3ruHaHHA NMCTOBOro MeTany € KIo4YOBO TEXHOMOTYHO onepadieto, nicns skoi
BinOyBaeTbCA MpyXHe BiOHOBMNEHHA dopmu (aHrn. springback) — 4vacTkoBe npyxHe

NOBEPHEHHS 3aroTOBKM MNICNSA 3HATTS HaBaHTaXEHHS, AKe CMPUYUHAE BiOXWMMEHHSA BIg,
LinboBOI reomeTpii geTani. baratopasosi cumynsuii MeTogom ckiHueHHux enemenTiB (MCE;
aHrn. FEM) € obuncnioBanbHO 3aTpaTHUMU AN LWMPOKMX NapameTpyUyHUX AO0CHiAXKEHb.
Po6oTy npncBaAYEeHO NOPIBHAHHIO MiOXOAIB A0 anpOKCUMALMHOrO MOOENIOBAHHS Ta OLjiHLi
[iarHOCTUYHOI LIHHOCTI MepeBipkM  i3NYHOT  y3romKeHoCTi AN BUSBMAEHHS isnyHO
HenpaBgonodibHMx Moenen HesanexHo Bi4 TOro, YM MOKpallye perynsipusalis camy
TOYHICTb.

MaTtepianu Ta Metoau. Habip panux i3 39 568 cumynsauin MCE cdopmoBaHo B
COMSOL Multiphysics 6.2 wnsxom BapitoBaHHS TOBLUWHW NUCTA, NepeMilleHHsi MyaHCcoHa
Ta moagynsa KOHra 3arotoBku 3i cnnasy 6111-T4. [TaTb kKnacu4yHUX mMeToAdiB Ta TpU Moaeni
HepOHHMX Mepex (ba3oBa MOAerb, KepoBaHa NuLle AaHVMK; MOAENb 3 perynspusauieto
3a 3aKOHOM XOSfIOMOHa 3 KOPEKTHMMMK MapameTpaMu; KOHTPOSIbHA MOAENb i3 HaBMUCHO
HenpaBWIbHUMW NapaMeTpamm) NOPIBHSAHO Ha 5 BUNAAKoBMX po30MTTSAX AaHux. [loaaTtkoBo
NPOCKAHOBaHO YyTNUBICTb [JiarHOCTUKM [0 BENWYMHU  «HEeMnpaBWSbHOCTI» MOKa3HWKa
3MiLUHEHHS1 B KOHTPObHIA Mogeni — Bif iCTUHHOIO 3Ha4YeHHS A0 XMBHOro.

Pesynbratn. KnacuuHi HenapameTpuyHi MeToOM nNepeBepLUyloTb  HEWPOHHY
anpokcMMadinHy Mmoaenb Ha WinbHin rmagkin napaMeTpuyHin CiTui: BUNagKkoBui fic gocarae
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R?>0,9999 npotn R? = 0,999 ons HEMpPOHHMX Mogenewn. Pi3HMUI B TOYHOCTI MiX Tpboma
HENPOHHMMMW MOAENSMM CTaTUCTUYHO BUSIBMSIIOTLCA MiX seeds (napHui t-TecT), ane gyxe
mani 3a BenuuuHow (AR?< 0,1 BiOCOTKOBOro MyHKTYy). HatomicTe MeTpuka isndHOi
Y3rofKeHoCTi po3ainse mogeni Ha nopagku: R?=0,999 ona kopekTHOI moaeni nNpoTu
R?2=-2,9 ana HekopekTHOI. CkaHyBaHHSA YyTNMBOCTI NOKa3ye Pi3kMIN MOPOroBuin edekT, a
He NOCTyMnoBYy Aerpajalilo: y3roAXeHiCTb 3anuvIiaeTbCs Make igeanbHo, OOKN noxmnbka
nokasHvka 3MiLIHEHHS HEBENVKa, | Pi3KO PYMHYETLCS NICNA CYTTEBOMO BiAXWNEHHS.

BucHoBkn. CTaHOapTHI NOKA3HMKU TOYHOCTI € He4OCTaTHIMU ANs BUABMEHHS di3nYHO
Hey3rof)KeHNX HeMpOHHUX Mofernen, a cam AiarHOCTUYHUIA CUrHanm Mae Noporosum, a He
nocTynoBuin xapakrep. MeTpuka i3an4HOI Y3rof)KeHOCTi € He3aneXHUM AiarHOCTUYHUM
KpUTEPIEM, KU AOMNOBHIOE CTaHAAPTHI NOKa3HMKN TOYHOCTI.

Knro4oei cnoea: isnyHo-perynapm3oBaHi HEMPOHHI  Mepexi; anpokcumaliviHe
MOJENOBaHHS; 3rMHaHHS NMUCTOBOrO MeTany; NpyxXHe BigHOBNEHHS dopmu;
3aKOH 3MilHEeHHs XomnnomoHa; aHcambneBuin MeTon BMNAOKOBUX [OepeB
pilleHb.
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ABSTRACT

Background. Modern automated production facilities are characterized by a high level
of robotization and the drive to minimize human involvement in routine operations. At the
same time, the complete elimination of the operator is unacceptable due to safety require-
ments and the need for decision-making in the event of anomalies. The use of centralized
computer vision systems results in significant network load, limiting their scalability. One
promising direction for solving this problem is the application of Edge Al technology.

Materials and Methods. A three-tier architecture for an anomaly detection system is
proposed. The first tier is implemented based on the ESP32-P4 edge nodes with digital
cameras, which perform local object detection using quantized computer vision models.
Only structured metadata is transmitted to the central cluster via the CAN bus. The second
tier performs motion trajectory analysis based on root mean square (RMS) deviation. The
third tier implements an operator notification subsystem with automatic generation of an
event video replay.

Results and Discussion. Offloading object detection to edge nodes significantly reduces
network load and ensures system scalability regardless of the number of cameras. The use of
the ESP32-P4 enables real-time video processing at up to 30 frames/s with a power
consumption of less than 500 mW per node. RMS analysis ensures the detection of deviations
from the reference trajectory in less than 1 s. After an anomaly is recorded, the operator
receives a push notification and a 5-second video clip for rapid situation assessment.

Conclusion. The proposed architecture demonstrates the feasibility of practical Edge
Al utilization for building scalable production process monitoring systems. The
combination of local computer vision, transmission of structured data via the CAN bus,
and centralized statistical analysis ensures continuous technological process control,
reduces network load, and shortens response time to anomalous events. Further research
will focus on the adaptive tuning of RMS thresholds and the implementation of federated
learning for the models.

Keywords: edge computing, computer vision, ESP32-P4, anomaly detection, CAN bus,
industrial automation

INTRODUCTION

Modern automated manufacturing enterprises increasingly operate with a minimal
staff presence on the production floor. Robotic manipulators, conveyors, and automated
guided vehicles (AGVs) perform the majority of physical operations, while personnel take
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on supervisory functions. However, the complete elimination of a responsible person is
considered unacceptable both from a safety perspective and for regulatory reasons [1, 2].

The human-computer interaction scientific literature emphasizes the need for reliable
two-way collaboration frameworks that allow operators to identify system model biases and
increase decision-making reliability [3]. Traditional closed-circuit television (CCTV) systems
require constant human attention and scale poorly for enterprises with dozens or hundreds
of cameras. Centrally processed computer vision (CV) systems running on a server create
significant network load when processing high-framerate video streams from multiple
cameras simultaneously. This contradiction between automation requirements and the need
for human supervision creates the demand for a system that combines continuous machine
monitoring while retaining the operator as the ultimate arbiter upon detecting deviations.

The Edge Al approach, which involves performing data processing using machine
learning models directly on embedded devices close to the data source, significantly reduces
network load and processing latency, thereby ensuring system scalability [4]. Provided that
object detection is performed directly on peripheral camera nodes, only compact structured
metadata — specifically object identifiers, bounding box coordinates, and timestamps — are
transmitted to the central cluster. This approach substantially reduces the volume of
transmitted data and lowers network bandwidth requirements. The implementation of this
paradigm has been made possible by the emergence of microcontrollers with specialized
hardware accelerators for neural network computations, notably the ESP32-P4 with a dual-
core RISC-V architecture and an integrated Image Signal Processor (ISP) accelerator. The
purpose of this work is to develop a distributed computer vision system architecture for real-
time anomaly detection in production objects based on edge data processing (Edge Al) and
centralized cluster analysis with operator notification generation.

MATERIALS AND METHODS

General System Architecture

The proposed system comprises three hierarchical levels, as illustrated in Fig. 1. The
first level consists of distributed edge nodes deployed across the enterprise. The second
level is a centralized data processing cluster. The third level represents the operator
notification subsystem.

Level 1 — Edge Nodes

Each edge node is implemented as an intelligent computer vision module consisting
of a digital camera and an ESP32-P4 microcontroller. The primary purpose of the node is
local video stream processing, object detection, and transmitting only compact structured
metadata to the central cluster instead of the raw video stream.

The choice of the ESP32-P4 platform is driven by its architectural features focused on
edge data processing tasks. The microcontroller is built on two 32-bit RISC-V cores with a
clock frequency of up to 400 MHz and features an integrated Image Signal Processor (ISP)
module that performs hardware preprocessing of video data. Optimized ESP-NN libraries
are used to accelerate neural network model execution, enabling efficient execution of
quantized models using integer arithmetic (INT8). This approach ensures real-time local
execution of computer vision models with low power consumption of the edge node [5].

Object detection is performed using pre-trained and quantized computer vision models
deployed directly on the edge node. Model training is carried out on external computational
resources using representative samples of a specific production process, after which the
model is optimized and converted for execution on the microcontroller.

The choice of the neural network architecture is determined by the specifics of the
production process, the required detection accuracy, and the available computational
resources of the edge node. Since Edge Al operates under constrained RAM and power
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Fig. 1. Three-tier distributed architecture of the Edge Al-based anomaly detection system: (1) edge nodes
(camera + ESP32-P4); (2) CAN bus; (3) data processing cluster; (4) operator notification system

consumption conditions, key criteria for model selection include performance, processing
latency, object localization accuracy, and the amount of PSRAM used.

Comparative characteristics of the most common models suitable for implementation
on the ESP32-P4 platform are presented in Table 1. The presented characteristics are
generalized based on data [6—8] and may vary depending on the model configuration, input
image resolution, and hardware platform parameters. As can be seen from Table 1, the
use of more complex models ensures higher object localization accuracy, but is
accompanied by an increase in processing latency and memory consumption. For high-
speed production lines, the application of specialized regression models or NanoDet-m is
appropriate, whereas for tasks involving complex scenes with a large number of objects,
models of the YOLO family are more suitable. Therefore, the choice of a specific model is

Table 1. Comparative characteristics of computer vision models for implementation
on edge nodes

Latency, Localization PSRAM

Model FPS Recommended scenario
ms accuracy load
Custom ~45 — 60 <20 Medium Minimal Fast lines, §|ngle stable
Regressor object.
NanoDet-m ~18-25 40-55 High Medium  Optimal for sorting parts.
SSD Lite . . . .
(MobNetV2) 12-18 60-80 High High Standard industrial tasks.

Detection of multiple small

YOLOvSn ~9-14 70-110 Very high High objects.

Complex scenes where

YOLOv8n ~6-10 110-160 Very high Very high accuracy Is critical.

Extremely

YOLO26n ~12-16 65-85 hi
igh

Very high Precise coordinates + OBB.

EnekTtpoHika Ta iHpopmauinHi TexHonorii « 2026 « Bunyck 35 123



Olha Shymchyshyn, Kostiantyn Pidhornyi at al.

determined by a trade-off between performance, object localization accuracy, processing
latency, and the amount of available hardware resources of the edge node.

Inter-level Communication

To organize data exchange between edge nodes and the central processing cluster,
the Controller Area Network (CAN) bus was chosen. This choice is driven by a number of
characteristics critical for the system's operation in an industrial environment. Specifically,
CAN ensures deterministic message delivery with a bounded maximum latency, which is
essential for real-time systems. In addition, the protocol is characterized by high immunity
to electromagnetic interference, the presence of a built-in multi-master arbitration
mechanism without the need for network switches, and the widespread availability of
hardware implementations and industrial transceivers [9].

The system utilizes the CAN 2.0B standard with an extended 29-bit identifier, allowing
for flexible addressing of nodes and message types. Data transmission is carried out in
frames of up to 8 bytes in length, the structure of which is optimized for transmitting compact
metadata obtained at the edge level. The frame data field transmits: node identifier (1 byte),
object class (1 byte), normalized X and Y centroid coordinates (2 bytes each, Q8.8 fixed-
point format), and a relative timestamp (2 bytes). Representing coordinates in the Q8.8
fixed-point format provides a trade-off between positioning accuracy and message
compactness, which is important for CAN networks with a small frame size. At a detection
frequency of 20 frames/s, a single node generates about 160 bytes/s of overhead data,
whereas transmitting an uncompressed VGA video stream requires over 18 MB/s. Thus,
using local detection reduces network traffic by more than a factor of 10% (the order of
magnitude depends on resolution, frame rate, and compression parameters).

Given that the CAN bus operates as a broadcast medium without built-in security
protocols, addressing network security and message integrity is paramount, particularly
when transmitting safety-critical data. In industrial environments, unprotected CAN frames
are vulnerable to message spoofing, frame injection, and replay attacks. To mitigate these
threats, the system architecture incorporates node authentication mechanisms, such as
Secure On-Board Communication (SecOC) or Hash-based Message Authentication Codes
(HMAC), appended to critical metadata payloads. This is especially vital when the CAN bus
is leveraged for functional safety functions, such as transmitting emergency stop (E-stop)
signals or monitoring hazardous operator zones. Ensuring data integrity and authenticating
edge node identities guarantees that emergency overrides cannot be maliciously
intercepted or altered, complying with industrial functional safety standards.

The proposed message structure allows transmitting only the information necessary
for further analysis without forwarding the video stream. This significantly reduces the
network load and ensures system scalability as the number of edge nodes increases.
Unlike transmitting the full video stream, the proposed approach involves transmitting
exclusively structured results of local processing, which reduces the volume of network
traffic by several orders of magnitude. As a result, the performance of the central cluster is
practically independent of the number of cameras, since the server analyzes only compact
object descriptions rather than primary images.

Level 2 — Data Processing Cluster and Anomaly Detection

For each tracked object, the reference trajectory is formed during the system
calibration stage under normal operating conditions. During calibration, the object's
coordinates are recorded over several cycles of normal production line operation. The
reference trajectory is generated by averaging the corresponding trajectories obtained
during these cycles and is used as a baseline model of normal object motion. The use of a
baseline model representing normal process behavior is consistent with the general
principles of statistical process monitoring [10].
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Anomaly detection is carried out by comparing the current coordinates of the object
with the corresponding reference values. For each frame i within a sliding time window of
duration 7, the instantaneous deviation d(t;) is computed as the Euclidean distance
between the actual coordinates (Xgctuais Yactuar) @nd the planned reference coordinates

(xplanneda Yplanned):

d(ti) = \/[(xplanned - xactual)z + (yplanned - Yactual)Z]-

The root mean square (RMS) deviation RMS(t) is evaluated over a sample of N =7 f,
measurements (where f'is the detection frame rate) within the sliding window z

RMS(t) =

The selection of the anomaly detection threshold RMS;j,-.sp, is grounded in statistical
process control principles [10]. During the system calibration phase under standard
operating conditions, the baseline distribution of the sliding RMS value is evaluated to
calculate its historical mean gy s and standard deviation ogy,s. The detection threshold is
then defined using the k-sigma statistical rule:

RMSipresn = Hrms + K * Orus,

where k is a tuning parameter (typically k € [3, 6]) that determines the system's sensitivity
trade-off. Increasing k lowers the False Positive Rate (FPR), preventing nuisance alerts
caused by minor vibration or lighting changes, but increases the risk of False Negatives
(FN). Conversely, a smaller k maximizes sensitivity to micro-deviations at the expense of
potential false alarms. The duration of the sliding window 7 (and corresponding sample
size N = 7 f ) acts as a low-pass filter: longer windows smooth out transient sensor noise,
whereas shorter windows ensure sub-second anomaly response times.

Exceeding the set RMS threshold (RMS(t) > RMS;ip esn) is interpreted as an
abnormal state of the object.

Simultaneously with processing the positional data, the cluster maintains a video ring
buffer that receives a parallel low-bitrate H.264 video stream. This approach minimizes
network bandwidth requirements while preserving the ability for subsequent visual
verification of events. If an anomaly is detected, the corresponding video fragment, defined
by the time interval from 2 s before the event to 3 s after it, is automatically extracted from
the ring buffer and associated with the incident record in the system. This ensures the
formation of an evidence base and simplifies the analysis of the causes of anomalies.

Level 3 — Operator Notification Subsystem

The third tier of the architecture implements operator decision-making support
functions and ensures interaction between the automated anomaly detection system and the
responsible person. The primary purpose of the subsystem is rapid notification of deviations
from the standard production operating mode, providing tools for visual verification of the
event, and storing information for subsequent analysis. Upon receiving a message from the
cluster about exceeding the root mean square (RMS) threshold, the subsystem automatically
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generates an incident natification. It includes the object identifier, object class, edge node
identifier, event time parameters, and the calculated RMS value. The message is transmitted
to the operator via a mobile application or another operational alerting channel.
Simultaneously with generating the notification, a video recording fragment covering the time
interval from two seconds before the anomaly detection moment to three seconds after it is
automatically extracted from the video ring buffer. Playing back the corresponding video
fragment at the operator station allows for a quick visual verification of the causes of the
deviation without reviewing the full video archive. All registered incidents are logged in the
event log along with the corresponding metadata, which ensures the possibility of subsequent
analysis, system operation auditing, and the accumulation of statistics on the occurrence of
anomalous situations. The final decision to confirm or dismiss the notification is made by the
operator, which complies with the Human-in-the-Loop principle and allows combining the
advantages of automated data processing with human expert evaluation. The operation
algorithm of the proposed system is shown in Fig. 2.

Edge Node (ESP32-P4) Data Processing Cluster

System started

Server receives
Camera captures frame coordinates & time from CAN
Microcontroller Server computes
receives frame RMS deviation
from reference trajectory

Frame processing l
via Al model

l RMS > threshold? N

anomaly?

Return coordinates
of target objects

l Yes

ESP32-P4 sends Server sends
coordinates & time via CAN alert to operator

|

Video replay

-2 s before / +3 s after event

|

Operator confirms
or dismisses alert

Fig. 2. Operation algorithm of the distributed industrial anomaly detection system
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RESULTS AND DISCUSSION

One of the key advantages of the proposed architecture is its ability to horizontally
scale without a significant increase in network load. In traditional centralized computer
vision systems, each additional camera generates a separate video stream of
approximately 50—200 Mbps (depending on resolution and codec), saturating the network
interface and cluster computing power even with a relatively small number of cameras [11].

To mitigate this, offloading detection to embedded microcontrollers running quantized
integer (INT8) models allows for deterministic metadata transport via industrial buses, which
aligns with recent methodologies on microcontroller neural network quantization [12] and
modern edge-assisted industrial analytics frameworks [13]. In the proposed architecture,
each additional node adds at most ~10 kbps of CAN metadata traffic (Table 2). The
computational load of the cluster grows only with the number of tracked objects, rather than
the number of camera pixels, since object detection is offloaded to the edge.

It should be emphasized that the quantitative performance indicators presented in this
study—specifically a local processing frame rate of up to 30 frames/s, power consumption
below 500 mW per node, reaction time under 1 s, and network traffic reduction exceeding
10° times — are analytical and theoretical estimates. These metrics are calculated based on
the technical specifications of the ESP32-P4 SoC (clock frequency, ISP performance, and
power envelope), the parameters of quantized INT8 model architectures (Table 1), and the
bandwidth requirements of standard 29-bit CAN 2.0B frames relative to raw video streams.

Anomaly detection in the proposed system is based on analyzing the deviation of the
object's current trajectory from the reference trajectory formed during the production
process calibration stage. The RMS deviation, calculated within a sliding time window, is
used as the evaluation criterion, which allows accounting for random coordinate
fluctuations without losing sensitivity to persistent deviations.

The RMS threshold value is determined based on statistical analysis of data obtained
during normal production operation. This approach allows adapting the system to the
specifics of a particular technological process and reducing the number of false positives.

Upon exceeding the established threshold, the cluster automatically generates a
message to the operator and initiates the playback of a video fragment from the ring buffer,
which provides the ability to quickly visually verify the cause of the anomaly.

The use of the Human-in-the-Loop principle makes it possible to combine automatic
anomaly detection with the operator's expert assessment. The automatically generated
video replay provides the necessary context for making a decision to confirm or dismiss
the notification. In addition to rapid response, the incident log can be used for subsequent
analysis of deviation causes and the accumulation of training data to improve computer
vision models.

Table 2. Comparison of theoretical/calculated characteristics of the centralized and
proposed edge computer vision architecture

Parameter Centralized CV Proposed (Edge Al)
Network traffic volume per 50-200 Mbps < 10 kbps (calculated
camera metadata)
Server scaling Linear with cameras Linear with objects
Detection/orocessing latenc 50-500 ms (network + < 33 ms (estimated locally
P 9 y GPU) at 30 FPS)
Edge node power _ (server-side) < 500 mW (per technical
consumption specs)
Video privacy Transmitted to the server Remains on the node
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The proposed approach is primarily advisable for modernizing existing production
lines equipped with previous-generation equipment that lacks built-in computer vision, self-
diagnostics, or intelligent state monitoring tools. In such production systems, the
implementation of a distributed architecture based on Edge Al allows realizing automatic
monitoring and anomaly detection functions without the need to completely replace
technological equipment.

While the analytical results validate the conceptual feasibility and architectural
efficiency of the system, practical validation on a physical testbed or experimental
production line constitutes a necessary next step of this research. Empirical testing will
allow for the evaluation of real-world interference on the CAN bus, actual model latency
under varying industrial illumination, and experimental verification of detection thresholds.

CONCLUSION

The paper proposes a three-tier architecture of a distributed industrial anomaly
detection system that combines edge data processing using Edge Al, centralized statistical
analysis, and an operator decision-making support subsystem. Unlike traditional
centralized computer vision systems, the proposed approach involves performing object
detection directly on edge nodes, which significantly reduces network traffic and increases
system scalability regardless of the number of installed cameras.

It is shown that the use of the CAN industrial bus ensures deterministic exchange of
structured metadata between edge nodes and the processing cluster, while the use of root
mean square deviation as a criterion for evaluating deviation from the reference trajectory
makes it possible to implement a computationally efficient real-time anomaly detection
algorithm.

The proposed operator notification subsystem ensures the automatic generation of
incident notifications, video fragment playback from the ring buffer, and event logging,
which implements the Human-in-the-Loop principle and combines automated analysis with
human expert evaluation.

A promising direction for further research is the experimental verification of the
proposed architecture on a real production testbed, the development of adaptive methods
for tuning anomaly detection thresholds, and the integration of federated learning
mechanisms to improve model accuracy without transmitting primary video data outside
the enterprise.
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PO3MOAINEHA CUCTEMA BUABINEHHA AHOMAIIA HA BUPOBHULTBI 3
BUKOPUCTAHHAM NEPU®EPIVHOIO LUTYYHOI O IHTEJNEKTY TA
KOMITKOTEPHOI'O 30PY

Onbea Wumyuwun', Kocmssemu MMidzopHuii’, Map’aH LWumyuwun?
"HauyioHanbHuli yHisepcumem «JIbgiecbka nonimexHikax,

gyrn. CmenanHa Bardepu 12, m. flbeis, 79013, YKPAIHA

2 [lbsiscbka gpinis NMBH3 «EeponeticbKkuti yHisepcumemy,

syn. Kywesuya 5, m. flbeie, 79019, YKPAIHA

AHOTALIA

Betyn. CyyacHi aBTOMatu3oBaHi BUPOGHMLTBA XapakTepusylTbCs BUCOKMM PiBHEM
poboTusauii Ta nparHeHHAM MiHiMi3yBaTh y4acTb NMIOAVHN Y BUKOHAHHI PYTUHHMX onepaLin.
BoaHouac noBHe yCyHeHHs onepaTopa € HenpunycTUMnM 3 ornsay Ha Bumoru 6esnekn Ta
HeOOXigHICTb NPUIAHATTS  pilleHb Yy pasi BWHUKHEHHS aHomani. BukopucTaHHs
LEeHTparnisoBaHNX CUCTEM KOMM'IOTEPHOro 30py MNpPU3BOAWUTL O 3HAYHOIO MEPEXEBOro
HaBaHTaXeHHs, Wwo obmexye ix macwTaboBaHicTb. OOHUM i3 MEePCneKTUBHUX Hanpsmis
BUPILLEHHS L€l Nnpobnemun € 3acTocyBaHHsA TEXHOMOTIT NepndEPINHOro UTYYHOTO iHTENEKTY
(M1, anrn. Edge Al).

MaTtepianu Ta meTtogn. 3anponoHOBAHO TPUPIBHEBY apXiTEKTYpy CUCTEMU BUSBIIEHHS
aHomanin. lNepwun piBeHb peanidoBaHo Ha 6a3i nepudepinHux By3nis ESP32-P4 i3
LUMPOBNMU Kamepamu, SKi BUKOHYIOTb NOKanbHe OeTeKTyBaHHs O6'ekTiB 3a 4ONOMOro
KBAHTOBaHMX MoZenen komn'toTepHoro 3opy. [Jo LeHTpanbHoro knactepa no wwuHi CAN
nepefarTbCa NULIe CTPYKTYpOBaHi MeTagaHi. Ha gpyromy piBHi 3[iMCHIOETbCS aHani3
TpaeKTopili pyxy Ha OCHOBI cepeaHbokBaapaTu4Horo BiaxuneHHs (CKB, aHrn. RMS — root
mean square). TpeTin piBeHb peanisye nigcucremy CroBilleHHs onepaTopa 3
aBTOMaTMYHUM (POPMYyBaHHAM BiA€OMOBTOPY NOAii.

Pe3ynbTaTtn Ta 06roBopeHHs. [lepeHeceHHss AeTeKkTyBaHHA 06'ekTiB Ha nepudepinHi
BY3MNM CYTTEBO 3MEHLUYE MEpEexXeBe HaBaHTaXeHHs Ta 3abe3neyye maclTaboBaHiCTb
CUCTEMW HE3anexHo Bif KinbkocTi kamep. BukopuctanHs ESP32-P4 nossonsie BUKOHyBaTh
06pobky BigeogaHux y pexumi peanbHoro 4vacy 3i weuakictio go 30 kagpis/c npu
eHeprocnoxuBaHHi MeHwe 500 mBT Ha By3on. AHania RMS 3abesnevyye BUSBNEHHSI
BiAXWNeHb Bif eTanoHHOI TpaekTopii MeHLW Hixk 3a 1 c¢. Micna dikcauii aHomanii onepaTtop
oTpumye push-cnosilleHHsA Ta BigeodparMeHT TpuBanicTio 5 ¢ AnA onepaTUBHOI OLiHKK
cuTyadil.

BucHoBkW. 3anponoHoBaHa apxiTekTypa AEeMOHCTPYE MOXNMBICTb NPaKTUYHOrO
BukopuctanHsa [MWI ans nobynoBu macwTaboBaHWX CUCTEM MOHITOPUHIY BUPOGHUYMX
npouecis. [NloegHaHHA NTOKanNbLHOro KOMM'IOTEPHOro 30pYy, Nepeaadi CTPYKTYpPOBaHMX AaHNX
no wuHi CAN Ta UeHTpani3oBaHOro CTaTUCTUYHOrO aHanidy 3abesnedye Ge3nepepBHUiA
KOHTPOIb TEXHOJOMNYHOrO NPOLECY, 3MEHLLYE MEPEXEBE HABaAHTaXEHHS Ta CKOPOYYE Yac
pearyBaHHsi Ha aHoManbHi nogii. lMoganbwi pocnimkeHHs OyayTe CNpsSMOBaHi Ha
aganTmBHe HanawTyBaHHs noporis CKB i BnpoBagxeHHs begepaTMBHOroO HaBYaHHSA
mozenen.

Knroyoei cnosa: nepudpepiriHi o6umcneHHs, komn'totepHuii 3ip, ESP32-P4, BusiBneHHs
aHomanin, wuHa CAN, npomucrioBa aBTomaTtm3adis
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ABSTRACT

Background. Industrial loT infrastructures require edge-based predictive maintenance
to prevent asset breakdowns. Traditional cloud monitoring suffers from bandwidth
saturation, high ingestion costs, and propagation latencies. This study shifts diagnostics to
the network edge using an ESP32 module to detect power consumption anomalies in real
time.

Materials and Methods. An autonomous edge computing framework was developed by
integrating a 32-bit dual-core ESP32 microcontroller with an INA219 precision power
monitoring circuit. To eliminate polling gaps during neural network inference, the firmware
architecture utilizes the FreeRTOS real-time scheduler to partition operations: Core 0
handles sensor sampling at 100 Hz, while Core 1 executes a multi-tiered machine learning
voting ensemble. The ensemble combines six parallel analytical pipelines categorized into
three layers: a 1-dimensional deep autoencoder fully quantized to signed 8-bit integers (int8)
for pointwise reconstruction-error tracking, alongside rolling 5-minute window aggregation
and differential tracking modules designed to evaluate signal statistical profiles, smoothness
metrics, coefficients of variation, and gradient shifts concurrently.

Results and Discussion. Hardware experiments on stepper motors, DC fans, and
resistive units validated fault sensitivity. The point-level autoencoder achieved a 100%
detection rate for abrupt short-circuits with a 42-second notification latency. Gradual
parametric drifts were tracked with 98% precision and 92% recall (F1-score: 0.95), filtering
out motor start-up spikes. Acute internal motor phase failures were isolated within 1.1
seconds. The local pipeline requires 47 ms per inference cycle, consumes under 0.3
W-h/day, and utilizes a 6.8 KB tensor arena inside static random-access memory (SRAM).

Conclusion. Shifting multi-tiered predictive analytics to resource-constrained
microcontrollers ensures complete processing autonomy, microsecond-level fault response
times, and robust network bandwidth conservation. The proposed edge Al framework
provides a highly viable, energy-efficient, and scalable solution for distributed industrial
predictive maintenance without cloud dependency.

Keywords: edge Al, anomaly detection, ESP32, INA219, energy consumption,
Tensorflow Lite.

INTRODUCTION

Modern industrial manufacturing, distributed utility networks, and automated cyber-
physical systems rely heavily on the continuous and error-free operation of edge actuators,
peripheral execution units, and localized embedded systems. Hardware degradation within
these heavy environments, such as bearings wearing out in fluid pumps, insulation
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breakdown in inductive motor coils, or sensor feedback loops short-circuiting, almost
always manifests early as microscopic shifts within the system's electrical power
consumption signature [1]. If left unmonitored, these small anomalies gradually lead to
systemic inefficiencies, increased power consumption overhead, and sudden catastrophic
machine breakdowns that incur significant financial losses.

Historically, predictive maintenance frameworks have been managed almost
exclusively through centralized, cloud-centric telemetry paradigms. Under these
conventional approaches, low-power edge data nodes act merely as passive forwarding
pipelines, continuously sampling voltage and current metrics at high frequencies and
streaming the raw signals across multiple network hops to remote enterprise cloud stacks
[2]. While this architecture provides significant flexibility in terms of computational scaling,
it introduces severe engineering boundaries when deployed in dense industrial
environments. The continuous streaming of raw telemetric waveforms leads to extreme
wide-area network bandwidth saturation, demands high data ingestion and processing
costs on the server side, and creates an absolute dependency on stable, uninterrupted
network connectivity. Furthermore, the inherent propagation delay associated with cloud
routing introduces unacceptably high latencies, which fundamentally prevent immediate,
localized safety overrides or automatic emergency shutdown sequences during critical
electrical faults.

Edge Al, often conceptualized as TinyML, redefines this architectural topology by
moving core execution diagnostics, neural network inference, and decision-making
workflows directly onto resource-constrained microcontrollers at the absolute hardware
periphery. Recent advancements in low-power silicon design, exemplified by the dual-core
Tensilica Xtensa architecture, provide the necessary hardware computational capabilities
to execute quantized deep learning algorithms locally at the source of data capture [3]. This
structural change entirely removes the need for continuous raw wide-area data streaming,
thereby minimizing network overhead and ensuring localized real-time execution [4]. This
paper presents a non-intrusive edge computing framework engineered for localized power
signature analysis. By combining an optimized eight-bit integer quantized deep
autoencoder with localized statistical windowing and gradient-tracking pipelines into a
unified ensemble voting structure, the proposed framework delivers high operational fault
sensitivity, strict noise rejection, and complete processing autonomy without relying on
external cloud infrastructure.

MATERIALS AND METHODS

Physical Layer and Data Acquisition Architecture

The hardware foundation of the developed diagnostic node centers around a 32-bit
dual-core Tensilica Xtensa LX6 ESP32 microcontroller operating at a clock frequency of
240 MHz. The microcontroller is connected via a hardware 12C bus to an INA219 power
monitoring integrated circuit. The INA219 is configured with a 12-bit analog-to-digital
converter (ADC) that samples both the bus voltage +26V range) and the differential voltage
across an onboard external precision shunt resistor.

To prevent polling gaps during computational machine learning inference cycles, the
software execution routine is split symmetrically across both processing cores using the
FreeRTOS real-time operating system scheduler:

e Core 0 (Data Loop): Dedicated exclusively to high-frequency sensor sampling at

100 Hz, applying moving average filters to reduce high-frequency electrical noise,
and maintaining a localized temporal buffer.

e Core 1 (Inference Loop): Manages the execution of the multi-tiered machine

learning ensemble, local evaluation logic, and event-driven MQTT telemetry [5].
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Core 0 samples at 100 Hz because that is close to the practical limit of the INA219
itself: each conversion takes about 532 ps, so faster sampling would mostly add 12C and
filtering overhead rather than new information. It is also fast enough to catch short transient
events like short-circuit onset, which show up well within tens of Hz, so 100 Hz leaves a
safe margin without wasting the ESP32's limited memory and CPU budget that Core 1 also
depends on.

To identify both immediate transient faults and long-term multi-week mechanical
degradation, data entering Core 1 is evaluated concurrently by six independent analytical
pipelines divided into three specialized operational layers.

The structural data flow and processing hierarchy within the embedded system are
illustrated in Fig. 1. To identify both immediate transient faults and long-term multi-week
mechanical degradation, data entering Core 1 is evaluated concurrently by six independent
analytical pipelines divided into three specialized operational layers.

Pointwise Analysis via TensorFlow Lite

This layer monitors instantaneous minute-by-minute execution profile deviations. Raw
consumption metrics are evaluated by a deep autoencoder model trained exclusively on a
stable baseline profile of the monitored asset. The neural network topology features five
layers: an input layer (1 dimension, tracking normalized instantaneous power values), an
encoder section composed of two dense layers with 32 and 8 nodes utilizing RelLU
activation functions, and a decoder section mirroring the encoder with a dense layer of 32
nodes leading to a single linear output node.

Training weights are fully quantized to signed 8-bit integers (int8) using post-training
quantization routines. For each incoming normalized scalar x(t), the model computes a

Hardware Layer

INA219 ESP32
Sensor Microcontroller

l

Minute-by-minute
Data Collection

Detection Laye/ l \

Pointwise
TFLite
Autoencoder

Aggregation
Module
(3 methods)

Differential
Module
(2 methods)

Ensemble
Decision Layer Voting

Strategy

MQTT
Alert

Fig. 1. Structural flowchart of the multi-tiered edge Al anomaly detection architecture
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reconstructed value £(t). The localized anomaly score is determined by the Mean Absolute
Error (MAE):

Lpoint(t) = [x(t) — 2(@)|. (1)

The pointwise anomaly trigger A, (t) € {0,1} evaluates as:

1' if Lpoint(t) > .upt + Zapt
0, otherwise ’

Apoint @ = { (2)

where u,, and o, represent the historical mean and standard deviation of the
reconstruction error compiled during baseline execution.

Five-Minute Aggregation Module

To filter out transient start-up surges, windowed analysis operates on a rolling five-point
historical vector W = {x;, x, ..., X5 }. This module executes three concurrent pipelines.

The five-minute window (five one-minute feature vectors) exists for the opposite
reason: gradual drift unfolds over days, not seconds, so a short window would be noisy and
trigger false alarms on ordinary load swings, while a much longer one would catch drift too
late to be useful. Five minutes is the point where normal fluctuations average out but a real
trend is still visible early.

Aggregation Autoencoder extracts three statistical features from the window matrix:

5
fi = mean(W) = %Z X, (3)
5 1/2
1
fo = stdW) = [gZ(xi—mZI . @

fy = mean) =[5 Y =Y i ) x| /[ Y 2= ()] i)z]. (5)

The vector f = [f1, f2, f5]7 is processed by a specialized structured autoencoder,
yielding a binary trigger Agyto agg-

Smoothness tracking evaluates high-frequency signal oscillations by calculating the
absolute second derivative over the window profile:

4
1
Sscore = § zlel — 2% + x;_4]. (6)
i=2

An anomaly state Agyo0en triggers if Sgcore > 0.5.
Stability Assessment tracks the coefficient of variation to catch erratic load shifts:

_stdW)  fy
Vscore = mean() (7)
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The anomaly state Agqpi; triggers if Viore > 0.3. The aggregate diagnostic state is
combined via a logical OR gate:

Aaggregation = Aauto_agg \ Asmooth \ Astabil (8)

Differential Analysis Module

This module focuses on high-frequency gradient changes to detect fast parametric
degradation. It runs two pipelines: gradient autoencoder and real-time gradient tracking.
The gradient autoencoder transforms the window W into four gradient features:

4

g1 = mean(WW1) = 3 ¥ Ity — ©
i=1

g, = mean(|V2W)), (10)

gz = var(VW), (11)

gs = Npc(VW), (12)

where N,. is the zero-crossing frequency of the first derivative. This feature vector
9 =91, 92,93, 941" is verified by a gradient autoencoder to produce trigger Agrad_ae-
Real-time gradient tracking directly tracks instantaneous slope thresholds against baseline
limits to generate trigger Agrqq rt-

The total differential output is mapped as:

Adifferential = Agrad_ae \ Agradrt- (1 3)

Ensemble Voting Optimization

To synthesize these separate analytical streams, the system applies a biased
ensemble voting structure that filters isolated measurement noise while remaining highly
sensitive to sustained operational shifts:

Awindow (t) = Aaggregation(w) \ Adifferential(w)r (14)
where point t € w [6]. The centralized ensemble decision is evaluated as:

Apoine(t) + Ay t
Aensemble(t) = poznt( ) 2 WmeW( ) = 0.5]. (15)

TensorFlow Lite Quantization and Memory Optimization
Deploying deep models to resource-constrained microcontrollers requires strict
memory optimization [7]. Post-training integer quantization maps continuous floating-point

weights wy € [ming, max;| onto signed 8-bit boundaries q € [—128,127] using scale
factor s and zero-point offset z:

maxy — minf

255 (10)

q = round (%) +z s=
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This compression shrinks the point-level autoencoder footprint to 2.4 KB, allowing
model execution within a 6.8 KB static tensor arena inside the ESP32 SRAM, preserving
over 78% of available chip memory spaces for the baseline networking stack [8].

RESULTS AND DISCUSSION

The practical verification and performance evaluation of the developed Edge Al
diagnostic architecture were conducted via hardware-in-the-loop experiments using an all-
embedded testbench setup [9]. The servo motor subsystem simulated highly non-linear,
multi-phase electrical power signatures characteristic of high-precision robotic positioners
or industrial automated assembly tracks, whereas the high-capacity resistive heating
element reproduced static thermal stabilization profiles regulated through localized pulse-
width modulation interfaces.

Experimental validation was conducted using controlled fault injection on the physical
testbench. Abrupt anomalies (short-circuit events) were simulated by deliberately short-
circuiting the monitored shunt path, producing an instantaneous, high-magnitude deviation
in the measured current signature. Gradual drift anomalies were simulated using an
accelerated degradation model, in which the baseline load profile was progressively
modified over the course of the experiment to emulate the cumulative effect of the target
~10%/week degradation rate within a compressed timeframe. Equipment fault conditions
(phase disturbances) were simulated via programmatic delay injection into the PWM
control signal, artificially shifting the driving waveform's phase relationship relative to the
expected reference. Power-quality anomalies were simulated as controlled voltage sags
applied to the monitored circuit. Each of the four fault scenarios was repeated across 50
independent trials to establish the performance statistics reported in Table 1. Baseline
(normal-operation) data was collected over a continuous 6-hour observation window at the
system's native 100 Hz sampling rate (=2.16 million raw samples), from which the
autoencoder's baseline reconstruction-error statistics (4, o) were derived.

The diagnostic performance of the edge module was evaluated by calculating
precision, recall, and F1-score matrices across simulated hardware state anomalies. The
consolidated statistical and temporal results of these laboratory benchmarks are
summarized in Table 1.

Alert Latency was measured as the elapsed time between the onset of the injected
fault condition (the timestamp at which the physical disturbance was applied to the
testbench) and the moment the ensemble trigger A, sempie(t) first evaluated to 1. This
interval therefore captures both the underlying signal propagation time and the algorithmic
detection delay introduced by each pipeline's evaluation window. The wide variation in
latency across fault types follows directly from each pipeline's operating principle: abrupt
anomalies are caught by the pointwise autoencoder within one or two 100 Hz sampling
cycles, while gradual drift is only detectable once the five-minute aggregation window
accumulates enough deviation to cross the statistical threshold, explaining the multi-day
latency reported for that scenario.

Table 1. Laboratory Anomaly Detection Results

Anomaly Type Precision Recall F1-Score  Alert Latency
Abrupt Surges (>50%) 1.00 1.00 1.00 4248 s
Gradual Drifts (~10%/week) 0.98 0.92 0.95 3.2+1.1 days
Equipment Malfunctions 0.99 0.97 0.98 1.1+0.3 s
Power Quality Issues 0.96 0.89 0.92 1547 s
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Reported performance intervals (denoted ) represent one standard deviation
computed across the 50 independent trials conducted per fault scenario, providing a
measure of variability in detection performance and latency under repeated fault injection.

For abrupt electrical surges, which were physically forced by introducing short-circuits
within the heating feedback loops to drive the element into a continuous maximum thermal
execution state, the point-level autoencoder achieved a flawless precision, recall, and F1-
score of 1.00. The system reliably isolated this critical operational fault and dispatched a
telemetry alert via the local MQTT interface within an average response latency of 42
seconds from the initialization of the fault. This sub-minute notification turnaround provides
sufficient time margins for automated safety interlocks to execute physical cut-offs before
structural thermal breakdown occurs.

The perfect precision and recall observed for the short-circuit scenario reflect the
nature of the fault signature rather than an artifact of evaluation: a direct short-circuit
produces a step change in current several orders of magnitude larger than the baseline
noise floor, placing it far outside the decision boundary of even a simple thresholding rule.
Such scores should therefore be interpreted as a property of easily separable fault classes
rather than evidence of general classifier robustness. This introduces a limitation of the
current evaluation: performance under fault conditions with lower signal-to-noise
separation (e.g., partial short circuits, intermittent contact faults) remains untested, and the
reported metrics should not be extrapolated to such cases without further validation. A
further source of potential systematic bias is that all faults were injected into a single
hardware testbench topology; variation in wiring impedance, sensor placement, or load
type across different physical installations could shift the effective detection threshold and
has not been characterized here.

For gradual parametric drifts designed to mimic long-term mechanical degradation,
bearing decay, or microstructural insulation aging at a rate of approximately 10% per week,
the combined processing of the window-based aggregation and differential modules
demonstrated high predictive robustness, maintaining a precision of 0.98 and a recall rate
of 0.92, resulting in a balanced F1-score of 0.95. The alert generation latency for these
multi-day degradation signals averaged 3.2 days, showing that the sliding window
algorithms correctly filter out transient current spikes from typical motor start-up phases
while remaining sensitive to slow drift patterns. Furthermore, acute internal mechanical
faults and rapid phase failures inside the servo motor control lines were identified with an
F1-score of 0.98 and a near-instantaneous latency of 1.1 seconds. General line power
quality instabilities and phase fluctuations were tracked with a precision of 0.96 and a recall
of 0.89 within a 15-second tracking window.

From an engineering resource perspective, the local execution of the entire machine
learning pipeline on the ESP32 microcontroller achieved an average inference execution
speed of 47 milliseconds per compute cycle, which comfortably fits within the designated
1-minute data quantization intervals. The system operates entirely within a restricted
memory footprint, requiring a static tensor arena allocation of only 6.8 KB of internal SRAM
space and using a model storage capacity of 2.4 KB within the microcontroller flash block.
The continuous operational energy consumption of the standalone node remained below
0.3 Wh/day.

To contextualize the reported detection performance, the proposed architecture is
compared against results reported in recent literature for related energy-monitoring
anomaly detection tasks. Static threshold-based fault detection methods, while
computationally trivial, have shown comparatively limited discriminative power in similar
domains, in one photovoltaic-system study, a static-threshold approach yielded an MCC of
only 0.637, with a dynamically adjusted threshold improving this to 0.736, still well below
the separability achieved by the reconstruction-error-based approach used here [10].
Statistical baselines such as SARIMA face similar limits under realistic noise conditions: in
a recent benchmark on industrial smart-meter data, a SARIMA model achieved the highest
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average F1-score of only 0.256 among statistical, isolation-forest, and LSTM-autoencoder
baselines, illustrating that classical statistical and unsupervised ML methods often struggle
to separate genuine equipment anomalies from ordinary operational variability without
domain-specific feature engineering [11]. By contrast, autoencoder-based reconstruction
methods, the same underlying principle used in the point-wise layer proposed here — have
demonstrated substantially stronger separability in comparable energy-monitoring
contexts; an LSTM-autoencoder applied to lighting-system energy anomaly detection
achieved an F1-score of 0.9565, outperforming a comparable Transformer-based model at
0.8125 [12]. This supports the architectural choice of an autoencoder-centered ensemble
over purely statistical or threshold-based alternatives, while also indicating that the near-
perfect scores reported in Table 1 are consistent with what reconstruction-based methods
can achieve on well-separated fault signatures, rather than being anomalous relative to the
field.

The reported system-level metrics illustrate the trade-offs inherent to the proposed
Edge Al architecture. The 47 ms per inference cycle and sub-0.3 Wh/day energy budget
were achieved in part through aggressive int8 quantization, which compresses the point-
level autoencoder to 2.4 KB and constrains the runtime tensor arena to 6.8 KB of SRAM,
a design choice that trades a small amount of representational precision for a substantial
reduction in memory footprint and per-cycle compute cost. This compression is what allows
the six-pipeline ensemble to execute within Core 1's budget without starving Core 0's 100
Hz sampling loop or the MQTT networking stack of resources. The resulting accuracy
figures in Table 1 should therefore be read as the performance achievable under this
specific resource envelope, rather than as an upper bound on what a less constrained (e.g.,
cloud-based, full-precision) implementation of the same ensemble could achieve; the
architecture explicitly prioritizes low latency and low power draw over the marginal accuracy
gains a heavier model might offer. A systematic ablation study, quantifying the individual
contribution of each of the six pipelines to overall ensemble performance, is left for a
dedicated follow-up study and is not addressed within the scope of the present work.

CONCLUSION

This study validates an autonomous ESP32 Edge Al module designed for real-time
anomaly tracking in distributed embedded systems. By integrating int8 quantized deep
autoencoders with localized statistical and gradient pipelines into a unified voting
ensemble, the system delivers high fault sensitivity while maintaining an energy footprint
below 0.3 Wh/day. This edge-centric approach eliminates the need for bandwidth-heavy
cloud streaming, resolving latency bottlenecks and ensuring complete data autonomy at
the source node. The architecture provides a highly scalable solution for predictive
maintenance in distributed industrial infrastructures and cyber-physical systems.
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PAHHE BUABJIEHHA AHOMAJIW Y CMTOXXWUBAHHI EHEPTIi 3A
AOMNOMOI Ol NEPUPEPIMHOIO LWUITYYHOIO IHTENEKTY

PomaH KopocmeHcbkul

Kagpedpa padioenekKmpoHHUX i KOMITIOMEPHUX cucmem,
JIbsiecbkuli HayioHanbHUl yHieepcumem iMeHi IeaHa ®paHka,
syn. [ipazomarosa, 50, Jlbeis, 79005, YKPAIHA

AHOTALIA

Bctyn. MNpomucnosi iHdpacTpykTypu IHTEpHeETY pedelt noTpebytoTb nepudepiiHnx
CUCTEM NPOrHO3HOro obcnyroByBaHHsA Anst 3anobiraHHsA aBapiiHUM 3ynuHkam obnagHaHHs.
TpaanUinHUn XMapHUA MOHITOPUHT BUKITUKAE NepeBaHTaXKeHHs kKaHanis 3B'A3Ky, Ma€ BUCOKY
BapTiCTb 30epiraHHa AaHuX Ta 3Ha4Hy 3aTpUMKY iX nepepadi. Lis pobota cnpamoBaHa Ha
nepeHeceHHs giarHocTukn 6esnocepeaHb0 Ha nepudepito Mepexi 3a A0NOMOro MOAyns
Ha 6asi MikpokoHTponepa ESP32 ans BUSABNEHHs1 aHOMani y CNOXWBAHHI eHeprii B
peanbHoOMy 4Yaci.

MaTepianu Ta MeToau. ABTOHOMHY apXiTekTypy nepudepinHux ob4ymcneHb
po3pobneHo wnsaxom iHTerpadii 32-6iTHoro ABosiaepHoOro MikpokoHTponepa ESP32 i3
NpeumnsifnHoO CXeMol MOHITOpUHry noTyxHocTi INA219. [Ona ycyHeHHs npomnyckis
onuTYBaHHA B rMpoueci poboTM HEMPOHHOI Mepexi apxitektypa BOyamosaHoro [13
BMKOPUCTOBYE NnaHyBarnbHWK peanbHoro 4Yacy FreeRTOS anga posnoainy onepadivi: 4po
Core 0 06pobnse Bnbipky gaHux ceHcopa Ha YactoTi 100 My, Toai sik sgpo Core 1 BUKOHYE
HaraTopiBHeBWI aHCaMbrb ronocyBaHHA MaLLUMHHOTO HaBYaHHA. AHCambrb NOEAHYE LWICTb
napanenbHUX aHaniTUMHUX KOHBEEPIB, PO3A4ifIEHMX Ha TPU LWapuW: OQHOBUMIPHUWIA rMMGOKMIA
aBTOKOZyBarnbHWK, MOBHICTIO KBAaHTOBaHU A0 8-6iTHMX uinux 4mcen 3i 3HakoM (int8) onsa
LLIOXBWUITMHHOTO BIiCTEXEHHS MOXMOKM PEKOHCTPYKLii, a TakoX Mogyni KOB3HOro 5-
XBWUIMMHHOTO BIKOHHOTO arperyBaHHs Ta AudepeHuianbHoro adanisy, npuaHadeHi ans
O[HOYACHOTO  OLjHIOBAHHA  CTATUCTUYHWMX MPOQINiB  CUrHanmy, MeTPUK TMagKocCTi,
KoediuieHTiB BapiaLii Ta 3CyBiB rpagieHTa.

PesynbTatn. AnapaTtHi €KCNepMMEHTM Ha KpPOKOBWX [ABWUryHax, BeHTunsTopax
MOCTIHOTO CTPYMy Ta PE3NCTUBHUX ereMeHTax NigTBEpAMIN BUCOKY YyTNMBICTb CUCTEMMU
0o 360iB. ToO4YKOBUIA KBaHTOBaHWUI aBTokoayBarnbHUK 3abe3neunB 100% piBeHb BUSBIEHHS
panToBMX KOPOTKMX 3aMuKaHb i3 3aTPUMKOK CcroBileHHs Yy 42 cekyHau. [locTynosi
napameTpuyHi apendu BigcTexyBanucst 3 TodHicTio 98% Ta noBHoTo 92% (F1-3HayYeHHs:
0,95) i3 ginbTpauieto nyckoBux cTpmbKiB ABUryHa. KpnTuyHi BHYTpIlLHI 3601 a3 aBuryHa
isontoBanucsa B mexax 1,1 cekyHan. JlokanbHui koHBeep noTpebye nuvwe 47 Mc Ha OauWH
umkn poboTu, cnoxmeae meHwe 0,3 BT-roa/aeHs i BUKOPUCTOBYE TEH30PHY apeHy PO3MipoMm
6,8 Kb BcepeauHi onepaTMBHOI Nam’'aTi.

BucHoBku. NepeHeceHHss 6araTopiBHEBO|I NPOrHO3HOIT aHaniTMKM Ha MIKPOKOHTponepu
3 obmexeHMMM pecypcamm 3abesneyvye NnoBHy aBTOHOMIKO 0OpPO6KM AaHMX, MiIKPOCEKYHLAHWUIA
yac pearyBaHHsi Ha 3007 Ta edekTvBHe 306epexeHHsI MPOMyCKHOI 30aTHOCTI Mepexi.
3anponoHoBaHa apxiTekTypa nepudepinHoro LI € xuntresgaTHoO, eHeproedeKkTUBHO Ta
MaclwTaboBaHO Ans PO3MNOAiNeHoro MNpoMMCioBOro obcnyroByBaHHS ©6e3  xmapHoi
3anexHoCTi.

Knrouyoei cnoea: nepudpepivinuin LI, BuaBneHHa aHomanin, ESP32, INA219,
cnoxuBaHHs eHeprii, Tensorflow Lite.
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ABSTRACT

Introduction. The article is devoted to the development of an access automation system
for a smart home based on a Raspberry Pi 4 single-board computer, ESP32
microcontrollers, a Raspberry Pi Camera Module V2, the YOLOv8 computer vision model
(for license plate recognition), and Radio-frequency identification (RFID). The relevance of
the study is determined by the need to enhance the security level of smart home systems
through the implementation of autonomous access control mechanisms. An analysis of
existing solutions and approaches in the field of automated access control and smart home
systems was conducted.

Materials and Methods. An architecture of a software and hardware access control
system is proposed, which integrates license plate recognition based on the YOLOv8 model
and the Tesseract OCR system, RFID authentication, and PIN-based access. MQTT
protocol is used for data exchange between system components, while monitoring and
control are implemented via a Python microframework Flask-based web interface.
Algorithms for automatic gate and door opening, event logging, and management of
authorized users and vehicle lists were developed. Experimental evaluation of the system
was conducted under static and dynamic conditions.

Results. As a result of the study, an access control system for a smart home supporting
Automatic number-plate recognition (ANPR), RFID, and PIN authentication technologies
was implemented. Experimental evaluation showed a license plate recognition accuracy of
94% in the intended static operating mode and 50% in the supplementary dynamic stress
test. The results obtained confirm the good functionality of the proposed architecture and its
applicability for automated access control in a smart home.

Conclusions. It has been established that the use of local data processing based on
Raspberry Pi ensures system autonomy and reduces dependence on external services. The
practical contribution of the work lies in the development of a low-cost, open, and locally
operated access control system integrating ANPR, RFID, and PIN-based authentication for
private residential use.

Keywords: smart home, access control system, Raspberry Pi 4, YOLOv8, MQTT,
ANPR.
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INTRODUCTION

The rapid development of the Internet of Things (loT), computer vision, and wireless
communication technologies has accelerated the adoption of smart home systems for
residential and commercial applications. Modern solutions provide lighting, climate, energy,
and appliance control while improving user comfort and resource efficiency. As automation
increases, secure and reliable access control becomes a critical requirement.

Most existing smart home systems rely on single-factor authentication, including RFID
cards, mobile applications, or PIN-based locks. In addition, many commercial solutions
depend on cloud services, introducing risks related to Internet connectivity, personal data
transmission, and cybersecurity. Vehicle access automation presents another challenge,
as most commercial Automatic Number Plate Recognition (ANPR) systems target
corporate or parking applications, making them costly and impractical for private
households.

Recent advances in computer vision, particularly YOLO-based models, enable real-
time object detection on edge devices, creating new opportunities for autonomous access
control. However, integrating ANPR, RFID authentication, and PIN-based access into a
unified, locally operating smart home system remains insufficiently explored.

Therefore, this work proposes an autonomous smart home access control system
combining computer vision, RFID authentication, and web-based management on cost-
effective Raspberry Pi and ESP32 platforms. To justify the proposed approach, existing
industrial solutions and recent research on smart home security and automated access
control were analyzed.

Ronghua Jiang [1] proposed a Raspberry Pi 4B-based smart home control system
integrating motion detection, environmental monitoring, and remote device control through
a Flask web interface. Although it uses the same hardware platform as the proposed
system, security aspects are only partially addressed.

Study [2] presents a remote keyless access system based on Physical Unclonable
Functions (PUFs), providing stronger resistance to key cloning and forgery than RFID or
password-based authentication at the cost of increased hardware complexity.

An loT-based smart home using NodeMCU (ESP8266) and Arduino is described in
[3]. Compared with the proposed Raspberry Pi 4 and ESP32 architecture, it offers lower
computational performance and focuses primarily on comfort functions rather than security.
Similarly, the system presented in [4] supports fire, gas, and motion detection but does not
implement access control or vehicle recognition.

Study [5] proposes a two-factor garage access system combining password
authentication and license plate recognition. However, the recognition algorithm is not
described, while password-based authentication reduces automation and may be
impractical when drivers cannot legally use mobile devices.

Commercial smart home platforms, including Google Home [6] and Xiaomi Mi Home
[7], provide surveillance cameras, smart locks, and security sensors but rely on cloud
services; Google Home additionally requires a paid subscription for video storage.

Industrial ANPR systems automate vehicle access by comparing recognized license
plates with predefined allowlists or blocklists. Hikvision solutions integrate cameras,
illumination, controllers, and barrier control while supporting event logging and integration
through Wiegand and HTTP API [8]. Milesight applies edge Al processing without a
dedicated server, supports local allowlists/blocklists of up to 100,000 entries, and integrates
through Wiegand, TCP/HTTP, MQTT, and ONVIF, achieving approximately 98%
recognition accuracy according to the manufacturer [9].

Ajax Systems can complement third-party ANPR cameras by providing automation,
notifications, and scenario execution, enabling coordinated interaction with other security
subsystems in residential environments [10]. A detailed comparison of the reviewed
solutions is presented in Table 1.
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Table 1. Comparative Analysis of Modern Access Control Systems

License Plate Local Cloud

coluier Recognition Processing Dependency gl
Hikvision Yes Partially Low Wiegand, HTTP
Milesight Yes Yes Low MQTT, ONVIF
Ajax No Yes Low Relay, scenarios
Proposed system Yes Yes None MQTT, Web

Industrial solutions represent the current baseline for automated vehicle access
control, whereas the proposed system emphasizes autonomous local operation on low-
cost hardware.

The analysis of scientific publications and industrial solutions shows that modern
smart home systems widely employ loT, computer vision, and wireless communication for
access control. However, most existing solutions either prioritize user comfort or implement
isolated security mechanisms, while autonomous systems combining license plate
recognition, RFID authentication, and local decision-making on low-cost hardware remain
insufficiently explored. This highlights the need for a Raspberry Pi- and ESP32-based
solution that operates independently of cloud services while improving security and
reducing implementation costs [11].

The aim of this study is to develop and evaluate an autonomous smart home access
control system based on Raspberry Pi 4, ESP32 microcontrollers, and computer vision,
providing user and vehicle identification, automatic control of actuating mechanisms, and
minimal dependence on external cloud services.

To achieve this aim, the following objectives were defined:

e analyze existing commercial and scientific smart home access control solutions;
justify the selected hardware and software platforms;
design the Raspberry Pi 4- and ESP32-based system architecture;
implement license plate recognition using YOLOv8 and OCR,;
implement multi-factor authentication based on RFID, PIN codes, and vehicle
recognition;

e develop a web interface for system administration and monitoring;

e experimentally evaluate recognition accuracy and system response time.

The object of the study is the processes of automated access control to smart home
facilities.

The subject of the study is the methods and software-hardware means for
implementing access control systems based on IoT technologies, computer vision, and
multi-factor authentication.

The practical contribution of this work lies in the development and experimental
evaluation of a low-cost, open, and locally operated smart home access control system that
integrates automatic number plate recognition, RFID, and PIN-based authentication on
Raspberry Pi 4 and ESP32 hardware. Rather than introducing a new recognition model or
authentication algorithm, the proposed system demonstrates practical architecture for
combining existing computer vision and loT technologies into a unified access control
solution suitable for private residential environments. The use of local processing, open-
source software, and commercially available low-cost hardware reduces dependence on
cloud services and expensive proprietary access control platforms, while providing
flexibility for further customization and integration with other smart home subsystems.
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MATERIALS AND METHODS

A more detailed consideration of different smart home operating modes related to
access control and security is provided. In this work, two main operational modes are
defined:

Vehicle entry to the territory: A camera continuously monitors incoming vehicles. The
captured images are transmitted to a central server, where a license plate recognition
algorithm (YOLOV8) is used to make a decision regarding gate opening. If the license plate
is identified as authorized, a control signal is sent to the gate actuator to open the barrier.

Building access: Entry to the building is controlled using a keypad lock and an RFID
reader. After entering a PIN code or scanning an RFID card, the information is verified by
an API server. If the password or card ID is authorized, the lock is opened.

After analyzing commercial smart home and security systems as well as scientific
publications, it was necessary to define a set of microcontrollers, sensors, cameras, and
actuators that would distinguish the proposed system in terms of quality, accessibility,
computational power, energy efficiency, and interoperability.

For descriptive purposes, the access control process can be represented using a
simplified binary classification model that structures the main decision-making stages of
the implemented system. Let X denote the input data (license plate image or RFID identifier
/ access code). The system makes a decision according to the rule:

_ (1, if X € D_allow
fX) = { 0, if X & D_allow’

where D_allow is the set of authorized identifiers (license plates, RFID cards, passwords).
In the case of computer vision usage, the function f(X) is implemented as a
composition:

fX) = glh(X)],

where: h(X) is the detection and recognition model (YOLOv8 + OCR); g[-] is the function
of comparison with the database.

Among the most commonly used microcontrollers in smart home systems are
ESP8266/ESP32, Arduino, Raspberry Pi, and STM32. ESP8266 and ESP32 are among
the most popular solutions in the smart home domain due to their low cost and built-in Wi-
Fi modules. Their low cost and ability to integrate with various sensors make them a
suitable choice for many projects [11].

Raspberry Piis a single-board computer that provides high performance and the ability
to run full operating systems. Raspberry Pi can function as a server for managing the entire
smart home system, support multimedia processing, or enable video surveillance. Its high
performance and wide range of connectivity options make it indispensable for complex
system development [12].

Considering that the proposed system must perform license plate recognition and data
analysis, this series of single-board computers was selected as the main processing unit
for the smart home access automation system.

The Raspberry Pi Camera Module V2 is an official camera module for Raspberry Pi
computers that enables high-resolution video recording and image capture. The module is
compatible with all Raspberry Pi models and connects via the CSI (Camera Serial
Interface), ensuring fast data transmission. It can be used for image recognition, video and
photo processing, and machine learning-based applications [13].

The ESP32 microcontroller is widely used in l1oT projects and energy-efficient portable
systems. It features low power consumption, high functionality, and built-in Wi-Fi and
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Bluetooth support. In addition, ESP32 provides a sufficient number of GPIO pins for
connecting sensors and actuators [11].

Motion sensors are commonly used for detecting human presence indoors or
outdoors. The HC-SR501 is one of the most widely used motion sensors based on infrared
technology (PIR, Passive Infrared). This sensor is passive, meaning it does not emit energy
itself but only detects changes in the surrounding infrared radiation [14].

The 4x4 Matrix Keypad [15] is a 16-button matrix keypad. Due to its compact size and
ease of use, it is an ideal choice for microcontroller-based projects.

The RFID-RC522 module [16] is widely used in access control systems. It supports a
simple communication protocol and can operate with most microcontrollers. The module
ensures stable data exchange and low power consumption. Its small size allows integration
into space-constrained systems.

The 28BYJ-48 [17] is a popular stepper motor commonly used for mechanisms
requiring precise rotation. It provides smooth and accurate movement of shutters or gates.
Its advantages include low cost and simple control via the ULN2003 driver [18], as well as
reliability for everyday automation tasks.

The SG90 is a widely used miniature servo motor often applied in small mechanical
systems. In this project, it is used for locking or unlocking the door mechanism. It offers
simple PWM-based control, reliable operation for low-load mechanisms (such as locks),
low cost, and low power consumption.

Another important element of the security system is door and window opening
sensors. These sensors detect the state of doors and windows, enabling automatic access
blocking and sending notifications about unauthorized entry. For this task, the CoVi
Security MC-21 Brown [19] sensor was selected due to its reliability, ease of installation,
and effectiveness in detecting unauthorized access.

The 2x16 LCD display [20] is a liquid crystal display capable of showing text in two
rows of 16 characters each. In this case, it is used together with the 4x4 Matrix Keypad.
The display visualizes system status information, Wi-Fi connection status, or MQTT
connectivity. Thanks to its compact size and low power consumption, the 2x16 LCD is well
suited for smart home integration. When using an 12C adapter, the display requires only
two ESP32 GPIO pins, leaving more resources available for other system components.
Thus, the selection of hardware components is based on low cost, reliability, ease of
integration, low power consumption, and high functionality of each component to ensure
efficient operation of the smart home system (Table 2).

In the vehicle entry zone, a Raspberry Pi Camera Module V2 is installed, which is
responsible for continuous monitoring of vehicles approaching the gate. The camera

Table 2. Main Components of the Proposed System

Component Purpose
Raspberry Pi 4 Central server
Raspberry Pi Camera V2 Image acquisition
ESP32 Local control
RFID RC522 User identification
4x4 Keypad PIN code input
SG90 Lock control
28BYJ-48 Gate control
HC-SR501 Motion detection
MC-21 Door monitoring / control
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transmits images to a central Raspberry Pi 4 server, where vehicle detection is performed
using the pretrained YOLOv8 Nano model (‘yolov8n.pt’), followed by license plate
localization using a separate pretrained YOLO-based detector
(license_plate_detector.pt’). Both models were used without additional training or fine-
tuning within this study. The Raspberry Pi 4 then utilizes Tesseract OCR [21] for character
recognition on the detected license plate region. If the vehicle is authorized for entry (i.e.,
its license plate is present in the database), the server sends a command to the ESP32
microcontroller, which controls the gate actuator and opens the gate. This integration
enables convenient access control without requiring additional actions from the owner.
Additionally, a manual push button is installed on the premises to open and close the gate,
enabling vehicle exit or allowing quick access for a vehicle whose license plate is not
registered in the database.

Fig. 1 illustrates the structural diagram of the smart home access automation and
control system.

Access to the building is controlled using an electronic lock with a keypad input or an
RFID reader, both connected to a single ESP32 microcontroller. The user can enter a PIN
code or use an RFID card, after which the ESP32 transmits the data to the Raspberry Pi,
where verification is performed by comparing the entered code or scanned card against a
database of authorized users. If the data matches, the Raspberry Pi sends an unlock signal
to the ESP32. A door opening sensor is also installed to monitor whether the entrance door
is properly closed. This system provides a high level of security, as data is verified in real
time, and unauthorized access attempts can be automatically logged and reported to the
owner via the web interface.

The user interacts with the smart home access automation and control system through
a convenient web interface accessible from any device. Through this interface, the user
can add, modify, or delete license plates for automatic gate opening, as well as update
access codes and RFID cards for building entry. The interface also allows viewing the event
log, including access attempts, sensor activity, and alarm signals.

The diagram shown in Fig. 2 illustrates the sequence of interaction between the user
and the system via the web interface, an API server (on Raspberry Pi 4), ESP32, and
actuators. It demonstrates the main automation scenarios.

Fig. 3 presents a functional diagram of the operation and connections between the
Raspberry Pi 4 and the Raspberry Pi Camera Module V2 for the license plate recognition
system.

Functional Diagram of the Gate Opening System. The gate opening system consists
of an ESP32 microcontroller, an ULN2003 driver, a 28BYJ-48 stepper motor, one push
button, and two LEDs (red and blue). The ESP32 receives an open/close command from
the Raspberry Pi 4 via Wi-Fi and generates control signals for the stepper motor driver,
which rotates the motor by 90 degrees. The LEDs are used to indicate the gate status. Fig.
4 presents the functional diagram of the operation and interconnections of the gate opening
system.

' ESP32 Electric !

. gate |

: Raspb4erry Pi (entrance to ¥ drive Button |

| the territory) (28BYJ-48) |

| ) A l [
| piliesiosiiosliosliuuliusiiuniuniuniunin
| |
| ; ESP32 L Door |
Raspberry Pi . Combination RFID Reader . |
| Camera V2 (input from [4— lock (RC522) opening Door lock |
| the street) sensor |
[

Fig.1. Structural Diagram of the Smart Home Access Automation and Control System
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Fig.2. UML sequence diagram of user interaction with the smart home access automation and control system
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Fig.3. Functional diagram of the connection of the License Plate Recognition System
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Fig.4. Functional diagram of the connection of the Gate Opening System

Functional Diagram of the Door Opening System. The door opening system consists
of an ESP32 microcontroller, a 4x4 matrix keypad, an RFID-RC522 module, a 2x16 LCD
display, an SG90 servo motor [22], and a CoVi Security MC-21 sensor. The user enters
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a password via the keypad or scans an RFID card; the ESP32 transmits this data to the
Raspberry Pi 4, where server-side verification is performed by checking whether the
password or card ID exists in the database of authorized users. If the credentials are
valid, the Raspberry Pi 4 sends an unlock command back to the ESP32 via Wi-Fi. The
ESP32 activates the servo motor, which rotates by 180 degrees to unlock the door. Fig. 5
presents the functional diagram of the operation and interconnections of the door opening
system.

4x4 matrix ¢4 EN ESP32 Dev | GPIO23
keyboard G—) GPIO36 Module GPI022
C2—N GPIO39 GPIO1L
ci——M GPI034 GPIO3 216 LCD
RA——) GPIO35 GPIO21 display
E; GPIO32 GPIO19
:’F’ GPIO33 GPIO18
R1 GPIO25 GPIOS5| RFID-RC522
GPIOZ26 GPIO17
GPIO27 GPIO16
GPIO14 GPIO4
GPIO12 GPIO2,
GPIO13 GPIO15
GND GND

VIN (5v) 3.3v

SG90

Covi Security
] MC-

(11
[[]]
i%éR

GND
+2V

Fig.5. Functional diagram of the connection of the Door Opening System

Let us consider in more detail the algorithms developed to ensure secure access to
the smart home, namely the license plate recognition algorithm and the door/gate control
system. The license plate recognition program performs image processing, identifies
vehicles and their license plates, and verifies whether the detected license plate exists in
the database. Fig. 6 illustrates the algorithm flowchart. The main stages of the program are
listed below.

e Image acquisition is performed by capturing a snapshot of the vehicle using the
libcamera-still command. The system then checks whether the operation was
successful and whether the corresponding image file exists. If the capture is
successful, the program proceeds to the next stage; otherwise, the process loop is
restarted.

¢ Vehicle detection is performed using the standard pretrained YOLOv8 Nano model
(yolov8n.pt), which automatically detects and localizes regions containing
vehicles. The model was used with its pretrained weights without additional training
or fine-tuning within the scope of this study. If no vehicles are detected, the
execution loop is restarted.

e License plate detection is then performed for each detected vehicle using a
separate pretrained YOLO-based model (license_plate_detector.pt). This
model was also used without additional training or fine-tuning on a custom regional
license plate dataset within this study. The detected license plate regions are saved
as separate images for further processing. The original source and training dataset
of the pretrained license_plate_detector.pt weights were not documented
during prototype development; therefore, no specific claims regarding its training-
set composition are made in this work.
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Fig.6. Flowchart of the License Plate Recognition System Algorithm

e License plate recognition is carried out by processing the localized regions using the
Tesseract OCR engine, which converts the textual image of the license plate into a
character-based representation, enabling extraction of the plate number for verification.

e Text filtering and correction are applied to the recognized text string to remove
recognition errors and normalize it into a standardized license plate format. Excess
characters are removed, and the resulting text is validated against predefined patterns.
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o Database verification is performed by comparing the recognized license plate with
a local SQLite database containing a list of authorized vehicles. If the plate is
approved, a command to open the gate is transmitted via MQTT.

e Logging is implemented by saving all recognized license plates into a text file
together with corresponding timestamps for event logging and further analysis.

e Cyclic execution ensures continuous operation of the system, where image
acquisition, vehicle detection, license plate recognition, and verification processes
are repeated every 3 seconds.

The program provides automatic gate control using MQTT commands or a physical
button, as well as automatic closing after a predefined time interval. It operates in a
continuous loop in which incoming commands are processed, and the gate state and its
movement are monitored.

One of the key characteristics of the access control system is the response time to the
appearance of a vehicle near the gate. The total access time is determined by the
cumulative time required for image acquisition, data processing using computer vision
techniques, license plate character recognition, database verification, and execution of the
control command. To evaluate system performance, the total access time can be
expressed as:

T{access] = T{Capture} + T{detect} + T{ocr} + T{verify} + T{actuator} (1)

where:
Ticapturey is image acquisition time from the camera;

Tigetecty is vehicle and license plate detection time using the YOLOv8 model;
Tiocry is license plate text recognition time using OCR methods;
Tierifyy is time required to validate the recognized plate in the local database;

Tiactuatory is time required to transmit the control command and activate the gate
mechanism.

This simplified representation is used as an explanatory tool to structure the main
components of the system response time and identify the stages that contribute most to
the overall delay.

During experimental studies, it was found that the average value of T,  .ss is 5-8
seconds. The largest portion of the total processing time is consumed by the license plate
detection stage and OCR recognition. The CPU load on the Raspberry Pi 4 during these
operations ranged from 60% to 85%.

Fig. 7 illustrates the flowchart of the gate control program.

e Connection to Wi-Fi and the MQTT broker is performed during the initialization
stage of the program, before processing any control commands. After establishing
the connection, the system subscribes to an MQTT topic where commands for
opening or closing the gate are received and processed.

e Command processing is performed for messages received via MQTT or as a result
of a button press, after which the current state of the gate (open or closed) is
checked to determine the next action.

e Gate opening is executed by calling the openGate() function, which, if the gate is
in a closed state, moves it to the open position with a rotation angle of 90°. At the
same time, the “open” indicator (blue LED) is activated, and an automatic closing
timer is started.

e Gate closing is performed by the closeGate() function, which, after the defined time
interval has elapsed, returns the gate from the open state to the initial closed
position (0°). The “closed” indicator (red LED) is activated, and the current state is
stored in the device memory (EEPROM).
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¢ Idle mode keeps the system in a ready state for receiving control commands via
MQTT or button input. If the gate remains open for more than one minute (default
setting), it is automatically closed.
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Fig.7. Flowchart of the Gate Opening System Algorithm

Another program provides automatic control of the door lock using a keypad, RFID
cards, and MQTT. It also includes status indication on a 2x16 display and supports
automatic door locking after a predefined time interval. Fig. 8 illustrates the flowchart of the
door control program algorithm.

e System initialization establishes the Wi-Fi and MQTT connections, tests the servo
motor, and displays “System: Ready” on the 2x16 LCD to indicate successful
startup.

¢ Input handling waits for keypad input or RFID card detection and initiates user
authentication.

¢ RFID authentication reads the card identifier, sends it to the server via MQTT, and
grants or denies access based on the response.
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Fig.8. Flowchart of the Door Opening System Algorithm

PIN authentication sends the entered access code to the server for verification and
unlocks the door if valid.

Door unlocking rotates the servo motor by 180°, displays “Access: Granted”, stores
the open state, and starts the automatic closing timer.

Door locking returns the servo motor to 0° after the preset interval (10 s) or when
triggered by the door sensor.

Status display provides feedback on authentication and access decisions,
including “Access: Denied” for invalid PINs or unauthorized RFID cards.

The main loop continuously processes user input and timer events, ensuring
autonomous system operation.
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Raspberry Pi OS x64 was selected for its hardware optimization, 64-bit support, and
compatibility with Python libraries. Thonny IDE was used to develop Python applications
for license plate recognition, OpenCV image processing, the Flask web interface, and
MQTT communication. Arduino IDE was used to develop software for the ESP32
distributed control nodes. The license plate recognition subsystem comprises vehicle
detection, license plate localization, OCR, and database verification modules.

The software implementation consists of functions for vehicle and license plate
detection, OCR-based character recognition, database verification, and RFID/PIN
authentication. The detect_cars_and_plates function performs vehicle detection using
YOLOv8 and invokes license plate localization and OCR processing. The
recognize plate_ text function preprocesses the detected plate region and applies
Tesseract OCR, while the RFID handling routine reads the card identifier and transmits
authentication or registration requests to the server via MQTT.

After license plate recognition, the is_plate_allowed function verifies the detected plate
against the database. If authorized, an “Open” command is published to the MQTT topic
“home/gate”, where the ESP32 controller executes the openGate function. The gate
remains open while the vehicle is detected and closes automatically via closeGate.

The ESP32 entrance controller reads the PIN code and RFID card ID using the
handleKeypadlnput and handleRFID functions and sends them to the API server. The
server verifies the data and returns “VALID” or “INVALID”. If authentication succeeds,
unlockDoor is executed, while the door sensor invokes lockDoor after the user enters.

The Flask-based API server coordinates communication between system devices and
the database via MQTT and HTTP, synchronizing system states and processing incoming
messages.

The web interface is a convenient tool for managing smart home systems, providing
users with access to system settings and monitoring through a browser. It is implemented
using the Flask framework and utilizes HTML templates to create a simple and user-friendly
graphical interface. Fig. 9 shows the appearance of the web interface.

Door Password
Current password: XXXX

New password:

Update Password

Cars
| License Plate | Owner Date Added
r BC3102PA Danya [ 2024-11-16 10:20:34

|
| BC387STE | SAAB |[2024-11-16 10:21:15

Add Car

License Plate:
Owner:
Add Car

Remove Car

License Plate:

Remove Car

Fig.9. Appearance of the Web Interface
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The web interface provides the following functions:

1. Door password update allows users to change the access code, which is stored in
the database and applied automatically.

2. Vehicle management enables adding and removing vehicles by specifying the
license plate and owner information. The database is updated and synchronized
with the access control module.

3. Notifications inform users about completed operations, including successful
password updates, vehicle additions, and system errors.

RESULTS AND DISCUSSION

The license plate recognition system was evaluated primarily under static operating
conditions, which corresponds to the intended deployment scenario of the proposed
residential access control system. In normal operation, a vehicle is expected to stop in front
of the gate before license plate recognition and access authorization are performed. An
additional dynamic test was conducted to evaluate the behavior of the prototype under
more challenging conditions involving a moving vehicle; this scenario was considered a
supplementary stress test rather than the intended operating mode of the system.

The experimental dataset consisted of 100 test cases divided equally between static
and dynamic conditions, with 50 cases in each group. The static tests were performed with
stationary vehicles, relatively stable illumination, and frontal license plate positioning.
Images of different vehicles were used, and the recognition results were recorded in the
system logs. The dynamic tests involved moving vehicles under variable lighting conditions
(glare from oncoming headlights and streetlights, glare from the sun, rain, etc.), at distances
of approximately 2—10 m and viewing angles of up to 30°. All 50 license plates used in the
dynamic experiment were unique.

Under the intended static operating conditions, 47 of the 50 test cases were recognized
correctly, corresponding to a recognition accuracy of 94%. The approximate 95% Wilson
confidence interval for this result is 83.8—97.9%. In the supplementary dynamic test, 25 of the
50 unique license plates were recognized correctly, corresponding to an accuracy of 50%
with an approximate 95% Wilson confidence interval of 36.6-63.4%. Across all 100 test
cases, 72 license plates were recognized correctly, resulting in an overall accuracy of 72%
with an approximate 95% Wilson confidence interval of 62.5-79.9%.

The lower accuracy observed in the dynamic experiment was mainly associated with
vehicle motion, variable viewing angles, insufficient nighttime illumination, and degraded
license plate visibility. Since the proposed residential access control system is intended to
perform recognition after the vehicle has stopped in front of the gate, the static result is
more representative of its intended practical operating conditions. The dynamic experiment
was included as an additional stress test to characterize the limitations of the prototype
outside its primary operating scenario.

The proposed system was evaluated using a Raspberry Pi 4, ESP32, Raspberry Pi
Camera Module V2, RC522 RFID reader, SG90 servo motor, and 28BYJ-48 stepper motor.
YOLOv8 was used for vehicle and license plate detection, while Tesseract OCR performed
character recognition. The evaluation covered recognition accuracy, response time, and
automatic gate and door control.

System response time comprised image acquisition, data processing, database
verification, and control action execution. The response-time evaluation was performed
using the same 100 test cases employed for the license plate recognition accuracy
assessment, including 50 static and 50 dynamic cases. For each test case, the response
time was measured from image acquisition to execution of the corresponding access
control action. The static subset represents the intended operating mode of the proposed
system, whereas the dynamic subset was included as a supplementary stress test.
Experimental results are presented in Table 3.

154 Electronics and Information Technologies ¢ 2026 ¢ Issue 35



Automated Access Control System for a Smart House ...

Table 3. The results of license plate recognition

Operating mode Number of tests Successful recognitions Accuracy
Static mode 50 47 94%
Dynamic mode 50 25 50%
Total 100 72 72%

The results in Table 3 should be interpreted with respect to the intended operating
scenario of the system. The proposed access control architecture is designed for static
license plate recognition, where a vehicle stops at the gate before authorization. Therefore,
the 94% accuracy obtained in the static tests is the primary performance indicator for the
intended application. The combined accuracy of 72% includes the supplementary dynamic
stress test and should not be interpreted as the expected recognition accuracy during
normal system operation.

The obtained results demonstrate that the system achieves high recognition accuracy
under static conditions when the vehicle is stationary. The reduction in accuracy in the
dynamic mode is explained by image blur, changes in the viewing angle, and limited
computational resources of the Raspberry Pi during real-time video processing.

The next step was the evaluation of the system’s timing characteristics. The measured
execution times of individual processing stages are presented in Table 4.

The analysis of the timing characteristics presented in Table 4 indicates that the main
factor affecting system performance is image processing using computer vision methods.
The combined time of license plate detection and OCR recognition accounts for more than
70% of the total access time. In contrast, the stages of database verification and actuator
control introduce only minor delays. This confirms the effectiveness of the chosen system
architecture and highlights directions for further optimization.

The results also show that the detection and OCR stages dominate the overall
processing time, with an average measured access time of approximately 6 s.

It should be noted that the average access time of approximately 6 s represents the
processing time from image acquisition to gate actuation. Since image acquisition is
performed cyclically every 3 s, an additional waiting time of up to 3 s may occur. Therefore,
the total response delay may reach approximately 9 s in the worst case.

CPU utilization, RAM consumption, and processor temperature were monitored during
normal operation of the ANPR subsystem while image acquisition, YOLOv8 detection,
OCR processing, database verification, and control functions were active. The original
prototype tests did not use a predefined long-term monitoring duration or a standardized
stress-testing protocol. Therefore, the values presented in Table 5 characterize the
computational load observed during the performed functional tests rather than long-term
worst-case resource consumption.

Table 4. Components of the system response time

Processing stage Average time, s
Frame capture 0.5
License plate detection (YOLOvV8) 2.8
OCR recognition 1.6
Database verification 0.2
Gate opening 0.9
Total access time 6
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Table 5. Raspberry Pi 4 resource utilization

Metrics Value
Average CPU load 63%
Maximum CPU load 85%
RAM usage 1.2GB
Average CPU temperature 58 °C
Number of active services 6

As shown in Fig. 10, the average CPU load was 63%, with a maximum observed value
of 85%. RAM usage was 1.2 GB, and the average processor temperature was 58 °C. These
measurements characterize resource utilization during the performed functional tests and
do not represent long-term worst-case operating conditions.

Number of active services = 6

Average CPU temperature
RAM usage

Maximum CPU load
Average CPU load

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Fig.10. Characteristics of CPU and memory usage of Raspberry Pi 4

RFID identification and PIN-based authentication were also functionally tested during
system operation. In the performed test attempts, the system produced the expected
authorization and rejection responses without observed false acceptances or false
rejections. However, the number of individual RFID and PIN authentication attempts was
not recorded separately during the original testing. Therefore, these results should be
interpreted as functional verification of the implemented authentication logic rather than as
a statistically validated 100% authentication accuracy.

A comparative analysis of the proposed solution and industrial systems is presented
in Table 6. It should be noted that the recognition accuracy reported by Milesight is based
on information provided by the manufacturer [9], whereas the accuracy of the proposed
system was obtained experimentally in this study. Therefore, these values should be
interpreted with caution because they were obtained under different test conditions and
evaluation protocols.

Table 6. Comparative analysis of the proposed system and industrial analogues

System Local_ ANPR REID Cloud ANPR recognition
processing dependency accuracy
Hikvision ANPR Partial Yes No Low Not specified
Milesight ANPR Yes Yes No Low ~98%*

Ajax + third-party Depends on third-party

Partial Yes Yes Medium

ANPR ANPR system
94% in intended static
Proposed system Yes Yes Yes None mode; 50% in dynamic

stress test
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Compared with industrial solutions, the proposed system provides local processing,
multi-factor authentication, and independence from cloud services using low-cost,
commercially available hardware. However, its ANPR performance should also be
considered when evaluating the system. Under the intended static operating conditions,
the proposed system achieved 94% recognition accuracy, while the supplementary
dynamic stress test resulted in 50%. Milesight reports approximately 98% recognition
accuracy according to the manufacturer [9]. These accuracy values are not directly
comparable because they were obtained using different datasets, operating conditions, and
evaluation protocols. Therefore, the main advantage of the proposed system is not superior
recognition performance, but its low-cost, open, customizable, and locally operated
architecture intended primarily for private residential applications.

The experimental results confirm the functionality of the proposed access control
system, which provides autonomous operation and supports multiple authentication
methods. The recognition accuracy achieved under the intended static operating conditions
demonstrates the applicability of the prototype to residential access control, while the
supplementary dynamic tests reveal its limitations under more challenging operating
conditions. Overall, the combination of local processing, low-cost hardware, and
independence from cloud services makes the proposed architecture suitable for private
households and small-scale infrastructure.

The implemented prototype has several security limitations that should be considered
when interpreting its suitability for real-world deployment. The RFID subsystem is based
on the MFRC522 reader, and card identification is performed using the RFID card UID.
This approach provides a simple and low-cost identification mechanism but should not be
regarded as cryptographically strong authentication, particularly when MIFARE Classic
cards are used. Such cards rely on the legacy Crypto1 mechanism and may be vulnerable
to cloning. Therefore, for security-critical deployments, the RFID subsystem should be
replaced or complemented with more secure card technologies and stronger authentication
mechanisms.

MQTT communication in the implemented system uses broker-level username and
password authentication on both the ESP32 nodes and the Raspberry Pi server. However,
the current implementation uses an unencrypted MQTT connection over the standard TCP
port 1883 and does not employ TLS. Consequently, MQTT credentials and control
messages may be exposed to interception or modification by an attacker with access to
the local network. A production version should therefore use TLS-protected MQTT
communication, certificate-based broker verification, stronger credentials, and topic-level
access control.

The RFID registration procedure also represents a potential security weakness.
During initial configuration, if no master card has yet been assigned, the first detected RFID
card is automatically registered as the master card, and its identifier is transmitted to the
server. The server verifies that no master card already exists but does not require an
additional administrator credential for the initial registration operation. Therefore, the
registration procedure should be protected by an additional authorization step, such as an
administrator PIN, an authenticated web interface, or a dedicated physical setup mode.

The gate controller includes partial resilience to power interruptions. Its open and
movement states are stored in EEPROM, allowing the controller to restore the previous
state and complete an interrupted movement after power is restored. A local control button
and automatic gate-closing logic are also implemented. However, the current architecture
does not provide a complete fail-safe/fail-secure policy for all components. In particular, the
ESP32 nodes use a blocking MQTT reconnection procedure, which may temporarily
prevent normal local processing while the broker or network is unavailable. Future versions
should implement non-blocking reconnection logic, explicitly defined fail-safe or fail-secure
behavior for each actuator, backup power for critical components, and local fallback control
that remains available independently of network connectivity.
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CONCLUSION

The developed system is an autonomous smart home access control solution based
on a Raspberry Pi 4, ESP32 microcontrollers, Raspberry Pi Camera Module V2, and
YOLOVS. It integrates automatic license plate recognition, RFID authentication, and PIN-
based access control into a unified hardware—software platform, enabling local decision-
making without continuous dependence on cloud services.

The proposed architecture combines vehicle recognition, gate and door control, a web
administration interface, MQTT communication, and a local database of authorized users
and vehicles. Simplified formal representations were used to structure the access control
logic and response-time analysis.

Experimental evaluation demonstrated 94% license plate recognition accuracy in
static conditions and approximately 50% in dynamic conditions, with an average access
time of about 6 s. Hardware resource measurements during the performed functional tests
indicated that the prototype operated within the observed CPU and memory utilization limits
of the Raspberry Pi 4.

The results confirm the feasibility of the proposed system for residential smart home
access control. Its main advantages are autonomous operation, multi-factor authentication,
independence from cloud infrastructure, and the use of low-cost, commercially available
hardware.

Future work will focus on improving recognition accuracy in dynamic conditions,
integrating advanced deep learning models for real-time video processing, implementing
biometric authentication, and extending integration with other smart home subsystems.
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2 Kaghedpa iHghopmauitiHux cucmem ma Mepex

gyn. Mumporionuma AHdpesi 5, JTbeie, 79016, YKPAIHA

AHOTALIA

Bctyn. CrtaTtTio npucBsYeHO po3poOrneHH cucTtemm aBTomartusauii goctyny Ao
po3ymHoro OyaAMHKY Ha OCHOBI ogHonnatHoro kKomn'lotepa Raspberry Pi 4,
mikpokoHTponepis ESP32, kamepu Raspberry Pi Camera Module V2, wmogeni
komn'totepHoro 3opy YOLOvV8 (ans posnisHaBaHHA HOMEPHMX 3HaKiB) Ta TeXHonorii
0e3KoHTaKTHOI pagiodacToTHOI igeHTudikadii (PYIl, anrn. Radio-frequency identification,
RFID). AkTyanbHIiCTb AOCRiMKeHHS 3ymoBrieHa notpeboto nigBuLLEHHS piBHA Gesneku
CUCTEM PO3YMHOrO OYAMHKY LUMSAXOM YNPOBa[KEHHA aBTOHOMHOIO KOHTPOMIO OOCTYmy.
lMpoaHani3oBaHO Cy4acHi pilleHHs W nigxoan y cdepi aBTOMaTU3OBAHOIO KOHTPOIIO
poctyny.

MaTtepianu Ta MeToau. 3anponoHOBaHO apXiTEKTypy MporpamHo-anapaTHOi cuctemm
KOHTPOMIO [OCTYMy, L0 MOEQHYE PO3Mi3HaBaHHS HOMEPHWX 3HAKiB HA OCHOBI Mogeni
YOLOV8 i cuctemn posnisHaBaHHA TekcTy Tesseract, PYl-aBTeHTudikauio Ta goctyn 3a
PIN-kogom. Aina o6miHy gaHumn BukopmctaHo npotokon MQTT, MOHITOPUHT i KepyBaHHS
peanizoBaHo 4Yepe3 BebiHTepdenc Ha ocHosi Python-mikpodperimBopky Flask.
PospobneHo anropyTmMu aBTOMAaTUYHOrO BIAKPMBaHHA BOPIT i ABEpPen, 3anucy MoAin,
KepyBaHHsi C1CKamy aBTOPM3OBaHMX KOPUCTyBaYiB i TpaHCNOPTHMX 3acobis. NMposegeHo
eKcrnepvMeHTarnbHe OLHIBaHHSA CUCTEMW Y CTATUYHUX | AUHAMIYHUX YMOBaX.

Pe3ynbTatn. PeanizoBaHO cuCTEMY KOHTPOMKO AOCTYMy A0 PO3YyMHOro OyauHKy 3
NiATPMMKOK aBTOMATMYHOIO pOo3Mni3HaBaHHA HOMepHWxX 3HakiB (APH3, aHrn. Automatic
Number Plate Recognition, ANPR), PYl ta PIN-aBTeHTudikauii. ToO4HiCTb po3ni3HaBaHHs
HOMEpHMX 3HaKiB cTaHoBuna 94 % y nepenbavyeHomy cTaTU4HOMY pexumi pobotu Ta 50 %
y AOAATKOBOMY AMHAaMIYHOMY cTpec-TecTi. Cuctema npuaHadeHa Ans BUKOPUCTaHHS nuie
y CTaTU4HMX YMOBaX, OCKIMbKM Kamepa BCTaAHOBMKETbCA HaBMpoTM BOPIT. OTpuMaHi
pesynbTaT MiATBEPAXKYIOTb Mpaue3faTHICTL  3anpornoHOBaHOI  apxiTekTypu Ta i
npuaaTHICTb AN aBTOMATU30BaHOMO KOHTPOSO AOCTYMY.

BucHoBkU. BurkopucTaHHs nokanbHOro onpaltioBaHHa fAaHux Ha 6a3i Raspberry Pi
3abe3neyye aBTOHOMHICTb CUCTEMW 1 3MEHLUYE 3anexHiCTb Big 30BHILLHIX CepBiciB.
MpakTnyHMin BHecoK poboTu nonsrae y po3pobneHHi Hegoporoi, BIAKPUTOI Ta NoOKanbHO
KEPOBaAHOI CUCTEMM KOHTPOIO Aoctyny, wo noegHye APH3, PYl ta PIN-aBTeHTMiKaLitO
ONS NPUBAaTHOMO XXMTIIOBOrO BUKOPUCTAHHS.

Knroyoei cnoea: posyMHuin O6yauHoK, KOHTponb goctyny, Raspberry Pi 4, YOLOVS,
MQTT, aBTOMaT4yHe po3nidHaBaHHA HOMEPHUX 3HaKIB.
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ABSTRACT

Background. Cloud-oriented Internet of Things (IoT) platforms integrate embedded
sensing/actuation devices, edge nodes, and cloud services. Within these distributed cyber-
physical architectures, cyber-attacks and operational faults frequently co-propagate,
critically degrading availability, data integrity, and physical safety. Achieving fault tolerance
and cyber resilience under severe embedded constraints remains a fundamental scientific
challenge.

Materials and Methods. This review targets device—edge—cloud deployments
constrained by limited energy, computational capacity, memory, and intermittent
connectivity. It consolidates systems engineering guidance from ISO/IEC 30141, NIST SP
800-160, ETSI EN 303 645, NISTIR 8259A, and secure update frameworks (e.g., SUIT and
TUF). We construct a joint taxonomy of attacks and failures, systematize resilience patterns
for identity, observability, and recovery, and integrate current research on sensor
degradation monitoring. The theoretical framework introduces formal mathematical metrics
for resilience loss, Markovian state transitions, and dynamic evidence budgeting.

Results. The review synthesizes a generalized cyber-resilience model in which fault
tolerance and cybersecurity are treated as a single adaptive observe-detect-decide-recover
loop. The model is derived from the reviewed literature and combines hierarchical
instrumentation, provenance-aware lifecycle control, evidence budgeting, risk-adaptive
attestation, and latency-aware edge orchestration. Key gaps identified include the lack of
unified metrics linking cybersecurity and dependability properties, fleet-scale attestation
challenges, and resource-aware detection on constrained microcontroller endpoints.

Conclusion. Fault-tolerant cyber-resilience should be considered as an adaptive
observe-detect-decide-recover control loop optimized for embedded resource bounds. The
review summarizes a literature-based analytical model that can serve as a basis for future
experimental validation of risk-adaptive remote attestation and locality-aware orchestration
in constrained loT environments.

Keywords: cyber resilience, fault tolerance, cloud-oriented 10T, edge computing, secure
updates, self-healing.

INTRODUCTION

Cloud-oriented Internet of Things (loT) platforms are increasingly deployed as complex,
large-scale distributed cyber-physical systems (CPS). These sophisticated architectures
systematically combine resource-constrained embedded devices, edge computing
gateways, and highly scalable cloud infrastructure for continuous telemetry ingestion, edge-
based analytics, and mission-critical remote actuation. Within such interconnected platforms,
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classical hardware dependability and modern cybersecurity are functionally inseparable.
Operational faults — such as network partitions, memory buffer overloads, or benign software
defects — inevitably create exploitation windows for malicious actors. Conversely, active
cyber-attacks, including credential abuse, malicious payload injections, and sensor data
poisoning, predominantly manifest as availability degradation, anomalous resource
consumption, and fundamentally unsafe control behavior [1].

The embedded layer imposes severe and uncompromising boundary conditions on
the overall system design. Microcontroller-class endpoints, such as the widely adopted
ESP32 (Tensilica Xtensa architecture) or STM32 (ARM Cortex-M series) architectures,
operate under strict energy budgets. They frequently rely on limited-capacity batteries or
intermittent energy harvesting mechanisms, possessing scarce compute capabilities (often
sub-100 MHz clock speeds) and minimal RAM allocations (typically under 512 KB).
Furthermore, these nodes are frequently deployed in harsh, inaccessible environmental
conditions that induce gradual, stochastic physical hardware degradation. Phenomena
such as sensor drift, signal noise amplification, thermal throttling, and connectivity
intermittency complicate the differentiation between a cyber-attack and a hardware failure.

These inherent physical and computational limitations heavily restrict the feasibility of
deploying complex, heuristic-based endpoint instrumentation (such as machine learning-
based intrusion detection systems) natively on the edge device. This necessitates the
adoption of hierarchical, multi-tiered architectures where edge and cloud tiers actively
facilitate the computational burden of anomaly detection, cryptographic verification, and
state recovery processes [2].

International standards and robust engineering frameworks provide foundational
guidelines for mitigating these distributed risks. ISO/IEC 30141 formalizes architectural
decomposition, defining strict interfaces across the loT domain [3]. Concurrently, ETSI EN
303 645 establishes baseline loT product security requirements, particularly concerning
hardware-backed identity management, secure boot sequences, and over-the-air (OTA)
update protocols [4]. From a holistic lifecycle perspective, NIST SP 800-160 advocates for
rigorous systems security engineering to verify trustworthy behavior continuously across
the operational lifespan of the CPS [5]. Furthermore, remote attestation methodologies
demonstrate how resource-rich verifiers can dynamically assess the cryptographic integrity
of a device's memory state, effectively outsourcing the verification burden from constrained
nodes to local edge gateways [6].

Despite this extensive standardization, existing literature predominantly lacks a cohe-
sive, end-to-end analytical synthesis capable of connecting device-edge-cloud
components into a unified fault-tolerant and cyber-resilient platform under embedded
constraints. Current works tend to evaluate network security, cryptographic overhead, and
hardware availability in isolation. However, operational resilience requires integrated
reasoning regarding the computational, communicational, and energetic costs of threat
detection, fault containment, and autonomous recovery, alongside their cascading physical
safety implications [7].

This review is motivated by the need for a neutral synthesis of fault-tolerance and
cyber-resilience methods applicable to cloud-oriented IoT platforms with heavily resource-
limited embedded devices. Its objective is to summarize existing approaches, compare
their applicability under energy and communication constraints, and formulate a
generalized literature-based model of system cyber-resilience that may be further
examined through experimental validation in device-edge-cloud environments.

MATERIALS AND METHODS

System model and state-space formalization
We conceptualize a three-tier operational platform (device—edge—cloud) featuring an
explicit logical separation between the control plane (managing device identity, access
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policies, configuration, and firmware updates) and the data plane (handling high-frequency
telemetry routing and actuation commands). This decoupling is architecturally critical:
control-plane incidents possess the potential to compromise entire fleets simultaneously
via malicious updates or revoked certificates, whereas data-plane faults typically manifest
as gradual, isolated signal quality degradation. This structural model aligns deeply with the
established loT reference architecture role decomposition [3].

Formally, the distributed system state at any continuous time t can be represented as
a multidimensional vector space

S(t) = (H@®), N (1), C(1)). (1)

Here, H (t) represents the physical hardware state (including instantaneous energy
reserves Ej,:(t) and sensor calibration drift parameters), NV'(t) defines the network
topology and dynamic connectivity matrices, and C(t) encapsulates the cyber state
(cryptographic identity validity, firmware hash integrity, and active access control
configuration).

Adverse events are mathematically represented by a joint set

Etotal = Ecyber U Efault' (2)

encompassing both intentional cyber-attacks and stochastic operational faults. Fault
tolerance is therefore interpreted as the systemic capability to maintain acceptable service
continuity and physical safety under E;,;; Via coordinated prevention, detection,
containment, recovery, and adaptation mechanisms. Correspondingly, cyber resilience is
defined as the system's capacity to sustain core mission objectives and execute
autonomous recovery sequences post-disruption, requiring explicit cryptographic and
physical verification of all self-healing actions within their cyber-physical context [5].

To model the device lifecycle under disruption, we employ a Continuous-Time Markov
Chain (CTMC) defining the finite state space of an IoT endpoint:

® = {Normal, Degraded, Compromised, Quarantined, Recovering}. (3)

The transition rate matrix A governs the probability of moving between these states based
on the injection of E;,;,; and the efficacy of the implemented detection algorithms (Py).

Evidence synthesis and hierarchical methodology

This review adopts a strict mechanism-oriented methodology. To systematically
evaluate proposed resilience practices while acknowledging severe embedded limitations,
every theoretical mechanism is analyzed along three primary dimensions:

1. Propagation paths and containment boundaries: Analyzing how an exploit or fault
originating at the microcontroller propagates through edge message brokers to
cloud data lakes.

2. Embedded feasibility constraints: Defining the strict mathematical upper bounds of
continuous monitoring, CPU cycles, and radio transmission capabilities available
for security overhead.

3. Cryptographic evidence artefacts: Identifying the specific logs, hashes, and nonces
necessary for the rigorous verification of automated decisions without requiring
human-in-the-loop intervention.

Operationally, the platform must treat these dimensions as configurable parameters

within an adaptive observe—detect—decide—recover control loop. This continuous feedback
mechanism ensures that monitoring intensity and recovery aggressiveness adapt
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dynamically to real-time risk levels and available energy resources. We further integrate
findings on digital twin modelling and edge orchestration (KubeEdge) as first-class inputs
to these distributed resilience decisions [8, 9]. Secure software lifecycle control and SBOM
vulnerability tracking are treated as complementary control-plane inputs [10, 11].

Formal metrics and cost-constraint inequalities

Rigorous evaluations of resilience mechanisms require foundational detection and
recovery metrics. The detection probability (P;) and false positive rate (FPR) are defined
classically based on True Positives (TP), False Negatives (FN), False Positives (FP), and
True Negatives (TN):

TP

- 4

Pa TP +FN’ “)
FPR = 1T

“FP+TN ()

System availability and global service continuity (S.,,:) are derived from the Mean
Time Between Failures (MTBF) and Mean Time To Recovery (MTTR):

o MTBF
cont = MTBF + MTTR’

(6)

However, for deeply embedded systems, executing detection algorithms or
transmitting cryptographic proofs must strictly adhere to embedded cost functions (C;¢y,)-
This encompasses absolute energy consumption (E,,,s in Joules), CPU utilisation time
(CPU,¢j; in milliseconds), and memory allocation (RAM,,;;; in Bytes). This is formulated as
a weighted constraint inequality that must be satisfied at all times ¢:

Cdev(t) = WeEcons(t) + WCCPUutil(t) + WmRAMutil(t) < Cmax' (7)

where w,, w,., and w,, are hardware-specific configuration weights and C,,;, is the
absolute physical limit of the microcontroller endpoint before brownout or hard fault occurs.
Comparative claims in future experimental work must report statistical uncertainty across
repeated trials and utilize action-aware evaluation paradigms that link detection latency
directly to the overall recovery impact [7]. A compact classification of representative events
across the device—edge—cloud continuum is summarized in Table 1.

Table 1. Compact event taxonomy for device—edge—cloud loT platforms

Layer Representative events Main risk Indicative controls
. Sensor drift; brownouts; Integrity loss; unsafe  Signal-quality indicators;
Device ) .
firmware defect actuation safe modes
Gateway overload; Latency spikes; data Rate limiting; isolation;
Edge 7 . ; .
compromise; buffer loss manipulation buffering
Cloud Update compromise; Fleet-wide compromise; Provenance; staged

IAM abuse; broker DoS cascading outages rollout; redundancy [14]
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RESULTS AND DISCUSSION

Generalized cyber-resilience model synthesized from the literature

Based on the reviewed standards and studies, cyber-resilience of a cloud-oriented loT
platform can be summarized as a layered control model that links the device, edge, and
cloud tiers through an observe-detect-decide-recover loop. At the device tier, the model
relies on minimal telemetry, firmware integrity evidence, energy-state reporting, and safe
local modes. At the edge tier, it aggregates evidence, performs correlation, controls traffic
containment, and executes attestation or recovery decisions. At the cloud tier, it supports
provenance tracking, update governance, SBOM-based vulnerability triage, long-term
analytics, and policy coordination.

This model should be understood as an analytical synthesis derived from the reviewed
literature, not as a fully validated experimental algorithm. Its main value is the integration
of cyber-resilience and fault-tolerance elements that are often considered separately:
resilience loss metrics, Markovian state transitions, evidence budgeting, remote attestation,
secure update mechanisms, and edge queuing constraints. The synthesized model can
therefore serve as a structured basis for future experimental verification rather than as a
standalone empirical result.

Threat and fault surfaces in device—edge—cloud architectures

To properly engineer resilience, the topology and attack vectors must be explicitly
defined.

As illustrated in Fig. 1, threat and fault surfaces within cloud-oriented loT platforms
can be categorically classified into four primary domains:

1. Endpoint compromise and physical device tampering (e.g., JTAG interface

extraction, malicious flash overwrites, targeted battery exhaustion attacks).
2. Protocol abuse and message broker overload (e.g., MQTT connection storms,
CoAP amplification).

3. Edge gateway compromise and container breakout (e.g., privilege escalation within
a Docker/containerd runtime at the edge).

4. Cloud control-plane attacks (e.g., update registry poisoning, Identity and Access
Management (IAM) credential theft).

Crucially, an identical observable surface may represent both a reliability deficit and a
severe security risk. For instance, a sudden spike in packet loss can obscure intentional
network-level data poisoning, while a benign firmware defect triggering cyclic hardware
watchdogs (reboots) may generate anomalous traffic patterns indistinguishable from a
distributed denial-of-service (DDoS) payload [1]. Because architectural boundaries define
how failures propagate [3, 5], practical resilience requires dynamic mathematical
propagation modelling. A compromised node inflating connection requests can rapidly
saturate an edge broker's memory pool, subsequently triggering unwarranted, costly cloud
autoscaling — a systemic positive feedback loop that must be severed through explicit
cross-tier evidence capture and rigid traffic containment rules.

Resilience patterns for identity, access control, and key lifecycle

In highly distributed architectures, identity and access control serve not merely as
preventive perimeters, but as primary, highly effective recovery primitives. Upon the
detection of anomalous behavior at the edge tier, rapid cryptographic key rotation and token
revocation can halt fault propagation laterally across the network before a definitive, time-
consuming root-cause analysis is completed. Standards strongly advocate against
universal, hard-coded credentials to ensure that fleet-wide containment and granular,
device-specific remediation remain computationally viable [4].

Managing the key lifecycle requires a delicate balance with embedded feasibility
constraints. Resource-constrained devices should avoid frequent heavyweight asymmetric
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Cloud Tier

DDoS / Connection Storm | Update Registry loT Hub / Message Broker
OTA Firmware Updates Telemetry / Control
Edge Tier
Feosesmecscscescccsssccanans,
. Sensor Drift / Hardware
Fault Edge Gateway 1 Edge Gateway 2

Local Routing

Embedded Device Tier

ESP32 Sensor Node STM32 Actuator Constrained End-Device

Fig. 1. Three-tier device—edge—cloud architecture illustrating the co-propagation of operational faults (e.g., sensor
drift, battery depletion) and cyber-attacks (e.g., firmware modification, protocol injection) across the
distributed continuum

cryptographic operations, while edge gateways can perform more complex identity
negotiation and verification tasks. Microcontrollers are therefore better suited to minimal
secure channels based on optimized symmetric cryptography, whereas event-driven
signing, attestation, and re-enrollment are reserved for updates, anomalies, or scheduled
audits. Cohort-based policies — grouping devices dynamically by operational criticality,
topological proximity, and OTA update phase — further refine identity-driven containment,
ensuring that critical recovery actions remain executable even under conditions of severe
partial connectivity loss [4, 5, 6].

Update-centric resilience: TUF, SUIT, and Uptane patterns

Firmware update infrastructure constitutes a central point of systemic risk due to its
unparalleled capacity to alter fleet-wide behavior simultaneously [12]. A robust design must
operate under the pessimistic assumption that the cloud update repository itself may
eventually be compromised by an Advanced Persistent Threat (APT). Frameworks such
as TUF (The Update Framework) pioneered a compromise-resilience philosophy by
demonstrating how cryptographically decoupled update authenticity, metadata signatures,
and timestamp roles strictly limit the blast radius of exposed cryptographic keys [13].

In highly constrained environments, SUIT (Software Updates for Internet of Things)
introduces compact binary metadata manifests (often CBOR-encoded) and explicit execution
rules [14]. This permits microcontrollers to independently verify update integrity, validate
dependencies, and assess local hardware conditions (such as ensuring sufficient battery
level and memory availability before installation) before committing potentially destructive
payloads to non-volatile flash memory. Uptane extends these principles directly into safety-
critical operational environments (like automotive CPS), detailing procedures for surviving
total repository infiltration [15]. Operationally, secure updates and fault tolerance exhibit deep
interdependencies. A flawed but benign update can induce fleet-wide outages strictly analo-
gous to a coordinated botnet attack. Consequently, OTA update rollouts must be orchestra-
ted as tightly controlled, observable mathematical experiments tied directly to measurable
telemetry stability indicators and cryptographically verified attestation logs [6, 13].
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Observability engineering and dynamic evidence budgeting

Attaining sufficient observability on constrained devices necessitates a strict triage of
telemetry signals due to the high energetic cost of continuous wireless transmission, which
may dominate the total energy budget of battery-powered loT nodes. Microcontrollers must
therefore aggregate a minimal, high-value evidence set, typically comprising periodic
heartbeats, firmware version hashes, energy state vectors, reboot counters, and statistical
signal-quality features (variance, skewness). Edge nodes subsequently enrich this sparse
data by appending queue latency metrics and executing cross-device temporal correlation,
while the cloud tier trains models on long-horizon trends [2, 9]. This adaptive allocation
mechanism is illustrated in Fig. 2, where evidence collection dynamically shifts between
baseline telemetry and anomaly-driven diagnostics under strict energy constraints.

Resource constraints met

v
Normal_Operation

v v

High_Telemetry_Frequency Low_Security_Logging

Suspicious Telemetry
¥
Anomaly_Detected Threat Resolved

Reallocate Evidence Budget

4
High_Resolution_Mode

v v

Low_Telemetry_Frequency High_Cryptographic_Logging

Compromise Verified
v

Quarantine

Fig. 2. Energy-aware evidence budgeting mechanism. The diagram demonstrates the dynamic reallocation of
transmission frequencies (F;) between baseline operational telemetry and high-resolution security
evidence upon anomaly detection, strictly bounded by the total energy allowance By,

To prevent the observability apparatus from inducing secondary physical failures
(such as rapid battery exhaustion via aggressive polling), telemetry collection must be
dynamically adaptive, functioning strictly within a mathematically defined computational
"evidence budget" (B,,;4)- Let c¢; represent the energy cost per transmission of data type i,
and f; its respective frequency. The system must continuously satisfy the linear inequality:
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Z ¢ fi < Bevia- (8)

ietasks

During normal, uninterrupted operation, security risks remain extremely low. However,
following a major firmware update or the immediate detection of an anomaly, the edge
orchestration policy dynamically reallocates weights to improve diagnostic accuracy, whilst
strictly adhering to overall hardware constraints [9].

Detection and decision: evidence fusion and safety constraints

Algorithmic detection in cyber-physical platforms must be explicitly action-aware. A
highly sensitive, low-threshold detection algorithm that triggers aggressive network
isolation under conditions of mere statistical uncertainty can inadvertently degrade overall
system resilience. This occurs by initiating unwarranted hardware reboots, network
quarantines, and subsequent energy drain during reconnection handshakes. Therefore,
detection efficacy must be quantified by its downstream impact on the system resilience
curve rather than isolated, theoretical statistical metrics such as the probability of detection
(P4) and false positive rate (FPR) [7].

To minimize diagnostic ambiguity and reduce false positives, decision engines should
implement rigorous evidence fusion. We propose a composite dynamic risk scoring formula
R(t) that synthesises real-time behavioural data-plane telemetry (denoted as Anomaly(t))
and historical cryptographic control-plane context (denoted as Trust(t)):

R(t) = a- (1 —Trust(t)) + B - Anomaly(t) + y - Degradation(t), (9)

where «, [, and y are tuning coefficients reflecting environmental severity, and
Degradation(t) captures the hardware wear (e.g., sensor drift). Furthermore, automated
recovery actions in classical IT systems (such as a hard reboot) may prove catastrophic in
a CPS if they unexpectedly disable critical physical actuators. Consequently, self-healing
algorithms must be bound by non-negotiable physical safety invariants, employing
mathematical hysteresis loops and mandatory cooldown intervals to prevent damaging
operational state oscillations [5, 7].

Edge orchestration and queuing latency implications

While edge orchestration platforms enable crucial localized processing during wide-
area cloud partitions, their internal computational scheduling policies critically impact
systemic resilience. Empirical evaluations of the KubeEdge framework indicate that routing
traffic between disparately located edge nodes severely degrades data throughput and
exponentially exacerbates response latency as inter-node physical distances increase [9].

We can model the edge message broker as an M/M/1 queuing system. If A is the
arrival rate of MQTT telemetry and u is the service rate of the edge node, the average

response time T is given by:
T=—— (10)

During an attack or a fault, the arrival rate A may increase significantly. If A approaches
U, the response time tends to infinity. These findings yield a vital resilience insight: pursuing
"high availability" purely through topological distribution (sending data to a backup edge
node) may prove illusory if the resulting network latency destabilizes local detection and
physical control loops. Delayed broker responses will instigate client reconnection storms,
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further amplify network load (1) and mutate a localized software fault into a cascading,
regional outage. Future research must, therefore, integrate joint orchestration-security
policies, where pod placement and workload migration are determined not solely by CPU
availability, but by the cryptographically attested trust state and the real-time risk scoring of
the target node [6, 9].

Remote attestation: taxonomy and recovery integration
Remote attestation (RA) mechanisms offer varying trade-offs regarding measurement
coverage, network scalability, and embedded resource expenditure. Rather than a singular
monolithic protocol, RA typically operates across three distinct operational modes within a
cloud-oriented platform [6]:
1. Rollout verification: Cryptographically validating the exact memory state
immediately following an OTA firmware update.
2. Anomaly response: Triggering an on-demand, deep memory measurement when
the edge gateway observes suspicious behavioral telemetry (i.e., when R(t)
exceeds a predefined threshold).
3. Periodic auditing: Executing low-frequency, randomized scheduled attestations to
maintain a mathematical baseline of fleet assurance.
The general workflow of remote attestation in a constrained IoT environment is
presented in Fig. 3.
RA yields maximum utility when directly coupled with the automated recovery loop.
For instance, a network-quarantined node may only resume telemetry transmission post-
attestation; similarly, rollback commands are only deemed successful once the restored

Edge Gateway loT Device
(Verifier) (Prover)

Send Attestation Challenge (Nonce)

Suspend non-critical tasks

Measure Memory Region (Hash)

Sign(Hash + Nonce)| using Secure Element

Return Cryptographic Proof

Verify Signature (& Integrity Hash

[Hash Matches Expected State]

Issue Access Token (Normal Operation)

[Hash Mismatch (Compromise
Detected)]

Revoke Keys & Isolate Network

Edge Gateway loT Device
(Verifier) (Prover)

Fig. 3. Remote Attestation workflow. The sequence diagram illustrates the cryptographic challenge-response
protocol between a resource-rich edge verifier and a constrained loT prover
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firmware hash is independently verified by the edge verifier. To conserve embedded
energy, RA execution frequency must scale dynamically with the device's assigned mission
criticality and its real-time anomaly score [6]. This adaptive attestation strategy enables a
balance between assurance and resource efficiency in large-scale loT deployments.

Supply-chain transparency and SBOM-guided recovery

Software Bill of Materials (SBOM) standards facilitate the precise, automated mapping
of publicly disclosed vulnerabilities to specific active device fleets in the field. Although
SBOM adoption across the software industry is accelerating, integration into continuous
operational loT environments remains a profound challenge due to device heterogeneity
[11, 16].

Within the loT context, SBOMs transition from static compliance documents to active,
dynamic resilience tools when integrated directly into the control-plane decision matrix.
Upon the disclosure of a critical Common Vulnerability and Exposure (CVE), an SBOM-
aware engine can execute an automated graph-based impact assessment, immediately
isolating affected cohorts and calculating the least disruptive remediation strategy (e.g.,
targeted memory patching versus temporary feature degradation). To function effectively
at scale, these dependency graphs must be immutably linked to cryptographically signed
device provenance records and live inventory registries [10, 11].

Digital twins and reproducible scenario suites

Digital twin methodologies provide indispensable, high-fidelity modelling environments
for evaluating complex, non-linear resilience policies at scale without jeopardizing physical
production systems [8]. In resilience engineering, digital twins are optimally utilized to
execute vast, parameterized scenario suites, precisely calibrating detection thresholds
(e.g., a, B, y weights) and recovery delays before physical firmware deployment.

To ensure strict scientific rigor, these experimental suites must encompass a wide
taxonomy of faults (e.g., precise network partitioning, memory starvation, sensor drift)
alongside adversarial actions (e.g., credential hijacking, update repository poisoning). By
structuring these scenarios through version-controlled injection scripts and explicit success
criteria, researchers can achieve a hybrid evaluation model: leveraging the cloud simulation
for vast statistical scaling, while utilizing the physical ESP32/STM32 testbed to capture
empirical energy boundaries and network latency constraints, thereby continuously refining
the fidelity of the digital twin [8].

Experimental protocol and resilience loss formalization

Establishing a rigorous mathematical and experimental protocol is foundational for
validating the proposed dissertation methodology. The physical testbed topology, baseline
firmware configurations, and multi-tier instrumentation strategies must be explicitly defined
before execution.

A standard experimental trial should comprise distinct temporal phases: steady-state
warm-up, precise fault/attack injection at time t,, systemic response/detection at t,,¢, and
verifiable recovery completed at t,... System performance is quantified not merely by
timestamps, but by calculating the explicit "Resilience Loss" integral (R;yss)- If Qtarger is
the targeted quality of service (e.g., 100% telemetry throughput) and Q(t) is the actual
measured quality over time, the total loss of the cyber-physical system is defined as:

trec
Rioss = f [Qtarget - Q(t)]dt' (11)
te

Minimizing R;,ss under the constraint Cgey < Ciax Can be treated as a candidate
optimization objective for future empirical studies. The temporal behavior of system

170 Electronics and Information Technologies * 2026 « Issue 35



Methods for Fault-Tolerant and Cyber-Resilient ...

degradation and recovery, including the definition of resilience loss, is illustrated in Fig. 4.
Given the inherent timing variability in wireless network stacks (e.g., Wi-Fi, LoRaWAN) and
edge orchestrators, robust evaluation requires 10 to 30 repetitions per policy configuration.
Results should be supported by 95% confidence intervals and non-parametric statistical
testing (e.g., Mann-Whitney U test) to validate the practical significance of reviewed or
derived self-healing policies against standard baseline configurations.

System Resilience Curve (Resilience Loss Integral)
100 4

90
80
70
60

50

Quality of Service (Q)

Steady State Injection Detection Recovery Restored
Time (t)
Fig. 4. System resilience curve showing service continuity degradation and recovery. The area above the dip

represents the "Resilience Loss" integral (R,ss), captured between the point of fault injection (t,.) and full
system recovery (t;qc)

Summary of open problems and dissertation-aligned research agenda

Significant research gaps remain in the scientific literature regarding the development
of unified resilience metrics that mathematically bridge cybersecurity (integrity,
confidentiality) and classical dependability (reliability, safety). Furthermore, the scaling of
risk-adaptive remote attestation and the execution of cryptographically verifiable firmware
rollbacks under severe intermittent connectivity require significant architectural refinement.

Future research directions include the development of unified resilience metrics,
reproducible fault and attack injection scenarios, risk-adaptive attestation strategies, and
ESP32/STM32-KubeEdge testbed configurations for empirical validation. Such validation
should determine whether the generalized model synthesized in this review can reduce
resilience loss while respecting the computational, memory, communication, and energy
constraints of the embedded domain.

CONCLUSIONS

This comprehensive review shows that fault tolerance in cloud-oriented IloT
architectures is closely linked to cyber-resilience, since adversarial attacks and stochastic
hardware faults can co-propagate across the distributed device, edge, and cloud
continuum. Attaining practical operational resilience requires a shift from static, perimeter-
based network defenses toward hierarchical evidence collection, update-centric lifecycle
control, and automated self-healing mechanisms that respect established boundaries for
embedded resource consumption (Cpax)-

We mathematically establish that remote attestation dramatically strengthens overall
system recovery by supplying immutable, cryptographic integrity evidence to algorithmic
decision engines [6]. Simultaneously, edge orchestration policies directly dictate the
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queuing latency (T) — and therefore the dynamic stability — of physical containment loops
[9]. Furthermore, integrating active SBOMSs and strict provenance tracking facilitates rapid,
fleet-scale vulnerability triaging, enabling significantly less disruptive remediation protocols
[10, 11]. The subsequent phase of this ongoing dissertation research will focus directly on
formalizing these risk-adaptive mathematical algorithms, minimizing the integral under
energy constraints, and empirically validating the framework within a heavily constrained,
multi-tier physical testbed.
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METOOM 3ABE3NEYEHHA BIAMOBOCTIMKOCTI TA KIBEPCTIMKOCTI
XMAPHO-OPIEHTOBAHUX NMITIAT®OPM IHTEPHETY PEYEN B YMOBAX
OBMEXEHb BEYJOBAHUX NMPUCTPOIB

Bonodumup Bolimoeuy Q% PomaH Jluc ©©
Kagpedpa ceHcopHOI ma HanigrnpogiOHUKOBOI eNTeKMPOHIKU,
JIbsiecbkull HayioHanbHUl yHieepcumem imeHi IeaHa ®paHka,
gyn. lenepana TapHascbkozo, 107, m. Jlbeis, 79017, YKPAIHA

AHOTALIA

Bctyn. XmapHo-opieHToBaHi nnatdopmMu IHTepHeTy pedven noeaHyloTb BOyOoBaHi
CEHCOpPHi N BWKOHaBYi MpUCTPOI, nepudepinHi By3nn Ta XMapHi cepsicu. Y Takux
apxiTekTypax kibep3arposu v ekcnnyaTtauiiiHi BiZMOBM MOXYTb NOLUMPIOBATUCS OAHOYACHO,
BHWXKYHOYM  OOCTYMHICTb, LiMICHICTb AaHux | isanyHy ©Gesneky. 3abe3neyeHHs
BiMOBOCTIKOCTi Ta KiGepCTiMKOCTi 3a YMOB OOMEXEHOro €HeprocrnoXuBaHHs, nam’sTi,
o6umcnoBanbHUX PEeCcypCiB i 3B’A3Ky 3anULLAETbLCS aKTyanbHOK HayKoBOK Npobnemoto.

Matepianu Ta metoau. Po3rnsHyTO apxiTekTypu Tuny «npuUCTpin—nepudepinHun
piBEHb—XMapHUI piBEHb» AN PeCYypCHO-0OMeXeHnx BOyOoBaHMX CUCTEM. Y3ararbHEHO
nigxoam CUCTEMHOI iHxXeHepii, BuknageHi B ISO/IEC 30141, NIST SP 800-160, ETSI EN 303
645, NISTIR 8259A, a Takox niaxoam Ao 6eaneyHoro oHoeneHHsa SUIT i TUF. MobygosaHo
TakCOHOMIlO aTak i BigMoB, cucTeMaTM3oBaHO LWAOMOHN 3abe3neyeHHst CTiKocTi ans
KepyBaHHS iAEHTUYHICTIO, MOHITOPUHIY CTaHy Ta BiQHOBMEHHs npaue3faTHoOCTi 3
ypaxyBaHHAM ferpajauii ceHcopiB. TeopeTuU4Ha 4YacTvHa OXOMMIE MEeTpUKM BTpaTu
CTINKOCTi, MapKOBCbKi MOAerni NnepexodiB CTaHiB i po3noain pecypciB Ans nepesipku AoKasiB
nosipw.
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Volodymyr Voitovych & Roman Lys

PesynbTaTtu. NokasaHo, WO npakTnyHa KibepcTinkicTb 3abe3nevyeTbca NoeaHaHHAM
6araTopiBHEBOro MOHITOPWHIY, KOHTPOIIO XUTTEBOIO LMKIY KOMMOHEHTIB 3 ypaxyBaHHAM
IXHBOFO MOXOMKEHHS Ta MeXaHi3MiB CaMOBIAHOBIEHHSA, SKi AiloTb 3a BU3HAYEHUMU
noniTukamu 1 nepesipsalTb iHBapiaHTK 6e3nekn. MaTtematuyHa chopmanisauis 3acsiguyye,
WO NiABULLLEHHS OOCTYNHOCTI nule TOMOMOMYHUM PO3MNOAINEHHSIM pecypciB  MOXxe
MOpYyLLUYBaTU KOHTYPU CTPUMYBaHHA Yepe3 3aTpuMKM 4Yepr Ha nepudepiiHomy piBHI.
BusBneHo nporanvHu: Hectady YHidpikoBaHUX MeTpuk kibepbesnekn ©n HaginHOCTI,
CKIMafHiCTb aTecTauii NpUCTPOiB Ta obMmexeHe BUSIBMEHHS 3arpo3 Yy MiKPOKOHTPONEPHMX
By3rax.

BucHoBKN. BigMOBOCTINKICTb i KiBepCTilKiCTb AOUINbHO po3rnsgaTh Sk aganTUBHUNA
LMK «CMOCTEPEXEHHA—BUABMNEHHA—NPUNHATTS pPilleHb—BIOHOBMEHHS», ONTUMI30BaHMI 3
ypaxyBaHHsaM obmexeHb BOyaoBaHuX cuctem. PoboTta dpopmye 0CHOBY ANS AOCHIAXKEHHS
pu3vK-aganTMBHOI BigAaneHoi aTecTauii Ta NoKanbHO-OpiEHTOBAHOI OpKecTpauii B
cepeposuwi ESP32/STM32-KubeEdge—AWS/Azure.

Knro4oei cnoea: kiGepcCTinkiCTb, BiAMOBOCTIVKICTb, XMapHO-OPIEHTOBAHUW |HTepHeT
peyen, nepudepirHi 064ncrneHHs, 6e3neyHi OHOBMEHHS, CAaMOBIOHOBIEHHS.
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ABSTRACT

Background. The integration of sensors, in particular electronic nose technology, into
mobile platforms is a fundamental element in the development of modern robotics and
autonomous intelligent systems. This combination opens up new possibilities for
automated air quality monitoring, detection of pollution sources, and the execution of
rescue operations in hazardous conditions. An important aspect in this context is the use
of artificial intelligence and machine learning algorithms to analyze sensor data and predict
environmental changes. Consequently, particular attention was focused on implementing
the microcontroller architecture of the intelligent sensor system.

Materials and methods. The developed mobile sensor platform architecture
comprises a graphene FET-based sensor module, an impedance analyzer module, and a
control module based on the ESP32 microcontroller. Normalized graphene channel
resistance profiles and normalized gate resistance measured in atmospheres of acetone,
ammonia, ethanol, and toluene vapor were used to develop a neural network-based
machine learning model and test the intelligent sensor system.

Results. The developed model provided 90.9 % sensor data classification accuracy.
The weighted average values for Precision, Recall, and F1-score are 0.94, 0.91, and 0.92,
respectively, confirming the high quality of the classification and the model balance across
the different classes of the target gases. The machine learning model deployed on the
ESP32 microcontroller uses about 26% of flash memory and 6% of RAM for target gas
recognition. The gas identification time, which does not exceed 1 ms, is small enough for
the real-time intelligent sensor system.

Conclusions. The distributed architecture for the mobile sensor system based on the
ESP32 microcontroller, combining control, sensor data measurement and acquisition, and
data analysis functions, was proposed. It is demonstrated that the developed machine
learning model provides high accuracy of target gas identification. The obtained results
confirm the feasibility of implementing the proposed solutions on real-time platforms with
limited computing resources.

Keywords: Graphene field-effect transistor, sensor platform, measuring system,
microcontroller, machine learning model, gas recognition.
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INTRODUCTION

Mobile robotic platforms represent a significant step toward operational efficiency
and autonomy in various industries, the security sector, logistics, agriculture, and
everyday life [1-3]. Central to this evolution is the integration of robotics, sensor systems,
and artificial intelligence technologies, which are set to enhance robot adaptability to
changing operating conditions and to ensure informed decision-making. Increasing
demands for robot autonomy necessitate the use of a wide range of sensors to gather
reliable information about the surrounding environment, enabling the localization and
navigation of mobile platforms, as well as the real-time execution of specialized tasks. As
robotic platforms perform increasingly complex tasks, their ability to understand their
environment becomes crucial [4].

Sensor integration is a fundamental element of Industry 4.0, IoT, and unmanned
technology development. In modern technological systems, mobile robots are part of a
unified information space, exchanging data with other devices and information systems.
An important aspect in this context is the implementation of multisensor data fusion
methods, which enable the processing of information from various sources and the
creation of a comprehensive picture of the environment [5, 6]. The use of artificial
intelligence and machine learning algorithms makes it possible not only to analyze vast
amounts of sensor data but also to predict changes in the state of objects or the
environment. As a result, navigation reliability and operational robustness of mobile
robots under conditions of uncertainty are increased.

The integration of electronic nose (e-nose) technology into mobile robotic platforms
is of particular scientific and practical interest. The e-nose refers to an intelligent sensor
system consisting of an array of gas sensors and pattern recognition algorithms for
analyzing volatile organic compounds and gas mixtures [7-9]. Combining this technology
with mobile robots opens up new possibilities for automated gas leak detection, air quality
monitoring, pollution source localization, process diagnostics, and rescue operations in
hazardous environments. At the same time, the platform mobility enables spatial mapping
of gas concentrations and increases the informational value of the obtained data.

The combined analysis of data from different sensors, which form a unique
multidimensional profile of the gaseous environment, is the basis of artificial olfaction.
Recognition accuracy depends heavily on sensor stability, as drift in the characteristics of
a large number of sensors creates a complex dependence of response on operating
conditions [10]. The use of monosensor e-nose technology, on the one hand, simplifies
the sensor system and reduces power consumption — factors important for mobile
platforms and IoT — and on the other hand, increases the efficiency of gas identification
over a long period of time. However, typical monosensor gas analyzers require additional
thermal or ultrasonic influence on the sensing element [11, 12], which complicates the
sensor system structure.

A promising solution to this problem could be the implementation of sensors based
on the field-effect in graphene. The high sensitivity of graphene conductivity to local
changes in the electric field induced by adsorbed gas molecules offers great potential for
graphene-based materials in gas detection. Target gases are identified by analyzing the
conductivity profiles of graphene field-effect transistors (FETs) measured in the studied
environment using machine learning methods [13, 14]. Unlike thermal and ultrasonic
effects on the sensor, measuring the dependence of the graphene FET channel
resistance on the gate voltage is a relatively simple task using microprocessor technology
[15]. This approach enables the integration of graphene sensors into microelectronic
technology and the implementation of a portable gas analyzer based on a microcontroller-
based measurement system architecture that meets the requirements of the loT
paradigm. Therefore, the work focused on investigating the feasibility of integrating
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graphene FET-based e-nose technology into mobile microcontroller platforms and on
developing tiny machine learning models capable of reliably identifying target gases.

MATERIALS AND METHODS

Sensor platform architecture

The developed mobile sensor platform architecture is a highly integrated system
based on the ESP32 microcontroller (DD3), comprising a sensor module, an impedance
analyzer module, and a control module (Fig.1). The sensor module contains, as a
sensing element, a FET based on a reduced graphene oxide (RGO) film deposited on the
surface of porous silicon (PS) on a silicon substrate [14], as well as an analog interface.
To obtain conductivity profiles of the graphene FET that are independent of the polarity of
the voltage between the source and drain, the capability for AC measurements was
provided.

The impedance analyzer module enables the software-controlled generation of a
harmonic probe voltage V,, within a specified frequency range and with a set
quantization step by the AD5933 impedance meter integrated circuit (DD2) from Analog
Devices, as well as real-time impedance measurement using the Discrete Fourier
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Fig. 1. Block diagram of a mobile sensor platform based on the ESP32 microcontroller
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Transform [16]. According to the datasheet, the AD5933 can measure impedance in the
1-100 kHz range without any external components. The lower limit of the frequency
range can be decreased using an external clock generator. The probe voltage induces a
current through the graphene FET channel, the magnitude of which depends on both the
gate voltage V; and the gas type and concentration. The conversion of the measured
information into a voltage Vi, is implemented using an analog interface based on
operational amplifiers A1 and A2. The real and imaginary parts of the impedance are
determined by the discrete Fourier transform processor integrated into the AD5933
impedance meter chip for each gate voltage value within the programmed range at a
specified frequency. The resulting internal resistance profiles of the graphene FET
channel are stored in non-volatile memory.

Software control of the external clock generator Si5152A (DD1) and the frequency
generator integrated into the DD2 chip is performed by an ESP32 microcontroller via the
I2C serial data bus. In addition to initializing the input registers and reading the output
registers of the AD5933 impedance meter chip, the ESP32-based control module controls
the FET gate voltage and the mobile platform motors, implements machine learning
models, and transmits the video stream and control signals using an external RF
transceiver NRF24L01P+. Installing the external transceiver enables motion control and
video monitoring over greater distances (up to 100 m with the built-in antenna and 1 km in
open space with an external antenna).

Drivers in the chips DD4 and DD5 of the A3967 type from Allegro MicroSystems Inc.
are used to control the stepper motors of the mobile platform. Each microchip
incorporates a ready-made electronic module for stepper motor control. A distinctive
feature of the control scheme implementation is the use of an integrated translator that
autonomously generates complex phase sequences for current in microstepping mode,
while receiving only two logic pulse signals (step and direction) from the ESP32
microcontroller. This implementation of stepper motor control significantly reduces the
load on the processor's computing resources. The translator A3967 automatically
determines the current motion phase and switches the internal circuitry (H-bridges) to the
next microstep. To control a standard bipolar stepper motor, two independent H-bridges
in each driver are used, the current of which is regulated by a pulse-width modulated
control circuit.

Data preparation

Experimental data measured in atmospheres of acetone, ammonia, ethanol, and
toluene vapor within the 0—10 % concentration range were used to test the intelligent sen-
sor system. The measured dataset consisted of the dependencies of the RGO-PS-Si-
based FET resistance on the gate voltage for various concentrations of the target gases.
Fig. 2 illustrates the normalized resistance profiles of the RGO channel in the absence of
target gases and in an atmosphere of acetone, ammonia, ethanol, and toluene.

Since the initial measurements form an irregular grid of gas concentration and gate-
voltage values, their direct application in machine learning tasks is complicated by the
lack of a consistent structure of input space. Therefore, multidimensional interpolation
was applied to the experimental data to form a uniformly sampled feature space. In
addition, the normalized resistance value of the sandwich structure — determined based
on the gate leakage current for the corresponding target gas concentration — was added
to the feature vector. The t-SNE dimensionality reduction method [17] was used to
visualize the feature space (Fig. 3).

As a result, a unified labeled dataset containing consistent values for gas
concentration, gate voltage, and the corresponding electrical characteristics of the sensor
element was formed, enabling its direct application in classification algorithms. A dataset
containing over 400 records was split into training and testing sets at an 80/20 ratio.

178 Electronics and Information Technologies * 2026 « Issue 35



Integration of Graphene-Sensor-Based Electronic Nose...

(rel. un.)

max

R/R

1.0 0.0 —0—c=0
o0,
. o kS —e— acetone
0.9 4 o o0y \o —O— ammonia
1 ,o/ '/. \0\.\0\ —@— ethanol
084 R N % —e— toluene
., ] -,
O o & oo e O‘o,O
0.7 - o J/ pgeee B @ "0,
® ‘. @, e 0.
/ ) \.\ \.\ 8 O,
o 9 o, O 0.0
0.6 4 /o o, © e, O
: o e B: ) "o
IS o, 0y Teg
'.I .‘. 9. .-._._.
05-b ‘o, O.g ®0.0.9
0 0. ‘09,9
) ... ‘@ ._.-. R
0.4+ ®oeq
] ‘0-9.9
0.3
0.2 L T T T L L L L
00 02 04 06 08 10 12 14 16
V. (V)

Fig. 2. The normalized resistance profiles of the RGO channel in the absence of target gases (c = 0) and in an
atmosphere of acetone, ammonia, ethanol, and toluene at ¢ = 6 % concentration
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Fig. 3. Visualization of feature space

The classification model was based on a multilayer feedforward neural network.
The input layer comprised 32 neurons, corresponding to the dimensionality of the
feature vector. The input signal was then processed by two fully connected (dense)
hidden layers with 20 and 10 neurons, respectively, using the ReLU activation function.
The output layer contained four neurons, corresponding to the four target gas classes:
acetone, ammonia, ethanol, and toluene. A Softmax activation function was applied to
the output layer to convert the model outputs into a probability distribution over the
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target classes. The learning rate was set to 0.0005. This value was selected empirically
and, when used with the Adam optimizer during training, provided a stable learning
process with a gradual improvement in classification accuracy.

RESULTS AND DISCUSSION

The trained neural network was tested on the validation set to evaluate the quality
of the constructed model. The report on the effectiveness of the developed model is
shown in Fig. 4. According to the confusion matrix, the "toluene" class demonstrated
the highest recognition accuracy, with a correct classification rate of 100 %. For the
"acetone", "ammonia", and "ethanol" classes, the proportion of correctly classified
sensor data was 95.7, 88.2, and 83.3 %, respectively. Errors are related to the
assignment of individual results measured in the atmosphere of other gases, probably
at low concentrations, to the toluene class, since the accuracy of the classification
depends on the concentration of the target gases [18].

Confusion matrix

acetone ammonia ethanol toluene

acetone 95.7 % 0 0 43 %
ammonia 0 88.2 % 0 11.8 %
ethanol 0 0 83.3% 16.7 %
toluene 0 0 0 100 %
F1 SCORE 0.98 0.94 0.91 0.79
Metrics
| Metric | Value |
Area under ROC Curve 0.99
Weighted average Precision 0.94
Weighted average Recall 0.91
Weighted average F1 score 0.92

Fig. 4. Confusion matrix and the report on the model effectiveness for multiclass classification

The developed model achieved a classification accuracy of 90.9 % with a loss
function value of 0.42. The obtained results indicate the ability of the model to correctly
recognize the studied gases using data not included in the training set. The area under
the ROC curve is 0.99, which serves as further evidence of the high class-discrimination
capability. The weighted average values for Precision, Recall, and F1-score are 0.94,
0.91, and 0.92, respectively, confirming the high quality of the classification and the
model balance across the different classes of the target gases. Dimensionality reduction
was used to visualize the classification results. In Fig. 5, which illustrates the resulting
diagram, correctly classified sensor data are marked with various shades of green, while
incorrectly classified data are marked with shades of red. The majority of points belong to
correctly classified data, confirming a high level of classification accuracy based on the
derived sensory features.

The trained model was deployed on an ESP32 microcontroller to implement the
developed sensor data analysis system. To verify the performance of the qualification
model on the microcontroller, four test feature vectors corresponding to the target gases:
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Fig. 5. Confusion matrix and the report on the model effectiveness for multiclass classification

acetone, ammonia, ethanol, and toluene were used. For these vectors, the model
determined the probability of the sensor data belonging to each of the four classes and
generated the classification results, which are presented in Table 1.

Analysis of the results in Table 1 showed that the model deployed on the
microcontroller correctly identified all target gases. The model identified ethanol with the
highest confidence (almost 97.3 % probability). The probability of correctly identifying
acetone and ammonia exceeded 80 %, indicating a sufficiently high classification quality.
Even for the case of the lowest probability of toluene identification (54.3 %), the
developed model successfully performed the classification. In addition, the gas
identification time of the intelligent sensor system was evaluated. The time required to
obtain a conclusion regarding the correspondence of each of the vectors to the target
gases did not exceed 1 ms. Such performance confirms the feasibility of using the
developed model for real-time sensor data analysis by the ESP32 microcontroller.

Table 1. The probability of the test data belonging to "acetone", "ammonia”,
"ethanol”, and "toluene" classes

Predicted
Actual
acetone ammonia ethanol toluene
acetone 0.84375 0.02734 0.01953 0.16406
ammonia 0.01172 0.81641 0.00781 0.07422
ethanol 0.08203 0.12500 0.97266 0.22266
toluene 0.05859 0.02734 0.00000 0.54297

Finally, the use of ESP32 microcontroller hardware resources was analyzed. The
program code size, including the machine learning model, occupied 26 % of the available
flash memory. And only 6 % of the microcontroller RAM was used to store global
variables. Thus, the gas recognition model implementation leaves a significant amount of
both flash memory and RAM free, which not only does not interfere with control of the
mobile platform but also allows for the expansion of its functionality without the need to
upgrade the hardware.
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CONCLUSION

The developed intelligent sensor system is proposed as a universal mobile platform
based on the ESP32 microcontroller, combining control, sensor data measurement and
acquisition, and data analysis functions. A distinctive feature of the hardware
implementation of the developed sensor system is the ability to configure the
measurement signal path and the measurement algorithm via software, taking into
account the specific characteristics of the sensor response of the FETs based on the
RGO-PS-Si structure. Local processing and analysis of the measured sensor data are
performed directly by the microcontroller-based mobile platform. Sensor data
classification is performed by the trained neural network deployed on an ESP32. The
developed machine learning model demonstrates 90.9 % accuracy in recognizing gases
(acetone, ammonia, ethanol, and toluene) and uses about 26 % of flash memory and 6 %
of RAM for classification. The gas identification time does not exceed 1 ms. The obtained
results confirm the feasibility of implementing the proposed solutions in real time on
resource-constrained devices, particularly on mobile microcontroller platforms. The
openness of the architecture to expansion at both hardware and software levels enables
optimal configuration of the measurement parameters and enhances the functionality of
the mobile platform.
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IHTErPALISA TEXHOJOrII ENEKTPOHHOIO HOCY HA OCHOBI
FrPA®EHOBOIO CEHCOPA Y MOBIJIbHY MIKPOKOHTPOJIEPHY
NMIMAT®OPMY

lzop OneHuy*, Sipocnae boliko, BoedaHa Kyxapcbka, PomaH SipeMuk,
Onee Cinbkesu4, Muxatno lMaenuk, leaH Kapb6oeHuk

®Dakynbmem efieKmMpOoHIKU ma KOMITIomepHUX mexHonoeid

Jlbgigcbkuli HayioHanbHUl yHieepcumem imeHi leaHa ®paHka

syn. [pazomaHosa 50, m. Jlbeis, 79005, YkpaiHa

AHOTALIA

BcTyn. IHTerpauis ceHcopiB, 30Kpema TEXHOSOrii €nNeKTPOHHOro Hoca, y MOOInbHI
nnatpopmn € pyHOaMEHTanbHUM €eNeMeHTOM PO3BUTKY Cy4acHOi pobBOTOTEeXHikM Ta
aBTOHOMHUX iHTENEKTyarnbHUX cucteM. Take noegHaHHs BiOKPMBAE HOBI MOXMMBOCTI ANis
aBTOMaTM30BaHOIO MOHITOPUHIY SKOCTi MOBITPS, BUSABMEHHA OxXepen 3abpyAHEHHs i
npoBedeHHA psATyBanbHUX onepauii y HebeaneyHux ymoBax. BaxnuBum acnektom y
LUbOMY KOHTEKCTi € BWKOPUCTAHHSI LUTYYHOTO iHTENEeKTy Ta anropuTMmiB MallMHHOrO
HaBYaHHA [N aHanidy CEeHCOPHUX [AaHWX i MNPOrHO3yBaHHA 3MiHW HaBKOMULIHLOIO
cepemoBuwa. Bigtak, ocobnuBa yBara Oyna 3ocepegxeHa Ha  peanisauii
MiKPOKOHTPOMEPHOT apXiTEKTYpW iHTENeKTyarnbHOI CEHCOPHOT CUCTEMU.

Marepianu Ta metogu. Po3pobneHa apxiTektypa MOOGiNbHOI CEHCOPHOI nNnaTtgopmm
MICTUTb CEHCOPHWIA MOAYMb Ha OCHOBI rpacheHOBOro NonbLOBOro TPaH3WCTopa, MOAYIb
aHanizaTopa iMnegaHcy Ta MoAgynb KepyBaHHA Ha 6asi MmikpokoHTponepa ESP32.
HopwmoBaHi npoini onopy rpadgeHoBoro kaHany Ta HOpPMOBaHWI OMip 3aTBOPa, BUMIPSIHI B
aTmocdpepax napiB aueToHy, amiaky, eTaHony i Tonyony, 6ynu BUKOpUCTaHi Ans po3pobku
Moerni MaLlMHHOMO HaBYaHHSA Ha OCHOBIi HEWPOHHOI Mepexi Ta TeCcTyBaHHS
iHTeneKkTyarnbHOI CEHCOPHOI CUCTEMM.

Pe3ynbTatn. Po3pobneHa mopens 3abesneynna TOYHICTb Knacudikauii ceHCopHMX
pannx 90,9 %. CepeOHbO3BaXeHi 3HAYEeHHSA ANs BIYYHOCTI (@Hrm. precision), NOBHOTU
(anrn. recall) i F1-mipn (anrn. F1-score) cranoBnate 0,94, 0,91 i 0,92 BignosigHo, WO
niaTBEPAKYE BUCOKY SKiCTb kracudpikauii Ta 36anaHcoBaHiCTb Mogeni ANdA pisHUX Knacis
LinboBMX rasie. Mogenb MalMHHOIO HaBYaHHSA, PO3ropHyTa Ha MikpokoHTponepi ESP32,
BMKOpPUCTOBYE 0Onm3bko 26 % rnew-nam’ati 1a 6 % onepatuBHoi nam’'sTi  Ans
posnizHaBaHHA UinboBoro rasdy. Yac igeHTudpikauii rasy, skuin He nepesuwye 1 Mmc,
JoCcTaTHbO Manuin  Ans  OYHKUIOHYBaHHS  iHTenekTyanbHOI CEHCOpHOI cucTemMu B
peanbHOMy mMacLuTabi yacy.

BucHoBkuW. 3anponoHoOBaHO PO3MNoAineHy apxiTekTypy MobinbHOI CEHCOpHOI cuctemm
Ha OCHOBI MikpokoHTporiepa ESP32, wo noeaHye B cobi yHKLii KepyBaHHs, BUMipIOBaHHSA
Ta 300py AdaHuX AdaTyvkiB Ta aHanidy gaHux. [poaeMoHCTpoBaHo, WO po3pobneHa
MoAenb MaLUMHHOTO HaBYaHHSA 3abe3nevye BUCOKY TOYHICTb iAeHTudIKaLii LinboBux rasis.
OTpumaHi pesynbTaTi NiOTBEPOKYIOTb MOXIUBICTb peanisauii 3anpornoHOBaHWUX pilleHb
Ha nnaTtdgopmax peanbHOro Yyacy 3 0bMexxeHMMU 0BUMCIIOBaNbHUMK pECYpPCaMMm.

Knroyoei cnoea: [padeHOBMA MOMbOBUM TPaH3UCTOP, CEHCOpHa nnatdopma,
BMMiptoBanbHa CMUCTEMA, MIKPOKOHTPONEpP, MOAENb MaLUMHHOIO HaBYaHHS,
po3ni3HaBaHHs rasis.
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ABSTRACT

Background. Qualitative investigation of the electrical and optical characteristics of
optoelectronic components is an essential part of designing, developing, and testing
optoelectronic systems. For this purpose, an automated system for measuring the
characteristics of optoelectronic devices was developed based on an Arduino UNO
microcontroller, featuring programmable voltage control via digital potentiometers and data
transfer to a computer for visualization. Additionally, the system was optimized to enhance
its performance.

Materials and Methods. A fully functional automated system for measuring the
voltage—current and optical characteristics of optoelectronic devices has been developed
and implemented based on the Arduino UNO microcontroller. The hardware part of the
system is built using MCP4131 digital potentiometers and an integrated GY-302 light
sensor. The desktop application was developed in Python, utilizing the Tkinter, pySerial,
Matplotlib, and Threading libraries. Adaptive system optimization was carried out using the
finite difference method to compute the corresponding local derivatives.

Results and Discussion. Experimental investigation of the optimized system's
performance demonstrated a significant increase in efficiency while maintaining high-
quality characteristics. The developed adaptive optimization system showed a stable
acceleration of 2.4-4.3 times, depending on the type of component. During the
experiments, no cases of missing critical regions or significant distortion of characteristic
curves were observed. This confirms the reliability of the developed zone-classification
system and the correctness of the selected adaptive algorithm parameters.

Conclusion. The results demonstrate the feasibility of creating an efficient and
accessible system for studying the characteristics of optoelectronic devices based on
modern microcontroller platforms. The developed adaptive optimization system proved
effective under real operating conditions, making it a valuable tool for both educational and
practical applications in the research and development of optoelectronic devices.

Keywords: current—voltage characteristic, finite difference method, Arduino
microcontroller, LED, photodiode, digital potentiometer

INTRODUCTION

Over the past decades, optoelectronics has evolved into one of the most promising
branches of modern electronics. It encompasses a wide range of applications in lighting
engineering, displays, solar energy systems, fiber-optic communication channels, sensor
technologies, and the like. This popularity is driven by the ability of optoelectronic devices
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to efficiently convert light and electrical energy into one another, as well as by the high
information capacity and energy density of the optical channel, which opens up wide
opportunities for technical solutions across various fields [1, 2].

Optoelectronic systems often include discrete emitting and photodetector devices.
The electrical and optical characteristics of these elements significantly affect the
efficiency and stability of the entire electronic device. Therefore, precise investigation of
their parameters is a necessary component during the design, development, and testing
of optoelectronic systems. However, measuring such characteristics by traditional
methods typically requires fairly expensive laboratory equipment. In addition, the manual
data collection process is labor-intensive, inefficient, and not always accurate. Even with
process automation, traditional approaches with a fixed scanning step lead to an
excessive number of measurements in predictable regions of the characteristic, making
the process time-inefficient.

Given the accessibility, ease of use, and functionality of modern microcontrollers, an
automated experimental setup has been developed for investigating the characteristics of
discrete optoelectronic components using the Arduino UNO [3, 4]. Arduino enables the
creation of simple yet efficient data acquisition and processing systems, making it an
ideal tool for both educational purposes and basic laboratory research. The system
provides programmable control of voltage and current applied to the device under test via
digital potentiometers, allows measurement of electrical parameters using the
microcontroller’s built-in capabilities, and facilitates data transfer to a computer for
visualization and analysis. The approximate cost of this system (excluding the PC) is up
to $50.

To address the problem of redundant measurements in linear and predictable
regions of a device’s characteristic under a fixed voltage step; an adaptive measurement
optimization system was developed. This system is based on numerical analysis
techniques and dynamic classification of characteristic regions. It utilizes the finite
difference method to calculate local derivatives [5], which are then used to classify the
current segment of the characteristic and dynamically adjust the scanning step size.

MATERIALS AND METHODS

The development of a compact, software-integrated system for investigating the
electrical and optical characteristics of optoelectronic components in laboratory conditions
involves both hardware and software design [6].

The hardware design includes the electrical circuit connecting optoelectronic
elements to the Arduino Uno, ensuring device safety and measurement reliability. The
cloud-based platform EasyEDA was used for circuit and printed circuit board (PCB)
design, offering schematic editing, PCB layout, and component simulation. EasyEDA
facilitates component placement, connection verification, signal and power trace design,
and ergonomic layout assessment, while enabling seamless export to formats suitable for
PCB fabrication.

The prototype also incorporates a physical structure with optimally arranged
components and adjustable lighting to enhance measurement accuracy and minimize
external influences. Two controllable voltage sources allow applying both positive and
negative voltages from -7 to +7 V, while current is measured via Arduino’s analog-to-
digital converter (ADC) using a shunt resistor. lllumination monitoring is provided by an
integrated GY-302 lux meter module.

Arduino Uno serves as the central controller, acquiring sensor data, controlling
voltage, and transmitting measurements to a computer via a serial interface. A Python-
based program automates experiments, performs data processing and calibration, and
visualizes results. It also coordinates voltage settings, lighting control, and measurement
sequencing, enabling fully automated experimental workflows.
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This integrated hardware-software approach provides precise control and analysis of
electrical and optical parameters, offering a versatile platform for educational, laboratory,
and research applications. The system allows rapid reconfiguration for different
experimental scenarios, combining measurement accuracy with user-friendly operation
and automation.

The software component of the prototype is implemented as a single Python file that
integrates all functional elements of the system. Despite this unified code structure, the
program is logically divided into two main blocks: the graphical user interface (GUI) and
the hardware interaction module. This approach facilitates organized code, improves
readability, and separates logic from data presentation [7].

The GUI block is responsible for displaying control elements and experimental
results. It includes buttons for connecting the Arduino, calibrating the system, selecting
the optoelectronic device, and starting the automated measurement process. Additionally,
the GUI presents results in the form of graphs and tables. The visual interface not only
provides informative output but also enables interactivity: users can adjust experiment
parameters in real time, monitor measurements, and, if necessary, restart individual
stages.

The second block manages hardware interaction, specifically with the Arduino
microcontroller. This module implements communication via the serial port, allowing
commands to control voltage sources, acquire data from ADCs and sensors, and perform
prototype calibration. All operations are automated: once the experiment begins, the
Python program controls the voltage applied to the device under test, reads measured
current and illumination values, and transfers the data for processing and visualization.

To enhance GUI responsiveness and efficiency, multithreading is employed: one
thread handles data processing and Arduino communication, while a second thread
updates the interface and plots graphs in real time. This approach prevents program lag
and ensures immediate visibility of experimental results, even during computations.

Several key Python libraries are utilized to handle data acquisition, prototype control,
and result visualization (Tkinter, pySerial, Matplotlib, Threading), each performing a
specific function and simplifying software implementation.

Tkinter is the standard Python library for creating graphical user interfaces (GUI) [8],
allowing the development of windowed applications with buttons, input fields, sliders, and
graphical widgets. Tkinter facilitates rapid integration of control elements without relying
on additional graphical frameworks.

pySerial is a library for working with serial interfaces (COM ports) [9], enabling data
exchange between the computer and the Arduino microcontroller via USB.

Matplotlib is a library for plotting and visualizing data [10], used for visually
presenting experimental results. It supports line, scatter, histogram, and other types of
plots, making data analysis more intuitive [11, 12].

Threading is a Python library for implementing multithreading [13], allowing
simultaneous execution of multiple tasks without blocking the user interface. In this
system, threading enables parallel data acquisition from the Arduino, signal processing,
and real-time graph updates.

The combination of these libraries provides a fully functional software component,
covering experiment control, data acquisition, processing, and visualization. Using Python
and its libraries ensures system flexibility, scalability, and suitability for further expansion
or integration with other sensor systems. By combining modularity, automation, and an
intuitive GUI, the software component becomes an effective tool for educational and
scientific experiments with optoelectronic devices.
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RESULTS AND DISCUSSION

Development and testing of a desktop application

Using the computer-aided design (CAD) tool EasyEDA [14], the electrical schematic
of the experimental prototype was created (Fig. 1). The circuit is based on two adjustable
voltage regulators, LD1117-ADJ. The input voltage is supplied from the Vin pin of the
Arduino Uno, while the output voltage is controlled by voltage dividers consisting of
resistor R1 (1 kQ) and a digitally controlled potentiometer P1 (MCP4131-502 [15]) for
voltage regulator U1, and resistor R2 (1 kQ) with a digitally controlled potentiometer P2
(MCP4131-502 [15]) for voltage regulator U2. The output voltage is determined by the
following relationship:

R2a

Vout = Vref ’ (1 + E): (1
a

where Vier = 1.25 V, R2a represents the resistance of the digitally controlled potentiometer
(P1 or P2 in Circuit Diagram), and R1a corresponds to the resistance of the fixed resistor
R1 or R2, depending on the regulator.

Voltage adjustment is performed using digitally controlled potentiometers MCP-
4131-502. Their maximum resistance is 5 kQ (+20%), and the register controlling the
resistance has a 7-bit resolution, providing 128 possible resistance values. The wiper
resistance, approximately 75 Q, must also be taken into account. In practice, with 9 V
applied to the Vin pin, output voltages of 2.15-7 V were obtained. This voltage range from
both sides allows applying up to 7 V in either forward or reverse direction.

To measure high currents, the circuit includes resistor R3, which also acts as a
current limiter. For low-current measurements, a digitally controlled potentiometer
MCP4131-503 (50 kQ) and a 10 kQ resistor were added to the circuit, enabling
measurement of currents on the order of microamperes for investigating the current—
voltage characteristics (/-V characteristic) of the photodiode. lllumination measurements
are performed using a GY-302 lux meter.

Based on this electrical schematic, a custom PCB was manufactured. The board’s
form factor replicates the dimensions of the Arduino Uno, serving as a shield (Fig. 2a).

To ensure accurate measurements, the system requires light shielding to eliminate
any influence of external illumination. Additionally, user convenience and protection of
system components from physical impact are necessary. For this purpose, a case was
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Fig. 1. Circuit Diagram of the Prototype
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a) b)

Fig. 2. Experimental prototype: board integrated with Arduino Uno (a), protective enclosure (b)

designed, shown in Fig. 2b, optimized for 3D printing and taking into account all system
requirements.

As mentioned above, the cross-platform library Tkinter was chosen for implementing
the GUI. Tkinter is a standard Python library that does not require additional installation
and is well-suited for developing desktop applications due to its sufficient set of widgets
for creating a functional interface.

The application interface, shown in Fig. 3, is built on a modular principle and
consists of three main sections: a control panel and two graph display areas. This
structure allows users to conveniently manage the measurement process, monitor results
in real time, and receive information about the system status.

The control panel is located at the top of the application window and is organized
into three horizontal rows of control elements. The first row contains controls for
connecting to the microcontroller and selecting the type of testing. The application
supports two operation modes: light-emitting diode (LED) testing (Fig. 3a) and
photodetector testing (Fig. 3b). When the photodetector testing mode is selected, an
additional field appears for setting the pulse-width modulation (PWM) value of the
illuminating LED (see Fig. 3b). The second row of the control panel contains parameters
for configuring the measurement process, while the third row allows system calibration.
This row displays the status of potentiometer and LED PWM calibration.

The graph display area occupies the main part of the application window and is imple-
mented using the Matplotlib library. Integration of Matplotlib with Tkinter is achieved via the
FigureCanvasTkAgg module, which enables embedding graphs directly into the application
window. The interface includes two vertically stacked graphs: the upper graph displays the
I-V characteristic of the device under test, while the lower graph shows the dependence of
illumination on current for LEDs. When working with photodetectors, the lower graph is
automatically hidden, as it provides no relevant information for this type of device. Instead,
a text field appears at the top, displaying the current illumination value in lux.

Above the graphs, an additional settings panel is located, allowing users to change the
display mode. The user can switch between linear and logarithmic scales. A zero-value
filtering option is also provided, which is enabled by default. This prevents points with zero
current from being displayed on the graph, improving the readability of the characteristics.

A key feature of the graphs is their interactivity. When the cursor hovers over any
point on the graph, a tooltip automatically appears, providing detailed information about
that point.

During the interface development, special attention was paid to the logic of control
element states. Many buttons and input fields are automatically enabled or disabled depen-
ding on the system state. For example, the "Start" button is only available when a connec-
tion to the microcontroller is established, and the system is properly calibrated. During
measurements, input fields for test parameters are locked to prevent accidental changes.
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Fig. 3. Application interface in different testing modes: LED testing (a), photodetector testing (b)

Of particular note is the DEBUG modal window, which can be opened via a
dedicated button. This window is designed for low-level hardware control and allows
manual adjustment of digital potentiometer values, control of the transistor and
illuminating LED, as well as real-time monitoring of all measured voltages.
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Overall, the developed graphical interface combines the functionality of professional
measurement equipment with ease of use. The modular code structure and clear
separation of logic and presentation make it easy to add new features and adapt the
application for specific needs [7].

After the development and debugging of the basic version of the measurement
system, a detailed analysis of its performance was conducted. For this purpose, clear
evaluation criteria were defined, and appropriate test components were selected.

The main criteria for assessing the system’s performance were: the total time
required to complete a full cycle of -V characteristic measurements, the number of
measured points and their distribution across the voltage range, the resolution in critical
regions of the characteristic, and the quality of the obtained data, including smoothness
of the graph, absence of artifacts and jumps, and monotonic voltage increase.

To objectively evaluate the system, three different types of components with
fundamentally different characteristics were used: a 1 kQ resistor, a general-purpose
white LED, and a BPW21R photodiode. All measurements were performed under
identical parameters to ensure a valid comparison. For the resistor and the LED, the
voltage range was -2 V to +5V with a maximum allowable current of 15 mA. For the
photodiode, a wider range (-5 V to +5 V) was used due to its operation under reverse
bias, with a maximum current of 5 mA and illumination set to 100% (maximum brightness
of the white LED illuminator). All measurements were carried out on the same hardware
platform without changes in circuitry between tests.

Based on the test results, several shortcomings of the basic system version were
identified. These can be grouped into three main categories: slow performance, inefficient
distribution of measurement points, and insufficient data quality.

The most obvious problem was the low operating speed of the system. A detailed
analysis of the timing characteristics showed that each measurement point takes
approximately two seconds, including:

e 0.5 seconds — delay after sending the potentiometer position change command
(DELAY_COMMAND);

e 0.5 seconds — delay before and after the measurement for system stabilization
(DELAY_MEASURE);

¢ 1 second — time required for data transmission via the serial port and processing.

It is important to note that these delays are not excessive — they were determined
experimentally as the minimum values at which the system operates stably without
failures. Shorter delays led to unstable measurements due to insufficient time for voltage
stabilization after changing the potentiometer positions or to missed commands due to
the speed limitations of the serial interface. In contrast, the real source of slowness is the
excessive number of measurements. The system performs a measurement at every
potentiometer step, even when it is clearly unnecessary.

The second issue is related to the distribution of points across the voltage range.
The basic version of the system uses a fixed step size for potentiometer changes, which
results in an excessively dense placement of points in linear regions. This problem is
especially pronounced during adjustments of pot2, which regulates resistance in the
current circuit. This potentiometer has a range from 0 to 127, and the system sequentially
passes through all these values with a step of 1. However, most of this range
corresponds to the dead zone or the pre-bend region of the LED and the linear element,
where detailed scanning is unnecessary.

The third group of problems directly concerns the quality of the obtained
measurements. Analysis of the graphs revealed several systematic artifacts:

e Points with reverse voltage movement: This may be caused by ADC reference
voltage instability, measurement noise due to coupling from potentiometers or
other sources, or inaccuracies in setting the potentiometers due to their discrete
nature. Such points create small “spikes” on the graph;
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e Jumps during range switching: When the system switches the measurement
range (turns on transistor VT1), a small current jump inevitably occurs. Although
the algorithm attempts to select a post-switch voltage higher than the previous
one, due to the discreteness of the potentiometers and ADC, it is impossible to
perfectly smooth this transition. As a result, a small gap in the current is visible on
the graph;

o Insufficient noise filtering: When working with low currents, the relative
measurement noise can reach 5-10%. To filter such noise, the basic version
averages 30 ADC measurements per point.

All of these identified shortcomings became the basis for defining the requirements

for an optimized version of the system, which was expected to provide:

¢ a significantly higher measurement speed by reducing the number of redundant
measurements;

e a rational distribution of points, with detailed scanning of critical regions and rapid
traversal of linear sections;

e improved data quality through artifact filtering and ensuring the monotonic change
of voltage.

Strategy of adaptive optimization of measurements

The analysis of the basic system's limitations clearly indicated that the primary issue
is the excessive number of measurements in regions that provide little or no useful
information. To address this, an adaptive algorithm was implemented, which
automatically adjusts the measurement density according to the segment of the /-V
characteristic under investigation.

The core idea of the adaptive approach is to perform a local analysis of the /-V
characteristic in real time during the measurement process [16]. Rather than proceeding
with a fixed step across the entire range, the system evaluates several of the most
recently measured points and, based on this analysis, determines whether the next
measurement should be taken with a small step or whether several potentiometer values
can be skipped.

To implement this approach, the concept of the derivative — the rate of change of
one quantity relative to another — was employed. For /-V characteristic, two options are
possible: dl/dV, representing the differential conductance, and dV/dl, representing the
differential resistance. The choice depends on the parameter being controlled at a given
stage of the algorithm: when the voltage across the element is varied (pot?), dl/dV is
analyzed; when the circuit resistance is varied (pot2), dV/dl is more informative.

The key concept is to classify the current region of the characteristic based on the
local derivative, estimated by a first-order finite difference, i.e., the slope of the secant line
between adjacent points. Small derivatives (slow changes in current or voltage) indicate
"uninteresting" regions, where large steps can be taken, whereas large or rapidly
changing derivatives mark critical regions requiring fine-grained measurements.

To calculate the derivative, the system stores a history of the last N measurements
(typically 3—10). Local derivatives are computed for each pair of adjacent points, with
mean and maximum values derived across the history. These metrics assess the rate of
parameter change and identify sharp transitions indicative of key points.

Based on this analysis, the system determines the appropriate step size (number of
potentiometer units to the next measurement) and whether measurements can be
skipped. Importantly, the adaptive algorithm does not alter the core logic of the basic
system; it optimizes the scanning trajectory while preserving all safety checks, current
and voltage limits, and the overall measurement sequence.

Let us examine these two modes in more detail. The first mode of adaptive analysis
(dl/dV mode) is applied at stages of the algorithm where the system varies the voltage
across the element under study. This occurs when adjusting pot7 (anode voltage) or pot3
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(cathode voltage). In these cases, it is logical to analyze how the current responds to
changes in voltage. The derivative of current with respect to voltage characterizes the
differential conductance of the element, which, for a resistor, is inversely proportional to
its resistance and remains constant across the entire characteristic. For semiconductor
elements, this quantity depends strongly on the operating point and can vary by several
orders of magnitude.

For LEDs, characteristic regions can be distinguished:

e dead zone (voltage below the threshold, approximately 0-2.3 V for a white LED):
the current is nearly zero regardless of voltage, and dI/dV is close to zero. This
region provides no useful information about the LED properties, so large steps
can be taken here;

e |-V characteristic bend (threshold voltage region, approximately 2.4-2.8 V): the
current begins to increase sharply and exponentially. dl/dV is very high and
changes rapidly. This is the most critical region of the characteristic, requiring
maximum measurement detail;

e linear region (after the bend, approximately 2.9-3.5V): the current—voltage
relationship approaches linearity, dI/dV is large but roughly constant. Moderate
point density is sufficient in this region.

The derivative was calculated using the finite difference method. If two adjacent points

in the history have coordinates (V4, /1) and (V2, I2), the local derivative is calculated as:

dl. |l -5l

v |V, =Wl @)
where Vi is the voltage of the previous measurement, /1 is the current of the previous
measurement, V2 is the voltage of the current measurement, and /2 is the current of the
current measurement. Since the magnitude of the change, rather than its sign, is
important, absolute differences are used.

This method was chosen for several reasons. First, it is extremely simple to
implement. Since the calculations are performed in real time during measurements, more
complex methods could slow down the system’s operation.

Second, the finite difference method works well under our conditions. The distance
between adjacent points is small enough for the local approximation to be valid. For
example, when pot1 is adjusted by one unit, the voltage changes by approximately 0.05-
0.1V, which is only 1-2% of the full range. Within such a small range, most
characteristics can be considered nearly linear.

Third, the method does not require complex assumptions about the nature of the
function under study. Some alternative methods (e.g., polynomial or spline interpolation
[17]) require knowledge of the function’s smoothness or the availability of a certain
number of derivatives. The algorithm, however, operates on real measurements, which
may contain noise and discontinuities or non-smooth regions.

To improve the reliability of the estimation, the derivative is calculated for all pairs of
adjacent points in the history. The mean derivative (avg_derivative) is then computed,
characterizing the typical rate of current change in the current region, and the maximum
derivative (max_derivative) is determined, which may indicate sharp transitions. Based on
these computed derivatives, the system classifies the current region according to the
logic presented in Table 1.

The second mode of adaptive analysis is used at stages where the system changes
the resistance in the current path through the element. This occurs when adjusting pot2,
which is connected in series with the element under study. Changing the position of the
potentiometer causes a change in the current through the element, and consequently, a
change in the voltage across it.
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Table 1. Description of the system’s logic for classifying the currently studied regions

Logic for zone determination Explanation

Algorithm stage where the voltage across the element is changed (dI/dV mode)

The threshold of 0.001 A/V was selected based on the
consideration that, for typical voltage changes of 0.1 V in
the LED’s dead zone, the current changes by less than
0.1 mA, and dl/dV<0.001. A large step allows the
system to quickly traverse this "uninteresting" region.

IF avg_derivative <0.001 A/V:
Zone: “dead_zone”
Step: 5 (large)
Skipping allowed: yes

This condition detects sharp jumps in the derivative. If the
maximum value is twice the average, the history contains
points with very different rates of current change — a
characteristic sign of a bend. The experimentally chosen
factor of 2 represents a compromise between sensitivity
and stability of the classification.

IF max_derivative >
avg_derivative x 2:
Zone: "knee"
Step: 1 (minimum)
Skipping allowed: not

The threshold of 0.05A/N separates moderately
increasing current from rapidly increasing current. In the
linear region, the current rises predictably, so an
average step can be used, and measurements can
occasionally be skipped.

IF avg_derivative < 0.05 A/V:
Zone: "linear"
Step: 3 (middle)
Skipping allowed: yes

If none of the previous conditions are met, the current
increases rapidly (dl/dV > 0.05) but without sharp jumps.
This is the operating region of the LED, which does not
require very detailed scanning.

ELSE: Zone: "active"
Step: 5 (large)
Skipping allowed: not

Algorithm stage where the resistance in the current circuit through the element is
changed (dV/dl mode)

The threshold of 100 Q corresponds to the LED’s dead
zone or the region of very low photodiode currents. At
such a high resistance, changing the position of pot2 has
virtually no effect on the current through the element, so
this region can be traversed quickly.

IF avg_resistance > 100 Q:
Zone: "high_resistance"
Step: 5 (large)
Skipping allowed: yes

IF resistance_spread > This condition detects resistance instability. If the range of
avg_resistance x 3: values is three times greater than the average, it indicates
Zone: "resistance_transition" a sharp change in the behavior of the dependence — a
Step: 1 (minimum) sign of a transition between the operating modes of the
Skipping allowed: not element.

IF avg_resistance > 10 Q:  The range of 10-100 Q corresponds to the region where

Zone: "medium_resistance" the LED is partially turned on but not yet in full active

Step: 3 (middle) mode. Moderate measurement detail is required in this
Skipping allowed: yes region.

ELSE: Zone: "low_resistance" For resistances below 10 Q, the element operates in the
Step: 5 (large) active mode with high currents. This region does not
Skipping allowed: not require very detailed investigation.

The derivative of voltage with respect to current (dV /dI) represents the differential
resistance of the element at a given point on the characteristic. For a resistor, this value is
constant and equal to its nominal resistance. For semiconductor elements, it strongly
depends on the operating point.
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For LEDs, characteristic regions can be distinguished in terms of dynamic

resistance:

e high resistance (thousands to tens of thousands of Q — dead zone): current is
nearly absent, and a large voltage change causes only a very small change in
current;

e transition region (I-V curve bend): resistance changes sharply from high to low.
This is the region of greatest instability in dV/dl;

e moderate resistance (tens to hundreds of Q — linear region): resistance is
relatively constant;

e Jow resistance (single Q — saturation region): at high currents, the resistance
decreases due to the conduction onset.

The calculation of dynamic resistance is performed similarly to the calculation of

conductance, but with the order of quantities reversed:

av. |V, =Wl

dl I, — 1|’ @
where Vi is the voltage of the previous measurement, /1 is the current of the previous
measurement, V2 is the voltage of the current measurement, and /> is the current of the
current measurement.

An important feature is the need to check for division by zero or very small values. If
the current changes by less than 1 pA (corresponding to the measurement accuracy), the
derivative calculation is skipped for that pair of points.

As in the voltage mode, statistical characteristics are calculated: the average
dynamic resistance (avg_resistance), the maximum and minimum resistance values in
the history (max_resistance and min_resistance), and the spread of values
(resistance_spread = max_resistance —min_resistance),  which indicates stability.
Classification in the current mode is based on the absolute resistance value and its
variability (see Table 1).

The key issue in implementing the adaptive algorithm is determining the mode of
analysis (voltage or current) to use at each measurement stage. This decision is based on
the physical understanding of what is being controlled and what is being measured. If, at a
certain stage of the algorithm, the position of pot1 or pot3 changes (voltage control) (at a
certain stage of the algorithm), the dl/dV mode (voltage-based analysis) is used. In this
case, changing pot1 or pot3 directly alters the potential at the anode or cathode of the
studied element, meaning the voltage is controlled and the current response is measured.

If, however, the position of pot2 changes (circuit resistance control), the dV/dl mode
(current-based analysis) is used. Changing pot2 alters the total circuit resistance, which
causes a change in current, and the corresponding voltage change is measured.

It is important to understand that in both cases, the same /-V characteristic is being
analyzed, just from different “perspectives.” The voltage mode corresponds to movement
along the characteristic from left to right (V increases while observing /), while the current
mode corresponds to movement from bottom to top (/ increases due to a decrease in total
resistance, while observing V).

Using different analysis modes for different stages provides several important
advantages:

o first, each mode is optimally suited for its specific task. The voltage mode is ideal
for detecting the bending of a LED’s /-V characteristic, where the current
increases exponentially with increasing voltage, whereas the current mode is
suitable for high-resistance regions, where small changes in current cause large
changes in voltage;
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e second, different stages of the algorithm have different “problematic zones”. For
example, the pot2 increase mode is particularly slow for photodiodes due to a
long high-resistance region. The current mode with a 100 Q threshold is perfectly
suited for quickly passing through this region;

e third, a differentiated approach makes the system more versatile. Automatic
mode selection allows effective operation with all optoelectronic components
without changing settings.

However, the adaptive approach also has a number of limitations:

e first, a minimum measurement history is required for correct operation — at least 3
points. This means that the first few measurements at each stage are always
performed with a small fixed step, regardless of the nature of the dependence;

e second, the classification of zones is based on thresholds (0.001; 0.01; 100 Q,
etc.). These values work well for typical LEDs and photodiodes but may be
suboptimal for specific components. Therefore, it is necessary to conduct an
investigation to determine the required step size and measurement accuracy of
the system;

e third, the adaptive algorithm adds some complexity to the program logic and
requires additional computations. Although these calculations are performed on
the computer side and do not affect the Arduino’s operating speed, they still make
the code more complicated to understand and configure.

The main method is skipping measurements in regions where the characteristic
changes predictably. It is implemented through the skip_allowed parameter, which is
returned by the analysis function together with suggested step. When skip_allowed =
True, the system can skip several consecutive measurements by increasing the
potentiometer position without communicating with the Arduino. The number of skips is
limited by the MAX_CONSECUTIVE_SKIPS parameter (for example, 5) to avoid missing
important changes in the characteristic. Skipping is allowed only in the dead zone, linear,
high_resistance, and medium_resistance regions, where the characteristic changes
smoothly. In the knee, active, resistance_transition, and low_resistance regions, skipping
is prohibited because abrupt changes may occur. This strategy is especially effective for
photodiodes, where the long horizontal section of the characteristic allows up to 5
consecutive measurements to be skipped, resulting in a time reduction of up to 50-60 %
during reverse bias scanning.

In addition to speed optimization, several mechanisms for improving the quality of
the acquired data were implemented. When adding a new point to the graph, the
monotonic increase of voltage is verified. Statistics of the filtered points show that
typically 2-5 % of points are discarded, which noticeably improves the smoothness of the
graphs.

To objectively evaluate the effectiveness of the implemented optimizations, a series
of comparative experiments was conducted in which the characteristics of the same test
elements as in the baseline version of the system were measured. To ensure a fair
comparison, all measurements were carried out on the same hardware without any
changes to the circuitry or hardware configuration. The system was powered by a 9 V
power supply, ensuring stable voltage conditions. The room temperature was maintained
at 20-22 °C to minimize temperature drift in the characteristics of the semiconductor
elements.

Each of the components was tested ten times in both the baseline and the optimized
versions of the system. Such a sample size makes it possible to obtain statistically
significant results and evaluate not only the average values but also the parameter
variation. A pause of 1-2 minutes was maintained between tests to allow the system to
stabilize.
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For each test, the following parameters were recorded: the total test execution time
from start to finish, measured with one-second precision; the number of points added to
the |-V characteristic graph; the distribution of points across different regions of the
characteristic (qualitative assessment); and the visual quality of the resulting graph (curve
smoothness and presence of artifacts). From the ten measurements for each component,
the mean value and standard deviation were calculated for both time and number of
points. This made it possible to evaluate not only the typical performance but also the
stability of the system operation.

As in the baseline version, the optimized version of the system used the same three
components: a 1 kQ resistor, a general-purpose white LED with a threshold voltage of
approximately 2.5V, and a BPW21R photodiode, as well as the same testing parameters
described above.

Before testing began, optimal parameters for the AdaptiveController class were
selected based on a preliminary analysis of the component characteristics. The tuning
process involved several iterations of testing with different threshold values, followed by
analysis of the point distribution and zone classification.

In particular, the final parameters for the voltage mode (dl/dV analysis) were
selected as follows:

o the dead-zone threshold was set very low (0.001 A/V);

¢ the linear-zone threshold was set to 0.05 A/V. This value works well for 1 kQ
resistors, where dl/dV = 1/R = 1 A/V, which is higher than the defined threshold.
Therefore, resistors are classified as being in the active region, resulting in a step
size of 5 instead of a smaller step, which proved to be an optimal compromise;

o the bend detection multiplier was reduced to 2, making the system more sensitive
to abrupt changes in the derivative. This is critically important for photodiodes,
where the transition from reverse to forward bias may exhibit only a relatively
moderate increase in the derivative;

e the step size for the dead zone was increased to 5, allowing the system to
traverse “uninteresting” regions very quickly. For the linear and active regions, the
step sizes were set to 3 and 5 respectively, representing a compromise between
speed and detail.

In turn, the final parameters for the current mode (dV/d/ analysis) were selected as

follows:

e the high-resistance threshold was set to 100 Q, which effectively separates the
dead zone of photodiodes (where resistance may reach the kQ range) from
active regions;

e the transition detection multiplier was set to 3, which proved sufficient for
detecting abrupt resistance changes without excessive sensitivity to noise;

o the step sizes for the different resistance regions were set to 5, 3, and 5 for high,
moderate, and low resistance respectively, ensuring a balance between speed
and safety.

The history size for the analysis was set to MIN_HISTORY =3 and
MAX_HISTORY = 5, meaning that the system analyzes the last 3-5 measurements before
making a decision. A smaller value would make the system overly sensitive to noise, while
a larger value would make it too inert to characteristic changes. The maximum number of
consecutive skipped measurements (MAX_CONSECUTIVE_SKIPS) was set to 5. Thus,
even in the most stable regions, the system is forced to perform a koHTpomnbHe
measurement after every five skipped points. The reverse-voltage movement filtering
tolerance (VOLTAGE_TOLERANCE) was set to 5 mV, corresponding to approximately one
ADC quantization step and effectively filtering noise without losing useful data.

These parameters demonstrated the best balance between speed, quality, and
universality during testing across all three types of components.
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A 1 kQ resistor is an ideal component for evaluating the efficiency of the system
when working with linear elements. Fig. 4 shows its -V characteristic in the baseline
(Fig. 4a) and optimized (Fig. 4b) versions of the system.

The analysis of the point distribution revealed non-uniformity: in the region from -5V
to +0.5 V, a clustering of points was observed, whereas in the range from +3 V to +5 V,
the number of points was slightly lower (Fig. 4a). This non-uniformity is related to the
operating characteristics of digital potentiometers and the nonlinear dependence of
voltage on their position.

Despite the significant reduction in detail in the optimized version, the quality of the
characteristic remained high — the straight-line behavior is reproduced with sufficient
accuracy for practical applications (see Fig. 4b). The slight increase in time per point
(1.53 sec in the baseline version versus 1.76 sec in the optimized version) is explained by
the additional time required for derivative calculations and classification. However, this
increase in algorithmic complexity is fully compensated by the reduction in the number of
measurement points.

The analysis of the adaptive controller operation showed that the resistor is
consistently classified as an “active region” with dl/dV = 1.0 A/V. When changing pot2, the
system switches to current-analysis mode and classifies the characteristic as a “low-
resistance” region.

The point distribution (Fig. 4b) did not become more uniform — the system displays
approximately the same spread of points as in the baseline version, with clustering in the
range from -0.5V to +0.5 V. Visually, the graph of the optimized version does not differ
from the baseline one — both versions produce nearly ideal straight lines.

The white LED represents the most interesting case for the adaptive algorithm due
to the clearly distinguishable regions of its characteristic: the dead zone, the knee region,
and the active region. Fig. 5 presents its -V characteristic in the baseline (Fig. 5a) and
optimized (Fig. 5b) versions of the system.
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Fig. 4. Current-voltage characteristic of a 1 kQ resistor in the baseline (a) and optimized (b) versions of the
system
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Fig. 5. Current-voltage characteristic of a white LED in the baseline (a) and optimized (b) versions of the
system

The point distribution in the baseline version of the system was approximately as
follows: 90 points in the dead zone (0-2.3 V), 200 points in the knee region of the -V
characteristic (2.3-2.7 V), and 65 points in the active region (2.7-3.1 V). The main issue
was the excessive number of points in the dead zone, where the current is practically
zero and the characteristic contains no useful information, as well as the excessive
number of points in the knee region of the |-V curve (Fig. 5a).

The point distribution in the optimized version of the system, shown in Fig. 5b, was
approximately 20 points in the dead zone, 70 points in the knee region, and 15 points in
the active region. Critically, the number of points in the knee region remained sufficient for
detailed reproduction of the exponential dependence of current on voltage.

Analysis of the obtained results revealed an almost threefold acceleration of the test
execution while reducing the number of points to 29.5 % of the baseline version. The key
achievement is the preservation of high characteristic quality in critical regions.

The analysis of region classification demonstrated the correct operation of the
algorithm:

e in the dead zone (V < 2.3 V), the system stably detects dl/dV < 0.001 A/V and

uses a step size of 5 with permission to skip points;

¢ in the knee region of the |-V characteristic (V = 2.3-2.8 V), the system detects a

sharp increase in the derivative (max_derivative > avg_derivative x 2) and
switches to a no-skipping mode. This ensures detailed scanning of the most
important region of the characteristic;

¢ in the active region (V > 2.9V), the current increases rapidly but more or less

linearly, and the system switches to the high-current measurement mode.

Another positive effect is the reduction in the number of filtered points associated
with reverse voltage movement. In the baseline version, an average of 12-15 points (3-
5 % of the total number) were filtered out, whereas in the optimized version only 1-3
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points (1-3 %) were removed. This indicates that the adaptive algorithm is less prone to
creating situations involving accidental voltage decreases.

The BPW21R photodiode is the most problematic component for measurement due
to the very long horizontal region of its characteristic under reverse bias. Fig. 6 presents
its -V characteristic in the baseline (Fig. 6a) and optimized (Fig. 6b) versions of the
system.

The main problem of the baseline version is the enormous number of redundant
points on the horizontal region, where the current is practically constant at approximately
0.9 mA (see Fig. 6a). These points provide no additional information.

The observed reduction in both absolute measurement time and point dispersion
indicates more predictable operation of the optimized system. Analysis of the results
revealed more than a twofold acceleration of the test execution while reducing the
number of points to 42.0 % of the baseline version (Fig. 6b).

The analysis of the algorithm operation demonstrated effective region classification:

e on the horizontal region under reverse bias, the system detects a very small

derivative dI/dV (practically zero) and a high dynamic resistance (> 100 Q) in
current mode, and therefore enables point skipping;

e in the transition region (+0.1...+0.5 V), the system correctly detects an increase in

the derivative and reduces the step size to 1-3, ensuring detailed scanning.

An important result is that even with the number of points reduced by more than half,
the quality of the characteristic did not deteriorate (see Fig. 6b). Visual comparison of the
graphs shows practically identical curves with the same level of detail in the critical regions.

A comparison of the testing results for the electronic components investigated is
summarized in Table 2.

4 == |-V characteristic

Current (mA)

Voltage (V)

4 | |-Vcharacteristic

Current {mA)
[ %]

Voltage (V) - b)

Fig. 6. Current-voltage characteristic of the BPW21R photodiode in the baseline (a) and optimized (b) versions
of the system
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Table 2. Results of testing electronic components in the baseline and optimized
versions of the system

The baseline version The optimized version
1 7
- ()]
o . - - — <= o c
= (0} £ = [0} £ S » =
o (@] >
Component § £ 5 25 885 = o E 5 26 885 § g B
50 2 ®28 28 50 2 W®28 $82F® oF %
°2® ¢ 383 €83 2" £ 23S g83? ©
B S 0%3 Ews B3 S5 O3 Ew o
(0] (0]
s o z 2 o Z
1kQ
resistor 735 480 4.3 1.8 172 98 3.1 2.1 4.27 79.6
White LED 458 356 4.8 1.9 155 105 3.2 2.3 295 70.5
pﬁgt\g’dzil?e 675 355 4.9 > 285 149 33 28 237 58

The developed adaptive optimization system demonstrates a stable speedup of 2.4-
4.3 times depending on the type of component, while maintaining high-quality
characteristics. The greatest performance gain is observed for components with
predictable behavior.

Importantly, the optimization does not degrade data quality — critical regions are
scanned with high resolution, while redundant measurements in predictable regions are
eliminated. Visual comparison of the graphs shows that the optimized version does not
worsen the /-V characteristics compared to the baseline version, which is explained by
better filtering and the absence of certain artifacts present in the baseline version. The
reverse-voltage movement filter effectively removes “jagged edges” from the graph.

For the LED, the /-V curve knee in the optimized version is reproduced somewhat
better than in the baseline due to the concentration of points in this region. The
exponential increase in current from 0.1 mA to 15 mA with a voltage change from 2.5V to
3.1 V is clearly visible in both graphs, but the optimized version has a higher density of
points specifically in the initial part of the knee (2.3-2.7 V), where the rate of change is
maximal. For the photodiode, the transition region from reverse to forward bias (+0.1 V to
+0.5 V) in the optimized version has sufficient detail for correctly reproducing the nature
of the dependence.

Overall, the qualitative assessment shows that the optimized version is not only
faster but also provides even better measurement quality compared to the baseline
version. This confirms the success of the chosen optimization approach.

CONCLUSION

A fully functional system for automated measurement of current-voltage and optical
characteristics of optoelectronic devices has been developed and implemented based on
the Arduino UNO microcontroller with adaptive optimization of the scanning process. The
system combines hardware built from readily available electronic components with
software for both the microcontroller and a personal computer.

The baseline version of the system with a fixed scanning step demonstrated reliable
operation for all types of investigated components; however, performance analysis revealed
significant drawbacks that led to excessively long test durations. To address the issue of
inefficient time usage, an adaptive optimization system based on numerical analysis
methods was developed. The system was integrated into the existing code with minimal
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changes to the core logic, preserving all safety and calibration functions. Additionally, a
reverse-voltage movement filter was implemented, which removes artifact points caused by
measurement noise, improving the visual quality of the obtained characteristics.

An experimental study of the optimized system’s efficiency was carried out on three
types of electronic components, with ten independent measurements performed for each
type. The developed adaptive optimization system demonstrates a stable speedup of 2.4-
4.3 times depending on the component type while maintaining high-quality
characteristics. Importantly, during all thirty experiments, no cases were recorded in
which critical regions were missed or the characteristic shape was significantly distorted.
This confirms the reliability of the developed region classification system and the
correctness of the chosen adaptive algorithm parameters. It should also be noted that the
measurement time per point increases by 10-15 % due to additional derivative and
classification computations; however, this is fully compensated by the reduction in the
total number of points. The region classification parameters were selected empirically, so
specific components may require adjustment of threshold values.

Overall, the presented work demonstrates the possibility of creating an efficient and
accessible system for studying the characteristics of optoelectronic devices based on
modern microcontroller platforms. The developed adaptive optimization system has
proven effective under real operating conditions, providing a significant increase in
measurement speed while maintaining high result quality.

Comparison with simpler adaptive scanning strategies was not conducted, and this
remains a subject for future research.
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pO3pOo0KN Ta TECTYBaHHS OMTOENEKTPOHHNX CUCTEM. 3 LiEl0 METOK pO3pobreHo cuctemy
aBTOMaTM30BaHOIO BMMIPIOBAHHA XapaKTEPWUCTMK OMTOENEKTPOHHUX MNpUCTpoiB Ha 6asi
mikpokoHTponepa Arduino UNO 3 nporpaMoBaHnM KepyBaHHAM Hanpyrow 4epes uMgpoBi
noTeHuioMeTpn Ta nepegavelo JaHnX Ha KoMM'loTep Ans Bidyanisauii, a Takox npoBeaeHo
il onTumisauito.

Matepiann Ta Metoau. [loBHOMYHKLiOHaNbHa cucTemMa aBTOMaTU30BaHOIO
BMMIpIOBaHHS BOMbT-aMNEPHUX Ta CBITNIOBUX XapaKTEPUCTUK ONTOENEKTPOHHUX NPUCTPOIB
po3pobrieHa Ta peanizoBaHa Ha 6asi mikpokoHTponepa Arduino UNO. AnapaTtHa 4YactuHa
cuctemn nobypoBaHa Ha 6asi umdposux noteHuiomeTpiB MCP4131 3 BUKOpUCTaAHHAM
iHTerpoBaHoro nwokcmetpa GY-302, HacTinbHU  [odaTtok  CTBOPEHO Ha  MOBI
nporpamyBaHHs Python 3 BukopucTaHHsam 6ibniotek Tkinter, pySerial, Matplotlib,
Threading. AgantTuBHa onTMMi3aLis CUCTEMM NpoBedeHa Ha OCHOBI MeToAy CKiHYEHHMUX
rpaHuupb Ans 064YMCNEHHS BiAMNOBIOHNX NOKaNbHUX MOXiAHMX.

Pesynbtatn. EkcnepumeHTanbHe [ocrnigXeHHs  edEeKTUBHOCTI  OMTUMI30BaHOi
CMUCTEMM MOKa3ano CyTTEBE MiABULLEHHSA NPOAYKTUBHOCTI 3a 30epexXeHHS BMCOKOi AKOCTI
xapaktepucTuk. Po3pobrneHa cuctema aganTMBHOI ONTMMI3auii A4eMOHCTpye cTabinbHe
npywsuaweHHa B 2,4-4,3 pasu 3anexHo Big Tuny enemeHta. >XogHoro pasy nig 4ac
npoBeaeHMX eKkcriepuMeHTiB He Byno 3adikcoBaHO BUMAAKIB MPOMYCKaHHSA KPUTUYHUX 30H
abo cyTTeBOro CMnOTBOPEHHA OpPMU XapakTepucTuku. Lle niaTBepmkye HaginHiCTb
po3pobneHoi cnctemn knacudikauii 30H Ta KOPEKTHICTb BUOOPY napameTpiB aganTUBHOIO
anroputmy.

BucHoBku. Pesynbtatn poboTn A4EMOHCTPYIOTb MOXIUBICTL CTBOPEHHS edeKTUBHOI
Ta AOCTYMNHOI CUCTEMW ANA OOCHIMKEHHSA XapakTepUCTUK ONTOENEKTPOHHNX NPUCTPOIB Ha
6a3i cyyacHMX MIKpPOKOHTponepHux nnardgopm. Po3pobneHa cuctema aganTUMBHOI
onTMMi3auii nokasana cBok ePEeKTUBHICTb Yy pearbHUX YMOBax ekcnnyaradii.. Lle pobutb
CUCTEMY LiHHMM iHCTPYMEHTOM $iK AN HAaBYanbHWX, TaK i NS NPakTUYHKX 3acTOCyBaHb y
ranysi 4OCnimKeHHs Ta po3p0o6KM ONTOENEKTPOHHNX NPUCTPOIB.

Knro4oei cnoea: BonbT-amnepHa XapaKTepuUCTUKa, METOA CKIHYEHHUX Pi3HMUpb,
MikpokoHTponep Arduino, ceiTnogion, dotoaioa, UMgpoBniA NOTEHLIOMETP.
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ABSTRACT

Background. Experimental characterization of granular beds for sorption thermal
energy storage requires simultaneous measurement of gas-flow resistance and
temperature using flexible multichannel data acquisition. This study developed a
Raspberry Pi 5-supervised measurement system for a natural clinoptilolite packed bed.

Materials and Methods. Experiments were performed in a thermally insulated 0.5 m?
reactor containing a 0.4 m clinoptilolite bed with a particle-size fraction of 0.5-1.0 mm.
Oxygen was used as the working gas. Pressure signals were processed by a miniSTM32-
based subsystem, while ten Pt1000 sensors, ADG732 multiplexers, and an AD7124-4
converter were used for temperature monitoring. Three repeated series were performed at
eight gas-flow settings. Pressure-flow data were analyzed using mean values, sample
standard deviation, and linear regression; temperature-pressure relationships were
evaluated by linear regression and Pearson correlation. A stationary two-dimensional
MATLAB model was used to assess the thermal response.

Results. Functional operation of the platform was verified, including a 41-point
comparison of three pressure channels showing close inter-channel agreement. Pressure
drop ranged from 7.93 to 99.79 kPa, while the mean value increased from 25.49 to 93.41
kPa. Linear regression showed a significant positive pressure-flow relationship
(R?=0.840, p = 0.0014). Temperature remained within 16.83—-16.92 °C, with no significant
dependence on pressure drop. MATLAB-calculated mean temperatures differed from
experimental means by no more than 0.08%, and the calculated temperature increase due
to viscous dissipation was below 0.005 °C.

Conclusions. The developed system enables integrated measurement of gas-flow
resistance and temperature in a natural clinoptilolite packed bed. Experimental and
numerical results indicate that substantial changes in flow resistance were not
accompanied by a detectable systematic temperature response under the investigated
conditions. The architecture provides a basis for further studies of zeolite beds under
controlled sorption conditions relevant to thermal energy storage.
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INTRODUCTION

The increasing integration of intermittent renewable energy sources and the need for
more efficient use of industrial waste heat have intensified the demand for thermal energy
storage technologies capable of decoupling heat generation from consumption. Among
sensible, latent, and thermochemical storage concepts, sorption-based thermal energy
storage is particularly attractive for long-term applications because energy can be stored
through reversible adsorption—desorption processes with relatively high storage density
and limited heat loss during the storage period. Zeolites are among the most extensively
investigated sorption materials owing to their microporous structure, high affinity for polar
adsorbates such as water vapor, thermal stability, and cyclic adsorption capability [1-5].

Both synthetic and naturally occurring zeolites have been investigated for thermoche-
mical heat storage. Synthetic zeolite 13X generally exhibits high water uptake and favorable
sorption performance, whereas natural zeolites are of interest because of their availability
and potentially lower material cost. Recent studies have shown that the practical perfor-
mance of zeolite-based storage systems depends not only on intrinsic sorption properties
but also on heat and mass transfer conditions within the granular bed [1-3]. Consequently,
the characterization of natural zeolite beds under controlled gas-flow conditions remains
relevant when such materials are considered for thermal energy storage reactors.

In packed-bed reactors, gas-flow conditions directly influence pressure loss, mass
transfer, and the spatial and temporal evolution of the temperature field. Experimental and
numerical studies of zeolite reactors have demonstrated the importance of airflow rate, humi-
dity, reactor geometry, and axial position for the resulting thermal response [6, 7]. Pressure
drop is also an essential reactor-design parameter because it determines flow resistance and
affects the energy required to transport the working fluid through the bed. Its magnitude
depends on particle size and shape, bed porosity and dimensions, fluid properties, and
superficial velocity; therefore, reliable simultaneous measurements of gas flow and pressure
at representative locations are necessary for adequate packed-bed characterization [8].

Temperature measurements provide complementary information on heat-transfer
processes occurring inside a packed bed. Modern experimental studies increasingly
employ spatially distributed temperature sensing rather than relying exclusively on inlet
and outlet temperatures. Such measurements allow thermal fronts, temperature
gradients, and reaction zones to be identified and related to operating conditions [9,10].
In zeolite sorption reactors in particular, high-resolution intra-reactor temperature profiling
has recently been used to characterize reaction-zone propagation and its relationship
with thermal output [10]. These results indicate that a multichannel measurement system
capable of acquiring temperature data at several positions within the bed can provide
substantially more information than a single-point temperature measurement.

The implementation of such experiments requires a data acquisition system capable
of integrating heterogeneous measurement channels, including resistive temperature
sensors and pressure transducers, with signal conditioning, analog-to-digital conversion,
data logging, and subsequent processing. Single-board computers such as the
Raspberry Pi can serve as a supervisory acquisition and processing platform, while
dedicated analog front-end circuits and microcontroller-based modules perform sensor-
specific signal conditioning and low-level measurement tasks [11-15]. Such a distributed
architecture provides flexibility for multichannel experiments and facilitates the integration
of different sensor interfaces within a common measurement environment.

Despite considerable progress in both zeolite-based thermal storage
characterization and embedded data acquisition technologies, these two research
directions are commonly addressed separately. Experimental studies of granular sorption
beds require simultaneous information on gas-flow resistance and temperature behavior,
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whereas the acquisition of spatially distributed data demands a flexible multichannel
measurement architecture. Integrating these functions within a dedicated embedded
platform can facilitate experimental characterization of zeolite beds and provide a basis
for further monitoring and control of thermal storage systems.

Therefore, the aim of this study was to develop and experimentally evaluate a
multichannel embedded measurement system, supervised by a Raspberry Pi 5, for the
characterization of a natural zeolite packed bed intended for thermal energy storage
applications. The system integrates pressure and temperature measurement channels,
dedicated signal-processing electronics, and embedded data acquisition. The experimental
study focused on gas-flow resistance and temperature behavior in a 0.5 m® reactor filled
with a 0.5-1.0 mm zeolite fraction. A MATLAB-based numerical model was additionally
used for preliminary simulation and visualization of the temperature distribution.

MATERIALS AND METHODS

Experimental setup and test material

The experimental investigations were carried out using a thermally insulated cylindrical
reactor with a nominal internal volume of 0.5 m?® (Fig. 1). The reactor was manufactured
from AISI 304 stainless steel and had an internal diameter of 0.71 m, a maximum internal
height of 1.25 m, and a wall thickness of 0.8 mm. The total mass of the reactor was
approximately 20 kg. The reactor was installed on a mobile platform and thermally insulated
to reduce heat exchange with the surroundings during the experiments.

The gas supply was introduced through a single 8 mm diameter inlet located at the
bottom of the reactor, whereas the outlet of the same diameter was located in the upper
cover. The pressure was monitored at the reactor inlet and outlet and at five levels along
the bed height. At each internal measurement level, pressure readings were obtained
from four circumferentially distributed pressure ports and averaged to characterize the
local pressure conditions within the bed. The gas flow rate was measured using an
Aalborg SMR1 glass-tube rotameter installed at the reactor outlet. For the 0—-150 mm
scale configuration, the manufacturer specifies an accuracy of 2% of full scale and a
repeatability of £0.25%. Oxygen was supplied from a compressed-gas cylinder through a
pressure regulator and used as the working gas during the permeability experiments.

temperature measurements in the zeolite packed bed
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Natural clinoptilolite of volcanic origin from a Slovak deposit, with a particle-size
fraction of 0.5-1.0 mm, was used as the granular bed material. During the reported
experiments, the zeolite bed height was 0.4 m. The loose bulk density of the zeolite was
0.82 g cm™3, while the geometrically determined interparticle bed porosity was € = 0.41.
Measurements of volumetric gas flow rate V', pressure drop AP, and temperature T were
performed under single-phase gas-flow conditions. The data obtained were subsequently
used to characterize the relationship between gas-flow rate and flow resistance and to
analyze the thermal response of the zeolite bed.

Measurement system and data acquisition

A multichannel measurement and data acquisition system was developed with the
Raspberry Pi 5 acting as the supervisory acquisition and processing platform. The system
was organized into two main measurement branches: a pressure-measurement
subsystem and a multichannel temperature-measurement subsystem. Sensor-specific
signal processing was performed at the lower hardware level, whereas the Raspberry Pi
5 provided integration of the measurement channels, communication with peripheral
modules, data acquisition, and subsequent data handling. A dedicated measurement
board was designed, assembled, and commissioned for this purpose. The functional
architecture of the developed measurement and data acquisition system is shown in
Fig. 2. During functional testing, the power supply, communication interfaces, and
operational stability of the hardware were verified. The measurement application provided
the communication interfaces required by the implemented subsystems, including SPI for
communication with the AD7124-4 converter and an asynchronous serial interface using
the Modbus RTU protocol for communication with the miniSTM32-based pressure

Zeolite reactor

: Pressure measurement Temperature measurement

10 x Pt1000 sensors
(at multiple bed levels)

v
ADG732
analog multiplexers

MPX5010 / MPX5100
pressure sensors

]

P1 P2
(inlet) (bed) (outlet)

Analog signals (0.2 -4.7 V)

__________________ i
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ADC conversion, signal averaging,
pressure calculation
Local LCD display

[ N Raspberry Pi 5
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(asynchronous serial link) and processing platform
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Fig. 2. Functional architecture of the embedded measurement and data acquisition system for pressure and
multichannel temperature monitoring of the zeolite packed bed
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subsystem. The three pressure-measurement channels were designated P1, P2, and P3,
corresponding to the reactor inlet, the zeolite bed, and the reactor outlet, respectively.

The main components, their functions, and their integration within the measurement
system are summarized in Table 1.

Semiconductor differential pressure sensors of the MPX5010 or MPX5100 series
were used depending on the required measurement range (10 or 100 kPa). The sensors
incorporate temperature-compensated piezoresistive sensing elements and integrated
signal amplification. According to the manufacturer’s specifications, the nominal transfer
characteristics of the sensors can be expressed as:

VOUT = Vs(kP + 0004‘), (1)

where Vyyr is the sensor output voltage, Vs is the supply voltage, P is the differential
pressure, and k is the pressure-sensitivity coefficient equal to 0.09 kPa~' for the
MPX5010 and 0.009 kPa~" for the MPX5100. The output-voltage tolerance specified for
the sensor characteristic is £ 5% of the full-scale output span Vrgs, which is typically
450V atVs=5.00V.

Table 1. Main components and functional organization of the measurement system

Component

/ subsystem Function Configuration / interface System integration

10 sensors: 1 atthe  Connected to the temperature

Pt1000 Temperature  inlet, 8 within the zeolite measurement chain through
sSensors measurement  bed, and 1 at the outlet; the ADG732 multiplexers and
three-wire connection AD7124-4 converter
Provides sequential selection of
Temperature- Multichannel analog Pt1000 channels for
ADG732 . : -
channel selection multiplexer subsequent analog-to-digital
conversion
C(')Drtl;gi(:)omsr:gnaar: d 24-bit sigma-delta ADC; Provides digital temperature
AD7124-4 9a communication with data to the central acquisition
analog-to-digital P
; Raspberry Pi 5 via SPI platform
conversion
Measurement ranges of
MPX5010 / . . 10 and 100 kPa, . .
MPX5100 Differential respectively: three Se_nspr signals supplied to the
pressure o ) miniSTM32-based pressure-
pressure measurement creglEien Gk processing subsystem
sensors P1, P2, and P3, analog y
output
STM32F103VCT6- Digitizes and processes
- Processing of  based subsystem; ADC pressure-sensor signals and
miniSTM32 . : .
pressure-sensor  conversion and signal  transmits calculated pressure
module ; : .
signals averaging, Modbus RTU values to the supervisory
serial communication acquisition system
. Integrates the temperature and
. Central computing
Centralized data i pressure measurement
REEPECIy acquisition and pIEtem; SIP1 el subsystems and provides data
Pi 5 d Modbus RTU serial y P

processing logging and subsequent

communication .
processing
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For a supply voltage of 5.00 V, the nominal zero-pressure output voltage is 0.200 V.
However, the experimentally determined zero-offset voltages of the sensors used in the
measurement system were 0.182 V for the inlet channel, 0.176 V for the bed channel,
and 0.182 V for the outlet channel. In addition, the sensor output signals were adjusted to
the input-voltage range of the microcontroller ADC by a signal-level matching circuit. To
account for the individual zero-offset deviations and the signal-conditioning stage, a
corrected linear characteristic was determined separately for each pressure-
measurement channel:

P=A-Uppciv + B, (2)

where P is the calculated pressure, Uypcry is the conditioned voltage applied to the ADC
input, and A and B are channel-specific correction coefficients. The experimentally determi-
ned parameters of the three pressure-measurement channels are summarized in Table 2.

Pressure-sensor signals were processed using a miniSTM32 module based on the
STM32F103VCT6 microcontroller. The three analog sensor signals were connected to
the microcontroller ADC inputs, converted into digital form, averaged, and and
subsequently converted to pressure values using the corrected channel characteristics
given by Eq. (2). The calculated pressure values were displayed locally on the integrated
LCD and transmitted to the supervisory data-acquisition system through an asynchronous
serial link using the Modbus RTU protocol.

The temperature-measurement branch was based on ten Pt1000 platinum
resistance temperature sensors. One sensor was installed at the reactor inlet and one at
the outlet, while eight sensors were distributed vertically within the zeolite bed to obtain
spatially resolved temperature information. The sensors operated in a three-wire
configuration to reduce the influence of lead resistance. The Pt1000 measurement circuit
used precision excitation current sources integrated into the AD7124-4 to convert sensor-
resistance variations into voltage signals suitable for differential measurement and
subsequent analog-to-digital conversion. Individual measurement channels were selected
through ADG732 analog multiplexers, while signal conditioning and analog-to-digital
conversion were performed using a 24-bit sigma-delta AD7124-4 converter interfaced
with the Raspberry Pi 5 via SPI. The temperature acquisition circuitry was implemented
as a dedicated shield for the Raspberry Pi platform, thereby providing a compact
multichannel front end for monitoring the temperature distribution within the reactor.

At the system level, the Raspberry Pi 5 therefore acted as the common integration
point for the pressure and temperature measurement branches. The pressure subsystem
communicated with the supervisory platform through Modbus RTU, whereas the AD7124-
4 temperature-conversion subsystem was interfaced through SPI. This separation
between sensor-specific front-end electronics and the supervisory acquisition platform
allows heterogeneous measurement channels to be incorporated into a single embedded
system while retaining dedicated signal-processing paths for different sensor types.

Table 2. Parameters of the corrected pressure-measurement channel
characteristics

Pressure channel UOUT, V UADCIN, V A, Pa/V B, Pa
P1 (inlet) 0.182 0.126 3209.877 -404.444
P2 (bed) 0.176 0.122 3205.829 -391.111
P3 (outlet) 0.182 0.127 3184.602 -404.444
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Generalized cyber-resilience model synthesized from the literature

Gas-flow experiments were performed with the reactor filled with a 0.4 m layer of
natural zeolite with a particle-size fraction of 0.5-1.0 mm. Oxygen was supplied to the
bottom of the reactor through the pressure regulator, passed upward through the granular
bed, and discharged through the outlet in the reactor cover. Three repeated
measurement series were performed. Each series comprised eight gas-flow settings, for
which the volumetric flow rate V', pressure drop AP, and temperature T were recorded.
The same set of volumetric flow-rate values was used in all three series, enabling
comparison of the repeatability of the measured pressure and temperature responses.

Prior to the packed-bed experiments, the agreement between the three pressure-
measurement channels was evaluated by applying identical pressure conditions to the
sensor inputs and comparing the calculated pressure values for channels P1, P2, and P3.
The differences P1 — P2, P1 — P3, and P2 — P3 were determined for each test point. This
procedure was used to assess inter-channel consistency after application of the individual
correction characteristics.

The experimental data were analyzed in terms of two principal relationships: the
dependence of pressure drop on volumetric gas-flow rate, AP = f(V"), and the dependen-
ce of measured temperature on pressure drop, T = f(4P). For each of the eight gas-flow
settings, the pressure-drop measurements from the three repeated measurement series
were summarized using the arithmetic mean and sample standard deviation (SD, n = 3).
The pressure-flow relationship was evaluated using linear regression applied to the mean
pressure-drop values obtained at the eight gas-flow settings. The goodness of fit was
assessed using the coefficient of determination R?, and the statistical significance of the
regression slope was evaluated using a two-sided test with a significance level of p < 0.05.

Because the measured temperature variations were small compared with the range
of pressure changes, the T = f(4P) data were analyzed separately to determine
whether a systematic relationship between the two variables could be identified. Linear
regression and the Pearson correlation coefficient r were used to evaluate the direction
and strength of the relationship. Statistical significance was assessed using a two-sided
test with a significance level of p < 0.05. Statistical processing of the tabulated
experimental data was performed using Python 3.13 with the NumPy and SciPy libraries.

In addition to the experimental data analysis, a stationary two-dimensional nhumerical
model of energy and momentum balance in the porous zeolite bed was implemented in
MATLAB. The model was used to evaluate whether the experimentally observed weak
relationship between pressure drop and bed temperature was physically consistent with
the expected thermal response of the system. The energy balance included heat
generation associated with viscous dissipation of the gas flow and convective heat
transfer through the reactor walls. The calculated mean bed temperatures were
subsequently compared with the corresponding experimental mean temperatures
obtained for the three measurement series.

RESULTS AND DISCUSSION

Measurement system implementation and functional evaluation

The proposed measurement architecture was implemented as a dedicated hardware
and software platform for the experimental reactor. The custom measurement board was
designed, assembled, and commissioned for operation with the Raspberry Pi 5. Initial
verification included inspection of the assembled circuitry, replacement of faulty
components where required, and functional testing of the power supply and
communication interfaces. Particular attention was given to the SPI interface used by the
AD7124-4 temperature-conversion subsystem, whose operation was successfully verified
during commissioning. The miniSTM32-based pressure subsystem was also integrated
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with the supervisory acquisition platform, including analog-to-digital conversion of the
pressure-sensor signals, signal averaging, calculation of pressure values using the
corrected channel characteristics, local visualization on the LCD, and data transmission
through the Modbus RTU serial link.

The functional consistency of the three pressure-measurement channels was
evaluated under identical pressure conditions. A total of 41 comparison points were
recorded for channels P1, P2, and P3. As shown in Fig. 3a, the three channels followed
the same imposed pressure profile over the complete set of 41 comparison points.
Because the pressure values obtained from the individual channels were very close, the
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Fig. 3. Inter-channel comparison of pressure measurements under identical applied-pressure conditions: (a)
pressure readings of channels P1, P2, and P3; (b) pairwise differences between the pressure-channel
readings
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curves largely overlapped. The pairwise differences shown in Fig. 3b provide a more
detailed representation of the inter-channel deviations. The comparison revealed a small
but systematic channel-dependent offset, particularly between P3 and the other two
channels, supporting the use of individual correction characteristics. The comparison also
revealed persistent channel-dependent offsets, particularly between P3 and channels P1
and P2, supporting the use of the individual correction characteristics. Since the
verification procedure was based on comparison of the three channels under identical
input conditions rather than against an independent reference pressure instrument, the
results are interpreted as an assessment of inter-channel consistency rather than
absolute measurement accuracy.

The AD7124-4-based temperature-acquisition subsystem was integrated with the
Raspberry Pi 5 measurement application, and Pt1000 temperature measurements were
tested as part of the commissioning procedure. Functional testing confirmed operation of
the multichannel temperature-measurement path, including channel selection through the
ADG732 multiplexers, signal conditioning and 24-bit analog-to-digital conversion using
the AD7124-4, and data acquisition at the Raspberry Pi level.

The functional tests therefore confirmed operation of both measurement branches
and their integration within the common supervisory platform. The pressure subsystem
provided corrected and averaged pressure values through the miniSTM32/Modbus RTU
acquisition path, while the temperature subsystem provided spatially distributed Pt1000
measurements through the AD7124-4/SPI path. Following commissioning and inter-
channel verification, the integrated system was used to acquire pressure and temperature
data during the zeolite packed-bed experiments, while the corresponding volumetric gas-
flow rate was measured independently using the outlet rotameter.

Gas-flow resistance and thermal response of the zeolite bed

The experimental results obtained for the natural zeolite fraction of 0.5-1.0 mm and
a bed height of 0.4 m are presented in Fig. 4. Three repeated measurement series were
performed using the same eight volumetric oxygen-flow settings. Over the investigated
range of I/'=3.83-10° to 3.07-10-8 m*s~', the measured pressure drop ranged from 7.93
to 99.79 kPa. Although the overall pressure drop increased with increasing gas-flow rate,
the individual measurement series exhibited different degrees of nonlinearity and scatter
(Fig. 4a). The mean pressure drop calculated from the three series increased from 25.49
kPa at the lowest flow setting to 93.41 kPa at the highest setting. Linear regression of the
mean values showed a significant positive relationship between volumetric flow rate and
pressure drop R? =0.840, p =0.0014. The variability between the individual
measurement series was particularly pronounced at the lower flow rates, indicating that
the repeatability of the experimental pressure-drop response should be considered when
interpreting the gas-flow characteristics of the bed.

The observed overall increase in pressure drop with gas-flow rate is consistent with
the expected gas-flow resistance behavior of a granular packed bed. However, the
available data characterize the overall flow resistance rather than directly determining the
intrinsic permeability of the zeolite bed. A quantitative interpretation using Darcy- or
Ergun-type relations would additionally require parameters such as superficial gas
velocity, bed porosity, gas properties, and an appropriate flow-regime criterion [8].
Therefore, the present results are interpreted primarily as an experimental
characterization of the relationship between gas-flow rate and pressure loss in the
investigated zeolite bed.

In contrast to the pressure response, the temperature remained within a very narrow
range throughout the experiments (Fig. 4b). Across all 24 measurement points, the
recorded temperature varied from 16.83 to 16.92 °C, corresponding to a total variation of
only 0.09 °C and an overall mean value of approximately 16.88 °C. Identical or nearly
identical temperature values were observed at substantially different pressure drops. This
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Fig. 4. Experimental characteristics of the natural zeolite packed bed (particle-size fraction 0.5-1.0 mm, bed
height 0.4 m): (a) pressure drop versus volumetric oxygen-flow rate, with mean + SD and linear
regression; (b) temperature versus pressure drop, with the overall mean temperature

indicates that changes in the hydraulic resistance of the packed bed were not
accompanied by a measurable change in its thermal state under the investigated
conditions. Linear regression performed separately for measurement series |, Il, and Il
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resulted in R? values of 0.007, 0.180, and 0.004, respectively. In all cases, the
relationship was statistically non-significant p > 0.29. Analysis of all experimental points
together also showed only a negligible correlation between pressure drop and
temperature r=0.107, RZ2=0.012, p=0.618. The measured temperature values
therefore do not support a monotonic dependence of T on AP.

The MATLAB model provided results consistent with the experimentally observed
thermal stability of the bed. A comparison of the experimental and MATLAB-calculated
mean temperatures for the three measurement series is presented in Table 3. The
calculated mean temperatures were 16.885, 16.889, and 16.878 °C for measurement
series |, Il, and lll, respectively, compared with the corresponding experimental mean
values of 16.891, 16.894, and 16.866 °C. The resulting relative differences did not exceed
0.08%. The model further indicated that the temperature increase associated with viscous
dissipation under the investigated flow conditions was below 0.005 °C. This calculated
contribution is substantially smaller than the experimentally observed temperature range
and supports the conclusion that changes in pressure drop were not accompanied by a
detectable systematic thermal response under the investigated conditions.

The observed behavior is also consistent with the broader literature on heat and
mass transfer in porous beds. Numerical studies of zeolite-based thermochemical
reactors have shown that the thermal response depends strongly on operating conditions,
including inlet-gas flow rate and sorbate content [16]. At the particle—pore scale, heat
transfer in packed beds is additionally affected by bed porosity, pore structure, and local
flow conditions [17]. Although the operating conditions considered in these studies differ
from those of the present experiments, their results support the interpretation that the
thermal response of a packed bed cannot be inferred from pressure drop alone.

The physical interpretation of this result is that the pressure drop and temperature
describe different aspects of the packed-bed behavior. The pressure drop reflects the
resistance encountered by the gas flowing through the granular material and therefore
varies strongly with the gas-flow conditions. In the present experiments, however, this
hydraulic response did not produce a detectable thermal response of the bed, which is also
consistent with the numerical results described above. Consequently, repeated temperature
values at different pressure drops should not be regarded as anomalous; rather, they
indicate that the bed remained approximately thermally stable while its gas-flow resistance
changed substantially. Since the observed temperature differences are only of the order of
hundredths of a degree Celsius, their interpretation should also take into account the
resolution, rounding, and measurement uncertainty of the complete Pt1000 acquisition
chain. Until the uncertainty of the complete Pt1000 acquisition chain is quantified, such
small differences should not be interpreted as evidence of a separate thermal effect.

CONCLUSIONS

A multichannel embedded measurement system supervised by a Raspberry Pi 5
was developed and functionally evaluated for experimental characterization of a natural
zeolite packed bed. The system integrates a miniSTM32-based pressure-measurement

Table 3. Comparison of experimental and MATLAB-calculated mean temperatures

Measurement series AP range, kPa Texp, °C TMATLAB, °C Relative difference, %

Series | 16.4-97.9 16.891 16.885 0.035
Series Il 48.2-82.6 16.894 16.889 0.029
Series I 8.0-99.8 16.866 16.878 0.071
Overall 8.0-99.8 16.884 16.884 0.000
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subsystem with a ten-channel Pt1000 temperature-measurement subsystem based on
ADG732 analog multiplexers and an AD7124-4 analog-to-digital converter. Inter-channel
verification of the three pressure channels under identical applied-pressure conditions
showed close agreement over 41 comparison points, while the observed small channel-
dependent deviations supported the use of individual correction characteristics.

Experiments performed with a 0.4 m bed of natural zeolite with a particle-size fraction
of 0.5-1.0 mm showed an overall increase in pressure drop with increasing gas-flow rate,
although noticeable variability was observed between the three repeated measurement
series. The mean pressure drop increased from 25.49 to 93.41 kPa across the investigated
gas-flow settings, and linear regression of the mean values confirmed a statistically
significant positive relationship R? = 0.840, p = 0.0014. The obtained data characterize the
overall gas-flow resistance of the investigated packed bed; determination of intrinsic
permeability and quantitative interpretation using Darcy- or Ergun-type relations would
require additional information on the bed structure and gas-flow conditions.

The measured temperature remained within 16.83-16.92 °C and showed no
statistically significant dependence on pressure drop. Thus, substantial changes in gas-
flow resistance were not accompanied by a detectable systematic temperature response
under the investigated conditions. The developed platform can therefore serve as a basis
for further experimental studies of zeolite packed beds, including tests under controlled
adsorption—desorption conditions relevant to thermal energy storage. Further
development should include metrological characterization of the measurement channels
and more detailed analysis of packed-bed flow and thermal behavior.
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BArATOKAHAJIbHA BUMIPIOBAJIbHA CUCTEMA HA BA3l RASPBERRY
P1 5 AnNA AOCNIAXXEHHA ONMOPY TA30BOMY NOTOKY TA MOHITOPUHTY
TEMNEPATYPU B WWAPI NMPUPOOHOIO LUEONITY

MNxezox Banboschki', [Jopoma AHdepc’, Bap6apa Qu6ek!,

Badum lNMmawnHuk?, Cepeziii Cupomiok®*, [Mlampuxk Padek®

TlHcmumym mexHonoaiyHux ma npupodHUYUX Hayk — HauioHaneHul docnioHul
iHcmumym, syn. pabceka, 3, ®aneHmu, 05-090 PawuH, NOJIbLLA

2@akynbmem MexaHiku, eHepeemuku ma iHghopmayitiHux mexHosnoaid,

JIbsigcbKull HauioHanLHUU yHieepcumem eemepuHapHOi MeOUUUHU

ma 6iomexHornoeill imeHi C. 3. Mxuybkoeo,

gyn. Bonodumupa Benukozo, 1, m. [y6nsHu, 79083, YKPAIHA

SKagpedpa onmoerniekmpoHiku, @akynsmem enekmpomexHiku, Cinesbka nonimexHika,
8yn. bonecnasa Kpuesoycmoeo, 2, 44-100 m. lnisiue, NOJIbLLA

AHOTALIA

BcTtyn. EkcnepvMeHTanbHe [OCNIMKEHHS rpaHynbOBaHWX LWapiB Anst copbuinHoro
aKyMyInioBaHHSA TeNnoBoi eHeprii noTpebye ofHOYaCHOrO BMMIpPHOBaHHS OMOpY rasoBoMy
MOTOKY Ta TemnepaTypu i3 3acTOCyBaHHSM THy4Kkoi GaraTtokaHanbHOi cuctemu 36opy
AaHux. Y poboTi po3pobneHo BUMiptoBanbHy cucteMy nig kepyBaHHsaM Raspberry Pi 5 ans
OOCNIOXEHHS Wapy NPUPOSHOro KNiHONTUMONITY.

MaTtepianu Ta metoau. EkcnepvMeHTM NpoBOAUNM B TENNOI30NbOBaHOMY peakTopi
o6’emom 0,5 M3, Wwo MicTmB wap kniHonTMnonity Bucototo 0,4 M i3 cbpakuielo YacTUHOK
0,5-1,0 mm. Pobounm rasom GyB kuceHb. CurHanu TMcKy obpobnsanucs nigcucremoro Ha
6a3i miniSTM32, Tomi sk ONsi MOHITOPMHIY TemnepaTypu BUKOPWUCTOBYBanu AeCATb
paryukis Pt1000, mynetunnekcopu ADG732 Ta nepetsoptoBady AD7124-4. Byno BUKOHAHO
TPU NOBTOPHI cepii BUMipIOBaHb 3a BOCbMY 3Ha4YeHb BUTpaTy rasdy. [laHi 3anexHocTi TUCKy
BiJ BUTpaTX aHaniayBanu 3 BUKOPUCTAHHSAM CEPESHiX 3Ha4YeHb, BUBIPKOBOro cTaH4apTHOrO
BIOXMNEHHA Ta niHINHOI perpecii; 3anexHicTb Temnepatypwu Big nepenagy TUCKY
oujiHIOBanM 3a AOMOMOrOl0 MiHIMHOI perpecii Ta koediuieHTa kopensuii NipcoHa. Ons
OLiHIOBaHHA TeMMNepaTypHOI peakLii BUKOPUCTOBYBaNu CTauioHapHy ABOBUMIPHY MOAErb,
peanizoBaHy B MATLAB.

Pe3ynbTaTtn. ®yHkLioOHanNbHY npalesaaTtHicTe nnatdgopmu Byno nepesipeHo, 3okpema
LIMASXOM MOPIBHAHHA TPbOX KaHamniB BUMIpIOBaHHS TUCKY B 41 KOHTPONbHIA Touui, sike
nokasano [obpy MixkaHanbHy y3romkeHicTb. lNepenan Tucky 3miHioBaBcs Big 7,93 no
99,79 klMa, Tog4i sk MOro cepegHe 3Ha4veHHA 3pocno Big 25,49 po 93,41 klla. JliHinHa
perpecis nokasana CTaTUCTUYHO 3HaYyLUMiA NO3MTMBHMI 3B’S30K MK BUTPATOK rasy Ta
nepenagom tucky (R?= 0,840, p =0,0014). TemnepaTypa 3anuwanacs B mexax 16,83—
16,92 °C, nmpu uUbOMYy CTaTUCTMYHO 3HAYyLLOi 3anexHoCTi Bi4 nepenagy TWUCKY He
BusBreHo. CepefHi 3HayeHHss TemnepaTtypu, po3paxoBaHi B MATLAB, BigpisHanucsa Big
eKkcrnepuMeHTanbHux He GinbLue Hix Ha 0,08 %, a po3paxoBaHe MiABULLEHHS TeMnepaTypu
BHacnigokK B’sA3Koi ancunadii ctaHosBuno meHwe 0,005 °C.

BucHoBku. Po3pobneHa cuctema 3abesnedvye iHTErpoBaHe BMMIPIOBAHHS OMopy
rasoBOMy MOTOKY Ta TemnepaTtypu B LWapi NpypogHoro KniHontunonity. EkcnepumeHTanbHi
Ta 4ucCenbHi pesynbTaTu cBigYaTb, WO 3a AOCHIKEHUX YMOB CYTTEBI 3MiHM Onopy
rasoBoMy MOTOKY He CyMNpOBOOXKYBaluCHA BUSIBIIEHOK CUCTEMATMYHOK TeMnepaTypHOIo
peakuieto. 3anponoHoBaHa apxiTekTypa Moxe OyTu OCHOBOK ANs noAanblUMX AOCHILKEHb
LeoniTOBMX LUApiB 33 KOHTPONbOBAHMX COPOUIHMX YMOB, peneBaHTHUX ANA CUCTEM
aKyMyInioBaHHSA TEMMOBOI eHeprii.

Knrouoei cnoea: BbynoBaHa BuMiptoBanbHa cuctema, Raspberry Pi 5, 36ip aaHux, onip
rasoBOMY MOTOKY, MPUPOLHWIA LEONIT, 3ePHUCTUIA LIaP, aKyMyItoOBaHHS TeMNmoBoi eHeprii.
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ABSTRACT

Background. BaGaz04 is a wide-band-gap oxide with promising luminescent and
electronic properties, making it a potential host for phosphor and optoelectronic materials.
Controlled doping provides an effective approach for modifying its luminescence, defect
structure, and charge-transport properties.

Materials and Methods. Undoped BaGa204 (BGO), BGO: 0.1 mol% Mn, and BGO:
0.1 mol% Mn, 0.2 mol% Zr were synthesized by the high-temperature solid-phase method.
Photoluminescence and photoluminescence excitation spectra were measured at room
temperature. DC conductivity was investigated in vacuum in the temperature range of 370—
490 K, while AC conductivity was measured in the frequency range of 100 Hz—50 kHz using
an excitation electrical field amplitude of 5.0 V.

Results and Discussion. Undoped BGO exhibits intense broadband blue
luminescence with a maximum near 410 nm, attributed to host emission centers. Mn
doping shifts the emission maximum to 430-440 nm, significantly decreases the intensity,
and introduces an additional excitation band at 270-340 nm, indicating the existence of
an effective excitation channel associated with Mn centers. Co-doping with Zr further
decreases the intensity but does not substantially change the emission spectral
composition. According to the CIE 1931 analysis, the color purity decreases from 80% for
BGO to 75% and 71% for Mn- and Mn-Zr-doped samples, respectively. Electrical
measurements show that Mn doping increases DC conductivity by more than an order of
magnitude, whereas Mn-Zr co-doping reduces the conductivity while maintaining values
above those of undoped BGO. The DC activation energies remain close, ranging from
1.15to 1.19 eV. AC conductivity exhibits frequency dispersion described by the universal
Jonscher law, with the temperature dependence of the exponent s indicating changes in
localized charge-transport mechanisms.

Conclusion. Mn and Mn-Zr doping effectively modify the optical and electrical properties
of barium gallate through changes in localized states and defect structure. The ability to tune
luminescence and charge transport highlights the potential of doped BaGa204 for phosphor
and optoelectronic applications.

Keywords: BaGa204, Mn-Zr dopants, luminescence, electrical conductivity, localized
states, phosphors
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INTRODUCTION

BaGa:0s is a wide-band-gap oxide with a hexagonal structure formed by a framework
of GaOu4 tetrahedra and containing channels occupied by Ba?* ions [1]. Owing to its high
thermal and chemical stability, structural robustness, and ability to accommodate optically
active impurities, BaGa204 is considered a promising host matrix for luminescent and
multifunctional oxide materials [2]. Modification of its optical and electronic properties
through controlled doping makes this material attractive not only for phosphor applications
but also for emerging optoelectronic technologies, where the combination of light emission,
charge transport, and defect-state engineering is particularly important.

The optical and electrical properties of wide-band-gap oxides are strongly governed
by their defect structure, including intrinsic point defects, impurity centers, charge-
compensating defects, and localized electronic states [3]. These states can influence
carrier generation, trapping, transport, and radiative recombination, establishing a direct
relationship between the luminescent and electrical characteristics of the material. Doping
with transition-metal ions, such as Mn, provides an effective approach for introducing
additional localized states and modifying the concentration and distribution of defect
centers, thereby enabling control over both the emission characteristics and charge-
transport processes [4]. Such defect engineering is particularly relevant for optoelectronic
materials, since the performance of luminescent and light-sensing devices strongly
depends on the balance among carrier localization, charge transport, and radiative
recombination.

Co-doping with ions of different valence states and ionic radii provides an additional
means of tailoring the defect structure and local charge compensation in the BaGa204
lattice. In particular, the simultaneous incorporation of Mn and Zr may modify the
concentration and spatial distribution of localized states and intrinsic point defects, thereby
affecting the pathways of charge transfer and the magnitude of electrical conductivity.
Changes in these processes can, in turn, influence the interaction between charge carriers
and luminescent centers. Similar relationships between doping-induced defect
modification, charge transport, and optical response have been observed in other wide-
band-gap gallium-containing oxides [5].

From the viewpoint of optoelectronic applications, simultaneous consideration of
luminescence and electrical properties is especially important. A material intended for
light-emitting, photodetection, scintillation, or other optoelectronic functions should
possess not only suitable emission characteristics but also controlled charge-carrier
transport and trapping behavior. Therefore, investigation of both DC and AC conductivity
can provide complementary information about the defect states and localized charge-
transfer mechanisms responsible for the functional properties of doped BaGa204. In
particular, the activation energy obtained from the temperature dependence of DC
conductivity provides information about the energy barrier governing the dominant
transport process, whereas the frequency dependence of AC conductivity can reveal the
contribution of localized carriers and their interaction with the surrounding defect
environment.

Although the structural and luminescent properties of BaGa204 and its doped
derivatives have been investigated [1, 2, 6], the relationship between impurity
incorporation, luminescence, charge transport, and localized-state dynamics remains
insufficiently understood. In particular, systematic studies combining the spectral
characteristics with the temperature and frequency dependences of DC and AC
conductivity in Mn-doped and Mn-Zr-co-doped BaGazx04 are limited. Analysis of these
characteristics is important for understanding how doping affects the localized charge-
transfer processes, and for assessing the potential of these materials as functional
components in optoelectronic applications.
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Therefore, the aim of this work is to investigate the spectral and electrical
characteristics of Mn- and Mn-Zr-doped BaGa204 phosphors and to elucidate the influence
of doping on their spectral response and charge-transport behavior. The combined analysis
of spectral and electrical properties provides insight into the role of doping-induced defects
and localized states and helps evaluate the prospects of Mn- and Mn-Zr-doped BaGa204
for phosphor and optoelectronic applications.

MATERIALS AND METHODS

The synthesis of the studied BaGa204 samples was carried out using a high-
temperature solid-phase method. Powders of barium carbonate (BaCO3), gallium oxide
(Ga203), manganese (lll) oxide (Mn203), and zirconium (IV) oxide (ZrO2) with a purity of at
least 99.99% were used as initial precursors. The calculation of impurity concentrations for
doping was performed using the isomorphic substitution model for Ga3* ions in the cationic
sublattice [6]. The weighed oxide mixtures were ground in an agate mortar with the addition
of isopropyl alcohol for 6 h. After that, the powder mixtures were formed into disk-shaped
samples with a diameter of 6 mm and a thickness of ~1.5 mm under a pressure of 100 atm,
and then sintered at 1523 K for 12 h. Three types of samples were prepared: undoped base
matrix (BGO), samples with 0.1 mol% Mn (BGO:Mn), and samples doped with
0.1 mol% Mn and 0.2 mol% Zr (BGO: Mn, Zr). According to the results of X-ray diffraction
analysis, all samples contained a single BaGa204 phase.

Photoluminescence (PL) and photoluminescence excitation (PLE) spectra were
recorded at room temperature using a Solar CM2203 spectrofluorometer. The PL spectra
were automatically corrected for the spectral response, and the PLE spectra for the Xenon
lamp emission profile.

To study the electrophysical properties of the samples, a highly conductive silver paste
was applied to the opposite surfaces of each disk. The diameter of the formed metal
contacts was 5 mm, ensuring a uniform electric-field distribution throughout the volume of
the material under study. DC conductivity measurements were performed in vacuum during
cooling from approximately 490 to 370 K. The frequency dependence of AC conductivity
was studied using a HIOKI IM3536 LCR meter over the range 100 Hz-50 kHz at an
excitation electrical field amplitude of 5.0 V.

RESULTS AND DISCUSSION

In the luminescence spectrum of undoped BGO samples when excited at a
wavelength of 250 nm, i.e., in the region of the fundamental absorption edge, an intense
broad emission band with a maximum near 410 nm is observed, which covers the spectral
range from approximately 325 to 625 nm (Fig. 1a, curve 1). The broad nature of this band
indicates its non-elementary nature and the possible superposition of several closely
spaced luminescence bands associated with different emission centers. The observed
luminescence in the blue-violet region of the spectrum can be attributed to intrinsic defects
or localized electronic states in the BGO matrix.

After the introduction of a manganese impurity, the luminescence intensity significantly
decreases compared to undoped samples (Fig. 1a, curve 2). At the same time, the
broadband maximum shifts to the long-wavelength region, approximately 430 nm. Such a
change in the spectrum indicates that the introduction of Mn significantly affects the
relaxation processes of the electronic excitation energy in the matrix. The decrease in the
intensity of intrinsic luminescence may be associated with the interception of excitation
energy by Mn centers and subsequent relaxation via the states of these impurity ions. In
this case, the shift of the maximum to the long-wavelength region may indicate a decrease
in the contribution of the short-wavelength component of intrinsic luminescence and a
simultaneous increase in the relative contribution of the radiation associated with Mn2*.
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Fig. 1. Luminescence spectra of undoped (curve 1), doped with Mn impurity (curve 2), and co-doped with Mn-Zr
impurities (curve 3) BGO samples when excited in the region of the fundamental absorption edge at
250 nm (a) and when excited at a wavelength of 290 nm (b)

Mn2* ions in the crystal field are characterized by broad luminescence bands
associated mainly with intracenter d—d transitions. Their spectral position and intensity
depend significantly on the coordination environment of Mn2*, the symmetry of the local
crystal field, and the nature of the interaction between the impurity center and the matrix.
Therefore, the observed long-wavelength emission in the region of 430-440 nm can be
attributed to Mn2* centers, although additional data are required to unambiguously
determine the specific transition scheme, in particular, temperature dependence and time-
resolved luminescence measurements.

Co-doping with manganese and zirconium (Mn-Zr) leads to a further decrease in the
luminescence intensity (Fig. 1a, curve 3). This indicates that the introduction of Zr
additionally changes the relaxation mechanism of electronic excitation in BGO. Most likely,
this is due to changes in the concentration and nature of defect states, in the local crystal
field near the Mn2* centers, or to the appearance of additional non-radiative relaxation
channels [7].

When excited at a wavelength of 290 nm, which corresponds to the region of much
weaker absorption of the BGO matrix, the spectral pattern changes significantly (Fig. 1b).
For undoped samples, the luminescence intensity under such excitation decreases sharply,
which indicates a low efficiency of excitation of the intrinsic emission centers outside the
region of the fundamental absorption edge. In contrast, in BGO:Mn samples excited at
290 nm, a broad luminescence band with a maximum near 440 nm forms. Its intensity is
several times higher, and its spectral half-width is somewhat narrower than that of undoped
BGO samples. This is an important argument that, at 290 nm, excitation is more selectively
directed to impurity Mn centers, whereas at 250 nm, both the matrix’s own centers and the
impurity centers associated with manganese ions are simultaneously excited.

Thus, changing the excitation wavelength allows for partial separation of the matrix
and Mn impurity contributions to the luminescence spectrum. Excitation at 250 nm
preferentially activates BGO intrinsic centers through absorption in the region of the
fundamental absorption edge, while excitation at 290 nm more effectively activates Mn-
related impurity centers.

The luminescence excitation spectra presented in Fig. 2 further confirm the difference
in the luminescence mechanisms in undoped and doped samples. For undoped BGO,
when recording radiation at 410 nm (Fig. 2a, curve 1), the main excitation band is located
in the region of the fundamental absorption edge of the matrix. At the same time, in the
region of BGO transparency, the luminescence excitation efficiency is low. After Mn doping,
the excitation spectrum changes significantly; in particular, alongside the weak components
associated with matrix absorption, a broad band appears in the range of approximately
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260 — 340 nm (Fig. 2a, curve 2). lts presence indicates the appearance of an additional
absorption channel associated with impurity Mn centers. Accordingly, Mn luminescence
can be effectively excited without direct excitation of the interband transitions of the matrix.

(a) (b)
BGO _ BGO
= Excitation spectra E Excitation spectra
: g =
£ 1 (undoped) Arum =410 nm ; 1 (undoped) ALum = 500 nm
5 &
z g
@ c
& ]
2 €
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3 (Mn/Zr-codoped) 3 (Mn/Zr-codoped)
5 x5\
\\ 2 (Mn-doped
240 260 280 300 320 340 240 260 280 300 320 340
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Fig. 2. Luminescence excitation spectra of undoped (curve 1), doped with Mn impurity (curve 2), and co-doped
with Mn-Zr impurities (curve 3) BGO samples when recording the luminescence at 410 nm (a) and
500 nm (b)

When recording luminescence at 500 nm (Fig. 2b), the contribution of impurity centers
is even more pronounced. At the same time, co-doping with Zr changes the excitation
spectra (Fig. 2b, curve 3), indicating the influence of Zr on the formation and relaxation of
excited states. The decrease in luminescence intensity in Mn-Zr samples may be
associated with reduced radiative relaxation efficiency or increased non-radiative
relaxation [7]. Thus, the results of excitation spectroscopy confirm the existence of an
excitation channel of Mn centers in BGO and explain the increase in the relative
contribution of long-wavelength luminescence when excited at 290 nm.

The additional UV excitation band with a maximum near 280 — 290 nm in the Mn-
doped samples may be associated with a charge-transfer transition from O% ligands to
Mn2* ions (0% — Mn2*), similar to charge-transfer excitation bands reported for Mn-doped
oxide materials, including zinc and magnesium gallates. Thus, the appearance of this band
indicates the formation of an additional excitation pathway involving Mn?* centers.
Consequently, Mn-related luminescence can be efficiently excited not only through
excitation of the BGO host matrix but also through direct charge-transfer excitation of the
Mn2* centers.

The color characteristics of the studied BGO samples were evaluated using the CIE
1931 chromaticity diagram (Fig. 3). Undoped BGO is characterized by chromaticity
coordinates located in the blue region of the diagram, and the calculated color purity is
approximately 80%. For Mn-doped samples, a moderate shift of the chromaticity
coordinates towards the green region and a decrease in color purity to approximately
75% are observed. This change is consistent with the shift of the luminescence spectrum
to the long-wavelength region after the introduction of Mn and an increase in the
contribution of broadband radiation from Mn centers. Co-doping of Mn and Zr leads to a
further change in the chromaticity coordinates and a decrease in the calculated color
purity to approximately 71%. At the same time, the change in the coordinates is relatively
small, indicating Zr mainly affects the luminescence intensity and the efficiency of
relaxation processes, and does not radically change the spectral composition of the
emission.

Thus, the CIE 1931 results show that the introduction of Mn and subsequent co-doping
with Zr do not cause a fundamental change in the color of the BGO emission, but gradually
shift it from the blue region towards the greenish-blue and are accompanied by a decrease
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in color purity. The main effect of doping is manifested not so much in the change in the
chromaticity coordinates, but in a significant change in the intensity and ratio of the intrinsic
and impurity components of luminescence.

520 CIE 1931

0.8 540 Color purity:
BGO:Mn - 75.4%
BGO:Mn, Zr - 71.4%

0.6

>
0.4
620
0.2
A
Undoped
o'o 4IGo T T T T T T
0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

Fig. 3. CIE 1931 chromaticity diagrams of undoped, Mn-doped, and Mn-Zr-codoped BGO samples. The color-
purity values are also indicated for each sample

Overall, the results indicate that Mn is an active center that significantly alters the
mechanism of excitation-energy relaxation in BGO, and that the introduction of Zr further
modifies these processes. In this case, excitation at 290 nm is particularly effective for
selectively exciting Mn centers, as evidenced by the formation of an intense, broad
luminescence band with a maximum at about 440 nm.

Fig. 4 shows the temperature dependence of the DC conductivity of the studied
samples. For all samples, an increase in conductivity with temperature is observed,
indicating that the dominant transport process is thermally activated, a characteristic of
wide-gap oxide semiconductors and dielectrics. Undoped BGO samples demonstrate the
lowest conductivity values (apc), while doping with manganese ions leads to an increase

T ) T T T v T b T I T % T
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Fig. 4. Temperature dependences of the DC conductivity of BGO, BGO:Mn, and BGO:Mn, Zr samples
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of more than an order of magnitude in the entire studied temperature range. For co-doped
BGO:Mn, Zr samples, the conductivity values occupy an intermediate position between
undoped and Mn-doped samples.

In Arrhenius coordinates, the temperature dependences are close to linear in the
range of conductivity changes by about four orders of magnitude. The calculated activation
energy values are 1.19 eV for BGO, 1.17 eV for BGO:Mn, and 1.15 eV for BGO:Mn, Zr.
The close agreement among the activation energy values indicates that Mn doping and
Mn/Zr co-doping do not significantly change the energy barrier of the dominant transport
process. This is also consistent with the behavior of deep centers in related oxides [8].
Given the wide-bandgap nature of BGO and its high activation energy, the observed
conductivity can be attributed to the thermally activated release of charge carriers from
localized defect states. One possible type of such states is deep electronic centers formed
by oxygen vacancies.

The increase in DC conductivity upon Mn doping indicates that the introduction of
manganese changes the electrical properties of BGO, although the obtained activation
energy values remain close to those for the undoped matrix. Unlike gallium oxide [7],
manganese ions do not create additional fast recombination channels in BGO. One
possible explanation for the observed increase in conductivity may be the formation of
localized electronic states associated with Mn centers or a change in the equilibrium of
intrinsic defects. In particular, during high-temperature solid-state synthesis, some
manganese ions may transition to the reduced state, Mn?2*. In the case of substitution of
trivalent gallium, such an ion acts as an effective negatively charged acceptor center. Its
compensation may occur, in particular, due to the formation of oxygen vacancies. In this
case, a change in the concentration of oxygen vacancies can affect the concentration of
charge carriers and the electrical conductivity of the material [9]. A similar effect of transition
metal impurities on electrical conductivity was previously observed in related wide-gap
gallium-containing oxides [10].

Co-doping with zirconium reduces conductivity relative to samples doped with Mn
alone. This behavior is consistent with the assumption that Zr modifies the defect
equilibrium in the material and partially compensates for defects that contribute to charge
transfer in Mn-containing samples [11]. The fact that the conductivity of the co-doped
samples remains higher than that of the undoped matrix may indicate incomplete charge
compensation or the formation of complex local defect clusters composed of manganese
and zirconium ions, which can participate in charge-transfer processes, thereby reducing
the overall resistance of the material [12]. Thus, the obtained data indicate a significant
effect of doping on the absolute conductivity but do not allow us to unambiguously
establish the charge-transfer mechanism. In addition to electronic conductivity, BGO may
have quite significant ionic conductivity through channels present in the material
structure.

AC conductivity studies (Fig. 5), conducted over the range 100 Hz to 50 kHz, reveal a
significant frequency dispersion, which is typical of dielectric materials and wide-gap
semiconductors with a high density of localized states. At 303 K, the conductivity of all
samples increases monotonically with increasing applied electric-field frequency. The
absolute values of AC conductivity at this temperature lie in the range from ~ 5x10-12 to
~5x101° (Q-cm)™'. The highest conductivity values are demonstrated by the Mn-doped
sample, while the undoped matrix is characterized by the lowest values. With a further
increase in frequency to 50 kHz, the curves partially converge, which may indicate a
decrease in the contribution of long-range charge transfer and an increase in the role of
localized relaxation and polarization processes [13].

When the temperature increases to 393 K, the overall AC conductivity increases,
reaching values in the range of ~5x10"" to 10° (Q-cm)'. At this temperature, in the
frequency region, approximately from 100 Hz to 1 kHz, there is a tendency for the curves
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Fig. 5. Frequency dependences of AC conductivity of BGO, BGO:Mn, and BGO:Mn, Zr samples at different
temperatures

to plateau. The presence of such a plateau may be associated with the dominance of the
DC component of conductivity at low frequencies.

In the high-frequency region, the AC conductivity exhibits a dispersion characteristic
of disordered and defective oxide systems and can be described by the universal Johnsher
law [14]:

Opc(W) = opc + A w5, (1)

where g, is the total AC conductivity, o is the DC component of conductivity, A4 is the
temperature-dependent coefficient, w is the angular frequency, and s is a dimensionless
frequency dependence index that characterizes the nature of the frequency dispersion and
is associated with the mechanism of localized charge transfer.

The temperature dependence of the parameter s has a non-monotonic character. At
303 K, its values are approximately 0.85 — 0.86, after which they increase to values close
to unity in the region of 360 — 370 K, and decrease with further increases in temperature.

The increase of the parameters to values close to unity may indicate a change in the
nature of the local relaxation of charge carriers. Such behavior can be considered within
the framework of models of tunneling of carriers between localized states, in particular, the
non-overlapping small polaron tunneling (NSPT) model [13], as well as the nearly constant
loss (NCL) model [15]. At the same time, the obtained results do not allow us to
unambiguously give preference to one of these models, and therefore, both interpretations
should be considered as possible.

With a further increase in temperature above ~ 370 K, a decrease in the parameter s
is observed. Such an inversion of the temperature dependence may indicate a change in
the dominant charge transfer mechanism and is characteristic of the correlated barrier
hopping (CBH) model, within which the s index decreases with increasing temperature [13].
This may be due to thermally activated charge transfer between localized states through
potential barriers. With increasing temperature, the probability of thermally activated jumps
increases, which leads to a change in the frequency dependence of the conductivity [16].
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For Mn-doped samples, the transition to the region of decreasing s is observed already
at approximately 365 K, and the minimum values of the parameter reach approximately
0.75. This may indicate that the introduction of Mn changes the local environment of the
charge carrier localization centers and affects the nature of their frequency-dependent
transport. Substitution of Ga by Mn ions with a different ionic radius can cause local
structural deformations and change the distribution of potential barriers between
neighboring localization centers. Thus, even at close values of the activation energy of DC
conduction, doping can significantly affect the local dynamics of charge carriers.

CONCLUSION

It was found that undoped BaGa204 exhibits intense broadband luminescence with a
maximum near 410 nm, attributed to intrinsic emission centers in the matrix. Mn doping is
accompanied by a shift of the luminescence maximum to 430 nm and a significant decrease
in its intensity when excited in the region of the fundamental absorption edge at a
wavelength of 250 nm. When excited at 290 nm, a broad luminescence band with a
maximum near 440 nm is formed in BaGa204 samples. The appearance of an excitation
band in the range of 270-340 nm indicates the presence of an effective excitation channel
associated with Mn centers and the possibility of their more selective excitation compared
to the intrinsic centers of the matrix. Co-doping of Mn-Zr leads to a further decrease in
luminescence intensity, which may be due to changes in the matrix defect structure and an
enhancement of non-radiative relaxation. At the same time, the introduction of Zr does not
significantly change the spectral composition of the emission.

According to the CIE 1931 chromaticity diagrams, undoped BaGa204 exhibits blue
emission with a color purity of about 80%. Mn doping and Mn/Zr co-doping cause a
moderate shift of the chromaticity coordinates towards the green region and a decrease in
color purity to about 75 and 71%, respectively. The results demonstrate the possibility of
controlling the spectral and color characteristics of BaGa204 luminescence through doping
and by varying the excitation wavelength, which opens prospects for its use in
optoelectronic applications.

Doping BaGa204 with Mn impurities increases DC conductivity relative to the
undoped matrix. Co-doping with Zr/Mn impurities reduces conductivity compared to
samples doped only with Mn, however, its values remain higher than for the undoped
matrix. The activation energies of DC conductivity for the studied samples are close, at
1.15-1.19 eV. This indicates that doping does not significantly change the energy barrier
of the dominant transport process. The observed change in the absolute conductivity may
be associated with a modification of the concentration of localized states and intrinsic point
defects.

The frequency dependence of the AC conductivity is described by the universal
Johnsher law. The non-monotonic temperature dependence of the parameter s indicates a
change in the nature of localized charge transfer as temperature varies. The increase in s
to values close to unity can be associated with tunneling or almost frequency-independent
transfer mechanisms, while the further decrease in s with increasing temperature is
compatible with the correlated barrier jump model.
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CNEKTPAJIbHI TA ENEKTPUYHI XAPAKTEPUCTUKU NTIOMIHO®OPIB
BaGa.04, IEFTOBAHUX Mn TA Mn-Zr

Amumpo Cno6o0d3sH*, MapkisiH Kywnuk, B’ssyuecnae Bacunsbuyis,
leaHHa Medegidb, AHOpili Jly4e4ko

KagheOpa ceHcopHOI ma HanigrnpogiOHUKOBOI efleKMPOHIKU,

JibeiecbKuli HayioHanbHUl yHieepcumem iMeHi IsaHa ®paHka,

gyn. ['eH. TapHascbkozo, 107, flbsis, 79017, YKPAIHA

AHOTALIA

Bctyn. BaGa:04 € LUMPOKO3OHHUM OKCUAOM 3 NEPCMNEKTUBHUMM MIOMIHECLEHTHUMU Ta
€MNEeKTPOHHUMKU  BMACTMBOCTSIMM, WO poOUTb MOro MNOTEHUiAHOK  MaTpuuer  and
TNIOMIHOOPHMX Ta ONTOENEKTPOHHUX MaTepianiB. KoHTponboBaHe neryBaHHs 3abesnevye
edeKkTMBHMIN nigxia Ao Moaudikauii noro nioMiHecueHuil, gedekTHOI CTpyKTypu Ta
BMacTUBOCTEN NepeHeCceHHs 3apsaay.

Martepianu Ta metogu. Henerosanuin BaGa204 (BGO), BGO: 0,1 mon.% Mn ta BGO:
0,1 mon.% Mn, 0,2 mon.% Zr 6ynn cuHTE30BaHi BUCOKOTEMMNEPATYPHUM TBEPAO(aA3HUM
mMeToaoM. CnekTpu boToNOMIHECUEHLUIT Ta 30YIKEHHS (POTONOMIHECLIEHLIT BUMipIOBanmcst
3a kiMHaTHOI TemnepaTypu. [NpoBIAHICTE MOCTIMHOIO CTPYMy AOCHifXyBanacs y BaKyyMmi B
pianasoHi Temnepatyp 370—490 K, Toai sk NpoBigHiCTb 3MiHHOTO CTPyMy BUMIptoBanacs B
pianasoHi vactor 100 lu-50 kly 3 BUKOPUCTAHHAM amMnniTyan 306ymKyBanbHOMoO
enekTpuyHoro nons 5,0 B.

Pe3ynbTatn. Henerosanuin BGO gemMoHCTpye iHTEHCMBHY LUMPOKOCMYTOBY GnakuTHY
NOMIHeCLeHLilo 3  MakcMMymom nobnudy 410 HM, WO TMOSICHIOETLCS  LieHTpaMu
BUNPOMiHIOBaHHSA MaTpuui. JleryaHHa Mn 3millye makcumym BUNpoMiHioBaHHA o 430—
440 HM, 3HAYHO 3MEHLUYE IHTEHCMBHICTb Ta CTBOPKE [0AATKOBY CMYyry 30ymKeHHs
nomiHecueHuii npyn 270—340 HM, Lo BKa3ye Ha HAsBHICTb e(peKTUBHOIO kaHany 30ymKeHHs,
noBe’sa3aHoro 3 ueHTpamu Mn. CninbHe neryBaHHs Zr 4OOATKOBO 3MEHLUYE iHTEHCUBHICTD,
ane CyTTeBO He 3MIHIOE CMeKTpamnbHWiA Cknag cBideHHs. 3rigHo 3 aHanisom CIE 1931,
yncToTa Konbopy 3meHwyeTbesa 3 80% ana BGO go 75% ta 71% ansa 3paskis, eroBaHmnx
Mn i Mn-Zr BignoBigHo. ENekTpuyHi BUMIpOBaHHs NOKa3ytoTb, L0 rneryBaHHs Mn 36inbLuye
NPOBIAHICTb NOCTIHOrO CTpyMy GinbLU HiXX HA NOPAJOK, ToAi siK cninbHe neryBaHHs Mn-Zr
3MeHLUYye NpoBigHICTb, 36epiraoym Npu LbOMY 3Ha4YEHHS BULLE, HiX Yy HeneroBaHoro BGO.
EHeprii aktuBauii nocTiiHoro ctpymy sanuarTbcs 6nusbkumn B gianasoni Big 1,15 go
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1,19 eB. lNpoBigHiCTb 3MiIHHOIO CTPYMY AEMOHCTPYE HYacTOTHY AMCMEPCito, WO ONUCYETbCA
yHiBepcansHUM 3akoHOM VoHLiepa, npuyoMy TemrepaTypHa 3anexHiCTb MoKasHuka S
BKa3y€e Ha 3MiHM B ITOKani3aoBaHUX MeXaHiamax nepeHocy 3apsay.

BucHoBku. JlerysaHHs Mn Ta Mn-Zr edeKkTMBHO 3MIHIOE ONTWUYHI Ta EneKTPUYHI
BMacTMBoCTi ranaTy 6apito LWnAXoM 3MiHM NokanisoBaHUX CTaHIB i AedeKTHOI CTpyKTypu.
3paTHiCTb HanawToByBaTU MIOMIHECLEHLIO Ta NEPEHOCUTIN 3apsag NiAKPECroe noTeHuian
nerosaHoro BaGaz04 ans 3actocyBaHHA B noMiHOopax Ta ONTOENEeKTPOHILi.

Knrouoei cnoea: BaGax04, gomiwkn Mn-Zr, ntomiHecuUeHLUisi, enekTponpoBigHICTb,
nokanisoBaHi cTaHu, fItoMiHohopwm
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