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USING LARGE LANGUAGE MODELS FOR TEXT ANALYSIS IN THE
EVALUATION OF UNIVERSITY EDUCATIONAL PROGRAMS

Mykola Stasiuk? ©©, Vitaliy Kukharskyy? ©©, Bohdan Pavlyshenko! 0O,
'System Design Department, Ivan Franko National University of Lviv,

50, Drahomanova St., Lviv, 79005, Ukraine

2Applied Mathematics Department, Ivan Franko National University of Lviv,

1, Universytetska St., Lviv, 79000, Ukraine

Stasiuk, M. |., Kukharskyy, V. M., Pavlyshenko, B. M. (2026). Using Large Language Models for Text
Analysis in the Evaluation of University Educational Programs, Electronics and Information
Technologies, 33, 5-16. https://doi.org/10.30970/eli.33.1

ABSTRACT

Background. Large language models (LLMs) are increasingly used in educational
analytics, particularly for processing large volumes of accreditation-related documents.
However, it remains unclear how reliably such models can assess the quality of self-
evaluation reports for educational programs, and which textual characteristics influence how
models form their assessments.

Materials and Methods. In the study, ten self-evaluation reports of educational
programs were analyzed: five identified by the expert assessment as the strongest within
the higher education institution over the last three years, and five as the weakest over the
same period. GPT-5 and Gemini-2.5 models independently evaluated each document using
the official ten Ukrainian National Agency for Higher Education Quality Assurance (NAQA)
criteria and eight textual metrics reflecting structural, semantic, argumentative, and factual
properties of the text. All evaluation grades were generated directly by the models on a
unified scale from 1 to 10. To analyze the relationships between NAQA and textual criteria,
Pearson's and Spearman’s correlation coefficients were used.

Results and Discussion. LLMs demonstrated limited alignment with the NAQA criteria,
yielding weak correlations. In contrast, textual criteria, primarily factual density,
argumentativeness, semantic coherence, and lexical diversity, consistently differentiated
between stronger and weaker reports. GPT-5 exhibited lower variability and reduced
sensitivity to stylistic noise, while Gemini-2.5 reacted more strongly to structural and stylistic
deficiencies. Correlation matrices showed that textual criteria better capture the latent quality
characteristics of documents than the direct application of NAQA criteria.

Conclusion. The results show that LLMs currently do not accurately reproduce expert
evaluations based on the formal NAQA criteria but effectively analyze the structural and
content-related characteristics of reports using textual metrics. These metrics complement
the NAQA criteria by accelerating expert workflows and enhancing document monitoring.
Future research will focus on expanding the dataset, standardizing prompts, and comparing
a broader range of models.

Keywords: large language models, educational programs, quality assessment.

INTRODUCTION

Large Language Models (LLMs) are gradually being integrated into educational
analytics, from automated reviews to the creation of self-assessments and accreditation
reports [1, 2]. At the same time, the question arises not only of the accuracy of such

Access article distributed under the terms of the Creative Commons Attribution 4.0 License which permits
unrestricted reuse, distribution, and reproduction in any medium, provided the original work is properly
cited.
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assessments but also of the quality of the assessment process itself. This includes how
effectively the model explains its own decisions, refers to sources, and demonstrates
reasoned motivation. Studies indicate that models can differ significantly in their ability to
build logical chains of reasoning and engage in reasoned thinking, which affects the stability
and interpretability of their evaluations [3].

Educational program self-assessment texts are the central element of the
accreditation process and reflect the aspects of the educational program's functioning
required by the regulatory framework of the National Agency for Higher Education Quality
Assurance (NAQA). In such documents, the higher education institution must demonstrate
the completeness and systematic nature of student preparation, justify the rationale for the
curriculum structure, and describe the faculty, the learning environment, resources, and
quality assurance mechanisms.

The analysis of large volumes of texts is a significant burden for expert groups,
especially amid the growing number of programs. Meanwhile, modern LLMs demonstrate
the ability to work with long texts, summarize information, search for patterns, and measure
structural and stylistic characteristics. Previous research, particularly approaches such as
G-Eval, shows that LLMs can serve as tools for evaluating and analyzing text quality [4]. In
this study, textual criteria are considered an additional tool for the analysis of the
document's structural and semantic properties, which are not always explicitly represented
in the formal criteria. This opens the possibility of using LLMs to analyze self-assessment
materials.

Despite growing interest in the use of LLMs in educational analytics processes, little
is currently known about their ability to work with educational program self-assessment
texts. In the context of Ukrainian-language research, the first attempts to create specialized
benchmarks for evaluating LLM capabilities are already emerging [5]. However, it has
scarcely been explored whether models can consistently evaluate such texts, differentiate
their quality characteristics, and how their assessments correlate with the official NAQA
criteria. In this research, the capabilities of GPT-5 and Gemini-2.5 were evaluated by
comparing their results on real self-assessment texts.

The purpose of this study is to investigate how modern LLMs interpret and apply the
official NAQA criteria when analyzing educational program self-assessment texts, as well
as the extent to which LLM assessments are consistent and justified. The models GPT-5
and Gemini-2.5 were used to assess their ability to work with long normative texts,
distinguish between strong and weak reports, and identify the key document properties that
influence the evaluation. Additionally, it was investigated whether textual criteria can
complement the official evaluation system and serve as a tool for preliminary analytical
auditing of such documents. A separate focus was placed on analyzing which elements of
the documents' content influence the LLM assessments and correlate with program quality.

MATERIALS AND METHODS

In this work, educational programs are understood as higher education degree
programs evaluated within formal accreditation frameworks. The study focuses on the
analysis of self-evaluation texts and does not address the evaluation of software or
programming code.

Ten self-assessment texts of educational programs that are publicly available on the
official website of lvan Franko National University of Lviv were used in the experiments.
The sample included five programs that received higher expert evaluations based on
accreditation results, and five programs that received the lowest evaluations. All documents
were structured in accordance with NAQA requirements, ensuring their comparability. Each
text was processed separately by two LLMs: GPT-5 [6] and Gemini-2.5 [7].

Two sets of criteria were applied for evaluating the self-assessment texts. The first
contained 10 official NAQA criteria [8], each with a score ranging from 1 to 10. The criteria
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cover educational program design, its structure, staffing, learning environment, internal
quality assurance system, and other components, as shown in Table 1. Since Criterion 10
applies only to third-level educational programs (PhD level), its scores were not included
in the subsequent analysis.

Table 1. NAQA criteria.

# Criterion Short Description

Corresponds to the standard of higher education and
Educational Program  professional standards. Clear goal, aligned with the HEI's
Design mission. Consideration of labor market needs and trends,
and the regional context.

ECTS credit volume complies with legislation. Logical struc-
ture, relevance to the subject area. Possibility of an indivi-
dual educational trajectory. Practical training, social skills.

Structure and Content
2 of the Educational

e Consideration of the UN Sustainable Development Goals.
Access to the Transparent and non-discriminatory admission rules.

3 Educational Program  Procedures for recognizing learning outcomes acquired in
and Recognition of other institutions, as well as results of non-formal and
Learning Outcomes informal education.

Student-centered approach, academic freedom. Availability
of syllabi. A combination of learning with research.
Updating content based on scientific achievements.
Internationalization.

Learning and Teaching
4 within the Educational
Program

Monitoring Measures, Clear and published evaluation criteria. Clear rules for
Evaluation of Higher conducting exams, preventing conflicts of interest, and
Education Students, appeal procedures. Effective policy and culture of

and Academic Integrity academic integrity.

Faculty qualifications meet requirements. Transparent
competitive selection. Involvement of employers and
practitioners in teaching. Promotion of faculty professional
development.

6 Human Resources

Sufficiency of material and technical base, libraries, and
software. Safe and inclusive environment. Support for
physical and mental health. Anti-corruption policies and
anti-discrimination measures.

Educational
7 Environment and
Material Resources

Procedures for program monitoring and review.
Involvement of students and employers as partners.
Tracking graduate careers. Response to surveys and
feedback from previous accreditations.

Internal Quality
8 Assurance of the
Educational Program

Transparency and Clear rules for all participants. Public discussion of program

9 o drafts before approval. Publication of complete information
Publicity .
on the website.
Preparation for solving complex problems. Alignment of
. research with the supervisor's field. Presence of
Learning through - . : o
10 specialized academic councils. Resource provision for

ResEErEn research. Integration into the international community.

Integrity of supervisors.
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The formation of the set of textual metrics was based on modern approaches to the
qualitative properties of text analysis used in the field of Natural Language Generation
(NLG) [4] and in the evaluation of language models. These properties include structural
organization, logical coherence, argumentative completeness, semantic connectivity,
factual correctness, and lexical variability.

In this study, all metrics were computed directly by the LLMs, which were instructed
to assign each metric a value on a scale from 1 to 10 based on the document's content,
without any subsequent manual adjustments. The textual criteria used are described in
Table 2.

Table 2. Textual Criteria for the Assessment of Self-Evaluation Reports.

Metric Abbreviation Essence of the Metric
Structural s Integrity and logical coherence of the document's
Consistency structure; presence of all key sections.
o The proportion of NAQA criteria for which substantive
Criteria Coverage C . X
explanations are provided.
Argumentative A The quantity and quality of arguments, examples, and
Saturation evidence-based statements in the text.

The degree of vocabulary variety, including the pro-
Lexical Diversity L portion of unique lexemes, the presence of termino-
logy, synonyms, and different language registers.

Diversity of types of evaluative judgments in the text

Eva!uapp : Vv (positive, negative, neutral), as well as the balance
Variability : -
between them and their sources of origin.
Semantic Logical and linguistic coherence between adjacent
o SC .
Connectivity sentences in the document.

Factual E The number of references to regulatory documents or

Saturation standards.
Model Motivation M The presence of an explicit explanation for the logic
Clarity the model followed when forming the evaluation.

The metrics for structural consistency and argumentative saturation rely on the prin-
ciples of logical organization of text analysis described in modern NLG evaluation systems
[4]. Completeness of coverage reflects the model's ability to encompass all structural
components of the document correctly and is based on coverage-based assessment
approaches in NLG. The factual saturation metric is based on practices for verifying the
reliability of statements in language model responses and related research on factuality [9].
The semantic connectivity metric applies approaches to sentence similarity in embedding
space analysis, a typical approach for evaluating the coherence of generated texts [10].

The variability metric reflects the diversity of evaluative judgments present in the
document's text. It takes into account the balance between positive, negative, and neutral
statements, as well as different sources of evaluation, such as claims about strengths,
acknowledgment of shortcomings, and neutral descriptions of processes. The lexical
diversity metric assesses the degree of vocabulary variation, including the proportion of
unique lexemes, the use of terminology, synonyms, and different linguistic registers. It
reflects the richness of the language and the stylistic saturation of the text and operates
based on the Type-Token Ratio [11]. Clarity of motivation assesses the presence of explicit
explanations regarding the logic of evaluation formation and is related to approaches for
evaluating the transparency of reasoning processes in LLMs.
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Thus, the set of metrics combines generally accepted approaches for studying
academic texts with modern methods for evaluating the quality of LLM responses, and is
used in this study as an additional analytical tool.
The research focused on three aspects:
¢ Relationship between NAQA criteria scores and textual metrics. It was checked
whether self-assessment text metrics are associated with high or low scores on the
NAQA criteria.

¢ Inter-model consistency. The correlation between the two models’ scores was
analyzed separately for the NAQA criteria and the textual metrics. This allowed for
determining how stable and reproducible the decisions of different LLMs are when
working with identical documents.

¢ Internal structure of each model's evaluations. It was investigated which textual

properties most strongly influence the NAQA scores within each model, and
whether the models form similar patterns.

The Pearson correlation coefficient [12] was used for quantitative analysis, enabling
assessment of the linear relationships between the criterion values on a unified scale.
Additionally, Spearman’s rank correlation coefficient [13] was employed to analyze
relationships based on score rankings. Together, these correlation measures were used to
examine whether the textual metrics and NAQA scores generated by the models are
sufficient to distinguish between program self-assessment documents previously identified
by experts as stronger or weaker.

Since the study sample comprises only 10 documents, the obtained Pearson
correlation coefficients should be considered indicative. With so few observations, a single
atypical document can significantly influence the values of the correlation indicators.
Therefore, the interpretation of correlations is presented as identified tendencies rather
than statistically confirmed patterns.

To simplify the analysis and comparison, the results were structured using conditional
notation. The five programs that experts previously identified as higher quality are denoted
as B1-B5 (Best). The five programs that received the lowest expert evaluations are denoted
as W1-W5 (Weakest). All graphical materials, tables, and correlation analysis results use
these notations for data unification.

RESULTS AND DISCUSSION

The results of the models’ work, presented in Fig. 1, demonstrate varying behavior
between the NAQA and textual criteria. Both LLMs are generally prone to assigning high
scores based on the NAQA criteria. However, significantly more variation is observed in
the textual criteria, especially for metrics such as lexical diversity, semantic connectivity,
and evaluation variability. The NAQA scores are less sensitive to the text's actual properties
than the textual criteria, which more accurately capture the quality of the document's
content.

Notably, the Gemini-2.5 model shows a significantly wider spread of textual criteria
scores, whereas the GPT-5 model assigns scores less frequently at 5-6 and below. This
points to different internal text analysis strategies: GPT-5 focuses on structural integrity and
general style, while Gemini-2.5 concentrates more on argumentation, facts, and logical
connectivity.

The correlation analysis showed that the relationship between the NAQA criteria and
the textual characteristics is weak or unstable in most programs. Even in cases where the
text contains a significant number of facts, examples, and clear arguments, the model may
assign very high scores for structural criteria but react weakly to the quality of the content.
In program W5, GPT-5 assigns 10 points for Criterion 1, "Educational Program Design"
but the textual criteria indicate poor semantic connectivity (SC = 6). This highlights a
disconnect between the formal fulfillment of the structure and the low quality of the content.
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Fig. 1. Self-evaluation report evaluation scores obtained from GPT-5 and Gemini-2.5 models: (A) NAQA criteria
evaluation by GPT-5; (B) Textual criteria evaluation by GPT-5; (C) NAQA criteria evaluation by Gemini-
2.5; (D) Textual criteria evaluation by Gemini-2.5.

Furthermore, it is one of the key reasons for the weak correlation between the groups of
criteria in the "weaker" programs: the text appears to be correctly constructed but lacks
objective evidence or substantiation.

For program self-assessment texts that experts rated as stronger or B-group, a
generally higher correspondence between the NAQA criteria and the textual criteria is
observed compared to the texts in the W-group. Fig. 1 shows that most documents in this
group exhibit high values for argumentativeness, factual saturation, and structural
consistency. High scores often accompany these indicators on the NAQA criteria.

Despite the general trend, individual strong programs demonstrate localized
shortcomings in specific criteria:

¢ In B1, both models lower the scores for the Lexical Diversity criterion, despite high

scores on other indicators, likely due to the homogeneity of terminology.

e In B2, the Variability of Evaluations criterion is lower, indicating the document's

self-critical nature, even though the NAQA criteria scores are high.

e In B3 and B4, specific textual criteria have lower values than others, indicating

weaker internal logical density or an insufficient number of facts.

o Some NAQA criteria receive lower scores even in strong programs.
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Thus, strong programs demonstrate a higher correlation between text quality and
model scores. This suggests that LLMs can notice and reflect the quality of strong
programs, but even in strong documents, specific textual characteristics may be weak, and
the models capture this.

In documents B1-B4, elevated values for Argumentative and Factual Saturations are
associated with the presence of specific details directly relevant to the educational program.
In B1, this consists of a list of specific software packages. In B2, it links to the national
context. In B3, itis the program's adaptation to changing learning conditions. In B4, it refers
to the employer and real cases of cooperation.

The Variability of Evaluations showed interesting patterns. In documents where the
program openly acknowledges shortcomings, Evaluation Variability decreases: the text
becomes more stylistically uniform, restrained, specific, and lacks excessive self-praise.
Despite this, such documents received high scores for the "Internal Quality Assurance”
criterion, indicating that honesty and self-reflection do not lower the model's evaluation but
rather align with the signs of quality programs. In contrast, documents where shortcomings
are hidden behind general phrases demonstrate higher Evaluation Variability values - that
is, a greater diversity of evaluative statements dominated by generalized claims not
substantiated by specifics. Such texts often also have lower Factual Saturation values,
indicating a deficit of concrete information.

Self-assessment documents for the W-group programs demonstrate a characteristic
pattern: structural consistency is always high, but factual saturation is low. For example,
document W2 directly acknowledges the lack of resources for several program
components, and W3 notes an insufficient number of courses on Moodle, which is reflected
in lower scores for the "Educational Environment" criterion. This is a typical situation in
which the text has a formal structure but lacks specifics, as reflected by low Factual and
Argumentative Saturation metrics.

Although both models were evaluated on identical input texts, the results suggest that
they differ in their sensitivity to stylistic noise present in the self-evaluation reports. In this
study, stylistic noise refers to superficial stylistic features inherent to the documents, such
as template-based phrasing, repetitive generic statements, lexical redundancy, and
declarative claims without supporting evidence, that do not add substantive content. While
these features are part of the input texts, the models appear to weigh them differently,
leading to varying levels of score variability and sensitivity to document quality.

Summarizing the results, both models demonstrate sensitivity to the content
characteristics of self-assessment documents, but in different ways. In stronger programs,
moderate or high consistency is observed between the NAQA criteria and the textual
metrics, whereas weaker programs are characterized by a disconnect between formal
structure and substantive content. Textual metrics, Argumentative and Factual Saturations,
and Semantic Connectivity proved to be more informative indicators of the actual quality of
the documents than the scores based on the NAQA criteria, which both models are prone
to assigning mainly in the high range. Furthermore, the GPT-5 model demonstrated more
stable and conservative behavior, while the Gemini-2.5 model showed greater variability
and sensitivity to specific textual deficiencies. The results indicate that LLMs can identify
substantial qualitative differences between programs, but their assessments based on
formal criteria require careful interpretation and supplementation with textual
characteristics of the documents.

The correlation matrices presented in Fig. 2 (A-D) illustrate the relationships between
the NAQA criteria and the textual metrics using Pearson’s and Spearman’s correlation
coefficients for Gemini-2.5 and GPT-5. Panels (A) and (C) show Pearson correlation
matrices, while panels (B) and (D) present Spearman rank correlation matrices. In all
cases, correlations were computed across the complete set of 10 self-assessment
documents, enabling the analysis of general associations between formal accreditation
criteria and textual characteristics irrespective of the expert-based grouping of reports.
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Fig. 2. Correlation between NAQA criteria and textual metrics computed using Pearson’s and Spearman’s
coefficients. Panels show: (A) Gemini-2.5 (Pearson), (B) Gemini-2.5 (Spearman), (C) GPT-5 (Pearson),
and (D) GPT-5 (Spearman).

Given the limited sample size, the obtained Pearson and Spearman correlation
coefficients should be interpreted as indicative tendencies rather than statistically
confirmed relationships. Pearson’s correlation reflects linear associations on the unified
numerical scale produced by the models, whereas Spearman’s rank correlation captures
monotonic relationships based on the relative ordering of scores. The use of both
coefficients provides complementary perspectives on the same data and allows for
assessing the stability of the observed patterns under different correlation assumptions.

The overall similarity between Pearson and Spearman correlation matrices indicates
that the identified associations are not driven by individual extreme values or rank-specific
effects, but represent stable tendencies present in the analyzed sample. At the same time,
the correlation analysis reveals only isolated local relationships between specific textual
metrics and NAQA criteria, with no consistent or universal dependence across criteria. This
finding supports the conclusion that textual quality characteristics alone do not constitute a
reliable proxy for formal accreditation assessment, and that LLM-based evaluations reflect
document properties that are only partially aligned with the official NAQA criteria.

The heatmaps show that GPT-5 primarily assigns scores of 9-10 and rarely assigns
low scores. This may be a consequence of RLHF (Reinforcement Learning from Human
Feedback) [14], which can make the model overly polite and "helpful." In auditing tasks,
this may not be very appropriate, and the model should be specifically prompted to criticize.
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In the present study, expert evaluations are treated as correct and authoritative. These
evaluations were produced by formal expert committees and served as the basis for
accreditation decisions. Therefore, they constitute the only available, institutionally
validated reference point for distinguishing stronger from weaker educational programs. In
this sense, the expert-based classification of programs reflects real decision-making
outcomes rather than abstract or hypothetical judgments.

At the same time, it is important to note that the expert assessments used in this study
did not include explicit cumulative numerical scores. The information accessible to the
authors consisted of the categorical distinction between programs evaluated as stronger
and weaker, without a unified quantitative scale that could be directly used for correlation
analysis. As a result, a direct comparison between cumulative expert scores and
aggregated model-based evaluations was not feasible within the scope of the present
dataset.

Given these constraints, the analysis focused on criterion-level scores generated by
the language models and on their ability to differentiate between programs previously
identified by experts as stronger or weaker. This design allows for investigating whether
LLM-based evaluations, expressed either through formal accreditation criteria or through
textual quality metrics, are consistent with expert judgments at the group level, even in the
absence of explicit numerical expert ratings.

From this perspective, the observed differences in alignment between expert
judgments and model-generated scores should not be interpreted as questioning the
validity of expert evaluations. Instead, they highlight the extent to which different sets of
criteria capture aspects of the documents that are implicitly or explicitly reflected in expert
decisions. The results thus provide insight into how expert judgments may be reflected in
textual properties of self-evaluation reports, rather than serving as a direct validation or
refutation of either the expert assessments or the accreditation criteria themselves.

It is worth mentioning that the study has certain limitations. First, the sample is small,
which does not allow for generalizing about all educational programs. Second, the analysis
is limited to two models, which, although modern, may yield different results depending on
the version or operating mode. Third, the NAQA scores generated by the models depend
on the specific prompt formulation and may change under other conditions. Furthermore,
LLMs do not have access to the contextual data about educational programs used in real
accreditation expert evaluations, and can only analyze what is presented in the text.

Despite these limitations, the results demonstrate the potential of using LLMs for the
preliminary analysis of self-assessment documents. The combination of formal NAQA
criteria with textual metrics allows for obtaining a multidimensional view of document quality
and for identifying weaknesses that are not always obvious from the text's primary
structure. This opens the door to creating semi-automated tools to support expert groups,
monitor documents, and enhance transparency in accreditation procedures.

CONCLUSION

This work assessed the ability of LLMs to analyze the quality of educational program
self-assessment texts using official NAQA criteria and a set of textual metrics. The results
demonstrated that GPT-5 and Gemini-2.5 generally correctly interpret the logic of the
NAQA criteria but exhibit different sensitivity to their individual components. Specifically,
the models well identified the structural, semantic, and factual properties of the text, but
reacted more weakly to those elements of the criteria that do not have a direct textual
representation or require the broader context of the educational program's functioning. This
indicates that the current form of the NAQA criteria, when interpreted as a text query, does
not always allow the models to reproduce the depth of expert evaluation. The identified
tendencies were consistent across both Pearson and Spearman correlation analyses,
indicating that the observed patterns are robust to the choice of correlation measures.
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In contrast, the textual metrics proved effective at distinguishing between strong and
weak self-assessment documents. High values for argumentative and factual saturation,
as well as semantic connectivity, were associated with programs that received better expert
evaluations. In contrast, low scores on these metrics corresponded to texts with less
qualitative content. This confirms that LLMs can not only identify the structure of a
document but also perform a preliminary substantive analysis in many aspects similar to
the logic of expert evaluation. It is important to emphasize that textual metrics do not
replace the NAQA criteria and are not an automated assessment. Instead, they
complement expert judgment, helping identify potential weaknesses in the document
quickly.

A separate finding is that LLMs demonstrate sensitivity to honesty and self-reflection
in documents. Programs that openly describe their shortcomings received more balanced
evaluations and higher scores on criteria related to internal quality assurance. This
indicates that LLMs can consider not only the strengths of the document but also its integrity
and realism.

Despite significant differences between the models, GPT-5 and Gemini-2.5
demonstrated similar general tendencies, suggesting the approach's scalability and
independence from a specific architecture. At the same time, the work revealed several
limitations, including a small sample of documents, models' sensitivity to prompt
formulations, and a lack of contextual information about the real operating conditions of the
educational programs.

Overall, the results confirm the potential of LLMs as a tool for analytical support in
accreditation processes. The combination of formal NAQA criteria with textual metrics
creates opportunities for developing semi-automated systems for monitoring and
preliminary analysis of the quality of educational programs. Future research can be directed
toward expanding the document corpus, comparing a greater number of models,
standardizing instructions, and creating specialized tools to support higher education
expert groups.
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BUKOPUCTAHHSA BENUKMX MOBHMX MOOENEN ANA TEKCTOBOIO
AHANI3Y B OUIHIOBAHHI YHIBEPCUTETCbKUX OCBITHIX MPOIrPAM

Mukona Cmacok*, Bimanii Kyxapcekuii?, bo2daH MaenuweHko!
"Kaghedpa cucmemHO20 poeKmyeaHHs,

JIbsiecbkuli HayioHanbHUl yHieepcumem iMeHi IeaHa ®paHka,

syn. [pazomarosa 50, 79005 flbesis, YkpaiHa

2Kagpedpa npuknadHoi Mamemamuku,

JIbsigcbKull HayioHanbHUl yHisepcumem imeHi lsaHa ®paHka,

8yrn. YHisepcumemcbka 1, 79000 Jlb8ie, YkpaiHa

AHOTALIA

Bctyn. Benuki MmoBHIi Mogeni gedani yacTile 3acTOCOBYKOTbLCA B aHamniTuuli OCBITH,
30KpeMa LjikaBMM MUTaHHSM € OOCTiKEHHS, NOB’si3aHi 3 onpautoBaHHSAM BENuKMX obcariB
akpeauTaLUiiHUX OOKYMeHTIB. Bigkputum, Hanpuknag, € nuTaHHsa LWodo TOro, HacKinbku
HafinHO BENWKi MOBHI MOAeri MOXYTb aHarnidyBaTu AKiCTb TEKCTIB CAMOOLIHIOBaAHHS OCBITHIX
nporpam i siki xapakTepucTUKM TEKCTY BNNNBaKOTb Ha Te, AK Mogeni (hOpMYtoTb CBOI OLiHKU.

MaTepianu Ta MeToaun. Y focnigXeHHi npoaHaniaoBaHo AeCATb 3BiTiB CaMOOLiHHOBaHHS
OCBITHIX Nporpam: M'aTb, 3a 3aranbHOK OLIIHKOK eKCNepTiB BUAIMNEHI K HarlKkpaLli y 3aknagi
BMLLOI OCBITM 32 TPW OCTaHHi POKM Ta M'ATb, AK HaWcnabLwi 3a uen xe x nepiog. Mogeni
GPT-5 i Gemini-2.5 He3anexHo OLiHIOBaNu KOXeH JOKYMEHT 3 BUKOPUCTaHHAM OiLlinHMX
pecatn kputepiie HASABO Ta BoCbMM TEKCTOBMX METPUK, WO BigobpaxaloTe CTPYKTYPHI,
CEeMaHTUYHi, apryMeHTauilHi 1 akTonoriyHi BracTMBOCTI TEKCTy. YCi MeTpuku Oynu
3reHepoBaHi Ge3nocepegHbO Mogenamu y eauHin wkani Big 1 go 10. Ona aHanisy
B3aEMO3B'A3KiB Mix kputepiamu HAS3ABO Ta TEKCTOBMMM OUiHKAMXU BUKOPUCTaHO
koediuieHTn kopensuii MipcoHa Ta CnipmeHa.

Pe3ynbTatn. Benuki MoBHIi Mogeni mpoOeMOHCTpyBanu OOMEXeEHY Y3rO[KeHICTb 3
kpuTepiamn HA3ABO, BuasuBLlM cnabki Ta HecTabinbHi kopensauii Mk HUMKU. HaTomicTb
TEKCTOBI KpuTepii, nepeayciM hakTonoriyHa HaCUYEHICTb, apryMeHTOBaHICTb, CEMaHTMYHa
3B’A3HICTb i NEeKCUYHa Pi3HOMAHITHICTb, CTabiNbHO PO3PI3HANM CUMbHIWI Ta cnabLwi 3BiTK.
GPT-5 pemMoHcTpyBana MeHLUy BapiaTMBHICTb i criablly 3anexHiCTb Bif CTUMNICTUYHUX
wymiB, Toai sk Gemini-2.5 akTuBHIlWe pearyBana Ha CTPYKTYPHI Ta CTWUMICTUYHI HEeOOMiKM
TekcTy. KopensuiiHi matpuui niaTBepaunnu, WO TEKCTOBI KpuTepii Kpawe BigobpaxatTb
NpUXOBaHi SKICHi BNacTUBOCTI AOKYMEHTIB, MOPIBHAHO 3 NPSIMUM 3aCTOCYBaHHSIM KpUTepiiB
HA3ABO.

BucHoBkn. Pe3ynbTat cBigyaTh, WO BENUKI MOBHI MOAEri Hapasi HeAOCTaTHbO TOYHO
BiATBOPIOIOTL E€KCMepTHe OuiHoBaHHA 3a dopmansHumn kpuTepismu HASABO, ane
edeKTMBHO aHani3yloTb CTPYKTYPHi W 3MICTOBi XapakTepuCTMKM 3BIiTiB 3a AOMOMOrOH
TEKCTOBMX MeTpuK. Lli meTpuku cnig posrnagaTti sk AONOMIKHUIA IHCTPYMEHT aHaniay, sSkui
MOXe MPUCKOPUTU POOOTY eKCnepTiB Ta MiABULLMUTM SIKICTb MOHITOPUHIY OOKYMEHTIB. Y
nofanblUMX AOCNIMKEHHSAX MNaHyeTbCA PO3LUMPEHHS BMOIpKW, cTaHoapTu3alii 3anuTiB i
MOPIBHSAHHS LUMPLLIOrO Kona MoAenen.

Knroyoei cnoea: Benviki MOBHI MOAENMi, OCBITHI Nporpamu, SIKiCTb OLiHIOBaHHS.
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ABSTRACT

Background. The development of modern mathematical computing systems requires
the effective implementation of machine learning algorithms while maintaining a balance
between prediction accuracy and computational resources. Particular attention should be
given to the phased integration of neural networks of varying complexity with minimized
risks for production systems and investigation of the saturation effect when increasing
architectural depth.

Materials and Methods. This article aims to develop a methodology for evolutionary
integration of neural networks from simple perceptrons to ultra-deep architectures in
mathematical computing systems, with detailed comparative analysis of four architectural
types and mathematical modeling of the accuracy saturation effect.

Results and Discussion. For this purpose, four neural network architectures were
investigated: a single-layer perceptron, a four-layer network (128—64—32), a ten-layer
network (128—96—64—48—-32—-24—-16—12), and a twenty-layer architecture with
gradual dimensionality reduction. Experiments were conducted on a dataset from
mathematical modeling results containing 45,000 samples with 24 characteristics. A
comprehensive system of metrics was used to evaluate accuracy, processing speed,
resource consumption, and model stability. The experimental design included stratified
data splitting and cross-validation to ensure statistical reliability of the obtained results
across different architectural configurations.

Conclusion. As a result, the single-layer perceptron demonstrated baseline accuracy
of 78.3% with minimal resource consumption (45 MB RAM, 15 ms latency). The four-layer
network achieved 94.1% accuracy with a moderate increase in resource costs. The ten-
layer architecture showed 95.6% accuracy, demonstrating the beginning of the saturation
effect. The twenty-layer network achieved only 96.8% accuracy with disproportionate
growth in resource consumption (1024 MB RAM, 270 ms latency). Mathematical modeling
confirmed the logistic nature of the relationship between accuracy and architectural
complexity. The findings provide practical guidelines for selecting optimal neural network
architectures in resource-constrained production environments, establishing clear
thresholds beyond which increased complexity yields diminishing returns.

Keywords: Neural networks, evolutionary integration, mathematical computing, deep
learning, saturation effect, architecture optimization

INTRODUCTION

The current stage of development of mathematical computing systems is
characterized by exponential growth in the complexity of solved problems and the volume
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of processed data. Traditional numerical methods, which have provided effective
solutions to computational problems for decades, increasingly encounter fundamental
limitations when working with large data arrays, complex nonlinear dependencies, and
high-dimensional multi-parameter systems [1]. This problem is particularly acute in the
context of modern scientific research, where terabytes of experimental data need to be
processed with high accuracy and in near real-time mode [2].

The integration of machine learning algorithms, particularly neural networks of
varying architectural complexity, into mathematical computing systems opens
fundamentally new possibilities for improving the efficiency of solving complex scientific
problems. Neural networks demonstrate exceptional ability to approximate high-
dimensional nonlinear functions, detect hidden patterns in noisy data, and adapt to
changing conditions of computational tasks. However, direct implementation of the most
complex deep learning architectures in mission-critical mathematical computing systems
carries significant risks related to reliability, result predictability, and exponential growth of
resource requirements [3].

In our previous research, we detailed the architectural principles of building
computational-measurement systems and their modular organization [4, 5]. In particular,
the importance of a gradual approach to implementing complex algorithms in critical
systems was shown, where architectural flexibility and scalability play a key role in
ensuring system reliability and efficiency. Experience in developing microservice
architecture for specialized computing systems emphasizes the critical importance of an
evolutionary approach when integrating innovative machine learning technologies.

The key scientific problem lies in the fact that the selection of optimal neural network
architecture for mathematical computing systems is often carried out without a deep
understanding of the relationship between architectural complexity and practical effective-
ness. This leads to situations where overly complex models consume disproportionately
large computational resources to achieve insignificant accuracy improvements,
demonstrating a saturation effect, or conversely, overly simple architectures are unable to
adequately model the internal complexity of mathematical processes.

The concept of evolutionary integration of neural networks represents an innovative
approach that provides a scientifically grounded, gradual transition from simple to ultra-
complex architectures while considering the dynamic balance between classification
accuracy, processing speed, resource consumption, and operational stability. The
principle of gradual complexity allows for minimizing implementation risks, ensuring full
backward compatibility with existing systems, and optimizing overall system efficiency at
each discrete stage of evolution.

Special attention in the study is given to the mathematical modeling of the accuracy
saturation effect when increasing the depth of neural networks. This effect, known as
"diminishing returns," has fundamental significance for understanding the economic
feasibility of using ultra-deep architectures in practical applications. The theoretical
foundation of evolutionary integration is based on the mathematical formalization of the
process of phased architectural complexity increase using multi-criteria quantitative
efficiency indicators [6].

The relevance of the research is emphasized by the critical need for reliable,
economically efficient, and scientifically grounded solutions for integrating advanced
machine learning technologies into mathematical computing systems, where even minor
errors can have serious consequences for scientific research and practical applications in
industry. Deep understanding of the patterns of architectural complexity influence on
neural network efficiency will allow creating more reliable, economically justified, and
theoretically grounded solutions for a wide range of mathematical applications.
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THEORETICAL FOUNDATIONS OF EVOLUTIONARY INTEGRATION
METHODOLOGY

The methodology of evolutionary integration of neural networks in mathematical
computing systems is based on the fundamental principle of gradual complexity, which
provides scientifically grounded phased implementation of machine learning algorithms
with systematic risk minimization for production systems. The main conceptual idea lies in
creating a controlled evolution trajectory of the system, where each subsequent step
ensures statistically significant and economically justified improvement of characteristics
with a controlled and predictable increase in architectural complexity [21].

Mathematically, the trajectory of evolutionary integration can be represented as an
ordered sequence of system states § = {S,, 51,52, ..., Su}, Where each discrete state S; is
characterized by a unique neural network architecture and a corresponding set of
quantitative efficiency indicators. The transition between neighboring states S; — Sj,1 is
carried out exclusively under the condition of fulfilling a strict economic feasibility criterion:

D(Siv1) —P(Si) > €, C(Si+1,S1) + 0 - R(Sis1),

where @(S) represents the normalized comprehensive efficiency indicator of the system
state, C(S;.1,S;) is a multidimensional transition cost function between states, R(S;.1) is
a quantitative assessment of technological risks, and &, o are adaptive threshold
coefficients that ensure economic and technical feasibility of evolution [22].

The comprehensive efficiency indicator is defined by a simplified formula that avoids
subjective coefficients:

E(S) = A*(S) X T (S)/[M(S) X Tu(S)],

where A(S) is classification accuracy, T(S) is system throughput, M(S) is RAM
consumption, T(S) is model training time.

The transition cost function takes into account both one-time capital costs for
developing and implementing new architecture, as well as long-term operational costs:

C(Si+1,51) = Ci + Ri + ACO + Ct + Cm,

where Cj is implementation cost, R; is integration risk, 4C, is change in operational costs,
C¢ is training cost, C, is maintenance costs.

DETAILED DESCRIPTION OF STUDIED NEURAL NETWORK ARCHITECTURES

The single-layer perceptron as the fundamental basis of evolution

The single-layer perceptron represents the simplest, yet mathematically elegant form
of neural network that implements a direct linear relationship between the
multidimensional space of input characteristics and the discrete space of output classes
[7]- This architecture was carefully chosen as the starting point of evolutionary integration
due to its conceptual simplicity, high operational reliability, minimal resource
requirements, and excellent result interpretability.

Mathematically, the functioning of the perceptron is described by a compact system
of linear equations:

z=W-x+b,

y = softmax(z),
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where x € R** is the vector of normalized input characteristics of mathematical modeling,
W € R3*** is the matrix of training weights, b € R? is the bias vector, and y € R? is the
output vector of normalized class membership probabilities.

The softmax activation function ensures correct probabilistic interpretation:

3
softmax(z); = exp(z;) exp(z)).

The total number of training parameters is P = 24 X 3 + 3 = 75, which ensures
extremely fast training and minimal RAM consumption.

Four-layer architecture as a balanced solution

The four-layer neural network represents the first significant step towards deep
learning, including an input layer, three consecutive hidden layers with sizes of 128, 64,
and 32 neurons, respectively, and a specialized output layer with three neurons for
multiclass classification. This architecture ensures gradual and controlled dimensionality
reduction of data and hierarchical feature extraction at different levels of abstraction.

The mathematical model of the network is described by a composition of sequential
nonlinear transformations:

h' = ReLUW?! - x + b1),

h? = ReLU(W? - h! + b?),
h3 = ReLU(W?3 - h% + b3),
y = softmax(W, - hz + bs),

where h; represent the activations of corresponding hidden layers.
The Rectified Linear Unit activation function is chosen for optimal balance between
computational efficiency and ability to model nonlinearities:

ReLU(z) = max(0, z).

Total number of parameters: P = (24X 128+ 128) + (128 X 64 + 64) +
(64 x32+32)+ (32 %3+ 3) = 13,635 parameters.

Ten-layer architecture for complex analysis

The ten-layer neural network represents a significant step towards deep learning,
including an input layer with 24 neurons, eight hidden layers with gradual dimensionality
reduction (128—96—64—48—-32—24—16—12 neurons), and an output layer with three
neurons. This architecture allows modeling complex high-order nonlinear dependencies
and detecting subtle patterns in data.

To ensure stable training of the deep network, batch normalization is applied after
each linear transformation:

BN(x) = +7v - (x — ug)(a?s + )~ 1/2,

where g, O'BZ are the mean value and variance of the current batch, y, f are trainable

scaling and shift parameters, ¢ = 1078 is a constant for numerical stability.
Dropout regularization with probability 0.3 is applied after each hidden layer:
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D(x) =x-M/(1—=p),

where M is a stochastic binary mask with probability p = 0.3 of zero elements during
training.
Total number of parameters: P =~ 156,442 parameters.

Twenty-layer ultra-deep architecture

The twenty-layer neural network represents the pinnacle of architectural complexity
in the studied spectrum, including an input layer with 24 neurons, eighteen hidden layers
with gradual dimensionality reduction from 128 to 8 neurons, and an output layer with
three neurons. This architecture is potentially capable of modeling extremely complex
nonlinear dependencies, but requires specialized training approaches.

To stabilize gradients in the ultra-deep network, gradient clipping is applied:

g =g-min(1,6/]lgll2)

where g is the gradient vector, 8 = 1.0 is the clipping threshold, ||g]|. is the Euclidean
gradient norm.

Enhanced dropout regularization with probability 0.4 and L2 regularization with
coefficient 0.001 ensure overfitting control:

L=142- ) Wil
i

where L°® is the cross-entropy loss function, A = 0.001 is the regularization coefficient.
Total number of parameters: P = 523,891 parameters.

EXPERIMENTAL METHODOLOGY AND DATA STRUCTURE

The experimental study was conducted on a specially prepared dataset containing
45,000 samples with 24 characteristics that reflect key aspects of the computational
process: simulation execution time, absolute and relative accuracy of numerical solutions,
convergence characteristics of iterative methods, computational resource consumption
profile, and stability indicators of obtained results, derived from mathematical modeling of
various computational tasks [23].

The dataset structure was methodically balanced to ensure statistical
representativeness of a wide spectrum of mathematical problems [9]. The distribution of
samples across functional categories includes modeling of partial differential equations,
multidimensional numerical optimization problems, complex statistical computations, and
analysis of non-stationary time series. Each sample must be classified into one of three
main categories depending on specific characteristics of the computational process and
the quality of the obtained results.

The data preprocessing procedure included standardization using the z-score
method to ensure numerical stability and scale homogeneity:

£ = (x — )/ 0ty

where Uy, Oy are the sample mean and standard deviation, respectively, for each
feature, calculated exclusively on the training set to avoid data leakage.

Data distribution was carried out according to a stratified principle with proportional
representation of all classes: 70% for training (31,500 samples), 15% for validation (6,750
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samples), and 15% for independent final testing (6,750 samples). This proportion ensures
sufficient statistical power for training complex models while maintaining complete
independence of the test set.

Comprehensive system of performance evaluation metrics

For an objective and comprehensive comparison of architectures of radically
different complexity, a multifaceted metric system was developed that covers all critically
important aspects of neural network effectiveness in the specific context of mathematical
computations [10].

Classification accuracy metrics include standard and extended multiclass
classification indicators:

3 3
ACC:ZTPL/Z(TPL-I_FPl-l_FNl+TNL)!
i=1 i=

3
1
Pn=7- ZTP/(TP +FP),
i=1
1 3
R =3 ZTP/(TP +FN),
i=1
1 3
Fim =3 ZZPR/(P +R),

~
1l
[

where TP;, FP;, FN;, TN; are respectively the numbers of true positive, false positive,
false negative, and true negative predictions for class i.

Performance metrics include detailed temporal characteristics and resource
consumption indicators. Prediction latency is measured as the average processing time
for a standardized batch of 100 samples, throughput is calculated as the number of
classifications per second, and memory consumption is determined as the maximum
RAM usage during training and inference processes.

Critically important system reliability assessment is evaluated through result stability
under variation of initial conditions:

Rel =1 — (0a/ua),

where ga, U, are respectively the standard deviation and sample mean of accuracy
across 10 independent experimental runs with different stochastic weight initializations.

Comprehensive comparative analysis of classification accuracy

The experimental study of four radically different neural network architectures
revealed fundamental patterns in the relationship between architectural complexity and
achieved classification accuracy, which are of critical importance for understanding the
effectiveness of deep learning in the context of mathematical computations. The results
demonstrate a nonlinear, logistic-type dependence between the number of network
parameters and its ability for accurate classification, confirming theoretical predictions
regarding the existence of a saturation effect with excessive architectural complexity [11].

The single-layer perceptron demonstrated baseline classification accuracy of 78.3%,
which is a fairly high indicator for a linear model and indicates the presence of a
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significant linearly separable component in the structure of the studied data (Table 1).
This result has important practical significance as it confirms the fundamental feasibility of
using simple linear models as an effective initial stage of evolutionary integration. The
macro-averaged precision reached 75.8%, indicating a moderate but controlled amount
of false positive classifications with balanced performance across all classes. Macro-
averaged recall reached 79.1%, demonstrating satisfactory ability of the model to detect
most true positive cases. The F1 score of 76.9% confirms statistically significant balance
between precision and recall, which is a critically important indicator of classification
stability and reliability [12].

Table 1. Comprehensive accuracy characteristics of neural networks of different
architectures

Architecture Number of Acc P R Fim Improvem_ent relative
parameters (%) (%) (%) (%) to previous (%)
Perceptron 75 78,3 75,8 79,1 76,9 —
4 layers 13,635 94,1 93,7 94,6 94,0 +15,8
10 layers 156,442 95,6 95,2 95,8 95,5 +1,5
20 layers 523,891 96,8 96,4 97,1 96,7 +1,2

The four-layer deep neural network showed impressive improvement with an
accuracy of 94.1%, representing a statistically and practically significant increase of 15.8
percentage points compared to the perceptron (Table 1). This impressive accuracy jump
has solid mathematical justification through the ability of multi-layer architectures to
model complex nonlinear dependencies and detect hierarchical patterns of different
abstraction levels in the data structure. Macro-averaged precision reached an impressive
level of 93.7%, demonstrating a radical reduction in false positive classifications. Macro-
averaged recall was 94.6%, indicating high model sensitivity to detecting positive cases.
The F1 score of 94.0% confirms an excellent balance of all accuracy metrics.

The ten-layer architecture achieved an accuracy of 95.6%, representing an
additional improvement of 1.5 percentage points compared to the four-layer network.
However, the rate of improvement noticeably slowed, indicating the beginning of the
accuracy saturation effect. Macro-averaged precision and recall were 95.2% and 95.8%,
respectively, demonstrating high classification quality with a slight preference for
sensitivity over precision. The F1 score of 95.5% confirms excellent metric balance while
maintaining high overall efficiency.

The twenty-layer ultra-deep network showed an accuracy of 96.8%, representing only
1.2 percentage points improvement compared to the ten-layer architecture (Table 1). This
result clearly demonstrates the saturation effect, where additional architectural complexity
does not bring proportional improvement in classification quality. Macro-averaged precision
and recall reached 96.4% and 97.1%, respectively, and the F1 score was 96.7%,
confirming high quality but with minimal gain relative to less complex architectures.

Detailed analysis of resource consumption and performance

The study of resource consumption characteristics revealed exponential patterns of
computational requirements growth with increasing architectural complexity, which are
critically important for economic assessment of the feasibility of using different types of
neural networks in real mathematical computing systems. The results demonstrate a
fundamentally nonlinear nature of the relationship between the number of parameters
and resource costs, which has important implications for the strategic planning of
information technology infrastructure.
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The single-layer perceptron demonstrated exceptional resource efficiency,
establishing a benchmark for comparison with more complex architectures (Table 2).
Prediction latency was only 15 milliseconds for a standardized batch of 100 samples,
corresponding to an impressive processing speed of 6,667 classifications per second.
Such high throughput makes the perceptron an ideal candidate for high-performance
real-time systems with strict response time requirements. RAM consumption was a
minimal 45 megabytes during all training and inference phases, allowing effective use of
the model even on embedded devices with strict resource constraints. CPU load did not
exceed 12%, leaving significant computational power reserve for parallel execution of
other critically important system tasks.

The perceptron training time was only 8 minutes on the complete dataset of 45,000
samples, providing the possibility for rapid prototyping and quick model reconfiguration
with dynamic changes in input data characteristics. Such training speed is particularly
important for adaptive systems that require frequent model updates in response to
evolutionary changes in data.

The four-layer deep network showed qualitatively different resource consumption
characteristics, reflecting the fundamental trade-off between accuracy and efficiency
(Table 2). Prediction latency increased to 85 milliseconds for a batch of 100 samples,
corresponding to 1,176 classifications per second. This represents a 5.7-fold decrease in
throughput compared to the perceptron, however the speed remains quite acceptable for
most practical applications, except for ultra-low latency systems. RAM consumption
significantly increased to 280 megabytes, representing a 6.2-fold increase. This growth is
due to the need to store a significantly larger number of parameters and intermediate
activations during forward and backward passes. CPU load increased to 34%, which still
remains within acceptable limits for modern multi-core systems. Training time was 45
minutes, representing a 5.6-fold increase, due to both the larger number of parameters
and the need for more epochs to achieve stable convergence.

Table 2. Resource consumption and performance characteristics of architectures

Architecture L T M CPU T_tr Relative time
(ms) (cl./sec) (MB) (%) (min) growth
Perceptron 15 6,667 45 12 8 1.0x
4 layers 85 1,176 280 34 45 5.6%
20 layers 270 370 1,024 67 347 43.4x

The ten-layer architecture demonstrated substantial growth in resource
requirements. Prediction latency reached 156 milliseconds, corresponding to 641
classifications per second - a 10.4-fold speed decrease compared to the perceptron.
Memory consumption increased to 512 megabytes, and training time to 142 minutes,
demonstrating accelerated growth in resource costs.

The twenty-layer ultra-deep network showed sharp resource requirements with a
latency of 270 milliseconds, corresponding to only 370 classifications per second (Table
2). Memory consumption reached 1024 megabytes (a 22.8-fold increase), and training
time was 347 minutes (a 43.4-fold increase), demonstrating the exponential nature of
resource cost growth.

MATHEMATICAL ANALYSIS OF ACCURACY SATURATION EFFECT

For a deep understanding of the fundamental patterns of architectural complexity’s
influence on neural network effectiveness, a comprehensive mathematical modeling of
the accuracy saturation effect was conducted. Analysis of experimental data confirmed
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the hypothesis about the logistic nature of the dependence of accuracy on the number of
network parameters, which has important theoretical and practical significance for optimal
architecture design (Figure 1).

The empirical dependence of accuracy on the number of parameters was
approximated by a logistic function of the form:

A(P) = Apmax/{1 + exp[—k - (P — Po)]},

where A .« = 98.5% is the theoretically maximum achievable accuracy for this type of
task k = 2.5 X 107, is the saturation curve steepness parameter, P, = 100,000 is the
inflection point corresponding to half of the maximum accuracy, P is the number of
network parameters.

Statistical approximation showed excellent correspondence to experimental data
with a coefficient of determination R? = 0.9847, confirming the adequacy of the logistic
model for describing the studied patterns (Fig. 1).
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100 1K 10K 100K iM

Number of parameters (log scale)

Fig. 1. Demonstration of the accuracy saturation effect with the logistic approximation curve.

Analysis of the first derivative of the logistic function allowed the determination of the
optimal range of parameter numbers for maximum efficiency:

dA
P {Amax - k - exp[—k - (P — P®)]}/1 + exp[—k - (P — PO)]}%

The maximum rate of accuracy improvement is achieved at P = 100,000 parameters,
which approximately corresponds to a ten-layer architecture. When P > 500,000, the
improvement rate falls below 0.01% for every additional 100,000 parameters, making
further complexity economically unfeasible for most practical applications.

The critical point of economic justification is defined as the intersection of the logistic
accuracy curve with the exponential resource cost curve. Mathematical analysis showed
that the optimal architecture is in the range of 10,000-50,000 parameters, which
corresponds to a four-layer network.
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COMPREHENSIVE EFFICIENCY ASSESSMENT OF ARCHITECTURES

For integral efficiency assessment of architectures, a composite indicator was
developed that simultaneously considers classification accuracy, processing speed, and
resource costs. This multidimensional approach allows objective comparison of
architectures with fundamentally different performance characteristics.

The comprehensive efficiency indicator is defined by the formula:

E=(A*xTxRel)/(M X Ty X L),

where A is accuracy, T is throughput, Rel is reliability, M is memory usage, T, is training
time, L is latency.

Calculations showed the following efficiency values:

e Perceptron: E = (78.3% X 6,667 x 0.987)/(45 x 8 x 15) = 75.3

e Four-layer network: E = (94.1% x 1,176 x 0.972)/(280 x 45 x 85) = 9.2

e Ten-layer network: E = (95.6% x 641 x 0.948)/(512 x 142 x 156) = 4.8

o Twenty-layer network: E = (96.8% x 370 x 0.921)/(1,024 x 347 x 270) = 3.4

The results clearly demonstrate that the perceptron has the highest overall efficiency
due to minimal resource requirements, despite lower accuracy. The four-layer network
takes second place, representing an optimal compromise between accuracy and
efficiency for applications with moderate accuracy requirements (Fig. 2).

A

-5

Efficiency formula:
E=(A%x T« Rel)/(Mx T« L)

50

75.3 Optimum: Perceptron

Efficiency indicator

(highest efficiency with minimal
resources)
25

9.2
48

3.4

Perceptron 4 layers 10 layers 20 layers
Architecture

Fig. 2. Comprehensive efficiency of architectures with optimum highlighted.

ANALYSIS OF ACCURACY-RESOURCE RELATIONSHIP

Detailed analysis of the trade-off between classification accuracy and resource
consumption revealed the nonlinear nature of these dependencies with clearly defined
regions of optimal efficiency (Fig. 3). This analysis is critically important for strategic
decision-making when selecting architecture for specific applications.

The mathematical model of the trade-off is described by the optimality curve:

Mope(A) = a- AP + ¢,

where empirically determined constants a = 0.0012, b = 4.7, ¢ = —15.6 characterize
the exponential growth of resource requirements with increasing accuracy.
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Fig. 3. Representation of the accuracy-latency relationship.

The analysis revealed the existence of three distinct regions:

¢ High efficiency region (78-90% accuracy): linear resource growth

¢ Moderate efficiency region (90-95% accuracy): quadratic growth

¢ Low efficiency region (95%+ accuracy): exponential growth

The optimal operating point is located at the boundary between the first and second
regions, corresponding to the four-layer architecture (Figure 3).

CONCLUSION

The comprehensive study of evolutionary integration of neural networks of different
architectural complexity in mathematical computing systems made it possible to obtain
fundamental results that have significant theoretical and practical importance for the
development of a new generation of intelligent computing systems [14].

The developed evolutionary integration methodology provides a scientifically
rigorous approach to the systematic implementation of neural networks of progressive
complexity. Mathematical formalization of the integration process through multi-criteria
efficiency indicators allows evidence-based decision-making about the feasibility of
transitioning to more complex architectures [15]. The proposed quantitative criteria
comprehensively consider not only classification accuracy, but also resource
consumption, reliability, and long-term economic factors.

The experimental study definitively confirmed the existence of a fundamental
nonlinear dependence between architectural complexity and the practical effectiveness of
neural networks in the context of mathematical computations [16]. Mathematical modeling
revealed the logistic nature of the dependence of accuracy on the number of parameters,
with a clearly expressed saturation effect at depths over 10 layers.

The single-layer perceptron demonstrated exceptional resource utilization efficiency
with an acceptable accuracy of 78.3%, making it the optimal choice for resource-
constrained systems and high-throughput applications. Exceptional stability (o = 0.31%)
and minimal resource footprint confirm the feasibility of using the perceptron as the
fundamental basis for evolutionary integration.

The four-layer architecture achieved an optimal balance between accuracy (94.1%)
and efficiency, representing the best point for most practical applications. Significant
accuracy improvement of 15.8% with a moderate increase in resource costs makes this
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architecture the preferred choice for balanced systems with moderate performance
requirements.

The ten-layer network showed diminishing returns with an accuracy of 95.6% at a
substantial increase in resource consumption. The marginal improvement of 1.5% does
not justify the sharp increase in operational costs for most applications.

The twenty-layer architecture clearly demonstrates the effect of excessive
complexity with minimal improvement to 96.8% at exponential growth in resource
requirements [17]. Economic analysis shows a negative return on investment for most
commercial applications.

The critical significance of the study lies in the mathematical proof of the existence of
optimal architectural complexity that minimizes the total cost of ownership while
maximizing practical utility [18]. The established logistic model allows predicting the
effectiveness of arbitrary architectures and optimizing system design in early
development stages.

The practical significance of the results lies in the possibility of scientifically groun-
ded optimization of mathematical computing systems through informed selection of neu-
ral network architecture. The formulated recommendations allow maximizing system effi-
ciency, considering specific constraints and requirements of particular applications [19].

The theoretical contribution of the study includes the development of a
comprehensive mathematical framework for analyzing the effectiveness of evolutionary
integration of neural networks and establishing fundamental laws governing the
relationship between architectural complexity and system performance [20].

The theoretical contribution of the study includes the development of a
comprehensive mathematical framework for analyzing the effectiveness of evolutionary
integration of neural networks and establishing fundamental laws governing the
relationship between architectural complexity and system performance [20].

While this study focused specifically on neural network architectures, future research
will expand to include comparative analysis with traditional machine learning methods
such as Random Forest, SVM, and ensemble approaches, providing a comprehensive
evaluation framework for algorithm selection in mathematical computing systems.

Future research directions include expanding the methodology to alternative
architectures (convolutional, recurrent), investigating adaptive algorithms for automatic
architecture selection, and developing hybrid approaches that combine the advantages of
different model types for specialized mathematical computing applications.
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MOETAMHA IHTErPALIAA HENPOHHUX MEPEX PI3HOI APXITEKTYPU B
CUCTEMAX MATEMATUYHUX OBYUCIIEHDb

Muxaiino baeduc ©'©, Onekciti KywHip 20
Kagpbedpa padioghiauku ma Kom’'tomepHUX mexHorioai,
Jlbgigcbkuli HayioHanbHUU yHigsepcumem imeHi leaHa ®paHka
8yn. ['eH. TapHascbkoeo, 107, 79017, m. Jlbeig, YkpaiHa

AHOTALIA

Bctyn. Po03BUTOK cCcy4acHMX cCUCTEM MatemaTtuyHux obuucneHb noTpebye
eEeKTMBHOIO BMPOBaXXEHHS anropMTMiB MaLLUMHHOIO HaBYaHHS 3 ypaxyBaHHsIM GanaHcy
MK TOYHICTIO NpPOrHO3yBaHHA Ta obuucnioBanbHUMKM pecypcamu. Ocobnueoi yBaru
3acnyroBye MNUTaHHA MOETanHoi iHTerpauii HEeMpPOHHWX MepeX pPi3HOI CKMagHoCTi 3
MiHiMi3auielo pusmKkiB 4N BMPOOHMYMX CMCTEM Ta AOCMIAKEHHS edeKTy HAaCUYEHHSs npu
36inbLUEeHHi TMMOUHW apXiTekTypu.

Marepianu Ta meTogu. MeTol AocnigpkeHHs € po3pobka mMeToaonorii eBONLiHOT
iHTerpauii HEMPOHHUX Mepex Yy cuUcTeMax MaTeMaTU4YHMX oBuyucneHb 3 MOPIBHANBHUM
aHanizaoM 4YOoTUPbLOX apxiTEKTyp: NnepuenTpoH, GaraTowapoBa Mepexa (4 wapwu), rmnboka
mepexa (10 wapis) Ta Hagrnuboka apxitektypa (20 wapis). EkcneprMeHTM npoBoannucs
Ha Habopi gaHux 3 45 000 3paskiB Ta 24 xapakTepucTUKamu.

PesynbTatn. BuaBneHo norictmyHuii xapakrep 3anexHOCTi TOYHOCTI Bif, CKNagHOCTI
apxiTektypu. MNepuenTpoH nokasaB 0a30By TOYHICTb, GaraTolwapoBa Mepexa nokpawuna
pesynbtaT Ha 15.8%, rmmboka mepexa - Ha 1.5%, Hagrnuboka - nuwe Ha 1.2%. PecypcHi
BMTPaTW 3pOCTanu eKCNOHEHLINHO 3i 30iNbLUEHHAM CKIagHOCTI apXiTekTypu.

BucHoBku. Po3pobneHo MeToaomMorito NoeTanHoro BpoBaaXEHHS1 HEMPOHHUX Mepex
3 ypaxyBaHHSAM edeKTy Hacu4eHHsI TOYHOCTI. PesynbTaTv nokasyloTb OnTUMarbHICTb
GaraTowapoBmx apxitektyp Ana O6inblwocTi npakTu4HWMX 3agadv. Buasnenun edekt
HaCW4eHHs1 [03BONSE NpMUMaTU OOr'PYHTOBAHI PILLEHHS LWOAO apXiTeKTypHOro Bubopy B
pPEeCypCHO-0OMEXEHUX cucTemax

Knrouyoei crioea: HepoHHi Mepexi, eBontoLiHa iHTerpadis, MaTemMmaTuyHi 004YncneH-
HS1, IMBOKe HaBYaHHSA, eheKT HaCMYeHHs, ONTUMI3aLis apXiTeKTypu.
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ABSTRACT

Background. Indoor positioning systems based on Bluetooth Low Energy (BLE)
beacons widely rely on estimating distance using the received signal strength indicator
(RSSI). However, RSSI measurements in indoor environments are significantly affected by
multipath propagation, shadowing, interference, and absorption by obstacles, resulting in
high variability of signal strength and substantial distance estimation errors. The nonlinear
logarithmic relationship between RSSI and distance further complicates the application of
conventional linear filtering techniques such as the classical Kalman Filter, which requires
prior transformation of measurements and may lead to loss of optimality.

Materials and Methods. This study proposes a distance estimation method based on
the Extended Kalman Filter (EKF), which directly processes RSSI measurements using the
nonlinear log-distance path loss model. The experiment was performed in an indoor office
environment using two Silicon Labs EFR32BG22 BLE beacons and a Nordic nRF52840
receiver. The EKF parameters were selected based on prior calibration of the propagation
model coefficients.

Results and Discussion. The experimental results demonstrate that the EKF
effectively smooths RSSI. For the beacon with lower RSSI dispersion, the root mean
square error (RMSE) reached 0.14 m, for the second beacon, the RMSE was 0.53 m. The
analysis confirms that estimation accuracy strongly depends on signal stability and
calibration quality. Compared to direct RSSI-to-distance conversion and the classical
Kalman Filter approach reported in related work, the EKF-based algorithm reduces the
mean absolute distance estimation error by approximately 20-30%, validating the
advantages of nonlinear filtering.

Conclusion. The proposed EKF-based method improves the accuracy and
robustness of RSSI-based distance estimation in BLE indoor positioning systems. When
model parameters are properly calibrated, the achieved accuracy is sufficient for practical
applications such as smart building navigation, asset tracking, and robotic localization.
The algorithm can be implemented on resource-constrained embedded platforms
and serves as a foundation for further development of multisensor indoor positioning
systems.

Keywords: positioning, Bluetooth, BLE, RSSI, Kalman filter, Extended Kalman Filter

INTRODUCTION

Indoor positioning systems are becoming increasingly widespread due to the
development of Internet of Things (loT) technologies [1,3]. Unlike satellite navigation
systems such as GPS, which are ineffective in indoor environments because of
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signal attenuation, low-power wireless communication technologies, in particular
Bluetooth Low Energy, offer a cost-effective solution for object positioning in enclosed
spaces [2,4].

One of the main challenges in BLE-based positioning systems is the estimation of the
distance to beacons using measurements of the Received Signal Strength Indicator
(RSSI). This metric exhibits significant variability due to multipath propagation, interference,
signal absorption by obstacles, and other environmental factors [5]. Typical RSSI
fluctuations can reach +10 dBm even when the receiver remains stationary, resulting in
distance estimation errors of several meters [1].

To reduce the impact of noise in RSSI measurements, various filtering techniques
are traditionally employed, including the moving average, median filter, and Kalman
filter [6]. The classical Kalman Filter is effective for linear systems; however, the relationship
between RSSI and distance is inherently nonlinear, which limits its applicability in this
context [7].

The Extended Kalman Filter (EKF) is an adaptation of the classical Kalman Filter for
nonlinear systems achieved through linearization of the model around the current state
estimate [8]. In the context of RSSI-based distance estimation, the EKF enables direct
processing of the nonlinear logarithmic signal propagation model, which theoretically
provides higher accuracy compared to linear approaches [9].

This work aims to develop and investigate an indoor positioning system based on a
distance estimation algorithm for BLE beacons using the Extended Kalman Filter, as well
as to compare its performance with traditional RSSI filtering methods.

MATERIALS AND METHODS

Radio Signal Propagation Model

The relationship between the received signal strength (RSSI) and the distance to the
transmitter under indoor radio wave propagation conditions is traditionally described by the
logarithmic path loss model (log-distance path loss model) (1) [10]:

RSSI(d) = A —10-n-logyo(d) + X, (1)

where RSSI(d) denotes the received signal power at distance d(dBm); A is the received
signal strength at a reference distance of 1 meter from the transmitter (dBm); n is the path
loss exponent, which depends on the propagation environment; d is the distance between
the transmitter and the receiver (m); and X, is a random Gaussian noise variable with zero
mean and standard deviation o (dBm).

For free-space propagation, the path loss exponent is approximately n = 2, whereas
in indoor environments, its value typically ranges from 2 to 4, depending on the presence
of obstacles, wall materials, and equipment [11]. The parameter A is determined as the
measured RSSI at the reference distance of 1 meter and depends on the transmitter power
and antenna characteristics.

Model (1) is statistical in nature and accounts for random signal fluctuations caused
by multipath propagation. For practical applications, the parameters A and n must be
estimated through calibration in the specific environment under consideration [12].

Kalman Filter
The Kalman Filter is a recursive algorithm for optimal state estimation of a linear dynamic
system in the presence of Gaussian noise [13]. For a discrete-time system of the form:
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Xk = Fkxk_l + Bkuk + Wg, 2
Zy =Hkxk+vk, ( )
where x, is the state vector, z;, is the measurement vector, and wj, and v, represent white
Gaussian process and measurement noise, respectively. The Kalman Filter computes the
state estimate X} in two stages.
Prediction:

x,: = Fkxk_]_ + Bkuk,

— (3)
Pi = FyPe_1F{ + Qp.

Update (Correction):

Ki = Pg HE (Hi PO HE +Ry)
ﬂ=ﬁ+Kk(zk—Hk§;), (4)
P = — KiH )Py,

where @y, is the process noise covariance matrix, R, is the measurement noise covariance
matrix, K}, is the Kalman gain, and Py is the estimation error covariance matrix [14].

In the case of RSSI-based distance estimation, the application of the classical Kalman
Filter requires a prior nonlinear transformation of the measured RSSI values into distance
estimates, which results in a loss of filter optimality [15].

Extended Kalman Filter

The Extended Kalman Filter (EKF) is a generalization of the classical Kalman Filter for
nonlinear systems [16]. For a system described by nonlinear state transition and
measurement functions f(:) and h(-), respectively:

X = f (-1, ug) + wy,
Zk = h(xk) + Uk.

(®)

The EKF performs linearization of these functions around the current state estimate
by computing the corresponding Jacobian matrices [17]:

of oh

k=a|ﬁ_\1» k=£|£;- (6)
The EKF algorithm consists of the following steps.
Prediction:
X = f (a1 wo), @)

Py = FyPy_1F{ + Qp.

Update (Correction):
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Ki = PeHE(H PeHE +R)
ﬂ:ﬁ'l'l(k(zk_h(ﬁ)): (8)
P = (I — K Hy )Py -

The main difference from the classical Kalman Filter lies in the use of nonlinear
functions for computing the state prediction and the innovation (i.e., the difference between
the measurement and the prediction), while the covariance matrices are calculated using
the linearized system matrices [18].
Compared to the approach in which RSSI measurements are first converted into
distance estimates using the inverse of model (1), followed by the application of the
classical Kalman Filter to the obtained distances, the EKF offers the following advantages:
1. Direct processing of RSSI measurements: The EKF operates directly on RSSI
measurements without prior nonlinear transformation, thereby preserving the
statistical properties of the measurement noise [27].

2. Optimal linearization: The Jacobian matrix is computed at each point along the
estimated state trajectory, providing locally optimal linearization of the nonlinear
model [28].

3. Unified covariance representation: The EKF maintains a single covariance matrix
for the entire estimation process, enabling a consistent and statistically meaningful
representation of distance estimation uncertainty [28].

Application of EKF for RSSI-Based Distance Estimation

In the context of estimating the distance to a BLE beacon using RSSI measurements,
the system state is defined as the distance itself: x;, = dj. Assuming that the beacon is
static or moves slowly, the state transition function can be considered trivial (constant-
position model with zero velocity):

f(dy—1) = dy_1, 9

which implies that Fj, = 1.
The measurement function is represented by the nonlinear logarithmic model (with the
noise component X, incorporated into the measurement noise):

RSSI(d) = A — 10 - n - logy,(d). (10)

Equation (10) describes the theoretical relationship between the distance d and the
expected RSSI value. It represents the inverse signal propagation model: given a distance,
the expected RSSI at the receiver can be predicted [19]. The logarithmic distance term
log 10(d) reflects the exponential attenuation of signal power with distance. The use of
base-10 logarithms is standard in radio engineering when working with decibel units [21].

The Jacobian of the measurement function is computed as:

oh 10-n

H = — = = ——_——
k= 5q la=a; d - 1n(10)

(11)
where In(10) = 2.302585 denotes the natural logarithm of 10. This Jacobian expresses

how RSSI varies with small changes in distance around the current predicted estimate c/l;
[22].
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Physical interpretation of the Jacobian: The negative sign indicates that the RSSI
value decreases as the distance increases. The denominator d - In (10) implies that the
sensitivity of RSSI to distance variations decreases with increasing distance; that is, at
larger distances, small changes in position result in smaller variations in RSSI. This
behavior is consistent with the logarithmic nature of the signal propagation model [23].

EKF algorithm for distance estimation:

Initialization:

do = dinitiay Po = 03. (12)

Prediction step (k-th iteration):

C/li = dk—ll (13)
Pk_ = Pk—l + Q'

where @ is the process noise variance, which characterizes the model uncertainty (the
assumption of a static beacon).
Update step (k-th iteration):

hy =A—10-n-log10(a;),

10-n
Hk:—A—,
d; - In(10)
PLH, (14)
k — Sk ’

dy, = di Ky + (RSSL, — hy),
P, = (1 — Ky Hy) Py,

where R is the RSSI measurement noise variance, and Sy is the innovation (prediction
error) covariance, i.e., the difference between the actual measurement and the predicted
value [24]. The innovation covariance S, consists of two components:

1. H, P, Hj, — the uncertainty due to the state prediction. It reflects how the distance
estimation error covariance P;, propagates into the RSSI prediction. The Jacobian
H, transforms the uncertainty from the distance domain into the RSSI domain.

2. R — the measurement uncertainty, representing the intrinsic noise of RSSI
measurements and characterizing the reliability of the receiver.

Physical interpretation: The innovation covariance S, answers the question “How
much can the prediction be trusted?”. In the Kalman gain equation (K}, Eq. 14), the value
of S, in the denominator normalizes the gain: the larger the prediction uncertainty, the less
the filter corrects its estimate based on the new measurement.

Important implementation aspects:

1. Value constraints: Since the logarithm is undefined for d < 0, constraints on the
minimum distance (e.g., dpin = 0.1m) and maximum distance (e.g., djpax = 50m)
must be introduced to prevent filter instability.

2. Parameter tuning: The parameters Q and R define the trade-off between noise
smoothing and responsiveness to changes. A larger value of Q relative to R
indicates that the filter relies more on measurements, whereas a smaller value
implies stronger noise smoothing [26].
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3. Model calibration: The parameters A and n must be calibrated for a specific
environment by measuring RSSI at known distances and applying the least
squares method for logarithmic regression [12].

RESULTS AND DISCUSSION

To experimentally validate the proposed algorithm, a test system was implemented
using the following components:

e BLE beacons: Two Silicon Labs EFR32BG22 transmitters configured for

continuous transmission of advertising packets with an interval of 100 ms.

e Receiver. A Nordic nRF52840 DK board supporting Bluetooth 5.0 and running the
Zephyr RTOS. The receiver was configured for passive scanning with a scan
window of 30 ms and a scan interval of 30.

The parameters of the Extended Kalman Filter were selected based on prior
calibration: R = 5dB (measurement noise), P, = 1 (initial estimation error), Q = 0.5
(process noise), n = 3.4 (path loss exponent), A = —65dB for Device 1, and A = —62dB
for Device 2.

The experiment was conducted according to the following procedure:

1. The beacons were placed at a fixed distance of 1.00 m from the receiver (reference

distance).

2. The system collected RSSI measurements.

3. For each RSSI measurement, the EKF algorithm computed a distance estimate.

4. All data were stored for subsequent statistical analysis.

In total, 742 RSSI measurements were collected. The measured RSSI values are
shown in Fig. 1, while the corresponding estimated distances are presented in Fig. 2.
Quantitative metrics of the collected data are summarized in Table 1.

- u"p"“'*h‘ i '\! il l;mlw’«wmk .x

Sample #
Fig. 1. Measured RSSI values.

As can be seen from Table 1, the measured RSSI values exhibit significant variability,
which confirms the necessity of applying filtering techniques to reduce the impact of noise
and multipath signal propagation.

The following accuracy metrics were computed: Mean Error (ME), Standard Deviation
(SD), and Root Mean Square Error (RMSE).
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Sample #

Fig. 2. Estimated distance values.

Table 1. Measurement results

Beacon Number of measurements RSSI range, dBm

Device 1 373 -81...-54

Device 2 369 -66 ... —56
Total 742 -81...-54

The results of applying the Extended Kalman Filter for distance estimation to the
beacons are presented in Table 2. The distance estimation error obtained using the EKF
is illustrated in Fig. 3.

Table 2. Distance estimation accuracy metrics using EKF

Beacon Mean estimate, m Estimated range, m ME, m SD,m RMSE, m
Device 1 0.64 0.10-1.70 -0.36 0.38 0.53
Device 2 0.98 0.56 —1.30 -0.02 0.13 0.14

Device 1: The mean estimated distance is 0.64 m at the actual distance of 1.00 m,
indicating a systematic underestimation of the distance by 0.36 m. The standard deviation
of 0.38 m reflects a significant spread of estimates around the mean value. The RMSE of
0.53 m characterizes the overall accuracy of the method for this beacon. The wide range
of estimated distances (0.10-1.70 m) can be attributed to the high variability of RSSI
measurements (from -81 to -54 dBm).

Device 2: The mean estimated distance of 0.98 m with the standard deviation of
0.13 m indicates stable estimates with low variability. An RMSE of 0.14 m demonstrates
high estimation accuracy. The narrower range of distance estimates (0.50-1.30 m) and
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Fig. 3. Distance estimation error.

RSSI values (-66 to -56 dBm) suggests more stable signal propagation conditions for this
beacon.

The substantial difference in estimation accuracy between the two beacons (with
RMSE differing by 0.39 m) can be explained by the following factors:

1. Different RSSI variability: The RSSI range for Device 1 is 27 dBm, whereas for
Device 2 it is only 10 dBm. Lower signal variability leads to more stable distance
estimates.

2. Calibration accuracy: The reference RSSI parameter A for Device 2 (-62 dBm)
better matches the actual propagation conditions, which is confirmed by the near-
Zero mean error.

Despite significant fluctuations in the input RSSI measurements, the estimated
distances exhibit a smoothed trajectory without abrupt jumps, which positively
demonstrates the effectiveness of the EKF-based approach. The proposed algorithm
efficiently filters out anomalous RSSI measurements that may occur due to short-term
interference.

Overall, the Extended Kalman Filter demonstrates varying effectiveness for the two
beacons. For Device 2, the method provides high accuracy (RMSE = 0.14 m), which is
sufficient for indoor navigation and positioning applications. For Device 1, the accuracy is
lower (RMSE = 0.53 m), indicating the need for further parameter tuning or the application
of more advanced calibration methods.

CONCLUSION

This paper investigated the application of the Extended Kalman Filter to improve the
accuracy of distance estimation based on Bluetooth Low Energy RSSI measurements. A
mathematical EKF model adapted to the nonlinear logarithmic relationship between
signal power and distance was developed, including a detailed derivation of the
measurement function Jacobian and a physical interpretation of the signal propagation
model parameters.

The proposed algorithm was experimentally validated in a real office environment
using two Silicon Labs EFR32BG22 BLE beacons and a Nordic nRF52840 receiver. A total
of 742 measurements were collected and analysed at a reference distance of 1.00 m. The
results demonstrated varying effectiveness for the two beacons: for Device 2, an RMSE of
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0.14 m with a mean error of -0.02 m was achieved, whereas for Device 1, the RMSE was
0.53 m with a mean error of —0.36 m.

The obtained results confirm that the EKF effectively handles the nonlinear
relationship between RSSI and distance when the signal propagation model parameters
are properly calibrated. For the beacon with optimally tuned parameters, an accuracy of
approximately 0.14 m (RMSE) was achieved, which is sufficient for most indoor
positioning applications, including smart building navigation, asset tracking, and robotic
localization.

A comparison of the mean distance estimation errors obtained using EKF in this work
and those reported for the classical Kalman Filter in [29] indicates that, on average, the
EKF-based algorithm reduces the mean absolute distance estimation error by 20-30%
compared to the classical Kalman Filter.

The practical significance of this work lies in the feasibility of using low-cost BLE
beacons to construct indoor positioning systems without the need for additional
infrastructure. The proposed algorithm can be integrated into embedded systems based
on microcontrollers with limited computational resources.

Future research directions include: (1) the development of automatic calibration
methods for the parameters A and n to adapt to changing environmental conditions; (2)
evaluation of the algorithm’s performance in dynamic scenarios with moving beacons or
receivers; (3) integration of the EKF with additional sensors (accelerometer, gyroscope,
magnetometer) to improve robustness and accuracy through multisensor data fusion; and
(4) comparative analysis with alternative nonlinear filtering techniques such as the
Unscented Kalman Filter (UKF) and Particle Filter.
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BU3HAYEHHSA NMNOJIOXEHHA OB’EKTIB B MPUMILLEHHI 3
BUKOPUCTAHHAM PALIOTEXHONOI I BLUETOOTH LOW ENERGY TA
PO3LUMPEHOIO ®IJIbTPA KAJIMAHA

Tadelii-Ha3zapii KanuHyyk ©

Kagpedpa padiogpisuku ma Komm’romepHUX mexHosnoeid,
JlbgiecbKuli HayioHanbHUU yHieepcumem iMeHi lsaHa ®paHka
8yn. ['eH. TapHaecbkoeo, 107, 79017 Jlbsis, YkpaiHa

AHOTALIA

Betyn. Cuctemn BHYTPILWHLOIO MO3WLLIIOBAHHSA Ha OCHOBI MasikiB bitomy3 3 HU3bKUM
eHepeocnoxusaHHam (BHE, Bluetooth Low Energy, BLE) 4acTto BUMKOPUCTOBYIOTb OLIHKY
BIiOCTaHi 3a Moka3HUKoM riomyxHocmi nputiHamoao cueHany (MMNMNC, Received Signal
Strength Indicator, RSSI). MNpoTe BuMiptoBaHHsa MIMIMNC B NpUMILLEHHSIX iICTOTHO 3anexaTb
Big GaraTonpoMeHeBOro NOLUMPEHHS, 3aTiHEHHS, iHTepdepeHLii Ta NOrMUHaHHA curHany
nepeLukogamu, WO NPU3BOAMTbL OO0 3HAYHUX BUKMAIB Y 3HAYEHHSX CUrHamy Ta CyTTEBUX
noxmnbok ouiHkK BiacTaHi. HeniHiiHa norapudmiyHa 3anexHicte Mix MMMC Ta BigcTaHHO
[OAaTKOBO YCKMaOHIOE 3aCTOCYBaHHSA KIaCUYHMX NiHINHWMX MeTodiB dinbTpauii, 3okpema
dinbTpa Kanmana, akuin notpebye nonepeaHbLoro HENiHiNHOrO NepeTBOPEHHS BUMIpHOBaHb
i MOXe BTpayaTh ONTUMarnbHICTb.

Marepianu Ta metogu. Y po6oTi 3anpoOnoHOBaAHO METOA OLiHKWM BiACTaHi HA OCHOBI
po3wwupeHoro inbtpa Kanmana (P®K, Extended Kalman Filter, EKF), skui
Ge3nocepenHbo  006pobnsie  BumiptoBaHHa  TMNMC 3 BUKOPUCTAHHAM  HEniHiAHOT
norapudmiyHOi Moeni BTpaT NOTYXXHOCTI curHany. EkcnepvmeHT npoBeaeHo B 0hiCHOMY
NnpuMiLLIEHHI 3 BUKopucTaHHAM aBox BHE-maskie Silicon Labs EFR32BG22 ta npuiiMada
Nordic nRF52840. Mapametpn P®K Bu3HayeHO Ha OCHOBI NonepeaHbOro KanibpyBaHHS
KoeilieHTiB Moaerni NOWNPEHHS CurHany.

Pesynbtatn. OTtpumaHi pesynbtatn nokasdanmu, wo P®K edektvBHO 3rnagxye
dnykryauii MMAMNC. Ona maska 3 meHwoto gucnepcieto MMMNC cepegHbokBagpaTtuyHa
noxmbka craHosuna 0,14 m, a ans iHworo — 0,53 M. AHani3 niaTBepaXye, Lo TOYHICTb
OLjiHIOBAHHS CYTTEBO 3amnexuTb Bif CcTabinbHOCTI curHany Ta sKoCTi KanibpyBaHHS
napameTpis mogeni. MNopiBHAHO 3 meTogom npsmoro nepetsopeHHst MIMIMNC y BigcTaHb Ta
KnacudyHum  inbTpom  KanmaHa, po3rnsHyTMMW B nonepegHiX  AOCRISKEeHHSX,
3acTocyBaHHs POK nos3Bonsie aMeHWWTN cepenHio abcontoTHYy MoXubKy ouiHku BiacTaHi
npnbnunsHo Ha 20-30%, Lo NiATBEPOXKYE NepeBary HemMiHiHOI dinbTpawii.

BucHoBKW. 3anponoHOBaHWA METOA Ha OCHOBI po3wupeHoro ¢inbtpa KanmaHa
NiABULLYE TOYHICTb Ta HAIMHICTb OUIHKM BiACTaHi B cMCTEMax BHYTPILUHbOrO NO3uLitOBaHHS
3 BukopuctanHHam BHE. 3a ymoBM HanexHoro kaniopyBaHHs napameTpiB Mogeni
JocsiraeTbCsl TOYHICTb, AOCTaTHSA ANsi NPaKTUYHOIO 3acTOCyBaHHA Y HaBirauii B 6yaiBnsix,
BiACTEXEHHI aKkTMBIB Ta nokanisauii po6oTiB. AnroputM Moxe OyTu peanizoBaHWiA Ha
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ABSTRACT

Background. Cloud-integrated spectrometric laboratories face communication
challenges in achieving real-time data access and analysis. This study compares two
wireless protocols, MQTT (Message Queuing Telemetry Transport) and ESP-NOW
(Espressif NOW), for LED control in such environments. MQTT offers lightweight,
bandwidth-efficient, publish-subscribe messaging [1-3], while ESP-NOW provides energy-
efficient direct communication without a Wi-Fi router. The objective is to evaluate their
performance and suitability.

Materials and Methods. An experimental setup involved a StellarNet spectrometer,
LED light sources, and ESP32 microcontrollers. Two architectures were tested: 1) direct
MQTT Communication, where each ESP32 connected directly via Wi-Fi to an MQTT broker;
and 2) an edge device with ESP-NOW relay, using an edge ESP32 for MQTT/Wi-Fi
communication, then relaying commands via ESP-NOW to other ESP32s. Response times
for LED control were measured over 100 cycles, and data were analyzed using descriptive
statistics and an independent samples t-test.

Results and Discussion. Direct MQTT Communication exhibited significantly lower
latency (median ~60 ms) and tighter distribution compared to the Edge Device with ESP-
NOW Relay (median ~170 ms). A t-test confirmed a statistically significant difference (t=-
46.28), with MQTT demonstrating faster response times. However, the ESP-NOW relay
system offers architectural advantages: reduced Wi-Fi dependency for individual nodes,
enhanced deployment flexibility in areas with poor Wi-Fi coverage, improved scalability [4],
and energy efficiency, making its higher latency a practical trade-off for large-scale
laboratory integration.

Conclusion. Direct MQTT Communication provides superior low-latency performance.
However, the edge device with ESP-NOW relay, despite higher latency, is a highly
acceptable solution due to its flexibility, scalability, and reduced Wi-Fi dependency
for distributed spectrometric laboratories. This highlights a critical trade-off between
absolute speed and architectural benefits for robust, smart, cloud-enabled analytical
laboratories.

Keywords: MQTT, ESP-NOW, spectrometric laboratory, Internet of Things, latency,
embedded systems hardware

INTRODUCTION

Spectrometric laboratories are crucial in various scientific and industrial domains,
generating vast amounts of data essential for research, quality control, and process
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optimization. The increasing complexity of analytical processes and the demand for real-
time data access and analysis have driven the adoption of cloud integration within these
laboratory environments [5]. Cloud-based systems offer significant advantages by
providing a centralized infrastructure for data storage, archiving, and analysis, thereby
supporting knowledge acquisition from analytical data [5, 6]. However, the integration of
diverse analytical instruments and systems into a cohesive cloud-integrated framework
presents considerable communication challenges [7].

The analytical laboratory often comprises numerous computer-assisted tools and
software applications, yet communication constraints frequently impede the seamless
sharing of scientific data [7]. Traditional wired data acquisition systems, while reliable, can
limit accessibility and mobility, leading to higher installation and troubleshooting costs [8].
The shift towards wireless communication offers benefits such as reduced system size,
lower costs, enhanced flexibility, and simplified deployments [8]. However, the diverse
requirements of laboratory automation, including real-time data acquisition, scalability,
energy efficiency, interoperability, and security, pose significant hurdles for selecting
appropriate communication architectures [9].

In the context of the Internet of Things and smart laboratories, various wireless
communication protocols have emerged to address these challenges. Among these,
Message Queuing Telemetry Transport (MQTT) and ESP-NOW are prominent for their
distinct characteristics. MQTT is a lightweight messaging protocol well-suited for loT
applications due to its low power consumption and bandwidth efficiency, often implemented
on microcontrollers like the ESP32 [2]. It facilitates communication through a publish-
subscribe model, enabling devices to connect and exchange data efficiently [10].
Conversely, ESP-NOW offers an energy-efficient, connectionless communication protocol
that allows devices to directly exchange data without requiring a Wi-Fi router, making it
ideal for scenarios requiring fast, local data exchange with minimal delay [11, 12]. It utilizes
MAC addresses for device addressing and has a maximum message size of 250 bytes,
offering an alternative when parallel Wi-Fi communication is not feasible [13].

This paper presents a comparative analysis of ESP-NOW and MQTT as
communication architectures for cloud-integrated spectrometric laboratories. By examining
their respective strengths and weaknesses in terms of performance, reliability, and
suitability for the unique demands of laboratory environments, this study aims to provide
insights into optimizing data flow and connectivity. The findings will contribute to the
development of more efficient and robust communication strategies for the next generation
of smart, cloud-enabled analytical laboratories.

MATERIALS AND METHODS

This section details the experimental design and methodologies employed to compare
two distinct communication architectures for remotely controlling LED light sources
(CHANZON 3V 5mm 30°: LED#1 — White, 12-14 cd; LED#2 — Warm White, 14-16 cd) and
a miniature StellarNet GREEN-Wave VIS-50 fiber-optically coupled spectrometer within a
cloud-enabled laboratory environment. The primary objective was to assess the
performance, particularly in terms of command response times, and identify the pros and
cons of each architecture.

Experimental Setup
The experimental setup was configured to simulate a practical cloud-integrated
spectrometric laboratory, where LED light sources are controlled remotely, and their
spectral data can be acquired.
The core hardware elements utilized in this study included:
e Spectrometer: A StellarNet spectrometer was used to acquire spectral data from
the various LED light sources. This spectrometer served as the data collection point
for the light emitted by the remotely controlled LEDs.
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e LED Light Sources: Multiple LED light sources were implemented, each connected
to an individual ESP32 microcontroller for remote control.

e Microcontroller Units: ESP32 development boards served as the primary control
units for each LED light source. These boards are widely used in loT applications
[14—16]. An additional ESP32 board functioned as an edge device for one of the
proposed communication architectures.

Two distinct communication architectures were designed and implemented for

comparison.

Architecture 1: Direct MQTT Communication

In this architecture, each ESP32 device controlling a LED light source was directly
connected to the local Wi-Fi network (Fig. 1). These individual ESP32 devices were
configured as MQTT clients and subscribed to a specific topic on the HiveMQ MQTT
broker. The HiveMQ MQTT broker served as the central message broker, facilitating the
remote transmission of commands from a central control system to the individual LED-
controlling ESP32s. This architecture required each ESP32 to maintain an active Wi-Fi
connection and an MQTT client subscription.

MOTT
_ MOTT
MOTT HiveMQ
ESF'SE!H‘ LED #1 ‘ v
‘ Spectrometer | LattePanda

—> ESF‘SE#E‘ LED #2 ‘

Fig. 1. Architecture 1 with direct MQTT connections

The LattePanda Single-Board Computer serves as the central control unit in this
system, integrating both hardware-level control and high-level data processing capabilities.
Its hybrid architecture, which combines a Windows-based computing environment with an
embedded Arduino Leonardo microcontroller, makes it ideal for loT applications requiring
both GPIO pin access for direct hardware manipulation and Python-based spectral
analysis.

Architecture 2: Edge Device with ESP-NOW Relay

This architecture introduced an intermediary "edge" ESP32 device (Fig. 2). This edge
device was connected to the local Wi-Fi network and functioned as an MQTT client,
subscribing to HiveMQ MQTT broker to receive commands. Upon receiving a command
from the broker, the edge ESP32 identified the target LED and forwarded the command to
the corresponding LED-controlling ESP32 device using the ESP-NOW protocol. Crucially,
the individual ESP32 devices connected to the LED light sources in this architecture were
not required to have a direct Wi-Fi connection, relying instead on the ESP-NOW
communication link with the edge device.
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Fig. 2. Architecture 2 with ESP-NOW connection

Architecture 2 distinguishes itself from Architecture 1 by introducing an intermediary
ESP32 edge device. This edge device is the sole component requiring a Wi-Fi connection
and MQTT subscription, relaying commands via ESP-NOW to the individual LED-
controlling ESP32s, thereby freeing them from direct Wi-Fi dependency.

Communication Protocol Implementation

The MQTT protocol was implemented using standard client libraries on the ESP32
platforms [17]. The HiveMQ MQTT broker served as the central message broker, facilitating
communication between the control system and the ESP32 devices. In Architecture 1, each
LED-controlling ESP32 is directly connected to this broker. In Architecture 2, only the edge
ESP32 maintained a connection to the HiveMQ broker. Commands were structured as
JSON payloads containing the target LED identifier and the desired action (turning on/off,
adjusting intensity). Quality of Service levels could be varied during experiments to assess
their impact on reliability and latency [18].

In Architecture 2, the edge ESP32 was configured as the sender for ESP-NOW mes-
sages, and the LED-controlling ESP32s were configured as receivers. Each LED-control-
ling ESP32 was registered with the edge device using its unique MAC address. Upon recei-
ving an MQTT command, the edge ESP32 encapsulated the command into an ESP-NOW
packet and transmitted it directly to the MAC address of the target LED-controlling ESP32.
A callback function was implemented on both the sender and receiver sides to confirm
message delivery. The connectionless nature of ESP-NOW was leveraged for fast, local
data exchange without the overhead of establishing and maintaining Wi-Fi connections
[19].

Command Transmission and Response Time Measurement

Commands for controlling the LED light sources were initiated from a central control
application. The primary data collected for analysis was the response time, defined as the
duration from when a command was issued by the central control application until the
corresponding LED light source executed the command (e.g., changed its state or
intensity). For both architectures, timestamps were recorded at the point of command
issuance and at the point of command execution by the LED-controlling ESP32.

46 Electronics and Information Technologies * 2025 ¢ Issue 33



Comparative Analysis of Communication Architectures...

Performance Metrics and Measurement

The performance evaluation primarily focused on the response time, defined as the
time taken for a data packet (command) to travel from the command source to the target
LED-controlling ESP32 and be executed. This was measured by embedding timestamps
at the origin and recording them upon reception and execution. The ability to measure and
compare latency is crucial for evaluating communication systems [20].

Measurement tools included internal timers on the ESP32 devices for precise timing
of command reception and execution, as well as timestamps recorded by the central control
system for command issuance.

The use of MQTT QoS 2 (Exactly Once delivery) is particularly significant for the
reliability discussion in this study. QoS 2 is the highest assurance level in the MQTT
protocol, employing a four-step handshake (PUBLISH, PUBREC, PUBREL, PUBCOMP)
to guarantee that each message is delivered exactly once to the subscriber, eliminating
both message loss and duplication. In a spectrometric laboratory context, this is critical
because duplicate LED commands could trigger redundant state changes during a spectral
acquisition sequence, while lost commands could leave a light source in an incorrect state,
compromising measurement integrity. The fact that QoS 2 was used in this study means
the latency figures reported for both architectures already include the overhead of this four-
step handshake, which inherently adds processing time compared to QoS 0 or QoS 1. This
has two important implications: first, the MQTT leg of both architectures benefits from
protocol-level delivery guarantees, providing a strong reliability baseline; second, the
latency values presented represent a conservative (i.e., worst-case) scenario for MQTT
performance, and lower latencies could be achieved if a less strict QoS level were
acceptable for a given application.

In Architecture 2, to compensate for the absence of built-in reliability guarantees
comparable to MQTT QoS levels, a programmatic retry mechanism was implemented on
the ESP-NOW communication leg based on the protocol's delivery callback functionality.
ESP-NOW provides a send callback (on_data_sent) that reports whether a transmitted
packet was successfully received by the target peer at the MAC layer. When this callback
indicated a delivery failure, the edge ESP32 device automatically re-attempted
transmission of the command to the target LED-controlling ESP32, up to a predefined
number of retries before reporting an error. This approach effectively introduces an
application-layer reliability mechanism that mirrors, to a degree, the acknowledgment logic
inherent in MQTT QoS levels, ensuring that transient interference or momentary
unavailability of a receiver node does not result in a permanently lost command.

Experimental Procedure
Experiments were conducted to compare the response times of Architecture 1 and
Architecture 2. Each experimental run involved:

1. System Initialization: All ESP32 devices and the StellarNet spectrometer were
powered on and initialized. The HiveMQ MQTT broker was confirmed to be
operational.

2. Command Execution: A series of predefined commands - sequential ON/OFF
toggling of LEDs - were issued from the central control application.

3. Data Logging: Response times for each command were recorded for both
architectures. This involved logging the timestamp of command issuance and the
timestamp of command execution on the target ESP32.

4. Repetition: Each experimental scenario was repeated 100 times to ensure
statistical significance and minimize the impact of transient network fluctuations.
Experiments were conducted under consistent environmental conditions to ensure
comparability.

Experiments were conducted under consistent environmental conditions to ensure

comparability. Wi-Fi channel congestion was monitored; no other devices shared the

EnekTtpoHika Ta iHpopmauinHi TexHonorii « 2025 « Bunyck 33 47



Andriy Krupych & Pavlo Levush

network, and tests were run at specific times to avoid interference. A dedicated access
point with no competing traffic was used, along with fixed physical distances between
devices.

A follow-up study measuring delivery success rates under varying network loads and
interference conditions would substantially complement the latency analysis and provide a
more complete basis for recommending one architecture over the other.

Data Analysis

Raw response time data, collected from the experimental runs, were processed using
custom scripts developed in the Python programming language. For statistical analysis,
Python was also utilized, incorporating relevant statistical libraries such as Pandas for data
manipulation, Scipy.stats for inferential statistics, and Matplotlib.pyplot and Seaborn for
data visualization.

Descriptive statistics, including mean, median, and measures of spread, were
calculated for the response times of both the Direct MQTT Communication and Edge
Device with ESP-NOW Relay architectures.

To determine if the observed differences in mean response times between the two
architectures were statistically significant, an independent samples t-test was performed.
This inferential statistical test is specifically designed to compare the means of two
independent groups. A significance level of p < 0.05 was considered statistically significant
for all comparisons. This conventional threshold was initially proposed by R. Fisher and
remains a widely accepted standard in many scientific fields [21-23].

Data visualization techniques, including histograms and scatter plots, were employed
to illustrate the distribution characteristics, variability, and overall comparison of response
times for both architectures. These visualizations complemented the statistical analysis by
providing a clear graphical representation of the performance differences.

RESULTS AND DISCUSSION

This section presents empirical results obtained from the comparative analysis of
Direct MQTT Communication and Edge Device with ESP-NOW Relay. The measured
response times for LED control commands are analyzed, followed by a statistical
comparison and a discussion of the practical implications and acceptability of each
architecture within a cloud-integrated spectrometric laboratory.

Latency Analysis

The performance of both communication architectures was evaluated based on
command response times over 100 experimental cycles. In practice, 100 repeated
measurements per ESP device (yielding n=200 per architecture per device and n=400
overall) provided sufficient statistical power to detect the large effect size observed — the
t-statistic of —46.28 reflects an enormous difference relative to within-group variance,
meaning even a smaller sample would have reached significance. The central limit theorem
also ensures that with n=400, sampling distributions of the means are well-approximated
as normal, supporting the validity of the t-test.

The Direct MQTT Communication architecture consistently demonstrated lower
latency (Fig. 3). As illustrated in the Histogram of MQTT Latency (Fig. 4), the response
times were heavily concentrated at the lower end of the spectrum, indicating quick
command execution.

Median response time was approximately 60 ms. The interquartile range for MQTT
latency was tight, spanning roughly from 55 ms to 75 ms, suggesting consistent
performance for the majority of command cycles. However, a few outliers were observed,
with one significant spike approaching 440 ms. These transient peaks could be attributed
to network congestion, Wi-Fi interference, or processing delays within the MQTT broker or
the individual ESP32 Wi-Fi stack.
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Fig. 4. Histogram of MQTT architecture.

In contrast, the edge device with ESP-NOW relay architecture exhibited generally
higher response times (Fig. 5). The histogram of NOW Latency (Fig. 6) reveals a broader
distribution of latencies, with the peak shifted towards approximately 170 ms.
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Median response time was around 170 ms. The interquartile range for ESP-NOW was
wider than that of MQTT, indicating greater variability in response times. Furthermore, the
NOW Latency Over 100 Cycles plot highlighted more frequent and higher magnitude
outliers compared to MQTT, with some response times reaching approximately 580 ms
and a maximum of about 790 ms. These increased latencies and variability are likely a
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consequence of the added processing time at the edge device for translating MQTT
commands to ESP-NOW messages, the additional communication hop, and potential
overheads in the ESP-NOW protocol itself.

Statistical Comparison

A qualitative statistical comparison of the two architectures reveals distinct
characteristics (Table 1). MQTT consistently provided lower median latency and a tighter
distribution of response times, suggesting superior real-time performance and greater
consistency for command execution. The spread of data, as represented by the IQR, was
considerably smaller for MQTT, indicating less variability. While both protocols experienced
latency spikes, those observed in the ESP-NOW architecture were generally of higher
magnitude and occurred with greater frequency.

The results of the independent samples t-test, comparing the two datasets, yielded a
t-statistic of approximately —46.28. This t-statistic, with its large absolute value, indicates a
substantial difference between the mean latencies of the two communication architectures.
The negative value suggests that the mean latency for Architecture 1 was significantly
lower than that for Architecture 2.

This statistically significant result allows us to confidently reject the null hypothesis,
which posits that there is no difference in the mean response times between the two
architectures.

Therefore, the statistical analysis confirms that there is a highly significant difference
in the command response times, with architecture 1 demonstrating a statistically
significantly lower latency compared to architecture 2. This quantitative finding supports
the qualitative observations made during the initial latency analysis, solidifying the
conclusion that MQTT provides faster and more consistent command execution in this
experimental setup.

Table 1. Summary of latency statistics

Latency, ms
Statistics Architecture 1 Architecture 2
(MQTT — ESP) (MQTT — EDGE — ESP-NOW — ESP)
Min 51.76 153.22
ESP1
(n = 200) Max 165.91 789.92
Average 62.97 179.52
Min 52.96 149.39
ESP2
(n = 200) Max 444.03 332.91
Average 64.91 173.44
Min 51.76 149.39
OVERALL
(n = 400) Max 444.03 789.92
Average 63.94 176.48

Discussion of Architectural Implications and Acceptability

The choice between architectures involves a trade-off between absolute latency
performance and architectural flexibility, scalability, and deployment ease.

While direct MQTT communication clearly demonstrates lower latency, making it ideal
for applications requiring almost real-time, highly consistent communication, its deployment
necessitates that every single ESP32 device controlling an LED light source maintains an
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active Wi-Fi connection and an MQTT client subscription. This approach can lead to several
challenges in a large-scale spectrometric laboratory or institutional setting:

o Wi-Fi Network Load: Many Wi-Fi-connected devices can strain the access point's
capacity and bandwidth.

e Configuration Overhead: Managing Wi-Fi credentials and MQTT subscriptions for
numerous individual devices can be complex.

e Coverage Limitations: Devices in areas with poor Wi-Fi coverage would struggle to
maintain connectivity.

Despite its higher latency, architecture 2 offers compelling advantages that make it

highly acceptable, and in many scenarios, a more practical solution:

¢ Reduced Wi-Fi Dependency: Only the central edge ESP32 device requires a Wi-
Fi connection to the MQTT broker. The individual LED-controlling ESP32s
communicate directly with the edge device via ESP-NOW, eliminating their need
for a dedicated Wi-Fi connection.

e Enhanced Deployment Flexibility: This architecture allows for the "spreading" of
ESP-NOW nodes throughout an institution or laboratory space, even in areas with
limited or no Wi-Fi connectivity. This is particularly beneficial for experimental
setups that are physically dispersed or located in difficult-to-reach areas.

e Scalability: ESP-NOW can support numerous devices without each consuming a
Wi-Fi connection resource, simplifying network management and potentially
scaling better in terms of Wi-Fi access point load. The ability to deal with resource-
constrained devices and support frequent connection/disconnection also
contributes to scalability [4].

e Energy Efficiency: ESP-NOW is designed as a low-power, connection-less
communication protocol, making it suitable for sensor nodes where energy conser-
vation is critical, as they do not need to maintain a constant Wi-Fi connection.

e Acceptable Latency for Application: For the specific application of remotely
controlling LED light sources in a spectrometric laboratory, the observed median
latency of approximately 170 ms, even with occasional spikes, is generally well
within acceptable limits. Commands such as turning LEDs ON/OFF or adjusting
intensity are typically not time-critical to the sub-millisecond level. Human operators
or automated scripts can easily tolerate response times within a few hundreds of
milliseconds, or even up to a second, without significant impact on the experimental
workflow or data integrity. The primary requirement is reliable execution, which
ESP-NOW provides through its packet delivery mechanisms [19].

In summary, it should be noted that while architecture 1 offers superior raw latency
performance, architecture 2 presents a highly acceptable and often preferred solution for
building a cloud-integrated spectrometric laboratory due to its significant architectural
advantages. The flexibility to deploy numerous devices without individual Wi-Fi
connections, coupled with its scalability and energy efficiency benefits, outweighs the
higher, yet application-acceptable, latency for many practical laboratory automation
scenarios.

CONCLUSION

This study meticulously compared two distinct communication architectures — direct
MQTT communication and an edge device with ESP-NOW relay — for their suitability in
cloud-integrated spectrometric laboratories, focusing on command response times for LED
light source control. The increasing complexity of analytical processes and the demand for
real-time data access and analysis have driven the adoption of cloud integration within
these laboratory environments. This research aimed to evaluate their performance,
reliability, and practical implications within this specialized environment.
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The empirical analysis, reinforced by a rigorous independent samples t-test,
conclusively demonstrated a statistically significant difference in latency between the two
architectures. Direct MQTT Communication exhibited a significantly lower mean latency,
indicating superior speed and consistency in command execution when each ESP32
device maintained a direct Wi-Fi and MQTT connection. MQTT's lightweight nature, low
power consumption, and bandwidth efficiency make it well-suited for loT applications [1—
3]. The t-test results, with a t-statistic of approximately —46.28, unequivocally support this
finding.

However, the research also highlighted that absolute latency is not the sole
determinant of an architecture's practical utility. While the edge device with ESP-NOW relay
presented a higher, though application-acceptable, latency, it offered substantial
advantages in architectural flexibility, scalability, and reduced Wi-Fi dependency. ESP-
NOW is an energy-efficient, connectionless protocol that allows devices to directly
exchange data without requiring a Wi-Fi router and utilizes MAC addresses for device
addressing. This architecture is particularly beneficial for large or geographically dispersed
laboratory setups where direct Wi-Fi connectivity for every node is impractical or creates
excessive network load. By centralizing the Wi-Fi connection through an edge device, the
ESP-NOW relay system enables the deployment of numerous sensor nodes in areas with
limited or no Wi-Fi infrastructure, simplifying network management and enhancing energy
efficiency for individual devices. The shift towards wireless communication, in general,
offers benefits such as reduced system size, lower costs, enhanced flexibility, and
simplified deployments compared to traditional wired systems [8, 24].

In conclusion, the choice between these two architectures necessitates careful
consideration of the specific demands of the spectrometric laboratory. For applications
demanding the absolute lowest latency and where pervasive Wi-Fi coverage is guaranteed,
direct MQTT communication is the preferred choice. Conversely, for scenarios prioritizing
architectural flexibility, broad deployment across an institution, scalability (due to less strain
on Wi-Fi resources), and reduced individual device Wi-Fi dependency - even with slightly
elevated but still acceptable latencies — the edge device with ESP-NOW relay stands out
as a highly effective and practical solution. This comparative analysis provides valuable
insights for optimizing communication strategies in the development of more efficient and
robust smart, cloud-enabled analytical laboratories.
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KOMYHIKALIIUHI APXITEKTYPU ONA XMAPHO-IHTETPOBAHUX
CNEKTPOMETPUYHUX NABOPATOPIN: MOPIBHAHHSA ESP-NOW TA MQTT

AHOpIt Kpynuy*©o, NMaeno Jlesyw ©©

Kagpedpa padiogpisuku ma komm'romepHUX mexHornoaid,
JIbgigcbkuli HayioHanbHUU yHieepcumem imeHi lIeaHa ®paHka
8yn. TapHascbkozo, 107, 79017 flbsis, YkpaiHa

AHOTALIA

BcTyn. XmapHo-iHTErpoBaHi CeKTpoMeTpryHi nabopaTtopii cTukalTbesa 3 npobnemamum
3B'A3Ky B 3abe3neyeHHi 4OCTyNy A0 AaHUX Ta iX aHanidy B peXxuMmi peanbHOro vacy. Y ubomy
OOCriKeHHI MopiBHIOWTLCA ABa OesgpotoBi npotokonv, MQTT Tta ESP-NOW, ana
KepyBaHHs cBiTnogiogamu B Takux cepegosuwiax. MQTT nponoHye nerkuii, ecpekTuBHMiA 3
TOYKM 30pYy NPONYCKHOI 3aaTHOCTi 0O6MiH NoBigoMneHHsMK ny6nikadii Ta nignuckn [1-3], Toai
ak ESP-NOW 3aGesneuye 06e3apoToBUA  eHEpProedEeKTUBHUI MNpsMUA  3B'SI30K  6e3
mapuwpyTtusatopa Wi-Fi. MeToto € ouiHka iXxHbOT NpoayKTUBHOCTI Ta NPUAATHOCTI.

Matepianun Ta Metoau. EkcnepumeHTanbHa ycTaHOBKa BKMYana CrnekTpoMeTp
StellarNet, ciTnogiogHi mxepena ceitna Ta MikpokoHTponepu ESP32. Byno npoTtectoBaHo
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ABi apxitektypu: 1) Mpsamwnii 38's3ok MQTT, ge koxeH ESP32 nigkntovascsa 6e3nocepeHbo
yepes Wi-Fi go 6pokepa MQTT; Ta 2) Kepytoumn npuctpinn 3 ESP-NOW, BrKopucToByoun
kepytoumn ESP32 ans 38'asky no MQTT/Wi-Fi, a notim nepegatoym komaHam yepes ESP-
NOW iHwnm ESP32. Yac Bigryky Ans kepyBaHHS CBITNOAIOAAMW BUMIPIOBaBCS NPOTSArOM
100 umkniB, a AaHi aHanisyBanuca 3a AONOMOrOK OMNWCOBOI CTAaTUCTUMKM Ta t-Tecty
He3anexHunx Bubipok.

PesynbTatu. MNpamui 38'a3ok MQTT npogeMoHCTpyBaB MeHLLY 3aTpUMKy (MegdiaHa ~60
MC) Ta LWinbHiwwni posnoain nopisHsHo 3 ESP-NOW (megiaHa ~170 mc). T-TecT nigTBepavs
CTATUCTUYHO 3Hauywy pisHudlo (t=-46,28), npu ubomy MQTT npogemoHcTpyBaB
wemawmn 4vac Bigryky. OpHak ESP-NOW nponoHye apXxiTeKTypHi nepeBarv: MeHLly
3anexHicTb okpemux By3nis Big Wi-Fi, rHyukicTb po3ropTaHHs 3 noraHum nokputtam Wi-Fi,
Kpally MmacwTaboBaHicTb [4] Ta eHeproedeKTBHICTb, WO pobuTb ii BULLY 3aTPUMKY
NpaKkTU4HMM KOMMPOMICOM Ans iHTerpauii macwtabHoi nabopatopii.

BucHoBku. MNpavun MQTT 3abesnevye kpally NPOAYKTUBHICTb 3 HU3LKOKO 3aTPUMKOLO.
OpHak, kepytounii npuctpin 3 ESP-NOW, HesBaxatoum Ha BULLY 3aTPUMKY, € NPUNRHATHUM pi-
LUEHHAIM 3aBASKU CBOIN FHy4KOCTi, MacliTaboBaHOCTI Ta MeHLWil 3anexHocTi Big Wi-Fi ans
po3noaineHnx naboparopiin. Lle nigkpecntoe koMnpomic Mixx abCOMOTHOI LBUAKICTIO Ta ap-
XITEKTYPHUMM NepeBaramun AN HaginHMX aHaniTmyHux nabopaTopin, Lo npawtooTb y XMapi.

Kmro4qoei cnoea: MQTT, ESP-NOW, cnektpoMeTpuyHa nabopaTtopis, IHTepHET peyen,
©e30poTOBUIA 3B'A30K, 3aTPUMKA.
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ABSTRACT

Background. In modern network security systems, DNS (Domain Name System)
traffic has become an increasingly attractive vector for covert data exfiltration and
command-and-control communication. Existing machine learning methods frequently
suffer from limited adaptability to novel attack patterns and an imbalance between
detection accuracy and false positive rates.

Materials and Methods. This study proposes TunnelEye, a multi-level detection
method for malicious DNS queries that integrates statistical feature analysis, structural n-
gram modeling, and anomaly detection. Statistical properties of domain names, including
string length, entropy, and alphanumeric ratio, are used for initial discrimination between
benign and suspicious queries. Structural analysis based on character n-grams enables
the identification of local patterns associated with encoded data such as Base32 and
Base64. An autoencoder trained exclusively on legitimate DNS queries is employed as an
independent anomaly detector to identify previously unseen and zero-day attacks. The
supervised TunnelEye classifier and the autoencoder operate in parallel, each using an
independently optimized F1-score based threshold to determine anomalous DNS queries.

Results and Discussion. Experimental evaluation using standard machine learning
metrics (precision, recall, F1-score, ROC-AUC, PR-AUC, and false positive rate)
demonstrates that TunnelEye consistently outperforms baseline statistical models and
standalone autoencoders. The proposed method achieves high precision and recall while
maintaining a minimal false positive rate. Experimental results show that TunnelEye
achieves an average precision, recall, and F1-score of approximately 0.99, outperforming
the baseline statistical model by more than 10% and significantly reducing the false
positive rate.

Conclusion. TunnelEye provides a comprehensive and adaptive solution for malicious
DNS query detection by combining supervised and unsupervised learning with dynamic
threshold optimization. Its ability to balance detection accuracy and false positive reduction
makes it well suited for deployment in modern enterprise cybersecurity systems for real-
time DNS traffic monitoring.

Keywords: DNS traffic, anomaly detection, machine learning, multi-level model.

INTRODUCTION

In modern computer networks, DNS plays a crucial role in mapping domain names
to IP addresses. However, this complex infrastructure is increasingly exploited by
malicious actors to create covert communication channels and data tunnels. These
techniques allow the transmission of harmful information directly through DNS queries,
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bypassing traditional security systems and filters. Consequently, there is a growing
demand for reliable algorithms to detect these threats in real time [1-4].

Traditional methods for detecting malicious DNS queries typically rely on fixed rules
or statistical properties, such as domain name length or the frequency of certain
characters. While these methods can detect simple forms of tunneling attacks, they are
generally ineffective against sophisticated or adaptive attacks that disguise traffic as
legitimate requests. This leads to some malicious queries going unnoticed, increasing the
risk of network system compromise. Modern machine learning approaches, such as
random forests or neural networks, enable the interpretation of more complex patterns in
DNS traffic. However, even these methods face generalization challenges: models
trained on historical data may be ineffective against new types of tunneled queries. This
highlights the need for adaptive, multi-leveled approaches that consider both statistical
and structural properties of domain names. A key challenge is the lack of high-quality
training data for malicious queries. Known data collection methods are often limited or do
not include the latest tunneling techniques, making it difficult to develop models capable
of detecting zero-day attacks (i.e., previously unseen attacks). Therefore, the goal of this
research is to create a system that can learn from reliable data and detect anomalies in
new queries.

Another important issue is the balance between detection accuracy and
completeness. Using fixed thresholds for classification often results in high rates of false
positives or false negatives. For practical security systems, it is essential to develop an
adaptive threshold adjustment mechanism that maintains an optimal balance under
varying network traffic conditions. The structural properties of domain names, such as n-
gram character sequences, remain underutilized in many traditional methods. These
features allow the detection of local and internal patterns in malicious domain names,
particularly when encoded using Base32 or Base64. Combining these features with
statistical properties can significantly enhance the effectiveness of detection systems.

An additional challenge is ensuring scalability and real-time monitoring capabilities.
Enterprise network systems process enormous volumes of DNS queries; therefore,
algorithms must be efficient enough to operate in large-scale networks without introducing
network delays. This requires an approach that combines accuracy with low
computational complexity and adaptability to fluctuating loads [5—7]. Analysis of existing
studies shows that most methods for detecting malicious DNS queries either rely on fixed
statistical rules or use standalone machine learning models without adaptive
mechanisms.

This work proposes the TunnelEye method, which integrates known components
(statistical analysis, n-grams, and an autoencoder) into a novel decision-making
architecture. The novelty lies in the way these components are constructed and used
within a unified experimental environment. The main modifications include: integration of
statistical and n-gram features into a single feature model; use of an ensemble Random
Forest classifier instead of heuristic rules; inclusion of an autoencoder as an independent
anomaly detector; implementation of an adaptive classification threshold selection
mechanism based on the F1-score.

MATERIALS AND METHODS

Analysis of Problems and Formulation of the Research Task

This study proposes a multi-leveled adaptive method, TunnelEye, which implements
a multi-leveled model for detecting malicious DNS queries based on statistical, structural,
and anomalous features. This combination addresses the limitations of traditional
methods, creating a more reliable and effective monitoring system.

In contrast to existing approaches to DNS tunneling detection, which typically focus
either on statistical properties of domain names (such as length, entropy, or character
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distribution) or on the isolated application of machine learning techniques, the proposed
TunnelEye method integrates multiple levels of analysis within a unified architecture.
Statistical models (e.g., rule-based approaches or Random Forest classifiers using simple
numerical features) are effective at detecting primitive forms of tunneling, but they exhibit
poor generalization in more sophisticated obfuscation scenarios. Methods based on n-
gram analysis are capable of identifying local structural patterns (e.g., Base32 or Base64
encodings); however, in the absence of broader statistical context, they often suffer from
elevated false-positive rates.

Autoencoder-based approaches commonly employed for anomaly detection in DNS
traffic typically operate as standalone solutions and rely exclusively on reconstruction
error. This reliance limits their accuracy in cases where malicious traffic closely mimics
legitimate behavior. In contrast to these approaches, TunnelEye implements a parallel
architecture in which a supervised classifier (utilizing statistical and n-gram features) and
an autoencoder operate independently but are evaluated within a unified experimental
framework with adaptive threshold optimization. As a result, the proposed method
combines the strengths of signature-based, statistical, and anomaly-based analysis while
mitigating their individual limitations.

Key Concepts in Malicious DNS Query Detection

DNS forms the foundation of the Internet by translating domain names into IP
addresses. This system allows users to access websites and services using human-
readable names rather than numerical addresses. However, due to its widespread use,
malicious actors often exploit DNS for covert data exchange and tunneling, making DNS
traffic monitoring critically important for network security.

Malicious DNS queries vary in nature, ranging from simple spoofing of legitimate
domain names to sophisticated DNS tunneling, where data is encoded within a domain
name and transmitted via the query. These queries are difficult to detect using traditional
filtering methods because they can appear as normal, legitimate traffic, increasing the risk
of hidden attacks. A key concept in detecting malicious DNS queries is the use of
analytical signatures (features that can distinguish legitimate queries from malicious
ones). These features include statistical properties of domain names, such as string
length, entropy, the number of domain levels, and the ratio of digits to letters.

These properties allow the assessment of the randomness and complexity of domain
names, which are often present in malicious queries. Additionally, processing large
volumes of DNS queries in real time requires high computational efficiency and
algorithmic optimization [9—12]. The general scheme for detecting malicious DNS queries
is shown in Fig. 1.

Proposed Monitoring Method

The proposed method, named TunnelEye, is designed to detect covert
communication channels in DNS traffic, specifically data tunneling through domain name
queries. TunnelEye is developed as a standalone implementation for DNS tunneling
detection and is used for comparison with a baseline model and an autoencoder. Unlike
traditional methods, it combines several independent analysis mechanisms, enhancing
the system’s resilience to various obfuscation techniques. At the first level, the method
employs traditional statistical features of domain names, including length, entropy, the
number of domain levels, and the ratio of digits to letters. These features accurately
describe the overall complexity and randomness of a string and can often distinguish
legitimate domain names from those generated or used for tunneling.

The second level of the method relies on n-gram character analysis, which can
detect local structural patterns in domain names. This allows the effective identification of
malicious patterns related to data encodings (such as Base32 or Base64) that are
typically not detectable through statistical analysis alone.
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The third component of the system is an autoencoder trained specifically on “clean”
samples of legitimate domain names. It acts as an anomaly detector, using reconstruction
error as an indicator of deviation. This enables the detection of new types of malicious
queries that were not present in the training datasets, ensuring the method’s robustness
against zero-day attacks.

Furthermore, the method provides an adaptive classification threshold mechanism.
Instead of using fixed values, the system uses the F1 score to determine the optimal
threshold, balancing precision and recall based on specific deployment conditions. This
improves the practical effectiveness of the system across a wide range of scenarios.

Thanks to this architecture, TunnelEye can serve as a multi-leveled DNS query
monitoring platform and can be integrated into enterprise security systems for real-time
network traffic analysis. This approach combines signature accuracy, statistical methods,
and anomaly detection flexibility to provide comprehensive protection. Therefore,
TunnelEye can be defined as a hybrid method for detecting covert channels in DNS. It
integrates statistical analysis, n-gram-based structural analysis, and anomaly detection
via an autoencoder with adaptive classification thresholds, enhancing network security
capabilities and effectively detecting both known and previously unseen malicious activity.
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Fig. 1. General Scheme for Malicious DNS Query Detection.
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Scientific Novelty of the Proposed Method

The scientific novelty of the method lies in the combination of statistical and symbolic
n-gram features within a single detection framework; the parallel use of supervised and
anomaly-based processing of DNS queries; and the study of the impact of the
classification threshold on the effectiveness of malicious DNS query detection. The
autoencoder is used as the anomaly detection mechanism, trained exclusively on
legitimate DNS queries. This enables the detection of entirely new types of malicious
patterns that are not present in the training samples. The block diagram of the proposed

monitoring method is shown in Fig. 2.
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Fig. 2. Block Diagram of the Proposed Monitoring Method.
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Another innovation is the adaptive classification threshold mechanism based on F1-
score optimization. Most studies in this field rely on a fixed threshold (0.5), which is often
suboptimal in real-world applications. F1-score optimization involves evaluating different
threshold values and selecting the one that maximizes the F1-score on test or validation
data. In this case, classification involves recognizing DNS queries as either legitimate (0)
or malicious (1). The optimization parameter is the threshold ranging from 0 to 1, which
converts probabilities (from the supervised model or autoencoder reconstruction error)
into binary predictions. The method provides systematic threshold adjustment by
computing the F1-score for different threshold values, automatically finding the optimal
balance between precision and recall for malicious DNS query detection. System
performance is evaluated using standard machine learning metrics, including F1, ROC-
AUC, and the false positive rate.

For a comprehensive comparison of methods, multiple metrics are employed:
precision, recall, F1-score, ROC-AUC, and PR-AUC. This approach provides a deeper
understanding of each model’s strengths and weaknesses and establishes an objective
basis for decision-making in real-world applications.

To assess the method’s effectiveness, a synthetic DNS query dataset was used,
simulating various types of legitimate traffic and DNS tunneling with controlled
characteristics. The synthetic data were used solely for method evaluation, not as part of
the method itself. This creates an experimental environment for testing models in
scenarios close to real-world conditions, where both legitimate and malicious queries
exhibit high variability. This approach not only improves evaluation quality but also allows
testing the robustness of the algorithms against spoofing attacks.

The block diagram illustrates the sequence of stages: preprocessing DNS queries,
extracting statistical and structural features, parallel operation of the classifier and
autoencoder, adaptive threshold adjustment, and final classification.

A key component of this method is the entropy function, which measures the
randomness of a string. For a domain s, entropy is defined as:

n
H(s) = = ) pi X log,p (1)
i=1

where p; is the probability of a character i appearing in the string s, and n is the number
of unique characters.

The model is evaluated using standard machine learning metrics. Precision is
defined as:

Precision = — & @)
recision = TP -|-FP

where TP represents the number of correctly classified malicious examples, and
FP represents the number of legitimate examples incorrectly classified as malicious.
Recall is defined as:

TP
- 3
Recall TP EN (3)

where FN represents the number of malicious examples missed by the model.
The F1-score is the harmonic mean of precision and recall, calculated as:
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Fl— 2 Precision X Recall ()
N Precision + Recall

Additionally, integral classification quality metrics were computed, including the area
under the ROC curve (ROC-AUC) and the area under the Precision-Recall curve (PR-
AUC). The false positive rate (FPR) was also analyzed:

FP

FPR= wp TN

(%)

where TN represents the number of correctly classified legitimate examples.

Characteristics of the Conducted Experiments

In this study, a synthetically generated dataset was used to simulate queries to the
DNS from both legitimate and malicious sources. Legitimate queries included typical
domain names, such as corporate services, Content Delivery Networks (CDNs),
Universally Unique Identifiers (UUIDs), and random combinations of letters and digits
simulating real user requests. Malicious examples were generated by encoding random
strings using Base32 and Base64 encodings, hexadecimal representations, and hashing
algorithms, corresponding to common DNS tunneling techniques. This data generation
process resulted in a balanced dataset of 16,000 records (50% benign and 50%
malicious).

The study also included high-entropy domain names that were not malicious but
mimicked characteristic features of DNS tunneling to make the experiments more realistic
and representative of real-world conditions. Specifically, some legitimate domain names
contained random sequences of letters, long strings, and digits visually similar to
malicious domains. Consequently, models needed to learn to distinguish not only simple
patterns but also complex obfuscation patterns. This allowed us to assess the robustness
of the TunnelEye approach against attacks employing both covert encoding and
obfuscation imitation. The program was implemented in Python using the scikit-learn,
TensorFlow, and matplotlib libraries. Statistical analysis employed string processing and
traditional numerical properties, including domain name length, entropy, number of
subdomain levels, and character ratios. Structural analysis relied on character n-gram
features generated by CountVectorizer, ranging from 3 to 5 characters and limited to the
top 3,000 most frequent characters.

For comparison, a baseline model using only statistical features and an autoencoder
(a multilayer neural network consisting of a compression encoder and a symmetric
decoder layer) were also employed. The baseline statistical model was used exclusively
for comparative analysis, whereas TunnelEye implements a dynamic multi-level model
capable of adapting to new traffic types.

All computations were performed in the Google Colab environment, enabling
efficient use of computational resources for model training and easy replication of
experimental results. The obtained metrics were used to compare the baseline statistical
model, TunnelEye, and the autoencoder across different performance measures,
confirming the scientific novelty of the method.

The supervised TunnelEye classifier and the autoencoder operate in parallel, each
producing an independent anomaly score, while optimal decision thresholds are selected
separately for each model using F1-score optimization. The autoencoder is not used as a
direct decision fusion component but serves as an independent anomaly detector for
comparative evaluation and robustness analysis against previously unseen attacks. The
proposed architecture allows straightforward extension toward score-level or decision-
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level fusion, which is left for future work. The results of the experiments are presented in
the Results section.

RESULTS AND DISCUSSION

It is important to note that the method produces a binary outcome (anomalous DNS
query detected or not detected). The metrics are used solely to quantitatively assess the
quality of this decision and to compare different approaches. The results confirm that
TunnelEye’s effectiveness is not due to individual components alone but results from their
coordinated integration. The autoencoder strengthens the model in scenarios where
supervised classification loses sensitivity, while the adaptive threshold ensures stability in
real-world conditions. Thus, the experimental study fully meets the stated objectives, and
the results demonstrate the completeness and practical relevance of the proposed
method.

Fig. 3 illustrates how precision and recall change with varying classification
thresholds. This allows us to assess the balance between detecting all attacks (recall)
and minimizing false positives (precision).

Results:

e TunnelEye: Average precision = 0.99, recall = 0.99

e Baseline model: Average precision = 0.88, recall = 0.90

e Autoencoder: Average precision = 0.65, recall = 0.48

Thus, TunnelEye shows minimal performance degradation across threshold values,
demonstrating its stability. The baseline algorithm performs slightly worse, while the
autoencoder exhibits fluctuations and is less balanced.

The F1-score (Fig. 4) summarizes precision and recall, reflecting model quality
across different threshold values. This metric is critical for finding the optimal balance
between errors and false positives.

Results:

e TunnelEye: Maximum F1 = 1.0 (threshold = 0.06), average F1 = 0.99

e Baseline model: Maximum F1 = 0.86, average F1 = 0.84

e Autoencoder: Maximum F1 = 0.52, average F1 = 0.49
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Fig. 3. Precision and Recall vs. Classification Threshold.
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TunnelEye significantly outperforms the other models, maintaining the highest
overall performance. The baseline model is stable but not optimal, while the autoencoder
performs substantially worse, particularly in terms of recall.

The ROC curve (Fig. 5a) measures the ratio of true positives to false positives, while
the PR curve (Fig. 5b) shows the balance between precision and recall, which is
particularly important for imbalanced classes. A large area under the curve (AUC)
indicates a stable and effective model.

Results:

e TunnelEye: ROC-AUC = 1.0, PR-AUC = 1.0
e Baseline model: ROC-AUC = 0.992, PR-AUC = 0.991
¢ Autoencoder: ROC-AUC = 0.722, PR-AUC = 0.768

Thus, TunnelEye demonstrates the best performance, with the other models lagging
behind.

Fig. 6 presents a “performance metric’ that evaluates all models at the same
threshold. This metric compares precision, recall, F1-score, ROC-AUC, PR-AUC, FPR,
as well as the absolute values of TP, FP, TN, and FN.
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Fig. 5. ROC (a) and PR (b) curves.
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According to the comparative analysis (Fig. 6), TunnelEye achieved the best results
(Precision, Recall, F1, ROC-AUC, PR-AUC = 1.0; FPR = 0), while the baseline model
achieved moderate metrics (Precision = 0.815, Recall = 0.91, F1 = 0.86, ROC-AUC =
0.944, PR-AUC = 0.936, FPR = 0.197).

The autoencoder showed significantly lower metrics (Precision = 0.72, Recall = 0.41,
F1 = 0.52, ROC-AUC = 0.65, PR-AUC = 0.61, FPR = 0.32), making it less suitable for
standalone use. Therefore, TunnelEye can be considered an effective method for
detecting DNS tunneling and similar attacks.

The experiments were conducted on a synthetically generated dataset with
controlled characteristics. This approach allows for a fair comparison of models under
identical conditions; however, it does not fully capture the complexity of real DNS traffic.
To address this limitation, a public DNS dataset containing real domain names with
naturally occurring feature distributions and inherent variability was used (Fig. 7).
daumel/dns-tunneling-dataset is a public dataset containing DNS query traffic with
tunneling, generated by various DNS tunneling tools.
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Fig. 7. Precision and recall versus classification threshold on the real DNS traffic dataset.
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On this dataset, perfect metric values are not achieved; nevertheless, TunnelEye con-
sistently demonstrates a better balance between precision and recall compared to baseline
models. Therefore, the results confirm that the effectiveness of the proposed method is not
a consequence of the artificial simplicity of synthetic data but is maintained under realistic
DNS traffic conditions. Future studies will expand the experiments to other datasets to
assess the method’s performance across varied and realistic DNS traffic conditions.

Achieving ideal ROC-AUC and PR-AUC values in a controlled experiment should be
interpreted as an indicator of the method’s effectiveness under clearly separable class
conditions, rather than as a universal measure of its behavior in real networks. Additional
experiments on a real DNS dataset show that, in the presence of more complex mimicry
scenarios and partial feature overlap between legitimate and malicious domains, the
metrics become less ideal. Nevertheless, TunnelEye maintains an advantage over
baseline statistical models and the autoencoder. This demonstrates the method’s
resilience to more sophisticated attacks and confirms that its effectiveness is not limited
to synthetic scenarios.

To extend the comparative analysis, additional modern machine learning methods
were also evaluated, including Logistic Regression and Linear SVM with character n-
gram features, as well as Isolation Forest as a representative anomaly-based model.
However, in the experiments, these methods did not demonstrate any advantage over
TunnelEye in the context of DNS ftraffic analysis and were therefore not included in the
corresponding plots.

CONCLUSION

In this paper, the TunnelEye monitoring method is proposed, which combines
statistical methods, structural analysis, and an autoencoder for anomaly detection,
demonstrating exceptional effectiveness in identifying malicious DNS queries. This
combination allows the system to handle both known patterns and new, previously
unseen malicious queries. Experimental studies show that TunnelEye achieves the
highest precision and recall, significantly outperforming baseline statistical and
autoencoder models. This demonstrates the effectiveness of a multi-stage approach and
its applicability in real-world conditions with highly variable DNS traffic.

The scientific innovation lies in the method’s ability to adaptively adjust classification
thresholds and integrate multiple detection techniques for identifying malicious queries.
This ensures high performance even under varying operational conditions, making it well-
suited for integration into enterprise network traffic monitoring systems. Comparative
analysis of different models demonstrates that TunnelEye not only provides high
precision and recall but also reduces false positive rates, which is critical for practical
deployment.

Experimental results indicate that TunnelEye achieves an average anomaly
detection precision and recall close to 0.99, significantly surpassing both the baseline
statistical model and the autoencoder. This highlights the advantage of the multi-stage
method in detecting both known and novel malicious patterns. The F1-score further
confirms TunnelEye’s high performance (average F1 = 0.99). These results demonstrate
TunnelEye’s reliability and its ability to minimize false positives. At a fixed threshold of
0.5, TunnelEye also showed high precision and recall. This comparison confirms that the
proposed approach outperforms both traditional methods and autoencoders, achieving
superior results across all metrics.

Overall, the comparative analysis demonstrates that TunnelEye is an effective
method for detecting DNS tunnels and covert communication channels. Its multi-level
adaptive approach ensures high accuracy, protects against zero-day attacks, and
reduces false alarms, making it suitable for integration into corporate security and real-
time network monitoring systems. TunnelEye can be considered an efficient and flexible
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tool for detecting malicious DNS queries and DNS tunneling. Its multi-level adaptive
design provides comprehensive network protection and opens avenues for further
research in the detection of covert channels and anomalous traffic.
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OLIHIOBAHHS MPOAYKTUBHOCTI BAFATOPIBHEBOI MOAENI ANA
BUABNEHHA AHOMAJIbHUX DNS-3AMNUTIB

AHOpil CeHuk (D@
HauioHanbHul yHisepcumem «JIbgigcbka nonimexHikay,
8yn. Cmenara baHdepu, 12, Jibeie, 79013, YkpaiHa

AHOTALIA

BcTtyn. Y cyyacHux cuctemax mepexeBoi Oe3neku DNS-Tpadik gepani vacriwe
BMKOPUCTOBYETLCA OS5 NPUXOBaHOI Nepefayi aHWX | KepyBaHHSA LWKIANMBUMU cUucTeMamMm
(command-and-control). IcHyto4i MeETOAU MALLUMHHOIO HAaBYaHHS HEPIOKO MakTb OOMEXEHY
34aTHICTb aganTauii 4O HOBMX LWAOMOHIB aTak i CTMKalTbCA 3 AMcbanaHCoM MidK TOYHICTIO
BUSIBINIEHHS Ta PiBHEM XMOHOMO3UTUBHMX CMpPaLbOBYBaHb.

Martepiann Ta MeTogm. 3anpornoHoBaHO 6GaraTopiBHEBMI METO BUSIBIIEHHS
3noBMucHnx DNS-3anutiB  TunnelEye, wWo iHTerpye aHania CcTaTUCTUYHMX O3HaK,
CTPYKTYpHE n-fpaMHe MOAENioBaHHA Ta BUSABMEHHS aHoManin. [ns noyaTtkoBoro
pO3MeXyBaHHSA MeriTUMHUX | Nigo3pinux 3anuTiB  BUMKOPUCTOBYKOTLCA  CTaTUCTUYHI
BNACTMBOCTI [JOMEHHMX iMEH, 30Kpema [OOBXWHA psgka, eHTponis Ta CniBBigHOLUEHHS
ByKkBeHO-UMdpoBMXx cumBoriB. CTPYKTYPHUI aHani3 Ha OCHOBI CUMBOIbHWX N-rpaM Aae
3MOry igeHTMdiKyBaTK nokarnbHi WabnoHW, NoB’A3aHi 3 KOAYBaHHAM AaHUX, TakMM $IK
Base32 i Base64. CynepgizoBaHuii knacudikatop TunnelEye Ta aBTOKOAEp MpauiolOTb
napanernbHO, KOXEH i3 SIKUX BUKOPUCTOBYE He3aneXHO ONTMMi30BaHWIA Mopir Ha OcHoBi F1-
Mipy 4na Bu3HayveHHst aHoMmanbHux DNS-3anuTiB.

Pe3synbratn. EKkcnepumeHTanbHa OUiHKA 3 BUKOPWUCTAHHAM CTaHOAPTHUX MEeTPUK
MalUMHHOrO HaByaHHs (precision, recall, F1-score, ROC-AUC, PR-AUC Ta piBeHb
XMOHOMO3NUTUBHMX ChpauboByBaHb) Mnokasye, wo TunnelEye crabinbHO nepeBepLuye
0a3oBi cTaTMCTMYHI Mogeni Ta OKpeMi aBTokodepu. 3anponoHOBaHWUA MeTod 3abeanevye
BMCOKY TOYHICTb | MOBHOTY BUSBMEHHS 3@ MiHIMAnbHOrO pPiBHA XUOHOMO3UTUBHUX
cnpauboByBaHb. EkcnepumeHTanbHi pesynbTatv nokasanu, wo wmetoq TunnelEye
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3abesneyye cepefHi 3HaudeHHsi precision, recall Ta F1-mipy Ha piBHi 6nusbko 0,99,
nepesuLLyto4n 6a3oBy CTaTUCTUYHY MOAenb Ginbl Hik Ha 10% Ta iCTOTHO 3MEHLLYYU
KiNbKICTb XMOHOMO3UTUBHUX CMpaLbOBYBaHb.

BucHoBku. TunnelEye nponoHye koMnnekcHe Ta aganTUBHE PilleHHS AN BUSBIEHHS
3noBMUcHUX DNS-3anuTiB LWNsSXOM NoegHaHHS KEPOBaHOMO Ta HEKEPOBAHOro HaBYaHHA 3
OuHaMmivyHOK onTuMi3auielo noporiB. 3agaTHicTb MeTody 36anaHcoByBaTM  TOYHICTb
BUSIBNEHHS Ta 3MEHLUEHHSA KiNbKOCTI XMOHOMO3UTMBHUX CrpauboByBaHb pobuTb Moro
npuaaTtHUM Ons BApOBa[KEHHS B Cy4vacHi koprnopaTuBHi cuctemu kKibepbesneku ans
mMoHiTopuHry DNS-Tpadpiky B peansHoMy yaci.

Knrouyoei cnoea: DNS-Tpaghik, BUABMNEHHA aHOManii, MallMHHE HaBYaHHS,
OaraTopiBHEBa Mofenb
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ABSTRACT

Background. The increasing role of web-oriented information systems in business,
education, and public administration is accompanied by a growing number and complexity
of cyber threats. Traditional security mechanisms do not always enable the identification of
actual system weaknesses, which necessitates the application of practice-oriented
methods for assessing the level of information security. In this context, Penetration Testing
is considered an effective instrument for simulating the actions of a potential attacker in
order to detect and validate exploitable vulnerabilities.

Materials and Methods. The study employs a risk-oriented approach in accordance
with international standards ISO/IEC 27001 and ISO/IEC 27005, as well as the recom-
mendations of OWASP and NIST SP 800-115. Penetration Testing is implemented as a
structured, multi-stage process that includes information gathering, attack surface analy-
sis, threat modeling, execution of non-invasive validation scenarios, and risk assessment.
The practical component was conducted in a controlled test environment using Nmap,
Burp Suite, and Wireshark, supplemented by custom-developed Python modules for
automated analysis of HTTP security headers, TLS certificates, and exposed services.

Results and Discussion. The study identified several configuration-related
weaknesses at the application level, including the absence of essential HTTP security
headers and deficiencies in TLS certificate management. The obtained results were
formalized in a structured findings register with quantitative risk evaluation based on the
Likelihood x Impact model. The analysis demonstrated that even in the absence of critical
exploitable vulnerabilities, configuration errors significantly increase the overall risk level
and may create preconditions for more sophisticated attacks.

Conclusion. The findings confirm the effectiveness of Penetration Testing as a
comprehensive instrument for assessing the information security of web-oriented systems.
The proposed approach facilitates the transition from technical testing results to
substantiated managerial decisions aimed at risk reduction and enhancement of the
overall protection level of information resources.
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INTRODUCTION

The digitalization of business processes and the rapid expansion of web-oriented
information systems across various domains have led to increased requirements for
ensuring information security [1]. At the same time, there is a steady growth in both the
number and sophistication of cyberattacks aimed at compromising the confidentiality,
integrity, and availability of information resources [2]. Traditional protection mechanisms,
including antivirus solutions and firewalls, do not always enable the timely identification of
actual weaknesses in information systems, particularly those related to configuration
errors or improper implementation of security mechanisms [3]. In this context, Penetration
Testing is regarded as an effective method for assessing the level of security by
simulating the actions of a potential attacker, thereby enabling the transition from formal
analysis to practical validation of vulnerability exploitability [4].

The principal threats to information security are traditionally classified according to
the CIA triad model, which encompasses confidentiality, integrity, and availability of
information [5]. Threats to confidentiality involve unauthorized access to data; threats to
integrity relate to data modification or tampering; and threats to availability concern
disruption or denial of service affecting information systems [6].

Configuration errors, the use of outdated or weak cryptographic mechanisms, and the
absence or insufficient formalization of security policies are particularly critical factors [7].
The human factor also plays a significant role in risk formation, including the use of weak
passwords, administrative errors, and the impact of social engineering techniques [8].

Penetration Testing is defined as a method for evaluating the level of information
security through the simulation of real attacks on an information system [9]. This
approach involves modeling the actions of a potential attacker in order to assess the
system’s resilience to relevant threats. Unlike purely automated vulnerability scanning,
Penetration Testing enables the identification of weaknesses that can be realistically
exploited and allows for the evaluation of the effectiveness of existing technical and
organizational security controls [10].

A comparison between Vulnerability Scanning and Penetration Testing demonstra-
tes that the latter is based on a combination of automated and manual analytical methods
[11]. This integrated approach reduces the number of false positives and provides a more
objective assessment of the security posture of an information system [12].

Information security assessment should be considered a sequential process
encompassing the chain “protection — attack — vulnerability — risk — decision” [13]. Within
this logical framework, Penetration Testing provides a comprehensive and practice-
oriented evaluation of the security level and forms a substantiated basis for managerial
decision-making aimed at enhancing the protection of information systems [14].

MATERIALS AND METHODS

Penetration Testing is a comprehensive method for assessing the security level of
information systems based on the simulation of real-world attacks [15]. Unlike automated
vulnerability scanning, this approach enables validation of the practical exploitability of
identified weaknesses and allows for an assessment of their actual impact on system
security [16].

The study relies on international standards ISO/IEC 27001 and ISO/IEC 27005,
which define requirements for information security management systems and risk assess-
ment processes [17-18]. The OWASP Testing Guide and OWASP Top 10 methodologies
were applied for web application security analysis [19-20]. The Penetration Testing
Execution Standard (PTES) was used to describe the full penetration testing lifecycle
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[21], while NIST SP 800-115 provided guidance on the technical aspects of security
testing [22]. The application of these standards ensured the relevance, completeness,
and alignment of the threat model with contemporary information security conditions.

In this work, Penetration Testing was implemented as a structured, multi-stage
process in accordance with OWASP, PTES, and NIST methodologies. The initial phase
involved information gathering, including the identification of assets, domains, services,
and open ports. This was followed by attack surface analysis to determine potential entry
points and system weaknesses. Based on the developed threat model, attack scenarios
were formulated and validated through the simulation of real exploit conditions. The final
stages included risk assessment and the preparation of an analytical report containing
recommendations for mitigating identified issues.

The experimental component of the study was aimed at practically validating the
effectiveness of Penetration Testing as a tool for assessing the security level of web-
oriented information systems. The research was conducted in a controlled test
environment that excluded any impact on production infrastructure and complied with
ethical and legal requirements. The tested information system employed a client—server
architecture and provided user access to web resources via HTTP/HTTPS protocols. The
server component was deployed on a standard web server with TLS support. The system
architecture encompassed network, application, and data storage layers, enabling
security evaluation across multiple levels.

Professional Penetration Testing tools were used in the experiment. Nmap for
network reconnaissance and open port analysis [23], Burp Suite for web application
testing and HTTP traffic inspection [24], and Wireshark for in-depth packet analysis [25].
All tools were integrated within the Kali Linux environment, ensuring experimental
integrity and reproducibility [26].

The experimental environment was implemented using Python 3.11. The following
libraries and modules were used in the developed scripts:

—requests 2.31.0 for HTTP communication and header analysis;

— ssl (Python standard library) for TLS certificate inspection;

— xml.etree.ElementTree for parsing Nmap XML output;

—json 2.0 for structured result serialization;

— python-docx 0.8.11 for automated generation of DOCX security reports.

All experiments were conducted within the Kali Linux 2024 environment.

The practical Penetration Testing methodology was developed in accordance with the
concept of sequential multi-layered analysis and includes the following stages (Fig. 1):

1. Automated initialization of the testing process.

Implemented through the central script run_pentest.py, which coordinates the
execution of testing modules and ensures reproducibility.

2. Network reconnaissance and attack surface analysis.

Conducted using Nmap with automated parsing of scan results by the script
parse_nmap_xml.py.

3. Application-layer and security header analysis.

The script check_security _headers.py verifies the presence and correctness of
HTTP security headers.

4. Cryptographic protection assessment.

The script tls_cert_check.py analyzes TLS certificates and encryption
parameters.

5. Results formalization and checklist validation.

Security requirements stored in checklists.yaml are used for compliance verification.

6. Automated report generation.

The script generator_docx.py produces a structured report in DOCX format.

Figure 1 illustrates the sequential logic of conducting Penetration Testing as a
structured process for assessing information security. At the Planning / Scope stage, the
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Planning / Information Threat Vulnerability
Scope Gathering Modeling Analysis
Reporting & Risk Evidence-Based
Mitigation Assesment Validation

Fig. 1. Generalized model of the Penetration Testing methodology.

testing object, assessment boundaries, and legal considerations are defined. Information
Gathering involves the collection of technical data regarding assets, services, and the
attack surface. During the Threat Modeling phase, a threat model is constructed,
identifying assets, potential actors, and attack scenarios. Vulnerability Analysis focuses
on detecting configuration and technical weaknesses at various system levels. Evidence-
Based Validation ensures confirmation of vulnerability exploitability without performing
destructive actions. This is followed by Risk Assessment, where risks are evaluated using
the Likelihood x Impact model. The final stage, Reporting & Mitigation, includes report
generation and the development of recommendations for addressing identified issues.

The study applies the Asset—Actor—Surface—Threat—Scenario model, which provides a
formalized and easily automated description of the testing process [27]. The identified
assets include the web application, user accounts, confidential data, infrastructure, and net-
work services, as well as the TLS communication channel. Actors are represented by an
external attacker, a user with limited web interface access, and, where relevant, an internal
user. The attack surface comprises the domain or URL, open ports and services, HTTP
headers, and TLS certificates. The identified threats include traffic interception or manipula-
tion, clickjacking, MIME sniffing, insecure configurations, outdated or misconfigured TLS
settings, and unnecessarily exposed services. Scenarios are implemented as specific test
cases that produce measurable results and are incorporated into the final report.

For analytical consistency, the implemented scenarios were aligned with the STRIDE
model: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and
Elevation of Privilege [28]. Within the non-invasive approach adopted in this study, the most
relevant threat categories are Information Disclosure, Tampering, and Spoofing, as well as,
to a limited extent, Denial of Service manifested through configuration weaknesses.

Python was selected for the practical implementation of the research due to its
scientific and applied advantages. The choice of Python is justified by its rapid
development capabilities, code readability, extensive libraries for network analysis,
XML/JSON processing, and HTTP requests, broad automation potential for security-
related tasks, integration with Penetration Testing tools [29], and suitability for
DevSecOps implementations [30]. Thus, Python serves not only as an implementation
tool but also as a universal platform for automating information security testing processes.

RESULTS AND DISCUSSION

Formalization of the Threat Model and the Testing Process

Within the scope of the study, the module threat model.py was analyzed, as it
implements a formalized description of assets, attack surface, threats, and testing
scenarios. This module constitutes a core component of the test selection system and
effectively functions as the central element of the Penetration Testing process. The
SystemModel class is used to describe the testing object, including the URL or host, as
well as known entry points. The Threat class formalizes threats according to the STRIDE
framework, while the Scenario class represents an individual test case whose
measurable outcome is used to generate a confirmed finding in the final report.

The project repository includes a set of typical testing modules, namely:
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e check_security_headers.py — verification of the presence and correctness of
HTTP security headers;

e s cert_check.py — retrieval and analysis of TLS certificates;

e parse_nmap_xml.py in conjunction with nmap_output_sample.xml — analysis of

open ports and services based on XML-formatted scan results.

The module scenarios.py encapsulates individual functions into formalized testing
scenarios. The core concept is not the unsystematic execution of all checks, but rather
the selection of scenarios according to rules derived from the combination of the
SystemModel, ThreatModel, and predefined constraints (execution time, testing
boundaries, and non-invasive nature).

Within the structured repository, the central script run_pentest.py collects the results
of HTTP header and TLS certificate checks. A key feature of the implementation is the
automated selection of scenarios, the use of a unified output format (JSON), and the
straightforward transformation of collected data into confirmed findings for subsequent
reporting through the module generator_docx.py.

Thus, the study establishes a formalized threat model and implements a mechanism
for scenario selection based on it. The Python-based implementation ensures
formalization of assets, actors, and threats; automated selection of non-invasive
scenarios; reproducible collection of results in a structured format; and a foundation for
further risk analysis and reporting.

Process of Practical Penetration Testing

Practical Penetration Testing in the controlled test environment was implemented as
a sequential validation pipeline comprising the following stages (Fig. 2):

1. Information Gathering — inventory of the attack surface and parameters of

accessible components.

2. Vulnerability Scanning / Baseline Security Checks — identification of typical

configuration weaknesses at the network, application, and cryptographic levels.

3. Exploitation — within this study, only safe validation of impact was performed,

without destructive actions, with evidence recorded in the form of control artifacts.

4. Post-Exploitation Analysis — formalization of consequences, risk evaluation,

preparation of recommendations, and generation of reporting documentation.

The fundamental objective of this approach is to ensure process reproducibility,
whereby each stage produces its own artifacts in the form of logs, JSON data, or reports,
enabling replication and verification of the research results.

The objective of the information gathering stage is to identify entry points (URL, host,
ports, and services) and to obtain primary technical attributes that influence risk, including
HTTP security headers, TLS certificate parameters, and information about open ports.

Data Collection Implementation.

The  collection of HTTP  security headers using the  module
check_security_headers.py enables the assessment of the status of fundamental web
controls such as Content-Security-Policy, HSTS, X-Frame-Options, and others. The

Threat Scenario
Model Selection
[ DOCX JSON

[ run_pentest.py

Checks

Technical
Report Finding

Fig. 2. Automated pipeline for the practical implementation of Penetration Testing.
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absence or misconfiguration of these headers is considered an indicator of weak
configuration and an insufficient level of system hardening.

The analysis of TLS settings is performed using the module tIs_cert_check.py, which
verifies certificate validity, expiration dates, and trust parameters. Incorrect TLS configu-
rations increase the risk of traffic interception or manipulation and may reduce user trust.

Information on open ports is obtained by analyzing Nmap scan results in XML format
using the module parse_nmap_xml.py. The presence of unnecessary services, even
without active exploitation, is interpreted as an expansion of the attack surface and a
potential source of risk.

Approach to Exploitation and Risk Assessment

The vulnerability scanning phase focuses on verifying typical classes of
weaknesses, including configuration errors, absence of baseline security controls, and
outdated TLS parameters, in accordance with OWASP recommendations and established
hardening practices.

In the classical sense, the exploitation stage involves confirming the exploitability of
vulnerability. In this study, a safe evidence-based validation approach is applied, whereby
no destructive actions are performed, and no unauthorized access is attempted. Instead,
weaknesses are validated based on configuration evidence and controlled testing
artifacts. For example, the absence of the HSTS header or the presence of an exposed
administrative port is treated as a confirmed indicator of elevated risk.

The post-exploitation stage is interpreted as an analytical phase that includes impact
assessment, risk calculation, prioritization of issues, development of a mitigation plan,
and preparation of reporting documentation.

Formalization of Results and Risk Model

Upon completion of Penetration Testing, a set of technical artifacts is generated,;
however, their practical value is realized only after analytical interpretation. For this
purpose, the results obtained from various tools were normalized into a unified finding
structure of the following form:

Finding = {ID, Title, Category, Asset, Evidence, Impact, Likelihood,
Risk, Recommendation, Priority}.

For each finding, the reliability of confirmation, likelihood of exploitation, impact on
confidentiality, integrity, and availability, as well as the exploitation context, are evaluated.
Risk assessment is conducted using the basic model:

Risk = Likelihood X Impact,

where the values of Likelihood and Impact are determined using discrete scales
according to the level of exposure and asset criticality [31]. This approach enables
quantitative interpretation of results and supports the prioritization of information security
improvement measures.

Extended Risk Assessment Model Incorporating Confidence

To enhance the accuracy of quantitative risk evaluation, an extended model was
applied that incorporates the level of confidence in the testing results. The model is
defined as:

Riskadj = (Likelihood X Impact) x Confidence,
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where Confidence € {0.5; 0.75; 1.0} reflects the degree of validation of the identified
weakness based on the obtained evidence.

Within the study, the Impact value was determined according to asset criticality
using a five-point scale (1-5), while the Likelihood indicator was derived from the
severity of the identified issue and its exposure level. This approach allows both the
technical characteristics of the weakness and the context of its potential exploitation to be
taken into account.

A comprehensive evaluation of Penetration Testing results was performed, including
normalization of technical data, formation of a register of confirmed findings, quantitative risk
assessment using the Likelihood X Impact model with the Confidence coefficient, and
development of a Mitigation Plan. Additionally, structural requirements for the final report were
defined, ensuring its suitability for both technical specialists and managerial personnel.

The proposed approach facilitates the transition from purely technical security
metrics to substantiated managerial decisions and aligns with contemporary risk-oriented
information security management practices (Fig. 3). This figure illustrates the
transformation of technical Penetration Testing results into a format suitable for
managerial analysis.

At the initial stage, Technical Artifacts (Headers / TLS / Ports) are generated,
representing primary data obtained from network, application, and cryptographic-level
assessments. These data are subsequently structured into Normalized Findings, ensuring
their standardized and unified representation.

The next step is Risk Scoring, within which quantitative risk evaluation is performed
using the Likelihood X Impact model (with the optional inclusion of the Confidence
coefficient where applicable).

The resulting data are aggregated into an Executive Summary, providing a concise
overview of the overall risk level for management.

The final stage involves the development of a Mitigation Plan, which specifies
concrete corrective actions, prioritization levels, and responsible stakeholders for
reducing the identified risks.

Thus, the diagram demonstrates the logical transition from technical analysis to
substantiated managerial decision-making in the field of information security.

The generated file pentest_report.docx contains a structured report that includes one
confirmed finding, an example of which is presented in Fig. 4.

Structure and Content of the Reporting Documentation

The generated document is entitled “Penetration Testing Security Report,” which
serves as the formal title and clearly defines the document as a report presenting the
results of Penetration Testing.

Scope / Object
Section “1. Scope / Object” specifies the testing object as follows:
e Target URL: https.//example.com
o Target Host: example.com
A clear definition of the object and testing boundaries is essential to ensure the
methodological and legal validity of the report, as it enables unambiguous identification of
the information system subjected to testing.

Technical Artifacts Normalized Risk Executive Mitigation
(Headers / TLS / Ports) Findings Scoring Summary Plan

Fig. 3. Logical framework for transitioning from technical results to managerial decision-making.
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ID:-F-0019

Category: Security Misconfiguratiorf]
Asset: Web-Application?
Severity: HIGHT

Risk score: 129

Fig. 4. Structured report containing a single confirmed finding.

Executive Summary

Section “2. Executive Summary” provides a concise managerial overview of the
testing results in the form of aggregated indicators. Specifically, the report states:

o total number of identified findings - 1;

o severity distribution: High - 1, Medium - 0, Low - 0;

e most critical issue - Missing HSTS with High priority and a risk score of 12.

This format allows for the rapid identification of high-priority issues requiring
immediate remediation.

Findings Register

Section “3. Findings Register” presents a tabulated register of identified issues
containing the following fields: identifier, title, category, asset, severity level, risk score,
priority, and a brief description of evidence. The report documents one finding with the
following characteristics:

e |D: F-001;
Title: Missing HSTS;
Category: Security Misconfiguration;
Asset: Web Application;
Severity: High;
Risk: 12;
Priority: High;
Evidence: absence of the Strict-Transport-Security header in the HTTP server
response.

The findings register functions as an inventory of identified issues and serves as a
practical instrument for further analysis and decision-making.

Findings Details
Section “4. Findings Details” provides an extended description of the Missing HSTS
finding, including a problem statement, supporting evidence, impact assessment, and
mitigation recommendations. In particular, the absence of the Strict-Transport-Security
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header increases the risk of downgrade and SSL-stripping attacks. The recommended
mitigation measure includes enabling HSTS with appropriate parameters (max-age,
includeSubDomains) and verifying the enforced HTTPS policy.

This section follows a clear analytical structure — problem - evidence -
consequences — recommendations — and represents the most informative component of
the report.

Mitigation Plan

Section “5. Mitigation Plan” outlines corrective measures for addressing the identified
issue, specifying the finding identifier, recommended action, priority level, responsible
parties, implementation timeline, and current status. For finding F-001, the status is
defined as Open, with DevOps/Security specialists designated as responsible parties,
and the implementation deadline to be determined.

The identified issue Missing HSTS is classified as an application-level configuration
weakness. Although it does not result in immediate system compromise, it significantly
increases the risk of HTTPS-related attacks under certain conditions. In the report, this
weakness is categorized as Security Misconfiguration, assigned a High severity level and
a risk score of 12, thereby justifying its high remediation priority.

Summary of Results and Automation of Reporting

As a result of the Penetration Testing conducted in the controlled environment, a
formalized security report was generated, integrating validated technical findings with
their analytical interpretation. The analytical processing of results enabled the transition
from purely technical observations to quantitative risk evaluation using the Likelihood x
Impact model and supported the prioritization of security measures.

The study also implemented automated addition of multiple findings to the DOCX
report. For this purpose, the generate_report() function was extended through the module
auto_findings.py, which automatically generates findings based on the results of security
header checks, TLS configuration analysis, and open port assessments, and transfers
them to the report generation module.

As a result of the practical implementation of the Penetration Testing process, a
DOCX report was automatically generated containing a structured set of technical and
analytical results assessing the security level of the web application. The report was
developed in accordance with a risk-oriented approach and incorporates all key
components necessary for further information security management (Fig. 5).

In the Scope / Object section, the testing object — the web resource
https://example.com and the corresponding host example.com - is clearly identified. Such
identification ensures the formal correctness of the report, defines the responsibilities of
the involved parties, and confirms the legitimacy of conducting Penetration Testing within
the defined test environment.

The Findings Register section presents a tabulated register of all identified
weaknesses, including the finding identifier, title, category, asset, severity level, risk
score, and priority. All identified issues were classified as Security Misconfiguration and
attributed to the application layer of the web application. This register functions as a
centralized risk inventory tool and allows the report to serve not only as a technical
document but also as a foundation for managerial analysis.

The Findings Details section provides an extended description of each identified
finding using a unified analytical structure that includes a problem statement, supporting
evidence, impact assessment, and remediation recommendations. In particular, the
absence of HSTS is assessed as a high-risk issue due to the potential for SSL-stripping
attacks; the absence of Content-Security-Policy reduces the application’s resilience to
cross-site scripting and other client-side attacks; the lack of X-Frame-Options creates
conditions for clickjacking attacks; and the absence of X-Content-Type-Options may lead
to MIME-sniffing and incorrect content interpretation by browsers. For each weakness,
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Fig. 5 (beginning). Complete structured security report.

specific technical recommendations are provided in accordance with contemporary web
application security best practices.

The final element of the report is the Mitigation Plan, which specifies, for each
finding, the recommended actions, priority level, responsible parties, and current
implementation status. The presence of such a plan demonstrates the transition from
technical identification of issues to the practical implementation of measures aimed at
improving the overall level of information security.
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Fig. 5 (ending). Complete structured security report.

The generated file pentest report.docx constitutes a comprehensive analytical
document that integrates technical Penetration Testing results with quantitative risk
assessment and managerial recommendations. This confirms the effectiveness of the
applied approach and highlights the practical value of Penetration Testing as a tool for
assessing and enhancing the information security of modern information systems.

Figure 6 presents a concise Penetration Testing report in Markdown format,
reflecting the structure of the collected data, their interpretation, and the logical
conclusions derived from the analysis. The file report.md consists of three main
components: testing metadata (target, host, timestamp), technical results (security header
and TLS certificate verification), and generalized conclusions.

# Pentest report
- ** Destination URL:** “N/A"
- ** Host / IP:** "N/A"
- ** Scan time:** "2026-01-23T723:58:02°
## Other data
### headers
- **status**:
200
- **headers**:
- **Content-Security-Policy**:
None
- **Strict-Transport-Security**:
None
- **X-Frame-Options**:
None
- **X-Content-Type-Options**:
None
- **Referrer-Policy**:
None
### cert
- **subject**:
- item #1:
- item #1:
- countryName

Fig. 6 (beginning). Penetration Testing report in Markdown format.
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- US
- item #2:
- item #1:
- stateOrProvinceName
- California
- item #3:
- item #1:
- localityName
- Los Angeles
- item #4:
- item #1:
- organizationName
- Internet Corporation for Assigned Names and Numbers
- item #5:
- item #1:
- commonName
- *.example.com
- **issuer**:
- item #1:
- item #1:
- countryName
- Us
- item #2:
- item #1:
- organizationName
- DigiCert Inc
- item #3:
- item #1:
- commonName
- DigiCert Global G3 TLS ECC SHA384 2020 CAl
- **version**:
3
- **serialNumber**:
OAD893BAFA68BOB7FB7A404FO6ECAF9A
- **notBefore**:
Jan 15 00:00:00 2025 GMT
- **notAfter**:
Jan 15 23:59:59 2026 GMT
- **subjectAltName**:
- item #1:
- DNS
- *.example.com
- item #2:
- DNS
- example.com
- **OCSP** .
- http://ocsp.digicert.com
- **caIssuers**:
- http://cacerts.digicert.com/DigiCertGlobalG3TLSECCSHA3842020CA1-2.crt
- **crlDistributionPoints**:
- http://crl3.digicert.com/DigiCertGlobalG3TLSECCSHA3842020CA1-2.crl
- http://crld.digicert.com/DigiCertGlobalG3TLSECCSHA3842020CA1-2.crl
## Conclusions
Based on the obtained results, it is recommended to further analyze open
ports, TLS/SSL configurations, and potential vulnerabilities (if identified),
as well as to strengthen the web server’s security policies.

Fig. 6 (ending). Penetration Testing report in Markdown format.
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The analysis of metadata indicates that the testing was conducted at a specified
point in time using non-invasive methods for assessing web server configuration and the
cryptographic parameters of the secured connection. The absence of specific URL and
host values in the report is interpreted as a result of test environment anonymization or
the omission of parameters during script execution, which does not affect the overall
validity of the analysis.

The results of the HTTP security header assessment reveal the absence of
fundamental application-layer protection mechanisms, including Strict-Transport-Security,
Content-Security-Policy, X-Frame-Options, X-Content-Type-Options, and Referrer-Policy.
The absence of these headers is classified as a configuration weakness within the
category of Security Misconfiguration. Although it does not result in immediate system
compromise, it significantly increases the overall level of information security risk.

Particular attention should be given to the TLS certificate analysis results. It was
determined that the certificate, issued by the trusted certification authority DigiCert, had
expired at the time of testing. An expired TLS certificate represents a critical operational
risk, as it may lead to loss of client trust, potential browser access blocking, and reduced
service availability. This issue directly affects the Availability component of the CIA model
and indicates insufficient lifecycle management of cryptographic certificates.

CONCLUSION

The overall evaluation of the results leads to the conclusion that the identified issues
are predominantly configuration-related and operational in nature and are not
accompanied by active exploitation of vulnerabilities. At the same time, such weaknesses
often constitute preconditions for more sophisticated attacks under real-world operating
conditions. The application of a quantitative risk assessment model based on the
combination of likelihood and impact made it possible to classify the expired TLS
certificate and the absence of HSTS as priority issues requiring immediate remediation,
whereas the remaining missing security headers may be addressed through planned
security enhancement measures.

Thus, the results of the Penetration Testing confirm the effectiveness of this
approach as a comprehensive instrument for information security assessment. The
obtained data not only reflect the technical condition of the system but also provide a
substantiated basis for managerial decision-making aimed at risk reduction and
improvement of the overall protection level of information resources.

The source code is available in the GitHub repository at the following link:
incom2025/Secur_infor_syst.
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3ACTOCYBAHHSA PENETRATION TESTING ANnA OUIHIOBAHHA PIBHA
IHOOPMALINHOI BE3NEKU BEG-OPIEHTOBAHUX IHOOPMALIMHUX
CUCTEM
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AHOTALIA

Betyn. 3poctaHHsa poni Beb-opieHToBaHMX iHopMauinHmx cuctem y BisHeci, ocBiTi Ta
OepXaBHOMY  yrpaBmiHHi  CynpOBOAXYETbCA MNIOABULLEHHAM  KiNbKOCTI Ta CKMagHOCTI
Kibepsarpos. TpaguuiviHi 3acobu 3axucTy He 3aBXau LO3BONSTb BUSBUTK pearnbHi cnabki
Micus cuctem, Wwo obymOBMOE HEOOXiAHICTb 3aCTOCYBaHHS MPAKTUYHO OpPIEHTOBAHMX
METOAIB OLiHIOBaHHA piBHS iHopmaLiiHoi 6e3nekn. Y ubOoMy KOHTekcTi Penetration
Testing posrnagaeTbcs 9K  eMeKTMBHUA  IHCTPYMEHT iMiTauil Al noTeHUinHoro
3MOBMUCHUKA 3 METOH BUSIBNEHHSA Ta NiATBEPAXKEHHSA €KCMNiyaTOBaHMX BPa3nNMBOCTEN.

Marepianu Ta metoau. Y poGoTi BUKOPUCTAHO PU3UK-OPIEHTOBAHWUI NigXia BigNoBiaHO
0o mixHapogHux ctaHgapTie ISO/IEC 27001, ISO/IEC 27005, pekomengadin OWASP Ta
NIST SP 800-115. Penetration Testing peani3oBaHO sik MoeTanHUI NPOLEC, LIO BKIOYAE
36ip iHpopmauii, aHania noBepxHi aTtaku, OPMyBaHHSA Mopgeni 3arpo3, BUKOHaHHS
HeiHBa3MBHUX CLieHapiiB NepeBipkU Ta OUIHKY pu3uKiB. [1pakTU4HYy YacTUHY BUKOHaHO Yy
TECTOBOMY CepeoBWLLi 3 BUKOPUCTaHHAM iHCTpyMeHTiB Nmap, Burp Suite Ta Wireshark, a
Takox BracHux Python-mopyniB ons aBTtomartusauii aHanidy HTTP-3aronoBkiB 6e3neku,
TLS-cepTtudikaTis i BigKpuTUX cepsiciB.

PesynbTatn. Y xodi OOCRifMKEHHA BUABMEHO HW3KY KOHdirypauinHux cnabkocrten
NMPUKNagHoOro piBHA, 30KpeMa BiACYTHICTb 6a3oBux 3axucHux HTTP-3aronoBkiB Ta
Heponikn B ynpasniHHi TLS-cepTudikatamu. OTpumaHi pesynbTatm popmarnisoBaHo y
BUIMAAI PEECTpy 3HaxXidoK i3 KinbKiCHOH OuiHKOK pusukie 3a Mogennto Likelihood X
Impact. AHanis nokasas, WO HaBiTb 3a BIACYTHOCTI KPUTUYHMX eKcnnyaTtauiiHWX
BPa3nMBOCTEW KOHirypauiviHi TOMUAKKX iCTOTHO MNiBMLLYIOTb 3aranbHUi piBeHb PU3MKY Ta
MOXYTb CTBOPIOBATU NEpeayMOBM A8 CKNagHILLIMX aTak.

BucHoBkn. Pe3ynbtaTtm [ocCnigKeHHs NiaTBEPAXYOTb eqeKTUBHICTL Penetration
Testing Ak iIHCTPYMEHTY KOMMMEKCHOI OUiHKM iHdopMaUinHoi 6e3nekn Beb-opieHTOBaHMX
cuctem. 3anponoHoBaHwui nigxia 3abesnevye nepexia Big TEXHIYHUX pe3ynbTaTiB
TECTyBaHHA [0 OOrpYHTOBaHUX YNpaBriHCbKUX pilleHb, CMPSIMOBAHUX HA 3HWXKEHHS
PU3MKIB Ta NiABULLIEHHA PIBHA 3aXMLLEHOCTI iIH(bOpMaLinHNX pecypcCiB.

Knrouyoei cnoea: iHpopmauiiHa 6esneka, penetration testing, Bpa3nuBOCTi, oOuiHKa
pu3uKiB, Beb-iHopMmaUiiHi cuctemu.
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ABSTRACT

Introduction. This paper considers a method based on a Long Short-Term Memory
(LSTM) neural network for optimal resource allocation in distributed systems. The developed
algorithm ensures high accuracy in predicting resource states and optimal spatial distribution
with minimal processing time. The relevance of this research is determined by the growing
need for intelligent automation of resource management processes in service infrastructure
facilities. A locker management system in sports facilities is used as a practical

demonstration of the method's effectiveness.

Materials and Methods. To address the prediction and optimization tasks, an LSTM-
based architecture with 32 hidden neurons and a sequence length of 10 time steps is
proposed. The LSTM model processes sequential occupancy data to capture temporal
dependencies and generate probability estimates for future resource states. A multi-factor
scoring function is developed to transform predictions into optimal allocation decisions,
considering spatial constraints and user preferences. The method is systematically
compared with classical approaches: heuristic algorithms (Sequential, Round-Robin),
statistical time series models (ARIMA, exponential smoothing), and machine learning
methods (logistic regression, random forest, gradient boosting). All methods are evaluated
on identical datasets using consistent metrics, including prediction accuracy, F1-score,

spatial balance index, and zone variance.

Results. Using LSTM neural networks for the prediction task achieves 85% accuracy,
which is statistically significantly higher than Random Forest (79%, p=0.0023) and ARIMA
(68%, p=0.0001). The spatial balance index improved by 8.5% compared to the best
classical method (0.89 versus 0.82). Inference time remains acceptable for real-time

applications (18.9 ms per prediction).

Conclusions. The proposed LSTM-based method demonstrates satisfactory accuracy
in predicting resource states and optimizing their allocation within minimal timeframes. The
ability to model long-term temporal dependencies provides significant advantages over
classical fixed-window methods. Therefore, the method can be effectively applied to

enhance the functionality of distributed resource management systems.

Keywords: LSTM neural network, resource allocation, time series prediction, recurrent

neural networks, optimization.
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INTRODUCTION

Optimal object placement is an important task in many application domains — from
warehouse management to parking space organization and storage systems [1-3].
Traditional approaches are based on simple heuristic rules or statistical models that do not
adequately account for temporal change characteristics.

Long Short-Term Memory (LSTM) recurrent neural networks, proposed by Hochreiter
and Schmidhuber in 1997 [4], demonstrate high efficiency in tasks involving sequential
data. Unlike classical RNNs, the LSTM architecture solves the vanishing gradient problem
through specialized gate mechanisms (forget gate, input gate, output gate), enabling
effective modeling of long-term dependencies [5-7]. Development of LSTM-based optimal
placement algorithms combined with modern computational capabilities will enable the
implementation of efficient and reliable object management systems.

In recent years, attention-based architectures, particularly Transformers [9], originally
developed for natural language processing, have been increasingly adapted for time series
forecasting tasks [8]. The Temporal Fusion Transformer (TFT) [10] combines recurrent
layers with multi-head attention mechanisms, enabling interpretable multi-horizon
forecasting with explicit modeling of static covariates and known future inputs. The Informer
architecture [11] introduces ProbSparse self-attention and a generative-style decoder to
achieve O(L log L) complexity for long-sequence time series forecasting, addressing the
quadratic complexity limitation of standard Transformers. A hybrid approach combining
exponential smoothing with recurrent neural networks [12] won the prestigious M4
forecasting competition, demonstrating that integration of classical statistical methods with
deep learning can yield superior results. The DeepAR framework [13] employs
autoregressive recurrent networks for probabilistic forecasting, producing calibrated
prediction intervals that are valuable for resource planning under uncertainty. A
comprehensive experimental review of deep learning architectures for time series
forecasting [14] confirms that recurrent models remain competitive across diverse
benchmarks despite the emergence of newer architectures. Furthermore, Hewamalage et
al. [15] provide a thorough analysis of the current status of recurrent neural networks for
time series forecasting, demonstrating that well-configured LSTM and GRU models can
match or exceed the performance of more complex architectures, reaffirming the relevance
of investigating recurrent approaches for specific application domains where sequential
dependency modeling is paramount.

This work investigates the application of LSTM for optimizing locker placement in
sports facilities as a model example of a task involving discrete objects, temporal dynamics,
and spatial distribution requirements.

MATERIALS AND METHODS

It is necessary to develop an algorithm for solving the optimal object placement
problem:
1. Predicting future occupancy states of objects based on historical usage patterns.
2. Selecting the optimal object for placement considering the forecast and spatial load
distribution.
Problem statement:
Let there be a set of lockers L = {l;,[,, ..., l,}, each of which at time t can be in state:

Si(t) € {011}1 (1)

where 0 — free, 1 — occupied.
The task is to predict the state of each locker at the next time:
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S(t+1) = flsi(t), s:(t = 1), oo, 5:(t = k)], 2)

where f is a function implemented by an LSTM neural network.

Based on the forecast, a recommendation is formed for selecting a locker with minimal
occupancy probability while ensuring uniform spatial utilization of the changing room.

Fig. 1 presents the spatial structure of the object — a locker system in a sports facility.
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Fig. 1. Sports facility locker system.

Formally, the optimal choice is defined as:

I* = arg l'gzjicn (aP; + BD; +yUy), (3)

where: P; — predicted probability of cell occupancy in the near future;

D; — distance to “dense” zones (for uniformity);

U; — convenience factor of location (upper/lower, proximity to entrance);
a, 3,y — weight coefficients of importance.

The weight coefficients were determined empirically through a grid search over the
ranges a € [0.3,0.7], B € [0.1,0.4], y € [0.1,0.3] with a step of 0.05, optimizing the
spatial balance index on the validation set. The resulting values ¢ = 0.5, 8 = 0.3,y = 0.2
reflect the priority of prediction accuracy in allocation decisions while maintaining
meaningful contributions from spatial uniformity and user convenience factors.
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Placement System Requirements: the selection of an optimal object must be
performed quickly and ensure uniform spatial distribution. Therefore, simple heuristic
methods cannot be effectively used due to their limitations:

e do not account for historical usage data

¢ do not adapt to changes in behavior patterns

e do not ensure optimal spatial balance.

Thus, a method is needed that combines prediction of temporal dependencies with
placement optimization. Neither simple rules nor static models are fully applicable.
Recurrent neural networks naturally model sequences and can identify complex
patterns.

Figure 2 shows the internal architecture of an LSTM cell with gate mechanisms. The
model for the placement task consists of:

1. Input layer: sequence of k = 10 binary values of object states;

2. LSTM layer: h = 32 hidden neurons with forget gate f, input gate i, output gate

O
3. Output Dense layer: sigmoid activation for predicting occupancy probability.

Fig. 2. Internal architecture of LSTM cell.

LSTM Cell Gate Mechanisms:
o fr = 0oc(Wf-[h 1 x]+ bf) - determines what information to forget from cell
state;

o i, =oc(Wi- [h,‘l,x,] + bi) — determines what new information to store;

e C, = tanh(WC - [h, 1, x] + bC) - candidate for new cell state;

e C,=fOCT+i, O C. — updated cell state (long-term memory);

e 0o, = c(Wo-[h71,x]+ bo) - determines what to output;

e h, = 0, ® tanh(C,) — hidden state output.

Training Parameters: Adam optimizer (learning rate = 0.001, 3, = 0.9, B, = 0.999, € =
1077), binary cross-entropy loss function, 50 training epochs with early stopping (patience
=7 epochs, monitoring validation loss), batch size 32. The learning rate was selected from
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the set {0.0001, 0.0005, 0.001, 0.005} based on validation performance. Dropout
regularization with a rate of 0.2 was applied after the LSTM layer to prevent overfitting.
Model weights were initialized using Glorot uniform initialization. The total number of
trainable parameters is 4,609 (LSTM layer: 4,352 parameters comprising four gate weight
matrices of size [32+1, 32] each; Dense layer: 257 parameters). Training convergence was
typically achieved within 35—40 epochs, with the best model selected based on minimal
validation loss.

To demonstrate the effectiveness of the proposed LSTM approach, a comparative
analysis was conducted with eight alternative methods from four classes: heuristic algo-
rithms (Sequential, Round-Robin), statistical time series models (ARIMA, exponential
smoothing), classical machine learning (logistic regression, random forest, gradient
boosting), and recurrent neural networks (LSTM). Heuristic methods do not use
forecasting and have complexity O(n). Statistical models require stationarity assumptions
about the data. Machine learning methods with a fixed window k = 10 lose information
about the sequential nature of data. LSTM naturally models long-term dependencies with
complexity O(n-h2-t).

Method quality was evaluated across three metric categories: prediction accuracy,
placement quality (spatial balance index € [0,1], zone load variance), and computational
efficiency (training time, inference time, memory consumption).

Experiments were conducted on simulated data modeling the operation of a locker
management system in a sports facility: n=108 cells (distributed across 12 zones of 9 cells
each), T=500 time steps, where each step corresponds to 1 hour of real time
(approximately 21 days or 3 weeks of operation in total). Average system load was
maintained at 60% (65 occupied cells), visitor distribution: 60% adults, 40% children.
Typical visit duration: 1.0-1.5 hours. The simulation incorporated realistic usage patterns,
including peak hours (morning 8:00-10:00 and evening 17:00—20:00 with load up to 85%),
off-peak periods (midday 12:00-15:00 with load approximately 35%), and weekend
variations with more uniform distribution. Each simulated visitor was assigned a random
arrival time following a bimodal distribution reflecting morning and evening peaks, a visit
duration sampled from a log-normal distribution (u = 1.2 hours, ¢ = 0.3), and a zone
preference weighted by proximity to the entrance. Data was split into training and test
samples at a ratio of 70%/30%. Data preprocessing involved constructing sliding windows
of length k = 10 from binary occupancy vectors, yielding approximately 31,320 training
sequences (290 windows x 108 cells).

All computations were performed on a single hardware configuration: Apple M1 pro-
cessor, 16 GB RAM, Python 3.12.2 programming environment with TensorFlow 2.x library
(CPU mode). The reported time characteristics (training and inference) are specific to this
platform and may differ on systems with different processor architectures or memory
capacities.

RESULTS AND DISCUSSION

Table 1 presents the results of comparing eight optimal placement methods.

Figure 3 demonstrates a comprehensive comparison of methods across six
performance metrics. The proposed LSTM-based method achieves the highest prediction
accuracy (85%) with a statistically significant advantage over the best classical method
Random Forest (+6.0%, p = 0.0023 at significance level a = 0.05), while compared to the
best statistical method ARIMA, the improvement is 25% (p = 0.0001). In addition to high
prediction accuracy, the LSTM method provides the most uniform spatial distribution with
minimal zone load variance (67.2 versus 98.4 for Random Forest), confirming that accurate
predictions improve the quality of placement decisions. The spatial balance index improved
by 8.5%, reaching 0.89 versus 0.82 for classical methods.
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Table 1. Comparative characteristics of optimal object placement methods

Prediction Balance . Time
Method Class Accuracy  Index Complexity (ms)
Sequential Heuristic 0.42 0.42 o) 0.1
Round-Robin Heuristic 0.68 0.68 0(n) 0.2
ARIMA(2,1,2) Statistical 0.68 0.71 O(n-p-q) 15.4
Exponential i
Emoathing Statistical 0.64 0.66 o(n) 8.2
Logistic Classical
Regression ML 0.74 0.76 O(n-k-d) 8.7
Random Forest ~ ©2%% .79 082 O(m-k-d-logd-T) 123
Gradient Classical
Boosting ML 0.77 0.79 On-k-d-T) 14.1
LSTM RNN 0.85 0.89 O(n-h*-t) 18.9
0.90 (a) Prediction Accuracy (b) F1-Score Comparison
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Fig. 3. Comparative analysis of methods.
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The statistical significance of the improvements obtained is confirmed by 95%
confidence intervals: compared to Random Forest, the accuracy improvement is [+0.03,
+0.09], and compared to ARIMA — [+0.13, +0.21]. Paired t-test showed p-values less than
0.05, indicating the reliability of the results. LSTM's computational costs are moderately
higher: training time is 45.8 sec versus 28.6 for Random Forest, memory usage is 52.3 MB
versus 45.2 MB. However, the placement decision time remains acceptable for real-time
systems (18.9 ms), and the additional training costs are compensated by substantial
improvement in placement quality during operation.

The key advantages of the LSTM approach lie in its ability to model long-term temporal
dependencies through gate mechanisms, which allow effective capture of cyclical object
usage patterns that are difficult to model with fixed observation window methods. Unlike
ARIMA, which requires explicit differencing and stationarity assumptions, LSTM naturally
adapts to pattern changes without additional preprocessing. The combination of gates and
nonlinear activation functions enables the detection of complex nonlinear dependencies
between object states that are inaccessible to linear methods. Among the method's
limitations, elevated computational requirements should be noted, the need for sufficient
volume of representative data for effective training, and limited model interpretability
compared to simple heuristic rules or decision trees. It should also be noted that recent
Transformer-based architectures [10, 11] and alternative deep learning approaches [12,
13] may offer advantages for longer forecasting horizons or multivariate settings, though
their benefits over well-tuned recurrent models are not universal across all problem
domains [14, 15].

CONCLUSION

Based on the obtained results, the following conclusions can be drawn:

The proposed method for optimal object placement based on LSTM recurrent neural
networks provides high prediction accuracy and spatial distribution quality with acceptable
processing time and minimal computational resources. Achieving 85% prediction accuracy
(versus 79% for the best classical method, Random Forest, with p=0.0023) and 8.5%
improvement in spatial balance index (0.89 versus 0.82) confirms the effectiveness of
applying recurrent architecture to the optimal placement problem.

The ability of LSTM to model long-term temporal dependencies through forget gate,
input gate, and output gate mechanisms provides significant advantages over classical
fixed-window methods that lose information about the sequential nature of data. Statistical
significance of improvements (p<0.05) and robustness to non-stationarity confirm the
reliability of the method.

The placement decision time (18.9 ms) remains practical for real-time systems despite
increased training requirements. Therefore, the method can be used cost-effectively to
improve the quality of object placement management systems in various application
domains where prediction accuracy and spatial optimization are critical.

Directions for further research include comparison with modern attention-based
architectures (Transformer, Temporal Fusion Transformer [10], Informer [11), investigation
of GRU as a lighter recurrent alternative, application of reinforcement learning methods for
direct optimization of placement strategy, and validation on real data from management
systems of various object types.
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PEKYPEHTHA HEMPOHHA MEPEXA HA OCHOBI IOBIOl
KOPOTKOYACHOI MAM'ATI ANA NPOrHO3YBAHHS CTAHIB TA
ONTUMI3ALIT PO3MOAINY PECYPCIB Y PO3MNOAINMEHUX CACTEMAX

3iHoegill JTlob6yHL O, Onez Tepewyk™©

zinoviy.lyubun@lnu.edu.ua, Oleh. Tereshchuk@Inu.edu.ua
Kaghedpa padioghizuku ma Kom’romepHUx mexHosoaill
JlbgigcbKuli HayioHanbHUU yHieepcumem iMeHi leaHa ®paHka
8yrn. TapHascbkoeo, 107, m.J1bgig, 79017, YkpaiHa

AHOTALIA

BcTyn. Y cTtaTTi po3rnsHyTO METOA HAa OCHOBI HEMPOHHOT MepeXXi 3 apXiTEKTYpOIo OOBroi
KopoTkoyacHoi nam’ati (OKYI) gna ontumanbHOro pos3noAiny pecypciB y po3nofineHux
cuctemax. Pospobrnenuin anroputm 3abesneyye BUCOKY TOYHICTb MPOrHO3YBaHHS CTaHy
pecypciB Ta ONTUMarnbHUA MNPOCTOPOBMI po3nodin 3 MiHiManbHMUM Yacom 06po6Ku.
AkTyanbHiCTb [OOCNIOXEHHsT 3yMOBIEHa 3pocTakyol NoTpebok B iHTEenekTyarnbHii
aBTOMaTM3aLii npoLeciB ynpaBniHHA pecypcammn Ha 06’ ekTax cepBicHOI iIHPpacTpyKTypu. Ak
NPaKkTU4HY [OEMOHCTpaLilo edEeKTUBHOCTI METOAY BWKOPUCTAHO CUCTEeMY YnpaemniHHA
KOMipKaMu y CMOPTUBHUX 3aKnagax.

Martepianu Ta metoau. [Ina po3B'A3aHHs 3a4ad MPOrHO3yBaHHS Ta ONTMMI3auil
3anponoHOBaHO apxiTekTypy Ha ocHoBi KUYl 3 32 npMxoBaHMMM HEMPOHaMK Ta LOBXUHOK
nocnigosHocti 10 4acoBux kpokiB. Mopgenb LSTM o06pobnsie nocnigoBHi gaHi npo
3aNHATICTb AN BUSIBNIEHHS YAaCOBMX 3anexHocTen Ta popMyBaHHS iMOBIPHICHUX OLIHOK
ManbyTHiX cTaHiB pecypciB. Po3pobneHo GaraTtodakTopHy «YHKLiO OLiHIOBaHHA Ans
NepeTBOPEHHS MPOrHO3iB Ha OMTUMarbHi pIllEHHS LWOAO pOo3Moginy 3 ypaxyBaHHSM
nNpocTopoBuX 0bMexeHb Ta ynoaobaHb Kopuctysadi. MeToz NOPiBHIOETLCS 3 KNACUYHUMU
nigxogamu, TakMMU SIK €BPUCTUYHI anropuTMuy (MOCNIOOBHUI pO3Mogin, Kpyrosa 4yepra),
CTaTUCTUYHI  MOAeni 4acoBux psAdiB  (aBTOPErpeciiHoOro iHTErpoBaHOro  KOB3HOMO
CEepenHbOro, €eKCrnoHeHUianbHe 3rmafXyBaHHsl) Ta MeToOu MAaLUMHHOIO HaBYaHHSA
(norictnyHa perpecis, BUNagkoBui nic, rpagieHTHe NiACUOBaHHS).

Pe3ynbTaTtu. BukopnctaHHsa HeMpoHHUX Mepex 3 apxiTekTypoto AKYI ans po3s'ssaHHsA
3agadvi NporHo3yBaHHS A03BOMSAE AOCAITU TOYHOCTI 85%, WO € CTaTUCTMYHO 3HauyLuo
BWUM 3a BunagkoBum nic (79%, p =0.0023) ta ARIMA (68%, p =0,0001). IHgoekc
npocTopoBOro 0GamnaHcy nokpawuBcss Ha 8,5% MOpIBHAHO 3 HaMKpaLUM KIaCU4HUM
meTogom (0,89 npotum 0,82). Yac BMCHOBKY 3anuviaeTbCs NPUAHATHUM O 3aCTOCYBaHb
peanbHoro yacy (18,9 mc Ha nporHo3).

BucHoBkun. 3anponoHoBaHuii MeToa Ha ocHoBi [IKYI AeMOHCTpy€E 3a40BINbHY TOYHICTb

3paTHicTb MogentoBaT JOBrOCTPOKOBI TEMMOpParibHi 3anexHoCTi Hagae 3HadHi nepesarn
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ABSTRACT

Background. The rapid expansion of data-driven applications has increased the
importance of efficient query execution in relational database systems, where even minor
inefficiencies can significantly affect overall performance. Although Object-Relational
Mapping (ORM) frameworks simplify development and improve maintainability, their
abstraction layer can introduce measurable overhead, and the impact of foreign key
constraints on execution speed remains a practical concern, particularly in microservice
architectures that follow the “Database per Service” principle.

Materials and Methods. An experimental information system is developed using a
relational database and the SQLAIchemy ORM framework, with a schema that includes one-
to-one, one-to-many, and many-to-many relationships tested both with and without foreign
key constraints. Three representative queries retrieving booking details, aggregating related
records, and calculating total payments are executed using raw SQL and ORM approaches,
while an intelligent algorithm analyzed performance, detected potential N+1 query risks, and
recommended optimal strategies such as explicit JOINs.

Results and Discussion. Raw SQL consistently demonstrated superior performance
across all scenarios. The most significant disparity occurred in ORM implementations
affected by the N+1 problem, where execution time exceeded that of equivalent SQL queries
by more than an order of magnitude. Aggregation queries showed smaller yet consistent
overhead. The presence or absence of foreign key constraints had a negligible influence on
raw SQL performance, with differences remaining within experimental variance. Explicit
JOIN usage in ORM substantially reduced overhead compared to implicit relationship
navigation. The intelligent analysis accurately predicted high-risk queries and provided
effective strategy recommendations, confirmed by empirical results.

Conclusion. ORM frameworks improve productivity and maintainability but introduce
measurable overhead. Raw SQL remains preferable for performance-critical tasks, while
foreign key constraints do not significantly degrade execution speed. Intelligent performance
analysis supports balanced decisions between efficiency and maintainability in complex
relational systems.

Keywords: relational databases, SQL performance, ORM, decision support system,
intelligent analysis, database design

© 2026 Oleksandra Rybak et al. Published by the lvan Franko National University of Lviv on behalf of

@ ® EnexrtpoHika Ta iHdopmauinHi TexHonorii / Electronics and Information Technologies. This is an Open
Access article distributed under the terms of the Creative Commons Attribution 4.0 License which permits
unrestricted reuse, distribution, and reproduction in any medium, provided the original work is properly
cited.

ISSN 2224-088X (print) « ISSN 2224-0888 (on-line) 97


http://publications.lnu.edu.ua/collections/index.php/electronics/index
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/
https://orcid.org/
mailto:
mailto:
https://doi.org/10.30970/eli.33.8
https://orcid.org/0009-0000-6026-4081
mailto:oleg.husak@lnu.edu.ua
https://orcid.org/0000-0002-7843-7646
mailto:roman.mysiuk@lnu.edu.ua

Oleksandra Rybak, Oleh Husak & Roman Mysiuk

INTRODUCTION

Relational databases remain a fundamental component of modern information
systems due to their strong consistency guarantees and well-defined data relationships. As
applications scale, query performance becomes a critical factor, particularly in systems with
complex inter-table relationships. Developers frequently rely on Object-Relational Mapping
(ORM) frameworks to simplify database access, improve code maintainability, and reduce
development time. However, ORMs introduce additional abstraction layers that may
negatively affect query performance. A well-known issue in ORM-based systems is the N+1
query problem, which can lead to significant inefficiencies when navigating relationships.
The essence of this problem is that when performing an initial database query that returns
N objects, another query may automatically be executed for each of these objects, resulting
in N additional queries. This creates a significant performance penalty, especially in
applications that use ORMs, since iterating over a collection of objects in object-oriented
language code naturally generates additional database queries. One common method is
the use of eager loading or batch fetching, when the required data is loaded using a single
combined or batch query, reducing the number of database calls. Also in practice, SQL
query optimization and code refactoring are used to avoid iterations over collections with
separate calls to ORM methods. For example, in article [1] an automated approach to
refactoring was proposed that uses static analysis to detect and eliminate N+1 cases,
transforming many small queries into one efficient one, which significantly improves
performance.

At the same time, modern software architectures such as microservices promote the
principle of Database per Service, emphasizing isolated and independently managed
databases. This raises practical questions regarding the necessity and performance impact
of foreign key constraints and ORM-managed relationships in high-performance systems.
The goal of this study is to experimentally evaluate how different raw SQL and ORM query
approaches behave in terms of performance under varying relationship configurations, and
to quantify the overhead introduced by ORM abstractions.

This study aims to conduct a quantitative performance evaluation of ORM-based
queries and raw SQL in relational database systems with inter-table relationships, focusing
on execution time, resource usage, and the impact of ORM-managed relationships.

A quantitative performance evaluation comparing Prisma ORM and raw SQL
demonstrated that raw SQL consistently outperformed Prisma across all query types. The
composite performance index showed that raw SQL is approximately 2.26 times more
efficient, particularly in nested and bulk operations where ORM abstraction introduced
measurable latency and higher resource consumption [2].

The Cosmos-specific ODM outperformed raw SQL and generalized ORM-style
approaches across all evaluated metrics, including task completion time, error frequency,
and perceived cognitive load [3].

Comparative analyses of ORM tools have demonstrated measurable differences in
execution performance, memory usage, and query optimization across platforms and
frameworks [4, 5]. A comparative analysis of Entity Framework Core, Dapper, and LINQ to
DB indicated that Dapper provided the best performance and the lowest memory
consumption among the evaluated systems [6, 7]. Across all three experiments in [8], SQL
consistently achieved faster execution times than ORM while maintaining nearly identical
memory usage. Although ORM occasionally exhibited longer maximum execution times,
SQL proved to be the more efficient solution for performance optimization. A query
repository with automatic SQL query classification is presented to enforce data-privacy
directives [9] and implemented optimizations to reduce the performance overhead caused
by intercepting queries through a JDBC proxy, achieving classification latencies as low as
0.35 ms while still using graph-based metadata for cases requiring higher precision.
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ORM tools can simplify development but may negatively affect relational query
performance, producing inefficient query patterns and necessitating further investigation
into mitigation strategies [10].

Summarizing this analysis of sources, it is worth noting that [2-10] largely evaluates
ORM performance in isolation or with simple metrics, without considering the combined
impact of foreign key constraints, relationship-heavy queries, and modern architectures.
This work fills this gap by providing an intelligent, quantitative analysis of ORM strategies
alongside FK effects for practical performance optimization.

MATERIALS AND METHODS

The experimental evaluation is conducted using a relational database designed to
model real-world inter-table relationships, including one-to-one, one-to-many, and many-
to-many associations. Two database configurations are implemented: one with enforced
foreign key constraints and one without foreign keys, enabling the assessment of their
impact on query performance.

Query execution is implemented using two approaches: raw SQL queries and ORM-
based queries developed with SQLAIchemy. For the ORM approach, both lazy loading
(default relationship navigation) and explicit join strategies are applied. All SQL queries are
manually optimized and executed using the same database engine to ensure consistency.
Each experiment included three representative query types: a complex multi-table join, a
count aggregation query, and a sum aggregation query.

Performance measurements are obtained by executing each query multiple times
under identical conditions and recording execution time at the application level. The mean
execution time and standard deviation are calculated for each query and configuration.
Additional scalability experiments are performed by increasing the dataset size to evaluate
the impact of data volume on query performance. All experiments are executed on the
same hardware and software environment to eliminate external variability.

Software and environment

The experimental study is conducted using Python 3.13.0 and MySQL Server 8.0+.
Database interactions are implemented via SQLAIchemy as the ORM layer and PyMySQL
as the database driver. Data processing and statistical analysis are performed using
Pandas, while visualization is carried out with Matplotlib. Synthetic test data are generated
using the Faker library. All experiments are executed on a local machine equipped with an
11th Gen Intel® Core™ i3-1115G4 (3.00 GHz) processor, 8 GB RAM, and a 238 GB SSD,
running Windows 11 (64-bit, x64 architecture). The database server is deployed locally to
ensure consistent benchmarking conditions.

Database design

A relational database schema representing a transportation booking system is
designed. The dataset consisted of synthetic but structurally realistic records representing
clients, bookings, trips, payments, vehicles, and related entities. The scheme supported
1:1, 1:N, and M:N relationships. Two database configurations are created with and without
foreign key constraints.

As part of the experiment, the trips_db database (Fig. 1) is filled with a controlled set
of test data created using SQLAIchemy's ORM by completely cleaning the tables and
adding a fixed number of records (2 for each entity), which allows you to focus on analyzing
the impact of ORM abstractions and cross-table relationships on the performance of nested
and multi-table queries regardless of the amount of data.

The tables in the studied database are indexed. Each table contains a primary key
attribute (e.g., booking_id, trip_id, client_id, vehicle_id, driver_id), which is automatically
indexed by the database management system. These attributes are used in foreign key
relationships between tables such as bookings, routes, payments, and trips, which enables
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"] bookings ¥V | tripdetails v | triplog v
booking_id INT ¥ trip_id INT log_id INT
2 client_id INT distance INT < trip_id INT
= trip_id INT duration INT actual_departure DATETL...
booking_date DA... fuel_cost DECIMAL(10,2) actual_arrival DATETIME
seats INT total_cost DECIMAL(10,... driver_comment TEXT
> revenue DECIMAL(10,2) > vehicle_id INT
J_I_ VoV | 4 = driver_id INT
B .
B T v V.V
| : : | routes v —_| vehicles v
: : : route_id INT vehicle_id INT
| | | - trip_id INT registration_number VARCHAR(2...
: I_I I_ __________ start_location VARCHAR(10... vehicle_type VARCHAR(50)
| | end_location VARCHAR(100) — — — — model VARCHAR(50)
: : departure_time TIME status VARCHAR(30)
: | arrival_time TIME | 2
| | - |
- N |
b 4 e -
| clients v ] trips v
client_id INT trip_id INT
first_name VARCHAR(S... title VARCHAR(100)
last_name VARCHAR(50) destination VARCHAR(10...
email VARCHAR(100) date DATE
phone VARCHAR(20) price DECIMAL(10,2)
> >
1 1
| |
| |
il I
A F
| payments v | drivers v
payment_id INT driver_id INT
-* booking_id INT first_name VARCHAR(50)
amount DECIMAL(10,... last_name VARCHAR(50)
payment_date DATE phone VARCHAR(20)
method ENUM(...) license_number VARCHAR(5...
> >

Fig. 1. Entity-relationship diagram of the trips_db database.

efficient join operations and improves query performance. The presence of indexes in the
tables of the database under study has a critical impact on performance, since in the N+1
query problem, the absence of indexes leads to numerous full table scans.

The database is populated with a minimal yet structurally complete synthetic dataset
covering all entities and relationships required for controlled performance evaluation. Data
covers all 9 tables and all types of relationships (1:1, 1:M, M:N); the scenario is
deterministic (same results on each run); the goal is to compare query approaches, not
stress-test the database.

The Triplog entity acts as a central point for recording trip performance, unifying all
key resources, with the Trips, Drivers, and Vehicles tables linked to Triplog in a one-to-
many (1:M) relationship.
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Test scenarios

Three representative queries are selected:

— Retrieval of booking and trip execution details for a specific client (multi-table join).
— Counting the number of bookings per trip (aggregation with grouping).
— Calculation of the total sum of payments (aggregation).

Each query is executed using four approaches ORM with foreign keys (automatic
relationship navigation), raw SQL with foreign keys, ORM without foreign keys (explicit
JOINSs).

All tests are executed multiple times on the same dataset, and the recorded times are
averaged to minimize measurement noise. Query execution time is measured at the
application level by recording timestamps immediately before and after query execution
using the datetime library.

In the implementation [11], Data Definition Language (DDL) elements are represented
through ORM models (Client, Trip, Booking, Triplog, Driver, Vehicle, Payment), where the
declarative approach is used to define database tables, primary and foreign keys, attribute
data types, and inter-table relationships. Overall, the core functionality belongs to Data
Manipulation Language (DML), as it focuses on data retrieval and aggregation through
SELECT, JOIN, GROUP BY, and SUM operations implemented both in pure SQL and
through ORM abstractions (count, sum).

Intelligent query strategy decision

The rules that are implemented based on the ORM slowdown factor, defined as:
S = Torm/TsqL, Where Tory and Tgq,, denote the mean execution times of the ORM-
based and raw SQL queries, respectively (Fig. 2). This metric quantifies the relative
performance degradation introduced by ORM abstractions to assess the relative
inefficiency of different data access strategies.

Based on the measured slowdown factors, queries are assigned to one of three
distinct risk levels to systematically evaluate the performance impact of ORM strategies.
Queries with a slowdown factor S > 10 are classified as Critical Inefficiency (N+1 Risk),

Query analysis
(Quary type, data size, join depth)

Slowdown factor
ToamTaoL

5<S=10

—S < 5—— ¢
Use ORM with
ORM strategy
[ acceptable ] [ GEPIICH ORI ]
{Awoid N+1 problem)

S>1

Performance
evaluation

(Optimal strategy recommendation)

Fig. 2. Intelligent query strategy decision framework.
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indicating that lazy-loading ORM patterns (N+1 queries) substantially increase execution time
and are prone to severe performance degradation, particularly in large-scale datasets.
Queries with 5 < S <10 are classified as Moderate Overhead, representing cases where
ORM abstractions introduce noticeable performance loss, which can often be mitigated
through explicit JOINs or eager-loading strategies. Finally, queries with S < 5 are considered
Acceptable Performance, indicating low-risk scenarios where ORM overhead is minimal.

A decision tree is mathematically designed to model exactly this kind of conditional
branching and provides robustness on small datasets, minimal hyperparameter tuning, and
the ability to model categorical outputs directly. It also operates independently of feature
normalization and naturally supports future feature expansion, such as join depth, table
count, row volume, index availability, and aggregation type. While it provides interpretable,
threshold-based rule extraction with minimal preprocessing, decision trees may overfit and
become unstable on extremely small datasets, and alternative models like linear
regression, logistic regression, neural networks, and SVMs were avoided due to limited
interpretability or incompatibility with threshold-based decision logic. From a technical
perspective, we use DecisionTreeClassifier, which is trained on the experimental dataset.
The model automatically learned threshold-based rules for strategy selection. The trained
tree is exported as a vector-based SVG diagram using Graphviz for interpretability and
reproducibility. This approach transforms deterministic rule logic into a data-driven adaptive
optimization model. By providing a structured and interpretable metric, the risk
classification framework serves as a reliable tool for both benchmarking and predictive
performance analysis of relational database queries.

Statistical Hypothesis Testing

To validate the observed differences in query execution times and assess their
statistical significance [12, 13], paired t-tests and one-way ANOVA are conducted. The
paired t-test is used to compare the mean execution time of ORM queries to the
corresponding SQL queries under identical conditions, with the null hypothesis stating that
no significant difference exists between ORM and SQL mean execution times. Execution
times are recorded over multiple repeated runs for each query type, and paired t-tests are
applied using the function ttest_rel( ) from SciPy library of Python. The one-way ANOVA is
applied to evaluate whether mean execution times differed across multiple query execution
strategies, including ORM with foreign keys, SQL with foreign keys, ORM with explicit
JOINs, and SQL without foreign keys. In this case, the null hypothesis posited that all group
means are equal, and the test is implemented using the function f_oneway( ) from SciPy
library of Python.

These statistical tests provide rigorous validation of the performance measurements.
While raw execution times suggest that ORM may incur higher overhead, the t-test and
ANOVA determine whether these differences are statistically meaningful or likely
attributable to random variability in repeated measurements. The inclusion of hypothesis
testing therefore, enhances the reliability of performance conclusions and informs the
adaptive strategy recommendation framework.

RESULTS AND DISCUSSION

The performance of ORM-based queries and raw SQL is compared. The results are
showing that SQL consistently executes faster, especially for complex multi-table joins
where ORM lazy loading triggers the N+1 problem. Scalability analysis demonstrates that
ORM execution time grows more rapidly with increasing dataset sizes, while SQL scales
more linearly, highlighting potential bottlenecks in high-load scenarios. Intelligent strategy
decisions classify queries by risk level, recommending raw SQL for critical inefficiencies
and ORM with explicit joins for moderate overhead, providing actionable guidance for
developers. Statistical hypothesis testing, including paired t-tests and ANOVA, confirms
that the observed performance differences are significant and not due to random variation.
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Overall, the section integrates empirical measurements, predictive modeling, and intelligent
analysis to support evidence-based optimization of query execution strategies.

Comparison of ORM and SQL performance
A comparative experiment is conducted to assess query efficiency using four data
access approaches:
— Pure SQL with explicit JOINs and foreign key constraints.
— ORM with relationship-based navigation (automatic joins via SQLAIchemy).
— SQL without foreign key constraints (manual joins).
— ORM without relationships (explicit joins defined in code).
The results in Table 1 indicate a consistent performance advantage of pure SQL over
ORM-based implementations when foreign keys are present.

Table 1. Comparison of query performance using Foreign Keys

Results
# Description ORM (with  SQL (with FK), SQL faster,
FK), ms ms times
Q1 Details of the trip (5 tables, N+1) 32.25 1.93 ~16.7
Q2 N“mb?Jrglbe’oggB?\fT‘)’er trip 5.03 0.63 ~8.0
Q3 Total Payments (SUM) 5.52 0.68 ~8.1

The largest discrepancy is observed in the complex multi-table query (Q1), where
ORM with relationship navigation exhibited the N+1 query pattern and required 32.25 ms
compared to 1.93 ms for SQL, making SQL approximately 16.7 times faster. For
aggregation queries (Q2 and Q3), SQL remained about eight times faster than ORM. These
findings confirm that although ORM improves abstraction and developer productivity, it may
introduce significant performance overhead in complex relational queries, particularly when
implicit loading strategies are used.

Table 2 presents the performance comparison of ORM and pure SQL queries
executed without enforcing foreign key constraints. The results demonstrate that even in
the absence of foreign keys, pure SQL maintains a consistent performance advantage
across all query types. For the complex multi-table retrieval (Q1), ORM with explicit JOIN
requires 13.72 ms, whereas SQL completes the same operation in 4.00 ms, making SQL
approximately 3.4 times faster. Similar trends are observed for aggregation queries: in Q2
(COUNT with JOIN), SQL is about 3.6 times faster, and in Q3 (SUM aggregation), the
performance gap increases to approximately six times. Importantly, compared to the earlier
N+1 ORM implementation, the explicit use of JOIN within ORM significantly reduces

Table 2. Comparison of query performance without Foreign Keys

Results
# Description ORM (without FK, SQL (without SQL faster,
with JOIN), ms FK), ms times
Q1 Details of the trip (5 tables, N+1) 13.72 4.00 ~3.4
Q2 N“mb?Jrngb,o&‘gB?\fTF)’er o 5.78 159 ~36
Q3 Total Payments (SUM) 5.31 0.89 ~6.0
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execution time, confirming that query structure has a critical impact on performance.
Nevertheless, SQL remains more efficient due to lower abstraction overhead.

Table 3 provides a consolidated comparison of all four experimental scenarios,
enabling a holistic evaluation of abstraction level and foreign key enforcement effects.
Scenario | (ORM with foreign keys and relationship navigation) shows the highest execution
times, particularly for Q1, reflecting the impact of the N+1 query pattern. Scenario Il (SQL
with foreign keys) demonstrates the best overall performance. Scenario Ill (ORM with
explicit joins and without foreign keys) substantially improves over Scenario |, confirming
that manual join specification mitigates inefficiencies caused by implicit loading. Scenario
IV (SQL without foreign keys) remains faster than both ORM-based approaches, though
slightly slower than SQL with foreign keys. Overall, the table confirms two central findings:
explicit JOIN usage in ORM significantly enhances efficiency compared to N+1 navigation,
and pure SQL consistently delivers superior performance across all tested conditions.

Table 3. Consolidated comparison of all approaches

Results
Scenario Description Q1 (JOIN), ms (CO%ZNT), Q3 (r:;JM),
ms
I ORM (with FK) 32.25 5.03 5.52
Il SQL (with FK) 1.93 0.63 0.68
] ORM (explicit JOIN) without FK 13.72 5.78 5.31
v SQL without FK 4.00 1.59 0.89

This confirms that replacing implicit navigation with explicit joins significantly enhances
ORM efficiency. However, even after optimization, ORM remains slower than pure SQL in
all scenarios. For example, in Q1 without foreign keys, ehe ORM runs approximately 3.4
times slower than raw SQL. Similar gaps persist in Q2 and Q3.

The substantiates that while explicit join usage in ORM enhances performance, pure
SQL consistently outperforms ORM across all measured scenarios, both in terms of
execution time and stability (Fig. 3).
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Fig. 3. Distribution of Query Execution Time for ORM and SQL Approaches.
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The ORM N+1 queries can severely degrade performance on complex queries with
many related records (Q1), while explicit JOINs are faster, though for simple queries (Q2,
Q3) both strategies perform similarly (Fig. 4).
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Fig. 4. ORM Strategy Comparison.

Table 4 shows that using foreign keys consistently improves SQL query performance,
and while ORM JOINs mitigate N+1 overhead, raw SQL remains faster.

The experiments demonstrate that while explicit JOINs in ORM substantially reduce
N+1 query overhead, pure SQL (with foreign keys) consistently delivers superior
performance across all query types and complexities.

A quantitative analysis of query performance under different database access
strategies executed with highlighting the influence of foreign key enforcement and ORM
abstraction (Fig. 5).

The presence of foreign key constraints substantially improves SQL execution
efficiency, with the most pronounced reduction observed in the complex multi-table query Q1,
whereas simpler aggregation queries Q2 and Q3 benefit to a lesser extent (Fig. 5a). The
performance drawback (Fig. 5b) associated with ORM-based access relative to pure SQL,
ORM with foreign keys exhibits a pronounced slowdown for Q1, attributable to the N+1 query
pattern, while the overhead for Q2 and Q3 is comparatively minor. These results underscore
two principal findings: first, foreign key enforcement materially enhances SQL query
performance, particularly in queries involving multiple related tables; second, despite the use
of relationship navigation, ORM introduces significant execution overhead in complex query
scenarios, reinforcing the trade-off between abstraction convenience and raw performance.

Table 4. Relative Impact of Foreign Keys on SQL Query Performance

Results
# SQL with FK, ms SQL without FK, ms
Q1 1.93 4.00
Q2 0.63 1.59
Q3 0.68 0.89
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Fig. 5. Analysis of performance results: a) Impact of Foreign Keys on SQL Performance (difference between SQL
with FK and SQL without FK), b) ORM Slowdown Factor (ORM with FK to SQL with FK).

The experiments demonstrate that raw SQL consistently outperforms ORM-based
queries across all tested scenarios. The most significant performance gap occurs in
complex multi-table joins (Q1) affected by the N+1 problem, where ORM execution time
exceeds SQL by more than an order of magnitude. Aggregation queries (Q2 and Q3) show
moderate ORM overhead, while the presence or absence of foreign key constraints has a
negligible impact on SQL performance. Using explicit JOINs in ORM significantly reduces
overhead compared to lazy relationship navigation. Furthermore, the intelligent algorithm
accurately identifies high-risk queries, quantifies performance degradation, and
recommends optimal execution strategies, validating its utility as a decision-support tool for
database optimization.

Scalability analysis

The experiments are repeated to evaluate scalability with increasing dataset size. To
analyze scalability, the scenario of increasing the number of records in the key tables of
the trips_db database is considered, namely: table clients 1,100 records, trips 500 records,
bookings 1,200 records, and payments 1,200 records. The results, shown in Figure 3,
reveal fundamentally different growth patterns. ORM queries affected by the N+1 problem
exhibit non-linear growth in execution time, with performance degradation becoming critical
at larger scales. In contrast, raw SQL queries scale almost linearly with data size,
maintaining low execution times even for larger datasets. Eager loading strategies show
improved scalability compared to lazy loading, following a near-linear trend. However, their
execution time remains consistently higher than that of raw SQL. These findings confirm
that the choice of data access strategy has a direct impact on system scalability. Table 5
presents the statistical analysis of repeated query executions.

The mean execution time, standard deviation, and coefficient of variation (CV) are
reported for each query type [11]. The results indicate that ORM queries, particularly those
affected by the N+1 problem, exhibit higher variability and longer execution times compared
to equivalent SQL queries. The CV values highlight the relative dispersion of execution
times, confirming that ORM N+1 queries are the least stable, while aggregation queries
(SUM, COUNT) are more consistent. Q1 exhibits a critical inefficiency caused by the N+1
query problem, with a slowdown factor significantly exceeding the defined threshold. The
recommended strategy is to use raw SQL with explicit JOINs to eliminate excessive query
overhead. Q2 and Q3 show moderate ORM overhead, indicating that while ORM
abstractions introduce some performance loss, it is not critical. For these queries, the
system recommends using ORM with explicit JOINs to maintain ORM convenience while
mitigating unnecessary query inflation.
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Statistical Hypothesis Testing

Paired t-tests and one-way ANOVA are conducted to evaluate whether ORM and SQL
execution times differed significantly. The paired t-test (t = 0.993, p = 0.377) indicates no
significant difference between ORM and SQL for matched queries. Similarly, ANOVA
across all tested approaches (F = 1.666, p = 0.251) shows that mean execution times do
not differ significantly at the 5% significance level. These results suggest that, although
ORM queries exhibit numerically higher execution times, the observed differences are not
statistically significant for the sampled runs, highlighting the influence of measurement
variability or limited sample size.

Table 5. Relative Impact of Foreign Keys on SQL Query Performance

Results Mean Standard Coefficient
Scenario execution Deviation, of
1 2 3 4 5 time, s [ Variation
OR'E"Nf??rCh 0.382 0.002 0.002 0.001 0.002 0.078 01521  1.955
SQ(bgﬁj‘)rCh 0.039 0.004 0.001 0.002 0.002 0.009  0.0147 1,535
ORM Grouping ) 155 005 0.009 0.006 0.009 0011  0.0085  0.741
(Count)
SQL Grouping 4 557 7,008 0.007 0.010 0.010 0.009 00014  0.161
(Count)
QR fggﬁf’a”o” 0.008 0.001 0.001 0.001 0.001 0002 00028  1.167
saL ?ggﬁ?am” 0.003 0.001 0.001 0.001 0.001 0.001  0.0008  0.571

Intelligent strategy decisions

The intelligent analysis (Fig. 6) illustrates the adaptive decision tree derived from
experimental performance data, with the root node threshold
Slowdown_ORM _vs_SQL_with_FK < 12.414 separating queries into two branches. Que-
ries below the threshold (Q2 and Q3) are classified as “Use ORM with explicit JOIN”, reflec-
ting moderate overhead where ORM remains acceptable. Queries exceeding the threshold
(Q1) fall into the “Use raw SQL with explicit JOIN” leaf, indicating severe ORM overhead
and N+1 risk. Testing on the trips_db_no_fk database confirmed these predictions, with
foreign key removal having minimal impact, demonstrating that the system provides a
transparent, threshold-based decision-support tool for selecting query execution strategies.

Slowdown_ORM_vs_SQL_with_FK < 12.41

gini = 0.444

samples = 3

value = [2, 1]
class = Use ORM with explicit JOIN
True False

Fig. 6. Results based on queries.

EnekTtpoHika Ta iHpopmauinHi TexHonorii « 2026 « Bunyck 33 107



Oleksandra Rybak, Oleh Husak & Roman Mysiuk

Discussion of results

The quantitative analysis confirms that the primary source of performance degradation
is not the presence of foreign key constraints but the ORM execution model itself. The
increased execution time and variance observed in ORM-based approaches are caused
by additional query generation, data fetching overhead, and object mapping operations.
While eager loading significantly improves performance, raw SQL remains the most
efficient and stable solution for complex and high-load query scenarios. From a practical
perspective, the results suggest that ORM frameworks are suitable for CRUD (create, read,
update, delete) operations and moderate workloads, while raw SQL is preferable for perfor-
mance-critical components, particularly those involving complex joins and large datasets.

The adaptive decision tree effectively classifies queries based on the well-established
ORM slowdown metric, with a threshold of 12.414 distinguishing moderate overhead
(where ORM with explicit JOINs is acceptable) from severe overhead (favoring raw SQL to
avoid N+1 issues). This provides developers with a transparent, reproducible decision-
support tool to select query execution strategies, anticipate performance bottlenecks, and
prevent inefficiencies. Validation on the trips_db_no_fk database confirmed the model’s
predictions, showing that foreign key removal had minimal impact and indicating
robustness, although generalizability may be limited across different databases, ORMs, or
query patterns. Future work could expand the approach to additional query types,
incorporate runtime profiling for real-time decisions, and integrate with automated query
optimization to enhance practical applicability.

Although the use of ORM greatly simplifies the process of developing and maintaining
program code, this is achieved at the cost of reducing performance. At the same time, the
presence of intertable relationships in the database ensures data integrity and, according
to the results of the experiment, does not lead to a noticeable deterioration in the
performance of raw SQL queries.

Based on [14-17] and our experimental results, we prepared a heatmap to
demonstrate the feasibility of using ORM and direct SQL for different types of queries
(Fig. 7). The heatmap shows query types on the Y-axis which include CRUD operations,
aggregates, and complex multi JOIN queries and technology choice on the X-axis (ORM
or SQL), with each cell ranging from 0 (less appropriate) to 1 (highly recommended) to
indicate the suitability of a given technology for each query type. Therefore, it is advisable
to use ORM in systems where development speed and maintainability are priorities,
whereas direct SQL is more appropriate for high-load or latency-critical queries.

1.0

CRUD
0.8
0.6

Aggregation
0.4
0.2

Complex JOIN
0.0

ORM SQL

Fig. 7. Technology Sustainability Matrix.
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The matrix (Fig. 7) demonstrates that ORM is most efficient for simple CRUD
operations, moderately suitable for aggregate queries, but less suitable for complex JOINs.
On the other hand, direct SQL shows high feasibility for aggregations and complex JOIN
queries, providing better performance when working with large amounts of data and
complex relationships. The visualization (Fig. 7) allows you to quickly evaluate the optimal
choice of technology depending on the type of request.

Experimental studies on relational database systems demonstrate that query
execution time increases with the number of tables involved in JOIN operations due to the
growth of intermediate results and the complexity of join ordering. The presence of indexes
on foreign key attributes and efficient join planning significantly influence query
performance.

The experiments presented in this study were conducted on a local computer
environment, as it is mentioned in the software and environment of the method and
materials section, in order to ensure controlled testing conditions and reproducibility of
results. However, future work will extend the experimental setup to include remote
database servers, which will allow evaluation of query performance under network latency
and distributed deployment conditions that are closer to real-world systems.

Future work could expand the model to include additional query types, integrate
runtime profiling, and support automated query optimization, extending its practical
applicability.

CONCLUSION

This study presented a quantitative performance analysis of SQL and ORM-based
query execution in relational databases with inter-table relationships. The experiments are
conducted using three representative query types with a complex multi-table join, an
aggregation query for counting records, and an aggregation query for summation.

This study also addresses a gap in existing research by systematically evaluating the
interplay between ORM strategies and foreign key constraints in complex, relationship-
heavy queries, providing actionable insights for developers on when to rely on ORM versus
raw SQL for performance-critical operations. Performance is evaluated across four
scenarios: ORM with foreign keys, raw SQL with foreign keys, ORM without foreign keys,
and raw SQL without foreign keys.

The results demonstrate that raw SQL consistently outperforms ORM-based
approaches in all tested scenarios. For the most complex query involving five joined tables,
ORM with lazy loading exhibited an average execution time of 32.25 ms, while the
equivalent raw SQL query executed in 1.93 ms, making SQL approximately 16.7 times
faster. This performance gap is primarily attributed to the N+1 query problem inherent in
lazy ORM navigation.

For aggregation queries, ORM also showed higher execution times. The booking
count query required 5.03 ms using ORM with foreign keys compared to 0.63 ms using raw
SQL, while the payment sum query took 5.52 ms with ORM and 0.68 ms with SQL. Thus,
raw SQL is approximately 8 times faster for aggregation operations. When foreign key
constraints are removed, raw SQL maintains its performance advantage. The complex join
query executed in 4.00 ms using SQL without foreign keys, compared to 13.72 ms for ORM
with explicit joins, resulting in a 3.4 speedup. Similar trends are observed for aggregation
queries, where SQL outperformed ORM by factors ranging from 3.6x to 6.0x.

A comparative evaluation of ORM with explicit joins shows that execution time reduced
from 32.25 ms to 13.72 ms, demonstrating a performance improvement of more than 2
times faster. However, even with optimized loading strategies, ORM did not reach the
performance level of raw SQL. The analysis also revealed that the presence or absence of
foreign key constraints has a negligible impact on raw SQL performance. Observed
differences in execution time are below 1 ms and fall within the expected measurement
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error range. This indicates that foreign keys primarily contribute to data integrity rather than
query performance degradation.

Moreover, the results highlight the potential for intelligent performance analysis
frameworks to guide ORM usage in distributed or microservice-based database
architectures, where balancing maintainability and efficiency is critical.

To sum up, ORM frameworks provide substantial benefits in terms of development
speed, code maintainability, and abstraction, but introduce measurable performance
overhead due to additional query generation and object mapping. Raw SQL remains the
most efficient solution for performance-critical operations, complex joins, and high-load
systems where every millisecond is significant. These findings support a hybrid approach
in real-world systems, where ORM is used for standard operations and raw SQL is
employed for optimized, high-performance queries.
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MoKpaLLyoTb MNiATPUMYBaHICTb KOAY, iXHil piBeHb abCTpakLii MoXe CTBOPIOBaTV BUMIpIOBaHI
3aTPUMKM, a BMNUB OOMEXEHb 30BHILLHIX KIIOYIB Ha LUBUAKICTb BUKOHaHHSA 3anuTiB
3anMWaeTbCs MPaKTUYHOK MNpobremMol, 0cobnmBO B MIKPOCEPBICHUX apXxiTekTypax, Lo
OOTPUMYIOTLCA NpUHUMNY «basa AaHux Ha cepBsicy.

MaTepiann Ta ™metoam. |HdopmauiiHy cuctemy 6yno po3pobneHo Ha OCHOBI
pensauinHoi 6a3n paHux Ta nporpamHoro kapkacy OPB SQLAlchemy, 3i cxemoto, Lo
BKNoYyana 3B’SI3KM  OOMH-A0-OAHOro, OoAuH-go-Oaratbox Ta  6GaraTo-go-6araTbox,
NPOTECTOBaHi SK 3 OOMEXEHHSIMM 30BHILLHIX KIOYiB, Tak i 6e3 HuXx. byno BMKOHaHO Tpwu
TUMNOBI 3anUTW: OTPUMaHHSA [JAaHuX OpOHIOBaHHS, arperauis MoOB’A3aHUX 3anucie Ta
0obuMCneHHs 3aranbHUX NnaTexis, BUKOPMUCTOBYOUM Miaxoam HeobpobneHoro SQL ta OPB,
npy UbOMY IHTENeKTyanbHUA anroputMm aHanisyBaB NPOAYKTUBHICTb, BUABMSAB MOTEHLiNHI
npobnemun N+1 3anuTiB Ta pekoMeHAyBaB ONTUMarnbHi cTpaTerii, Hanpyknaa sABHI onepawii
3'egHaHHsa Tabnuub JOIN.

PesynbTtaTtn. 3anutn Ha raw SQL cTabinbHO nokadyBanu KpaLly NpoayKTUBHICTb Y BCiX
cueHapiax. Hanbinbwa pisHnua cnoctepiranaca B OPB -3anutax, ypaxeHux npobnemoto
N+1 3anuTiB, 4e Yac BUKOHaHHSA NepeBuLLyBaB aHanoriyHi SQL-3anuTu 6inbLu HiX y AECATKM
pasiB. ArperauiiHi 3anuTu eMOHCTpyBanu MeHLUi, ane ctabinbHi 3aTpumMkn. HasBHicTb abo
BiACYTHICTb OOMEXeHb 30BHIlLHIX KIIOYIB Maike He BhnuBana Ha NpOAYKTMBHICTb
HeobpobneHoro SQL. BukopuctanHsa sisHux onepauinn JOIN B OPB cyTTeBO 3MeHLUyBano
3aTPUMKM MOPIBHAHO 3 HEABHOK HaBirauieto no 3B’aA3kax. |[HTenekTyanbHWUIN aHani3 TOYHO
BM3Ha4aB 3anuTu 3 BUCOKUM PIiBHEM pU3MKYy Ta MNPOMOHyBaB eeKTUBHI pekomeHaauil,
NigTBEPAKEHI eKCnepyMeHTarnsHo.

BucHoBku. OPB-cnuctemu nokpallyoTe NPOAYKTUBHICTL pO3pO6KM Ta MiATPUMYBAHICTb,
ane BBOAATb BUMIPIOBaHI 3aTpUMKU. [INs KPUTUYHO BaXkNMBMX 3aBAaHb NPOAYKTUBHOCTI
nepeary cnig HagasatM SQL, a oOMexXeHHS 30BHILLHIX KMOYiB HE3HAYHO BMMMBAKOTb Ha
LWBKAKICTb BUKOHAHHSA. |HTerpauis iHTenekTyanbHOro aHanisy npogykTMBHOCTI A03BOMSE
npuMMaTn 3BaXeHi pilleHHA MK edeKTUBHICTIO Ta niATPUMYBAHICTIO Y CKMagHux
penauinHMX CUCTEMaX.

Knrouyoei cnoea: penauinHi 6asv pgaHux, npogyktueHicte SQL, OPB, cucrtema
NiGTPUMKM pilLeHb, IHTENEKTyanbHUIM aHania, NPoeKkTyBaHHA 6a3 gaHnx
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ABSTRACT

Background. Monocular visual odometry is an important component of visual navigation
systems. However, its accuracy depends on the quality of local features and inter-frame
correspondences. In the VO task, not only is geometric consistency important, but also
motion observability, the physical validity of the recovered configuration, and the spatial-
structural properties of local features. This study aims to provide a comprehensive
evaluation of keypoint detection and description methods for monocular visual odometry.

Materials and Methods. The study was conducted on the EuRoC MAV dataset. The
ORB, BRISK, AKAZE, KAZE, SIFT, SURF, and SuperPoint methods were analyzed for the
number of keypoints, ranging from 200 to 1000. Motion estimation was performed using the
essential matrix, the USAC_FAST filter, the recoverPose method, a minimum parallax
check, and spatially guided keypoint selection. The accuracy of the recovered trajectory was
evaluated using the APE and RPE metrics. To analyze the quality of local features and
correspondences, the geometric component, the parallax indicator, the correct cheirality
ratio, and metrics of keypoint coverage uniformity, local redundancy, and structural
consistency were used. An integral quality indicator was applied to summarize the results.

Results and Discussion. The geometric metrics most often highlight AKAZE and
SUREF, whereas SuperPoint shows strong performance in terms of spatial characteristics. In
terms of the structural consistency of correspondences, SURF consistently demonstrates
the best results. As the number of keypoints increases, most methods show an initial
improvement followed by saturation, and in some cases, a deterioration of individual
characteristics. SURF was found to be the most balanced method across the set of criteria,
whereas ORB showed the weakest results in most cases. The correlation analysis showed
that the informativeness of the metrics varies by sequence type.

Conclusion. The proposed approach confirmed the relevance of multicriteria evaluation
of local features in monocular visual odometry. It was shown that no single metric is universal
across all scene types. In contrast, the integral indicator enables the summary of different
aspects of quality and a more well-grounded ranking of the methods.

Keywords: monocular visual odometry, keypoint detection, image matching, motion
estimation, deep learning, neural networks.

INTRODUCTION

Visual navigation and robotics systems widely employ monocular visual odometry as
one of the approaches for estimating camera motion and reconstructing the motion
trajectory. Under real operating conditions, the performance of such systems is
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complicated by dynamic viewpoint changes, illumination variations, motion blur, and the
presence of weakly textured scene regions. The accuracy of odometric estimates depends
on the quality of correspondences established between neighboring frames, since these
correspondences form the basis for determining the relative camera pose. Errors in
keypoint matching, instability of the correspondence set, and insufficient observability of
inter-frame displacement adversely affect motion estimation accuracy, accumulate over
time, and increase trajectory error [1-5].

Keypoints and their descriptors, which are considered in this work as local features,
constitute the foundation of monocular visual odometry. In most approaches to local feature
analysis, the primary focus is placed on geometric characteristics, in particular, matching
accuracy, the inlier ratio, detection repeatability, and descriptor stability [5, 6]. Although
these indicators are important, in the task of monocular visual odometry, they do not
provide a complete characterization of feature suitability, because correspondence
correctness within a geometric model does not guarantee reliable motion recovery. In
particular, under small parallax or near-degenerate, geometrically weak configurations,
even formally correct correspondences may lead to unstable translation estimation [7]. It is
also important to assess how consistent the recovered geometry is at the current step,
specifically whether the correctness of depth signs is preserved during camera pose
recovery. In addition, the spatial-structural properties of inliers are of considerable
importance: non-uniform image coverage, excessive local concentration of points, or weak
correspondence to the scene structure reduce the reliability of motion estimation and
increase sensitivity to noise [1-4].

Existing studies on visual odometry mainly examine either final trajectory errors or
individual characteristics of local features and correspondences [8-11]. While this analysis
is helpful, it does not fully reveal the connection between feature properties and the
odometry algorithm's actual performance. Previous research [6] showed that for image
matching, it is important to consider not only geometric consistency but also the spatial
structure of keypoints. However, directly applying this method to monocular visual
odometry is inadequate because it also requires accounting for motion observability, the
stability of camera pose recovery, and the link between local feature characteristics and
trajectory-based metrics.

Modern approaches to image keypoint detection can be divided into classical
methods, including SIFT [12], SURF [13], KAZE [14], AKAZE [15], ORB [16], and BRISK
[17], and deep learning-based solutions such as SuperPoint [18]. Classical algorithms
demonstrate high computational efficiency and mathematical interpretability; however, they
are often vulnerable to changes in illumination or weak scene texture. At the same time,
neural network-based methods are more robust under challenging conditions [8, 19]. Still,
their specific nature of point localization and the statistical properties of the inlier distribution
require comparative analysis [9, 18]. Evaluating the influence of the local feature type on
geometric reliability and monocular visual odometry errors remains an important task, since
different methods form keypoint representations in different ways, which in turn affects the
stability of the navigation system.

The goal of this work is to analyze keypoint detection and description methods for
monocular visual odometry using a comprehensive quality assessment approach. For this
purpose, an integral index is employed that combines the geometric consistency of
correspondences, indicators of motion observability and camera pose recovery stability,
and the structural-spatial properties of consistent correspondences.

MATERIALS AND METHODS

For the experimental validation of the proposed approach, the EuRoC MAV dataset
[20] was used. It includes scenes with varying levels of motion complexity, spatial structure,
and visual conditions, enabling the evaluation of local features across easy, medium, and
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difficult monocular visual odometry scenarios. For the analysis, images from the camO
camera were processed. Two groups of sequences were considered:

e Machine Hall - large industrial indoor environments with non-uniform illumination
and a considerable number of repetitive structures. Three difficulty levels were
investigated: MH_01_easy, MH_03_medium, and MH_05_difficult. In this group,
the difficulty increases from relatively smooth motion and more favorable
illumination conditions to faster movement under dim lighting, which may be
accompanied by stronger motion blur and reduced feature contrast [20].

e Vicon Room - a confined indoor environment with highly accurate ground-truth
motion. Although this setting is more controlled, the increasing difficulty in this
group is mainly associated with camera dynamics and illumination conditions.
Three sequences with different difficulty levels were used: V1_01_easy,
V1_02_medium, and V1_03_difficult. The transition to more challenging
sequences is characterized by sharper maneuvers, faster viewpoint changes, and
temporary loss of textured objects from the field of view, which makes tracking and
motion estimation more difficult [20].

To compare the quality of local features in visual odometry, the classical methods
ORB, AKAZE, KAZE, SIFT, SURF, and BRISK, as well as the deep learning-based method
SuperPoint, were investigated. In this work, an off-the-shelf SuperPoint implementation
from the LightGlue library [21] was used without any additional model retraining.

The analysis was performed for different numbers of selected keypoints, ranging from
200 to 1000 in increments of 200. Examples of the images used in the experiments are
shown in Fig. 1.

To reduce the effect of local keypoint concentration in the most contrast-rich image
regions, a spatially guided selection strategy based on a regular 8x5 grid was applied. This
approach provides more balanced image coverage, since even with a large number of
correct correspondences, their spatial clustering may degrade the stability of scene
geometry estimation, reduce reconstruction reliability, and lead to instability of the
recovered motion [22, 23].

Motion estimation was performed in a calibrated monocular setting based on the
essential matrix [24]. For each pair of frames with a stride = 2, a set of keypoint correspon-
dences was established using Brute-Force matching, followed by filtering according to the
Lowe ratio criterion with a threshold of 0.75 [12]. Before geometric estimation, point

MH_01 (easy) MH_03 (medium) MH_05 (difficult)

L

A)

V1_01 (easy) V1_02 (medium) V1_03 (difficult)

Fig. 1. Examples of images from the EURoC MAYV dataset used in the experiments: A) frames from the Machine
Hall group (MH_01_easy, MH_03_medium, MH_05_difficult); B) frames from the Vicon Room group
(V1_01_easy, V1_02_medium, V1_03_difficult).
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coordinates were corrected using the camera calibration parameters to remove distortion
effects, thereby reducing systematic errors in correspondence localization [24].

The essential matrix was estimated using USAC_FAST with a threshold of 1.5 px, a
confidence level of 0.999, and a maximum of 5000 iterations [25, 26]. To ensure robust
estimation, additional conditions were imposed: at least 50 initial correspondences and at
least 30 inliers after geometric verification. The relative pose between frames was
recovered using the recoverPose procedure, which selects the physically consistent
decomposition of the essential matrix and returns a mask of points with positive depth. To
reduce the influence of weakly observable configurations, an additional minimum parallax
check of 5 px was applied in the freeze_translation mode, in which the translation estimate
was not updated when the inter-frame displacement was insufficient [7, 27].

The quality of the recovered trajectory was evaluated using the evo package, a
standard tool for trajectory analysis in robotics, SLAM, and visual odometry. For external
accuracy assessment, the APE (Absolute Pose Error) and RPE (Relative Pose Error)
metrics were used [28, 29].

The APE metric was used to assess the global trajectory error after alignment of the
estimated and reference trajectories. In this work, Sim(3) alignment was employed, that is,
alignment accounting for rotation, translation, and a single global scale factor, which is parti-
cularly important for monocular visual odometry, where the absolute scale cannot be deter-
mined uniquely without additional sensors. Thus, APE characterizes the accumulated drift
and the overall deviation of the estimated trajectory from the reference in a global sense [29].

The RPE metric was used to assess the local error of relative motion over a fixed
temporal baseline. Unlike APE, it reflects the stability of short-term estimation and is less
sensitive to long-term error accumulation. To ensure comparability across all runs, the
analysis was performed over a consistent temporal interval of 0.30 s, which was converted
into the corresponding number of frames, accounting for the sampling stride [28]. At a frame
rate of 20 Hz, this corresponds to a baseline interval of approximately 6 frames.

Since the translational RPE value in metric units strongly depends on the amplitude
of inter-frame displacement, this work additionally considered a normalized form of the
relative error:

RPE,

R Enorm = dred
me

(1)

where RPE, denotes the aggregated translational relative error, d is the median inter-frame
displacement of the corresponding points in pixels, and ¢ is a small positive stabilizing term.
Such normalization reduces the influence of varying motion intensity across individual
fragments and enables a more meaningful comparison of cases with similar absolute error
but different motion observability. In addition, for the analysis of rotational stability, tail-risk
indicators derived from the angular RPE were used, in particular rotation error percentiles
and the proportions of large deviations.

The internal quality assessment of local features in the VO task is based on a
combination of geometric and spatial-structural components.

The basic geometric characteristic of a correspondence set is the proportion of inliers
among all verified matches. It is calculated as the ratio of inliers consistent with the
estimated geometric model to the total number of correspondences [30]. However, the inlier
ratio alone does not indicate how closely these correspondences match the estimated
model. Two correspondence sets may have similar inlier ratio values but differ significantly
in residual geometric error. Therefore, a modified indicator is used in this work:

N-:
= —exp(=e), 2)
match

Gratio
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5= med(e%mpson)’ (3)
T

where med(eszampson) is the median squared Sampson error for the inliers [27], and 7 is

the geometric threshold used in the USAC verification procedure. High values of Gratio
correspond to cases in which the correspondence set simultaneously exhibits a high inlier
ratio and a low residual geometric error.

For reliable motion recovery, geometric consistency of correspondences alone is not
sufficient, since the quality of translation estimation strongly depends on the magnitude of
inter-frame point displacement. When the displacement is small, the motion becomes less
informative, and the recovery of spatial structure becomes less stable [7, 30]. Therefore,
an additional parallax-based indicator is used:

d
Pscore =1 —exp <_ Z:d)' 4)

where d,,,.q is the median inter-frame displacement of corresponding points in pixels, and
Do is a reference parameter. This function increases with parallax: for small displacement,
P;.ore it approaches zero, whereas for sufficiently large displacement, it approaches one.
Therefore, the indicator P, characterizes motion observability and the suitability of the
current configuration for stable estimation of translation [27, 30].

The second characteristic is the cheirality indicator:

N, chier

)
Ning

(%)

Cheirality,qtio =

where N_ier is the number of inliers for which positive depth is obtained after pose
recovery, and N;,; is the total number of inliers. This indicator follows from the cheirality
check: a physically valid solution is the one for which the reconstructed 3D points lie in front
of both cameras [24, 27]. Therefore, Cheirality,,;;, characterizes the physical validity of
the recovered configuration. High values of Cheirality,,;;, correspond to cases in which
most inliers support a correct spatial solution, whereas a decrease in this indicator may
indicate estimation instability or a weak 3D interpretation [30].

Taking these factors into account, the final geometric component for the visual
odometry task was defined as follows:

Gyo = Gratio * Bscoe = Cheirality,qtio- (6)

This form accounts for the fact that, for reliable motion estimation, a high inlier ratio
alone isn't enough. Adequate inter-frame displacement and the physical correctness of the
recovered spatial structure are also essential.

The spatial-structural component is based on three metrics proposed in the previous
study [6]: CUI, SCS, and RI. The Coverage Uniformity Index (CUI) evaluates the uniformity
of image-plane coverage. The Scene Consistency Score (SCS) measures the consistency
between the scene structure and the structural composition of the point set.

To assess the local spatial redundancy of inliers, a modified Redundancy Index (RI)
was used. Unlike the basic version, which evaluates redundancy using a fixed
neighborhood threshold [6], this work defines the neighborhood radius relative to the image
diagonal. Such normalization reduces the metric's dependence on image resolution and
enables a more meaningful comparison of configurations with different point counts. For
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each point, the number of neighbors within a radius r =yD is counted, where D is the
image diagonal. The obtained local neighbor count is then compared with the expected
density level for the current point set [31-33]. The final Rl value is defined as the average
over all points. It takes values in the range [0,1]: low values correspond to a more uniform
distribution, whereas high values indicate local clustering and point redundancy.

This modification follows from the fact that, for local feature analysis tasks, it is
important to consider not only the total number of points but also the nature of their spatial
arrangement. Previous studies [6] have shown that the spatial distribution of keypoints is
an independent quality characteristic, since excessive local concentration reduces scene
coverage even when a large number of features is available [33]. In this work, this idea is
further developed through diagonal normalization of the radius and explicit consideration
of the expected local density, allowing the RI indicator to better reflect redundancy itself
rather than the absolute point density.

For the integral description of spatial-structural quality, the following component was
used:

1
Syo = 3 (CUI + (1 — RI)? + SCS), (7)

where the quadratic term (1 — RI)? increases the penalty for local redundancy. The use
of (1 — RI)?, rather than the linear form (1 — RI), makes it possible to distinguish more
clearly between point sets with moderate and high clustering.

The final integral indicator for the monocular visual odometry task is defined as:

QVO = 0.62- GVO + 0.38- Svo, (8)

where the geometric component is assigned a higher weight, since it is the primary factor
determining the correctness of motion recovery, whereas the spatial-structural component
explains the stability of estimation and robustness to local deformations and non-uniform
scene structure.

Since visual odometry is a stepwise procedure and may contain failed steps, an
additional penalty was introduced for the integral score based on the frequency of
unsuccessful steps. Let f € [0,1] denote the proportion of failed steps in a run (fail rate).
Then the penalized score is defined as:

Qpen = Qyo - (1— /). 9)

Thus, the proposed methodology combines two levels of evaluation. The external level
characterizes the actual trajectory accuracy as measured by APE and RPE. In contrast,
the internal level explains this behavior through the geometric reliability of
correspondences, motion observability, and the spatial-structural balance of inliers. Such
a design makes it possible not only to rank the methods, but also to interpret the reasons
for their behavior under monocular visual odometry conditions.

RESULTS AND DISCUSSION

In all the presented plots, the values of the analyzed metrics are reported as the
median for each experiment. This form of representation was chosen because the
distributions of indicators in the monocular visual odometry task may contain outliers and
locally unstable estimates. In contrast, the median provides a more robust and
representative summary.
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Fig. 2 shows the dependence of the geometric consistency index, Gratio, On the number
of keypoints, N. In general, AKAZE demonstrates the highest metric values in most
sequences, while SURF is usually second or close to the best result. For AKAZE, the Gratio
values remain consistently high: in the MH_01_easy, V1_01_easy, and MH_05_difficult
sequences, they are close to 0.91-0.93, while in the more challenging V1_03_difficult
sequence, they remain at approximately 0.82.

SIFT and KAZE also show fairly high results; however, they generally remain below
AKAZE and SURF. For example, at N=1000 in V1_01_easy, the Gratio value is 0.929 for
AKAZE, 0.905 for SURF, 0.903 for SIFT, and 0.884 for KAZE.

ORB and BRISK provide lower-level geometric consistency. In most sequences, ORB
yields the lowest values among the classical methods, while BRISK usually outperforms
ORB but remains noticeably inferior to AKAZE, SURF, and SIFT. For example, in
MH_03_medium at N=1000, the value of Gratio for BRISK equals 0.784, whereas for AKAZE
it reaches 0.905, corresponding to a difference of approximately 15.4%.

SuperPoint demonstrates the most pronounced negative trend: as N increases, its
Gratio value systematically decreases in all sequences. In particular, in MH_01_easy, the
indicator decreases from 0.776 to 0.693 (approximately 10.7%); in V1_01_easy, from 0.691
to 0.609 (11.9%); and in V1_03_difficult, from 0.576 to 0.487 (15.5%). This indicates that
increasing the number of points for this method does not improve geometric consistency
but, on the contrary, worsens it. However, in some cases, SuperPoint was more effective
than ORB. It can also be observed that SuperPoint 's performance depends on sequence
difficulty. For classical methods, the dependence of performance on sequence difficulty is
less evident.

Thus, according to the Gratio metric, the most stable results were achieved by AKAZE
and SURF, whereas SuperPoint proved most sensitive to increasing the number of points.
Overall, the obtained results confirm that increasing the number of keypoints by itself does
not guarantee an improvement in the geometric quality of correspondences.

Fig. 3 presents the dependence of the parallax indicator Pscore On the number of
keypoints. Unlike the Gratio metric, the separation between methods is considerably weaker
in this case, and in some sequences, the values from different detectors remain very close.
This indicates that, within the present experiment, the parallax indicator should rather be
regarded as an indicator of overall motion observability than as an independent criterion
for clear method ranking.
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Fig. 2. Median values of G.. vs. the number of keypoints for different detectors in the EuRoC sequences:
(A) MH_01_easy, (B) MH_03_medium, (C) MH_05_difficult, (D) V1_01_easy, (E) V1_02_medium,
(F) V1_03_difficult.
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Fig. 3. Median values of P Vvs. the number of keypoints for different detectors in the EuRoC sequences:
(A) MH_01_easy, (B) MH_03_medium, (C) MH_05_difficult, (D) V1_01_easy, (E) V1_02_medium,
(F) V1_03_difficult.

The most noticeable separation between detectors is observed in the MH_01_easy,
MH_03_medium, and MH_05_difficult sequences, where certain methods produce higher
or lower Pscore Values, although the overall difference remains moderate. In these cases,
ORB is more often found in the lower part of the group, whereas SIFT, SURF, KAZE, or
SuperPoint yield slightly better results depending on the sequence. At the same time, as
the number of points increases, most methods exhibit either a slight improvement or a rapid
transition to a saturation.

A different pattern is observed for V1_02_medium and V1_03_difficult, where almost
all methods yield very high, closely matched P.... values. Under such conditions, this metric
does not effectively separate the detectors, indicating its limited discriminative ability in
sequences where motion observability is generally favorable for most methods.

Thus, Pscore should primarily be considered an auxiliary geometric indicator that
characterizes the conditions for reliable motion estimation but is not by itself sufficient for the
final comparison of detectors. For this reason, its interpretation is most meaningful when
combined with Gratio, the proportion of correct cheirality, and the integral quality indicator.

Fig. 4 illustrates the dependence of the correct cheirality ratio on the number of
keypoints. The obtained results indicate that this metric depends more strongly on the
sequence type than Pscore: across different scenes, not only the absolute levels of the
values change, but also the relative positions of the methods. This means that a complex
interaction between detector properties and the characteristics of a particular sequence
determines the physical validity of the recovered spatial configuration.

Unlike Pscore, Which in some cases hardly separates the methods, the correct
cheirality ratio more often reveals pronounced differences between detectors. At the
same time, no universal leader is observed: in different sequences, the best results are
demonstrated by SURF, SIFT, KAZE, AKAZE, or SuperPoint. This pattern is indicative,
as it shows that even under similar motion observability conditions, different methods
may differ substantially in their ability to form correspondences suitable for physically
valid scene geometry recovery.

Therefore, this metric is an important complement to the other geometric indicators,
as it allows evaluation not only of the consistency of correspondences but also of their
suitability for correct spatial reconstruction. At the same time, its results further confirm the
relevance of a comprehensive analysis, because it does not, on its own, provide a complete
ranking of the methods.
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Fig. 4. Median values of Cheirality ratio vs. the number of keypoints for different detectors in the EuRoC
sequences: (A) MH_01_easy, (B) MH_03_medium, (C) MH_05_difficult, (D) V1_01_easy,
(E) V1_02_medium, (F) V1_03_difficult.

Fig. 5 shows the dependence of the inlier coverage uniformity indicator CUI on the
number of keypoints. A common trend is observed across all investigated sequences: as
the number of keypoints increases, the metric value either rises or gradually reaches a
saturation regime. This indicates that increasing the number of keypoints generally
contributes to a more complete and more uniform spatial coverage of the scene by correct
correspondences.

SuperPoint primarily demonstrates the highest CUI values in all six sequences, while
SUREF is usually the second-best method. For example, in MH_01_easy at N=1000, the
CUI value for SuperPoint is approximately 0.806, whereas for SURF it is 0.778, for AKAZE
0.706, and for ORB 0.598. Thus, the advantage of SuperPoint over ORB is approximately
34.8%, and over AKAZE about 14.2%. A similar pattern is also observed for
MH_03_medium, where at N=1000 SuperPoint reaches approximately 0.756, whereas
ORB achieves only 0.555.

In V1_01_easy and V1_03_difficult, the absolute metric values are lower across all
methods; however, the relative separation between them remains. For example, in
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Fig. 5. Median values of CUI vs. the number of keypoints for different detectors in the EuRoC sequences:
(A) MH_01_easy, (B) MH_03_medium, (C) MH_05_difficult, (D) V1_01_easy, (E) V1_02_medium,
(F) V1_03_difficult.
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V1_03_difficult at N=1000, the value for SuperPoint is approximately 0.551, for SURF
0.523, whereas for ORB it is only 0.323. This means that SuperPoint exceeds ORB by
approximately 1.7 times. Thus, even under more challenging conditions, SuperPoint and
SURF remain in the upper part of the group, while ORB consistently demonstrates the
lowest or near-lowest values.

AKAZE, KAZE, and SIFT form a middle group of methods, characterized by either a
moderate increase in CUI or stabilization after N=400-600. BRISK also improves coverage
as the number of points increases; however, in most cases, it remains inferior to this group.
Therefore, the CUI metric effectively reflects the spatial completeness of scene coverage
by inliers and shows that SuperPoint provides the most uniform distribution of correct
correspondences over the image. At the same time, the absolute level of the metric also
depends on the particular sequence, so its values should primarily be interpreted within
each scene separately.

Fig. 6 presents the dependence of the normalized indicator of local inlier redundancy,
RI, on the number of keypoints, with lower values indicating better results. A common trend
is observed across all investigated sequences: as N increases, the Rl value rises, that is,
local redundancy becomes stronger. This means that as the number of points increases,
inliers increasingly concentrate in individual local regions, even as the overall scene
coverage improves.

SuperPoint consistently shows the lowest RI values across all six sequences. For
example, in MH_01_easy at N=1000, its value is approximately 0.303, whereas for ORB it
is 0.835, for BRISK 0.659, and for AKAZE 0.600. Thus, relative to ORB, the value for
SuperPoint is approximately 2.8 times lower, and relative to AKAZE, almost 2 times lower.
A similar pattern is observed in other sequences as well, in particular in MH_03_medium,
MH_05_difficult, and V1_03_difficult.

The worst results are usually shown by ORB, which, in all cases, has the highest or
near-highest metric values. For example, in V1_01_easy at N=1000, the ORB value is
approximately 0.886, whereas for SIFT it is 0.714, for SURF 0.570, and for SuperPoint
0.455. This indicates a substantially higher local concentration of inliers for ORB compared
with the other methods.

In most sequences, SIFT and SURF form a relatively favorable group, with lower
redundancy than AKAZE, KAZE, and BRISK. For SIFT and SURF, the increase in Rl when
moving from N=200 to N=400 is noticeable, but afterwards the changes become smaller or
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Fig. 6. Median values of Rl vs. the number of keypoints for different detectors in the EuRoC sequences: (A)
MH_01_easy, (B) MH_03_medium, (C) MH_05_difficult, (D) V1_01_easy, (E) V1_02_medium, (F)
V1_03_difficult.
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reach a saturation regime. In contrast, for ORB, BRISK, AKAZE, and KAZE, the metric
values remain at a higher level in almost all sequences.

Thus, the RI metric complements CUI well: if CUI reflects the completeness of scene
coverage by inliers, then Rl shows how strongly these inliers are locally clustered. In this
respect, SuperPoint proved to be the best, whereas ORB was the weakest. At the same
time, the absolute level of the metric partly depends on the particular sequence, so its
values should primarily be interpreted within each scene separately.

Fig. 7 illustrates the dependence of the inlier structural consistency indicator SCS on
the number of keypoints N. Unlike CUI and RI, a different group of leaders can be clearly
identified here: in all investigated sequences, the highest SCS values are consistently
demonstrated by SURF, while KAZE and AKAZE usually form a second group of methods
that also achieve high results.

For SURF, the metric values are the highest in all six sequences and, in most cases,
either increase with the number of keypoints or remain close to their maximum levels. For
example, in MH_01_easy at N=1000, the SCS value for SURF is approximately 0.922,
whereas for AKAZE it is 0.779, for SIFT 0.494, and for ORB 0.297. Thus, the advantage of
SURF over AKAZE is approximately 18.4%, while over ORB it is about threefold. A similar
pattern is also observed for V1_03_difficult, where at N=1000 SURF exceeds AKAZE by
approximately 18.6% and ORB by about 2.5 times.

KAZE and AKAZE are part of a group of methods with high values, though lower than
SURF. In most sequences, they are characterized by either only slight changes or a
moderate decrease in SCS as the number of keypoints increases. SIFT usually occupies
an intermediate position between this group and the methods with low structural
consistency. In most cases, the lowest metric values are observed for ORB, BRISK, and
SuperPoint, with ORB often being the weakest method.

Thus, the SCS metric effectively reflects the correspondence between the spatial
distribution of inliers and the scene's structure. While SuperPoint showed the best results
in terms of CUI and RI, SURF is the clear leader in terms of SCS. This confirms that
distinct spatial-structural metrics characterize different aspects of inlier quality and should
therefore be considered jointly. At the same time, the absolute level of the metric also
depends on the particular sequence, so its values should primarily be interpreted within
each scene.

Fig. 8 presents the dependence of the penalized integral quality indicator Qpen on the
number of keypoints. Unlike the individual geometric and spatial-structural metrics, this

—%- SIFT SURF 4 KAZE -4 ORB BRISK —e— AKAZE --#-- SUPERPOINT
MH_01_easy MH_03_medium MH_05_difficult
0.81 Reia 0.8
0.8 A s 2
A Y
e
o6 806 *me 06
@ Yo s a
B e e 4 Yy 0 Vo
4 et S T
040 e —— . o4  — PN : S A A g :
frS—— 8 ¢ | | e $ & | I ’ ’ »
200 400 600 800 1000 200 400 600 800 1000 200 400 600 800 1000
Number of keypoints Number of keypoints Number of keypoints
A) B) <)
V1_01_easy V1_02_medium V1_03_difficult

0.7
0.67 4=

3 o5
12 2
0.4 F“'*»v—f_,._y,.,,_.;,___, 0.4
————————————————— 03
=== § $ 3 03 | e s e $inmaa] | e s [ mm— ———————— S 1
200 400 600 800 1000 200 400 600 800 1000 200 400 600 800 1000
Number of keypoints Number of keypoints Number of keypoints
D) E) F)

Fig. 7. Median values of SCS vs. the number of keypoints for different detectors in the EuRoC sequences:
(A) MH_01_easy, (B) MH_03_medium, (C) MH_05_difficult, (D) V1_01_easy, (E) V1_02_medium,
(F) V1_03_difficult.
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Fig. 8. Median values of Qpen Vs. the number of keypoints for different detectors in the EuRoC sequences:
(A) MH_01_easy, (B) MH_03_medium, (C) MH_05_difficult, (D) V1_01_easy, (E) V1_02_medium,
(F) V1_03_difficult.

indicator summarizes their combined contribution and therefore provides a more
comprehensive view of detector suitability in the monocular visual odometry task.

In most sequences, SURF consistently achieves the highest Qpen values, indicating
the best balance among geometric quality, spatial coverage, Qpen consistency, and penalty
components. For example, at N=1000, the Qpen value for SURF is approximately 0.308 in
MH_01_easy, 0.355in V1_01_easy, and 0.567 in V1_03_difficult.

A second group of methods is usually composed of AKAZE and KAZE, which, in most
cases, produce similar Qpen values. For example, in V1_02_medium at N=1000, AKAZE
reaches approximately 0.649, while KAZE and SIFT vyield close but slightly lower values. A
similar pattern is observed in V1_03_difficult, where AKAZE and KAZE also form the upper
group after SURF, consistent with their high geometric metric values.

SuperPoint demonstrates non-uniform behavior. In some sequences, its Qpen values
are relatively high at small N, but then tend to decrease or stagnate. For example, in
V1_03_difficult, the value for SuperPoint decreases from 0.459 at N=200 to 0.360 at
N=1000, that is, by approximately 21.6%. This is in good agreement with the previously
observed decrease in Gratio for this method as the number of points increases.

ORB demonstrates the lowest Qpen values in almost all sequences, while BRISK
usually occupies an intermediate position between ORB and the group of stronger
methods. For example, in MH_01_easy and V1_01_easy at N=1000, SURF exceeds ORB
by approximately twofold. This confirms that ORB's weaker performance is observed not
only in individual components but also in the overall assessment.

Thus, the Qpen metric consistently summarizes the previous observations: SURF
proved to be the most stable leader in terms of overall quality, AKAZE and KAZE formed a
strong second group, whereas ORB and, to some extent, BRISK demonstrated lower
overall suitability. SuperPoint, despite strong performance on some individual spatial
metrics, remains inferior to the leaders due to its weaker geometric component, which
becomes especially evident at large N. At the same time, the absolute level of the integral
indicator also depends on the particular sequence, so its values should primarily be
interpreted within each scene.

To analyze the relationship between the spatial-geometric indicators and odometry
errors, Spearman rank correlation matrices were constructed separately for each EuRoC
sequence, as shown in Fig. 9. This approach made it possible to reveal that both the
strength and even the sign of the correlations may vary depending on the particular scene,
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Fig. 9. Spearman rank correlation matrices between the spatial-geometric predictors and odometry error metrics
for individual EuRoC sequences: (A) MH_01_easy, (B) MH_03_medium, (C) MH_05_difficult,
(D) V1_01_easy, (E) V1_02_medium, (F) V1_03_difficult.

motion pattern, and observation conditions; that is, the informativeness of the metrics has
a pronounced sequence-dependent character.

For the Machine Hall sequences, the most consistent relationship with odometry
quality is demonstrated by the inlier coverage uniformity indicator RI, for which negative
correlations are predominantly observed with translational errors, rotational tail-risk
indicators, and failure rate. For example, for MH_01_easy, the correlation between the inlier
coverage uniformity indicator and the failure rate is p = —0.63, and for MH_03_medium, it
is p =—-0.67. The local redundancy index RI, in contrast, shows mostly positive correlations
with the error measures, consistent with the negative effect of local inlier clustering. For
some sequences in this group, a pronounced relationship is also observed between the
parallax indicator Pscore and the normalized relative translational error RPEnom; in particular,
for MH_03_medium, the correlation is p = —0.97.

For the Vicon Room sequences, the strongest and most stable relationship with
translational errors is most often observed with the parallax indicator, underscoring the
importance of motion observability under these conditions. For example, for
V1_02_medium, the correlation between the parallax indicator and the normalized relative
translational error is p = —=0.91, and for V1_03_difficult, it is p = —0.74. At the same time,
the inlier coverage uniformity indicator remains substantially related to odometry stability;
in particular, for V1_03_difficult, its correlation with the failure rate is p =-0.79. Other
metrics, including the correct cheirality ratio, the inlier structural consistency indicator SCS,
and the penalized integral quality indicator Qpen, exhibit a less homogeneous pattern,
indicating stronger dependence on the specific scenario.

Thus, the matrices for the individual sequences confirm that no single partial metric
serves as a universal predictor of trajectory error. The most informative indicators for
explaining changes in odometry quality were the inlier coverage uniformity indicator, the
parallax indicator, and the normalized local redundancy indicator. The correlations
themselves should be interpreted as indicators of a monotonic relationship rather than as
direct evidence of causality.

The obtained results showed that different groups of metrics emphasize different
aspects of the suitability of local features for the monocular visual odometry task. This is
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especially evident in cases where a method exhibits strong spatial characteristics but lacks
the same level of geometric reliability. In particular, SuperPoint proved to be one of the best
methods in terms of coverage, uniformity and local redundancy. Yet its advantage was not
preserved in the geometric metrics and the penalized integral indicator. This result indicates
that good spatial coverage alone does not guarantee the best suitability for motion estimation.

In contrast, SURF was not always the unconditional leader across all individual partial
metrics, yet it demonstrated the most stable balance among geometric consistency,
structural correspondence, and integral assessment. This provides grounds for considering
the balance of characteristics to be a more important property for practical use in VO than
the maximization of any single criterion. In this sense, the results confirm that evaluating
local features in visual odometry tasks should be based not on a single “best” indicator but
on a set of complementary criteria.

At the same time, the correlation analysis showed that the informativeness of the
partial metrics regarding odometry quality varies with the sequence type. In some scenes,
uniform inlier coverage is more important, whereas in others, motion-observability
characteristics are more informative. This means that there is no simple universal
relationship between local feature quality and the final trajectory error. Such heterogeneity
further confirms the relevance of a comprehensive evaluation approach that considers
different metrics jointly. At the same time, the integral indicator is used as a means of
generalized ranking rather than as a direct replacement for trajectory-based metrics.

CONCLUSION

This study presents a comprehensive investigation of local feature quality in
monocular visual odometry using a combination of geometric, spatial-structural, and
integral indicators. The performed analysis showed that no single metric is sufficient for a
complete characterization of detector suitability for the VO task, since different indicators
reflect different aspects of correspondence quality. According to geometric metrics, the
best results were achieved by AKAZE, SURF, and partially by SIFT. In contrast, in terms
of spatial-structural indicators, SuperPoint showed an advantage in inlier coverage
uniformity and local redundancy, while SURF was superior in structural consistency.

It was shown that, as the number of keypoints increases, the results for most methods
initially improve, but then often reach a saturation regime and in some cases even
deteriorate. This indicates that the practical effectiveness of a detector is determined not
only by the number of detected features, but also by their informativeness, spatial
distribution, and ability to form geometrically valid correspondences. It was established that
SUREF is the most balanced method in the conducted experiments, as it consistently ranks
among the leaders across different partial criteria and attains the highest values of the
penalized integral quality indicator. AKAZE and KAZE formed a strong second group,
whereas ORB showed the weakest results in most cases, both for the partial metrics and
for the integral assessment.

The correlation analysis showed that the relationship between the partial metrics and
the odometry quality indicators varies across sequences. For the Machine Hall group, the
most informative indicator was the uniformity of inlier coverage. In contrast, for the Vicon
Room group, the strongest relationship with translational errors was demonstrated by the
parallax indicator. This confirms that no single metric can be regarded as a universal
indicator of VO quality for all scene types, and that the integral approach is an appropriate
means of multicriteria generalization and ranking.

Thus, the proposed approach to the spatial-geometric evaluation of local features
enables not only comparison of methods but also explanation of their respective strengths
and weaknesses in the context of visual odometry. The practical value of the obtained
results lies in the ability to make a well-grounded detector choice based on the
requirements of a particular application and the observation conditions.
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Prospects for further research are associated with the use of other types of datasets,
in particular those with more pronounced variations in illumination, texture, scene
dynamics, and motion scale. It is also advisable to further investigate the behavior of the
proposed indicators in combination with modern neural network-based detectors and
descriptors, and to verify their suitability not only for monocular visual odometry but also for
a broader range of tasks, including SLAM. A separate direction for future work will be to
improve the integral indicator by adaptively adjusting the weighting coefficients based on
the scene type.
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NPOCTOPOBO-FTEOMETPUYHE OLIHIOBAHHSA NOKANbHUX O3HAK Y
MOHOKYNSAPHIN BI3YAIIbHIM OOOMETPIi

AHApili ®ecrok* DO, IOpiti ®ypzana O

Kagpedpa onmoenekmpoHiku ma iHgbopmauitiHux mexHoroaiti
JibsiecbKuli HayioHanbHUl yHieepcumem iMeHi IsaHa ®paHka,
8yn. [ipazomaHosa 50, 79005 Jibeie, YkpaiHa

AHOTALIA

Bctyn. MoHokynsipHa BidyanbHa ogomeTpisa (BO) € BaxnvMBMM KOMMOHEHTOM CUCTEM
Bi3yanbHOi HaBirauii, O4HaKk il TOYHICTb 3aNeXUTb Bif SKOCTi NOKaNbHUX 03HAK i MiXkKkagpoBUx
BignosigHocTen. Y 3agadvi BO BaxnvBuMU € He nuLie reoMeTpuyHa Y3romKeHiCcTb, a 1
CrnoCTepexXyBaHICTb pyxy, dis3nyHa KOPEKTHICTb BiAHOBNEHOI KOHirypadii Ta npocTopoBo-
CTPYKTYpHi BRacTMBOCTI nokanbHUX O3Hak. MeTow poboTU € KOMMMeKCHe OLiHIOBaHHS
METOLIB BUSIBINIEHHSI Ta ONMUCY OCOBMBMX TOYOK Y MOHOKYISIPHIN BidyanbHin ogomeTpil.

Matepianu Tta metoamu. [ocnigxeHHs npoBedeHo Ha Habopi gaHux EuRoC MAV.
MpoananisoBaHo meTtoan ORB, BRISK, AKAZE, KAZE, SIFT, SURF Ta SuperPoint 3a
KinbKkocTi krtovoBmx Toyok Big 200 go 1000. OujiHioBaHHA pyxy BMKOHYBarocs Ha OCHOBI
icTOTHOT MaTpuui 3 BUkopucTaHHsaM dinbtpa USAC_FAST, meTtoay recoverPose, nepesipku
MiHiIManbHOro napanakcy Ta NPOCTOPOBO KEPOBAHOIO BiAOOPY KIMHOYOBUX TOYOK. TOYHICTb
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BiJHOBIEHOI TpaekTopii ouiHtoBann 3a meTpukamm APE Ta RPE. [ns aHanidy akocTi
NoKarnbHUX O3HaK i Bi4NOBIQHOCTEWN BMKOPUCTOBYBANM reOMETPUYHY CKIagoBy, MOKa3HUK
napanakcy, 4YacTKy KOPEeKTHOI XipanbHOCTi, a TaKoX MEeTPUKM PiBHOMIPHOCTI MOKPUTTS
0COGNMBUMW TOYKaMW, FOKanNbHOI HaAMULLKOBOCTI Ta CTPYKTYPHOI Yy3romkeHocTi. [ns
y3aranbHeHHs1 pe3yrnbTaTiB 3aCTOCOBAHO iHTerparnbHWA NOKA3HMK SKOCTI.

PesynbTtatn. NeomeTpuyHi MeTpukn Hanyactiwe BuainsiotTe anroputmn AKAZE Ta
SUREF, Togi sik 3a NpOCTOPOBMMUY XapakTepUCTMKaMM CUIbHI No3uLii mae metog SuperPoint.
3a noKasHMKOM CTPYKTYPHOI Y3ro[pKeHOCTi BiAMOBIAHOCTEN HaMWKpalli pe3ynbTaTtu
ctabinbHo gemoHcTpye anroputm SURF. 3i 36inblUIEHHAM KiNbKOCTI KIFOYOBUX TOYOK OIS
GiNbLIOCTI METOAIB CNOCTEPIraeTbCs NOYaTKOBE MOKPALLEHHS pe3ynbTaTiB i3 nofanblumm
HacWM4eHHAM, a B AesiKMX BUMagkax — MOFpLIEHHs OKpeMMUX XapakTepucTuk. Hanbinbiu
36anaHcoBaHVM METOAOM 3a CyKymnHicTio kputepiiB Bussnesca SURF, Toai sk anroputm ORB
y 6inbliocTi BMNaakiB NpoAeMOHCTPYBaB Havcnablwi pesynbtatv. Kopensauiiiui aHanis
nokasas, L0 iH(POPMaTUBHICTb METPUK 3aneXuTb Bif TUNY NOCNIAOBHOCTI.

BucHoBkn. 3anponoHoBaHWi nigxig nNiaTBepamB AOUINbHICTL GaraTokpuTepianbHOro
OLiHIOBaHHS NOKanbHUX O3HaK Y MOHOKYMAPHIN BidyanbHii ogomeTpil. MokasaHo, wo xogHa
oKpema MeTpuKa He € yHiBepcanbHOI AMs BCiX TUMIB CLEH, TOAi SK iHTerpanbHUin NokasHuK
[O3BOMSE y3aranbHUTWM Pi3HI acnekTu $KOCTi Ta BUKOHyBaTuM Oinblw o6rpyHTOBaHe
paHXyBaHHSA MeToZiB.

Knro4oei croga: MOHOKyNsipHa BidyanbHa OOOMETPIS, BUSBMEHHS KITHOYOBMX TOYOK,
3icTaBneHHa 300paxeHb, OUIHIOBaHHSA pyXy, rMuboke HaBYaHHHA, HEWpPOHHI
Mepexi.
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ABSTRACT

Background. Auto-guidance for unmanned aerial vehicles (UAVs) requires reliable real-
time target tracking on resource-constrained onboard hardware. Modern state-of-the-art
CNN-based and Transformer-based deep trackers provide strong accuracy but are often too
slow and computationally expensive for continuous deployment on edge devices. In
contrast, lightweight correlation-filter trackers run at high frame rates but can easily drift or
lose the target because of occlusions or fast maneuvers. This robustness—efficiency trade-
off (edge Al paradox) motivates adaptive strategies that balance accuracy, speed, and
resource usage while preserving compute headroom for other onboard tasks.

Materials and methods. We propose an entropy-guided tracker switching method that
combines a lightweight kernelized correlation filter (KCF) tracker augmented with Kalman
motion prediction and a more accurate Siamese deep tracker. A motion-entropy scheduler
quantifies the unpredictability of target motion using a normalized Shannon entropy over
recent orientation changes. To avoid reacting to transient spikes, the entropy is
exponentially smoothed, and threshold rules (with hysteresis) determine when KCF is
sufficient and when to activate the deep tracker.

Results and Discussion. Experiments on UAV benchmarks (UAV123, OTB100) show
that the hybrid tracker improves success AUC by ~10% over KCF and reaches about 70%
of a Transformer tracker’'s AUC while running 1.5-3x faster than always-on deep tracking.
The switcher invokes the deep tracker only during difficult intervals, sustaining real-time
operation (~100 FPS) and reducing average computation to =0.6 GFLOPs per frame versus
=~1-4 GFLOPs for purely deep tracking.

Conclusion. The proposed motion-entropy scheduler enables an adaptive trade-off
between efficiency, speed, and accuracy. It maintains high tracking precision during target
maneuvers and occlusions by temporarily switching to a robust tracker yet saves
computational load during steady-motion periods. This framework offers a practical solution
for high-performance UAV tracking on the edge, while leaving resource headroom to apply
other improvement techniques.

Keywords: object tracking; correlation filters; Siamese network; motion entropy; hybrid
tracker; edge computing.

INTRODUCTION

Real-time target tracking by unmanned aerial vehicles (UAVs) demands both high
accuracy and high efficiency. UAV onboard computers have limited processing power and
energy yet must handle fast-moving targets and complex backgrounds. This creates a
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trade-off often termed an edge Al paradox, where achieving high accuracy with a deep
neural model conflicts with strict resource and real-time constraints [1].

On one hand, modern deep trackers (e.g., using Siamese networks or transformers)
can achieve excellent accuracy on benchmarks, but their high computational cost makes
real-time deployment challenging without powerful hardware. Recent transformer-based
trackers such as TransT [2] provide strong accuracy, but their computational cost can still
be challenging on resource-constrained UAV platforms; lightweight UAV-oriented trackers
(e.g., MobileTrack [3]) were designed for high-speed deployment, which still use too many
resources.

On the other hand, classical lightweight trackers like those based on correlation filters
run at hundreds of frames per second on CPU, but tend to lose the target during occlusions,
rapid appearance changes, or unexpected maneuvers [4, 5]. Ensuring accurate tracking
despite such challenges while staying within the computational constraints is a key problem
in UAV tracking.

Several factors make UAV tracking particularly difficult. The UAV’s moving camera
leads to a wide field of view with many distractors (e.g., ground clutter, other objects) and
frequent viewpoint changes. Targets often occupy a small image region and can undergo
extreme scale changes or become fully occluded by obstacles. Furthermore, wind or
platform vibrations introduce motion blur and sudden target displacements [6]. These
conditions can cause a simple tracker to drift off target or fail entirely. For example, a
high-speed correlation filter tracker like KCF (Kernelized Correlation Filter) excels in
nominal conditions with its Fast Fourier Transform (FFT) based template matching [4], but
under occlusion or background confusion, it can quickly degrade [7]. Once the target is lost,
a naive tracker cannot recover on its own [8]. Recent UAV systems also combine
correlation filters with modern detectors to improve robustness under occlusion and scale
changes [9, 10].

To address these issues, we propose a hybrid tracking architecture that leverages the
complementary strengths of lightweight correlation-filter trackers and resource-intensive
trackers. The core idea is to run a fast tracker most of the time and only switch to a
computationally intensive but more robust one when necessary. Our framework uses KCF
as a lightweight correlation-filter tracker for its real-time speed, augmented with a Kalman
filter to predict target motion and smoothly update the region of interest (ROI). KCF’s speed
and good performance on stable motion make it a strong baseline [4]. However, when the
target’s motion becomes erratic, or the scene changes in a way likely to confuse KCF, we
temporarily hand off to a resource-intensive tracker based on a Siamese neural network.
The resource-intensive tracker (in our case, a variant of a MobileTrack Siamese model) is
more computationally intensive but can handle significant appearance change and
re-detect the object if it disappears and reappears. By combining these, we aim for “the
best of both worlds”: the efficiency of KCF during easy intervals and the resilience of a deep
tracker during hard intervals.

A novel aspect of our approach is the motion entropy scheduler that decides when
to switch between trackers. Instead of relying solely on the short-term tracker’s internal
confidence (e.g., correlation response strength via average peak-to-correlation energy
(APCE) to detect failure [11, 12]) or activating the resource-intensive tracker on a fixed
periodic verification trigger (e.g., every t frames) [13], we quantify the unpredictability of
the target’s recent motion using an entropy measure. Intuitively, when the target moves
in a steady, predictable manner, a lightweight correlation-filter tracker should suffice. But
when the motion is highly irregular or complex (high entropy), it likely foreshadows
situations that could confuse the lightweight correlation-filter tracker (such as abrupt
maneuvers or interacting objects). In those moments, engaging the more powerful
resource-intensive tracker can prevent tracking loss. Our scheduler computes the
Shannon entropy [14] of the target’'s motion orientation distribution and uses it as a
switching signal. We introduce a Kalman-filtered motion model to estimate the target
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trajectory and compute entropy in real time. High entropy values trigger a switch to the
deep tracker, while low entropy allows a switch back to the fast tracker, with hysteresis
to avoid rapid oscillations.

In addition, to explicitly handle UAV camera shake (that can cause constantly high
entropy), we introduce a measure of residual flow. Intuitively, we first estimate the
“smooth” global motion of the frame that corresponds to the drone’s overall movement
(for example, a rotation or steady flight), and then we look at the residual flow — the
remaining pixel motion after subtracting this global shift. When the drone flies smoothly,
this residual motion is well structured, and its entropy is low. When the platform is shaken
by wind or aggressive maneuvers, the residual flow becomes chaotic, and its entropy
increases sharply. We use this value as part of our frame reliability criteria: if the residual
flow entropy is high, the frame is treated as unreliable, and the tracker skips online those
corrupted frames.

MATERIALS AND METHODS

Physical Meaning and Theoretical Foundation of Motion Entropy

From a physical perspective, entropy is traditionally viewed as a measure of disorder
or statistical uncertainty in a dynamical system. In the context of visual object tracking,
motion entropy serves as a quantitative indicator of the trajectory's dynamical complexity
and the degree of randomness in the target's displacement vector field. When an object
moves uniformly and predictably, its displacement vectors exhibit a high degree of spatial
correlation (concentrated in a narrow orientation sector), corresponding to a state of
minimum entropy. Conversely, the onset of abrupt maneuvers, occlusions, or background
clutter causes the motion vectors to scatter across various directions, sharply increasing
informational uncertainty and, consequently, the entropy value—signaling a transition to
a "chaotic" state. Utilizing entropy as a descriptor allows for the proactive detection of
tracking stability loss, often before the tracking algorithm itself fails due to cumulative
errors [15].

Motion Entropy Estimation

We now describe how we compute the motion entropy that drives the scheduler. The
goal is to produce a scalar H; at each frame t that quantifies the unpredictability or disorder
in the target’s recent motion. Our approach is to analyze the orientation distribution of the
target’s frame-to-frame displacement vectors and compute the Shannon entropy of that
distribution [14].

Firstly, we obtain the target's motion vectors over a short time window. In our
implementation, we use the Kalman filter's estimated velocities as well as optical flow
within the target region to characterize motion. Specifically, between frame t — 1 and ¢,
we take the Kalman-predicted displacement (Ax, Ay) (which is also like the lightweight
correlation-filter tracker's observed displacement if tracking was successful).
Additionally, we compute a sparse optical flow using Shi-Tomasi corners [16] within the
target’s bounding box — this gives us multiple motion vectors v; for different parts of the
target or local background. The collection of motion vectors is then projected to
orientations (angles). We accumulate these angles into a histogram with N bins covering
[0, 2m). Based on prior studies [17], we choose N = 16 orientation bins (each 22.5°
wide), which provide a good balance between resolution and statistical reliability. Let n;
be the count (or sum of weights) of motion vectors falling into the bin k. We weigh each
vector’s contribution by its magnitude, so that larger motions influence the entropy more
than tiny jitter (this is like the motion magnitude weighting proposed by Chen et al. [17]).
After weighing, we compute the probabilities:
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This yields a normalized distribution over orientations.

Shannon Entropy Calculation
The Shannon entropy [14] of the orientation distribution is then:

N
H= —zpk log py.- 2)
j=1

We further normalize this value by the maximum entropy logN (achieved when the
distribution is uniform) to get a normalized entropy:

Hyorm = H/log N, (3)

so that it lies between 0 and 1. In this normalized scale, H,om~0 means all motion
vectors point to the same direction (perfectly regular motion), while Hporm = 1 means the
motion vectors are uniformly distributed across all directions (completely random or
highly complex motion). We found this normalization helpful for defining general
thresholds that transfer across scenarios. We maintain a smoothed entropy value and
update it recursively:

Ho =B -Hey+ Q=) Hoomy, (4)

where § € [0,1) is a smoothing factor (we used § = 0.8 so that the entropy effectively
averages over the last few frames). This smoothing dampens transient spikes in entropy
and captures the general trend of motion complexity. A sudden one-frame orientation
change won'’t immediately flip the scheduler, unless it persists or continues chaotic. The
choice 8 can be adjusted; a higher [ (closer to 1) value means slower adaptation (more
inertia in the decision), and a lower B value responds quicker but potentially more
oversensitive.

Magnitude Thresholding and Residual Flow

We ignore very small motions when computing entropy. If the target moved less than
a few pixels (below a threshold) in a frame, we do not treat that as a meaningful motion
direction. In practice, if the displacement magnitude of a vector is below, say, 1 pixel
(accounting for noise or static target), we exclude it from the orientation histogram. If all
motion vectors in a frame are below this threshold (target basically stationary), we define
entropy as H; = 0 by default — there is no unpredictability in not moving. This prevents
random orientation values due to noise from artificially inflating entropy when the target is
actually static.

In UAV footage, a large portion of the optical flow is caused by the camera itself
(translation, yaw, small vibrations), so entropy computed directly from raw vectors may
reflect platform motion rather than target dynamics. To isolate the target, we first estimate
a dominant global motion field from background feature tracks outside the target box. We
then subtract this global component from each motion vector inside the target region and
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build the orientation histogram from the remaining residual vectors. In parallel, we compute
an entropy value for the global flow field; subtracting this baseline from the target-region
entropy yields a relative residual-flow entropy that stays low during smooth flight but rises
when local motion becomes inconsistent (abrupt maneuvers, partial occlusion, distractors).
The resulting value is clipped to the normalized range and used as a frame-reliability cue
(e.g., to avoid updating the low-cost tracker during camera shake).

After these steps, we obtain the smoothed motion entropy H; for each frame. This
value will be used by the scheduler logic. We determine two key hyperparameters related
to H: a high threshold Tj;4, for switching to the resource-intensive tracker, and a low

threshold Tj,,, for switching back to the lightweight correlation-filter tracker. Additionally,
we set a cooldown interval to avoid switching too frequently (even with hysteresis, we
impose that once a switch occurs, the system waits at least e.g., 5 frames before another
switch).

Entropy-Guided Scheduler Logic

With the smoothed entropy signal H, in hand, the scheduler applies a hysteresis rule
to decide the tracker mode. We maintain a binary mode state in [Lightweight tracker,
High-accuracy tracker], indicating which tracker is currently in control of the target output.
The state transition logic is:

Lightweight correlation-filter tracker mode (normal): Remain in lightweight corre-
lation-filter tracker mode as long as H, < T. If the condition A, > T is sustained for a
certain period (we require it to be above for at least 5 consecutive frames to avoid jitter
trigger), then transition to deep neural tracker mode. When transitioning, signal the deep
neural tracker to start tracking from the current frame t onward. We also optionally take
the current KCF state (position, size) and refine it with the deep neural tracker
immediately to avoid any one-frame delay. In practice, we run the deep neural tracker on
the same frame t as soon as the decision is made, so we get the benefit of the deep
tracker without waiting for the next frame. The mode switch triggers a reset of the
cooldown timer.

Resource-intensive tracker mode (robust): Remain in resource-intensive tracker mode
if Ht > T the condition is true continuously for a short window (again, we use a 5-frame
confirmation), then transition back to lightweight correlation-filter tracker mode. Upon
transitioning, we reinitialize or update the lightweight correlation-filter tracker with the
resource-intensive tracker’s latest bounding box. Specifically, we re-center KCF'’s filter on
the resource-intensive tracker position and if possible, update its appearance model with
the current frame’s target patch (to catch up any appearance changes that happened
during resource-intensive tracker mode). After that, the resource-intensive tracker is put on
standby (it may stop running to save computation). The mode switch also resets the
cooldown if motion entropy drops below Tj,,,,

The hysteresis ensures that once we switch to a deep neural tracker due to high
entropy, we don’t immediately flip back to a lightweight tracker at the first moment entropy
dips, which could be an outlier. Likewise, after switching back to the lightweight tracker, we
require a significant entropy rise to switch again. We set Tp;4p, > Tj, it sO there is a clear
gap. In our default, 0.65 vs 0.50 (see Table 1), which worked well. The cooldown of 5
frames added a further guard: for example, if entropy oscillates around 0.6, the system
might switch to deep neural tracker at 0.65, then entropy dips to 0.6 (still above 0.5, so it
stays deep neural tracker), then maybe rises again — the cooldown ensures we don’t switch
off deep neural tracker too quickly and then on again. Essentially, once a deep neural
tracker is engaged, we want to stick with it for a reasonable duration (at least a few frames)
to see through the turbulent period.
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Table 1. Entropy-related parameters.

Value L
Parameter Symbol (default) Description
Orientation histogram N 16 Number of bins for motion
bins direction (0-360°).
Smoothing factor B 0.8 Exponential smoothing weight for H;.

Threshold to trigger the switch to the
High entropy threshold Thign 0.65 high-accuracy tracker
(dimensionless, between 0 and 1).

Threshold to trigger the switch back to

Low entropy threshold Tiow 0.50 the Iightgvgeight tracker.

Motion ignore
threshold

Motions below this pixel magnitude are

- I pxfframe =y ted as zero motion (noise filter).

Minimum number of frames to wait
- 5 frames after a switch before another
switch is allowed.

Switch frames
threshold

While in lightweight correlation-filter tracker mode, the resource-intensive tracker
could either be completely off or running at a low frequency. In our implementation, we
opted to run the resource-intensive tracker at a very low frequency (e.g., once every 10
frames) even in lightweight correlation-filter tracker mode, just to maintain an updated idea
of the target’s appearance in case it has changed significantly. This is not strictly necessary;
one could turn off the resource-intensive tracker entirely to save power and only initialize it
when needed (incurring a small initiation cost). We found the overhead of running it
occasionally was minimal, and it provided a slight safety net (if KCF was close to failure,
the resource-intensive tracker might already be able to pick up immediately). However, for
simplicity, one can imagine the resource-intensive tracker is effectively off during
lightweight correlation-filter tracker mode.

Conversely, while in resource-intensive tracker mode, we often still run the lightweight
correlation-filter tracker in the background. The lightweight correlation-filter tracker might
fail during this period (since presumably entropy was high for a reason), but we let it
continue updating with the Kalman predictions and occasional corrections from
resource-intensive tracker output. The benefit is that when we switch back to the lightweight
correlation-filter tracker, it can resume without a full re-initialization from scratch. In some
cases, if the lightweight correlation-filter tracker completely lost the target during
resource-intensive tracker mode (e.g., KCF drifted to background because we stopped
updating it), we simply reinitialize KCF at switch-back time, which is essentially
instantaneous.

Implementation and Platform

We implemented the proposed framework using Python 3.10, and the Siamese
resource-intensive tracker was executed with PyTorch 2.1.0. The experiments were
conducted in the Google Colab virtual environment. Therefore, the reported results should
be interpreted within the context of a simulation-based setup for resource-constrained
UAVs, rather than as an execution on actual onboard drone hardware. The setup reflected
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a lightweight CPU stage (KCF, Kalman prediction, optical flow) and a GPU-accelerated
deep-learning stage, but it did not represent measurements on a specific UAV hardware
platform. The allocated session provided hardware resources roughly equivalent to an Intel
Xeon-class 2 vCPU CPU, an NVIDIA T4 GPU with 16 GB VRAM, and approximately 12.7
GB of RAM. No explicit instruction-set restrictions were applied. The baseline FPS for each
tracker was measured by running it on the entire dataset and averaging the rate. Note that
for the hybrid algorithm, the FPS can vary sequence-to-sequence depending on how often
the resource-intensive tracker is invoked; we report the overall average and discuss the
range. Actual onboard deployment would require additional profiling on the target UAV
platform under its memory and power constraints.

We tuned the hyperparameters (entropy thresholds, etc.) empirically and fixed them
for all results presented. For APCE-Hybrid, we set the APCE threshold analogously to the
entropy-based threshold so that it triggers the resource-intensive tracker under comparable
conditions of tracking difficulty. We calibrated this threshold by identifying APCE values
that consistently decreased shortly before KCF lost the target.

RESULTS AND DISCUSSION

Datasets and Baselines

We evaluate our approach on two standard single-object tracking datasets that include
UAV scenarios and varied difficulties: UAV123 [18] is a UAV-specific benchmark with 123
aerial video sequences (over 110K frames) capturing objects such as cars, boats, and
people from a drone perspective. It includes challenging attributes like fast motion, camera
motion, small objects, and occlusion — reflecting real UAV tracking conditions; OTB100 [19]
is the Object Tracking Benchmark (100 sequences) widely used in tracking literature; it
contains various scenes (not UAV-specific) and provides established evaluation protocols
(success and precision). These two datasets cover a broad spectrum from short-term to
long-term tracking scenarios.

We compare the proposed entropy-hybrid tracker with the following baselines (which
are modern tiny state-of-the-art models to run in real-time on resource-constrained
devices):

1. KCF — the baseline correlation filter tracker without any switching (essentially our

lightweight correlation-filter tracker running alone).

2. MobileTrack — a recent efficient Siamese tracker optimized for UAVs, representing
the state-of-the-art in high-speed tracking (we use an implementation of
MobileTrack for comparisons).

3. TransT — a modern transformer-based tracker [2], representing top-tier accuracy
(albeit at a higher computational cost). TransT does not impose real-time
constraints on our platform but gives an upper bound on accuracy for reference.

4. Fixed periodic trigger — a simple hybrid baseline that activates the deep neural
tracker at a fixed interval (every t frames) regardless of confidence or entropy,
similar to periodic verification strategies used in long-term tracking [13].

5. APCE-Hybrid as an ablative baseline like Cao et al. [9]: this is our implementation
of a tracker that switches between KCF and the Siamese deep neural tracker
based on the APCE threshold (rather than entropy). APCE-Hybrid uses the same
two trackers as our method but triggers the deep neural tracker when KCF’s
normalized response peak drops below a set threshold (indicating low confidence).
This allows us to contrast entropy vs. direct confidence-based switching.

Metrics

We use standard tracking metrics: Success (AUC) and Precision. Success is
measured by the Intersection-over-Union (loU) overlap between the predicted bounding

EnekTtpoHika Ta iHpopmauinHi TexHonorii « 2026 « Bunyck 33 137



Volodymyr Oleksiuk & Serhiy Velhosh

box and ground truth, and the success rate is the fraction of frames where loU exceeds a
threshold. By varying the threshold from 0 to 1, an area under the curve (AUC) score is
computed. We report the AUC as a summary of overall accuracy. Precision is measured
by Center Location Error (CLE): the percentage of frames where the predicted center is
within a certain distance (typically 20 pixels) of the ground truth center [19]. We report the
precision at a 20px threshold, following the OTB100 benchmarking methodology, as well
as the mean CLE. Additionally, since our focus is on real-time performance, we report the
average Frames Per Second (FPS) each tracker runs at (on a given hardware
configuration), and an estimate of computational complexity in FLOPs (floating point
operations per frame). The FLOPs give a hardware-independent measure of efficiency: we
calculate it by summing the major operations of each tracker per frame (for deep trackers,
this includes convolution operations; for KCF, it's negligible). For our hybrid, the effective
FLOPs per frame are lower than those of the deep tracker since the deep component runs
intermittently.

Accuracy and Speed Comparison

Table 2 reports the overall performance of our Entropy-Guided Hybrid tracker against
the baselines on the UAV123 and OTB100 datasets. We list the Success AUC, Precision
(20px), FPS, and average GFLOPs per frame for each method.

Table 2. Performance comparison of the proposed entropy-guided switching
method versus baseline trackers on UAV123 and OTB100.

UAV123 OTB100
Tracker Success Success FPS Flzgl;s
AUC Precision AUC Precision
KCF 0.432 51.7% 0.521 63.4% 160 ~0.02
MobileTrack (2022) 0.690 77.3% 0.617 81.1% 80 ~1.2
TransT (2021) 0.717 81.4% 0.754 85.0% 35 ~8.0

Fixed periodic trigger (2019)  0.555 65.0% 0.582 67.5% 95 ~0.8
APCE Hybrid (2025) 0.573 66.5% 0.590 69.5% 110 ~0.9

Entropy-Hybrid (Ours) 0594  695%  0.601  72.0% 100 ~0.6

Our entropy-hybrid tracker improves substantially over KCF on UAV123, increasing
Success AUC from 0.432 to 0.594 and Precision from 51.7% to 69.5%. Although always-on
deep trackers still lead in pure accuracy (MobileTrack: 0.690 AUC, 77.3% precision;
TransT: 0.717 AUC, 81.4% precision), our hybrid achieves a better efficiency—accuracy
balance, running at 100 FPS with ~0.6 GFLOPs per frame versus 80 FPS / ~1.2 GFLOPs
for MobileTrack and 35 FPS / ~8.0 GFLOPs for TransT.

Compared to the fixed periodic trigger baseline [13], entropy-based switching
yields higher accuracy (0.594 vs 0.555 AUC on UAV123) while also lowering average
compute (~0.6 vs ~0.8 GFLOPs) by avoiding unnecessary deep activations during stable
motion.
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Against APCE-Hybrid, our method gains 0.021 AUC and 3.0 percentage points
precision on UAV123 (0.573—0.594, 66.5%—69.5%) with a notable reduction in average
computation (~0.9—~0.6 GFLOPSs). This supports the idea that motion entropy can trigger
the resource-intensive tracker more proactively than response-peak degradation,
improving continuity before the low-cost tracker drifts.

On OTB100, the entropy hybrid is closed in accuracy to MobileTrack in AUC (0.617
vs 0.601) while keeping a higher frame rate (100 vs 80 FPS). The relative gain over KCF
remains clear (0.521—0.601 AUC), indicating that switching is beneficial beyond
UAV-specific footage, even though OTB sequences often contain longer low-entropy
intervals where the system stays in lightweight mode.

Ablation Analysis

We perform an ablation study to isolate the impact of our entropy-guided switching.
We compare four configurations: (A) KCF-only, (B) deep neural tracker-only (MobileTrack
every frame), (C) APCE-triggered hybrid, and (D) Entropy-triggered hybrid (ours).
Configuration A and B represent the extremes of never switching (always using one
tracker). C and D use the same components but different switching signals.

Table 3 confirms that the switching mechanism is crucial. Either hybrid vastly
outperforms the single trackers, proving the effectiveness of combining trackers.
Between triggers, the entropy-based scheduler provides a better balance, improving
accuracy the most with only minimal overhead. It validates our choice of using motion
entropy as a superior switching signal compared to solely relying on the tracker’s internal
confidence.

Table 3. Ablation of tracker switching strategies on UAV123.

Strategy AUC  Precision Avg FPS Notes
A. KCF-only (no switch) 0.432 51.7% 160 Fast but loses target often.
(Siamese overy frame) 0890 TTA% 80 nteneie.
C. Hybrid (APCE switch) 0573  66.5% 110  Switches on KCF failure

(reactive).

Switches on motion

: . 0
D. Hybrid (Entropy switch) 0.594 69.5% 100 entropy (proactive).

Discussion

The proposed approach demonstrates that an information-theoretic measure like
entropy can be highly useful in a control loop for visual tracking. By focusing on motion
characteristics (which are agnostic to appearance), our scheduler gains a kind of
foresight into tracking difficulty. This is particularly beneficial in UAV scenarios where
camera motion and target motion interplay. For instance, if a drone suddenly turns,
causing the background to shift in a new direction relative to the target, the entropy of
the optical flow in the scene spikes — our system notices this and preemptively bolsters
the tracking with the Siamese network. This behavior is a distinct advantage over reactive
schemes that wait for the primary tracker to fail. In effect, motion entropy serves as a
proxy for “how hard is the target to follow right now,” encapsulating factors like erratic
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target maneuvering or complex background motions. This work suggests that integrating
such high-level cues can make traditional trackers smarter without explicitly training a
switching classifier or network.

Our results demonstrate the trade-off between efficiency and accuracy in edge
deployment. Running a top-tier tracker (TransT) would give the best accuracy, but at an
untenable speed/power cost on UAV hardware. Running a lightweight correlation-filter
tracker (KCF) yields great speed but will miss the target often. By spending computation
only on the hard frames, we allocate resources dynamically where they have the most
impact, achieving an overall efficiency that would be impossible if the resource-intensive
tracker ran uniformly. This is particularly important for UAVs running on battery —
computational load often directly translates to battery drain and flight time limitations. Our
method allows the system to cruise on low power most of the time and only spike usage
occasionally.

While our Kalman filter integration improves short gaps handling, it does introduce
a risk: if the target is fully occluded and the Kalman filter propagates the state without
measurement updates for too long, it can drift off course. In our tests, if the occlusion
lasted beyond about 1 second, the Kalman prediction became unreliable. If the target
reappears far from the predicted spot, KCF might not search far enough to find it. Our
current system mitigates this by relying on the high-accuracy tracker in such cases — the
entropy typically would be high during the occlusion onset (e.g., when the target
disappears behind an object, there is often a flurry of motion edges), triggering the high-
accuracy tracker. The high-accuracy tracker’s larger search window and template
matching can reacquire the target even if it breaks linear motion assumptions. However,
in extreme cases where the target stops moving entirely behind an occluder (zero motion,
so low entropy, and Kalman just coasts), neither tracker may see it until it reappears. If
the reappearance is significantly off the predicted path, our current strategy might not
catch it immediately. This is where integrating a dedicated re-detector (like a YOLO)
could help. In future extensions, we could incorporate a third component: if the target is
not found by either tracker for a certain period, trigger a full-frame detection. This would
handle total failures. The trade-off is the complexity and potential false positives from
detection, so we avoided it in this work.

Introducing entropy shows it works well in our UAV context because it naturally
focuses on residual motion rather than pure camera-induced motion. When the entire
scene moves uniformly (due to drone translation), the optical flow vectors are largely
aligned and have low entropy. In our implementation, we first approximate a dominant
background flow vector in the region and subtract it, computing entropy on the residual flow
field. This step suppresses global jitter and small handshake effects from the UAV device.
But if the motion is globally consistent, KCF (augmented with a Kalman filter applied for
motion prediction) can handle it well. It is the irregular residual motion that causes trouble
(e.g., the target abruptly changing direction or multiple objects crossing paths and
generating flows in different directions), and the entropy metric cleanly reflects that
irregularity.

CONCLUSION

We presented an entropy-guided hybrid tracker for real-time UAV target tracking that
dynamically switches between a fast correlation filter tracker and a deep Siamese tracker.
The central contribution is the introduction of motion entropy as a decision signal to
anticipate tracking difficulty. By measuring the randomness of recent target motion, our
scheduler intelligently allocates computational effort: it keeps the lightweight
correlation-filter tracker in charge during easy, predictable segments. It activates the
resource-intensive tracker during challenging maneuvers or occlusions. This approach
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tackles the edge computing paradox by achieving high accuracy when needed without
continuously running expensive algorithms.

Through experiments on several benchmarks, we demonstrated that our method
delivers a balance of accuracy and efficiency. On UAV123, it improved tracking success
by 0.162 AUC compared to a baseline KCF (0.432—0.594) while maintaining ~100 FPS.
The hybrid also outperformed both a fixed periodic trigger baseline and a purely
confidence-based switching baseline, highlighting the efficacy of the entropy cue. These
results indicate that motion entropy is a practical heuristic for tracker management that
adapts its strategy based on observed dynamics.

In practical terms, our system can extend the deployment of advanced tracking on
resource-limited UAV platforms. A drone using this tracker can handle fast-moving or
erratic targets with accuracy nearly on par with modern deep trackers, yet for much of the
flight, it only expends the computation of a tiny fraction of a deep network. This has direct
implications for onboard energy consumption and responsiveness.

There are several future directions for this work. One is to integrate an object detector
as a fail-safe for prolonged target loss, combining detection with our tracking switcher to
handle complete occlusions or exits from the field of view. Another direction is to make the
entropy scheduler a neural network which can be trained to better determine complex
scenes and further apply self-learning algorithms to improve the model on fly.

In conclusion, entropy-guided tracker switching offers a promising way to satisfy the
competing demands of accuracy and efficiency in UAV target tracking. It uses a broader
principle of adaptive edge Al: using inexpensive computations to decide when to deploy
expensive ones. We believe this paradigm can be applied to many complex problems on
resource-constrained platforms in real-time, enabling smarter and more autonomous
systems without hardware upgrades.
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KEPYBAHHA NEPEMUKAHHAM 3ACOBIB CYNMPOBOAY HA OCHOBI
EHTPOMIMHOIO AHANI3Y ANA BIACTEXEHHSA LINENA BE3NINIOTHUX
NITANbHUX AMNAPATIB Y PEAJIbHOMY YACI
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BcTyn. ABTOMaTn4He HaBeAeHHs 6e3ninoTHUX NiTaneHUX anapaTie NoTpebye HadiiHoOro
cynpoBody Uini B peanbHOMy 4aci Ha ©OopToBOoMy o6nagHaHHi 3 OOMexeHuMn
obuucnioBanbHuMn  pecypcamn. CydacHi 3acobu cynpoBogy Ha OCHOBi  3ropTKOBMX
HENPOHHMX Mepex | TpaHcdopmepiB 3abe3neyyoTb BUCOKY TOYHICTb, OOHaK Ans
Ge3nepepBHOi pobOTM Ha nepudepitHUX NPUCTPOSIX YacTo € HaATo MOBIMbHUMKU Ta
obuucnioBanbHO 3atpaTHMMU. HaTomicTb MeToaM Ha OCHOBI KOpensuinHux inbTpis
NpauoloTh i3 BUCOKOK YacTOTOK KaapiB, ane MoXyTb HakonmyyBaTu noxubky abo BTpavaTtu
Uinb 3a YMOB MNEpPeKpUTTa 4M piskmx MaHeBpiB. Llen komnpomic Mk TO4HicTIO Ta
pecypcoedeKTUBHICTIO (MapagoKC 3aCTOCYBAHHS LUTYYHOrO iHTENEKTy Ha nepudepinHmnx
NpUCTPOSIX) 3yMOBMOE NOTPeby B afanTMBHMX MNiOXO4aX, WO Y3roMKylTb LUBUAKOAIK Ta
BUTpaTW pecypciB i 36epiratoTb 064MCIOBanNbHNUIA peseps Ans iHWux 6opToBux 3agav.

MaTtepianu Ta MeToau. 3anponoHOBaHO MeTOA NepemMukaHHs 3acobiB cynpoBoay Ha
OCHOBI @aHanisy eHTponil, L0 NOEAHYE WBUOKWIA anropuTM Ha OCHOBI KOPEnAUinHNX dinbTpiB
(KCF), ponoBHeHUI NporHo3yBaHHAM pyxy 3a cinsTpom KanmaHa, Ta TOYHILIWMA rMUBUHHMNA
ciamcbknii 3acié cynpoBogy. NMnaHyBanbHWK eHTponii pyXy OUiHE HenepenbavyBaHiCTb
nepemMilLieHHs Lini 3a HOpMOBaHO eHTponieto LLleHHOHa 3MiH opieHTaUii pyxy Ha OCTaHHixX
kagpax. [Ansi 3MeHLUEHHs1 BMMBY KOPOTKOYACHUX CMJIECKiB 3aCTOCOBAHO EKCMOHEHLiNHe
3rnagpKyBaHHs, @ NOPOroBi Npasuna BU3HA4YalTb MOMEHTM, Konn goctatHbo KCF i konm
cnig, akTMByBaTW MUOVMHHWIA MOAYMb.

Pe3ynbTaTtum. lig Yac BunpobyBaHb Ha eTanoHHnx Habopax gaHux UAV123 i OTB100
riGpuaHui nigxia nigemwme success AUC npnbnnsHo Ha 10% nopieHsiHO 3 KCF i npnbnmnaHo
70% Bia Noka3HUKa TpaHchOopMepHOi MoAeni, Mpu LboMy npadutotoun y 1,5-3 pasu wsenalue,
HiXX peXuMm i3 MOCTINHO BBIMKHEHUM FMUOMHHUM MOAYNEM MOAYMb BMUKAETbCA NULIE Y
cKnagHi npomixxkn, 3abesnevytoun 6nmssko 100 kaapis/c Ta cepegHi Butpatn =0,6 GFLOPs
Ha kagp npotn =1—4 GFLOPs ansi cyTo rmubuHHMX Nigxoais.
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ABSTRACT

Background. This paper presents a deep reinforcement learning approach for intelligent
thermal management in embedded electronics, targeting energy-efficient and safe operation
under dynamic workloads. A custom hardware switching circuit based on an NPN transistor
was designed to enable GPIO-driven fan actuation on a resource-constrained platform.

Materials and Methods. A real-time dataset was collected from a Raspberry Pi Zero W,
capturing CPU temperature, usage metrics, and fan states over a 12-hour controlled
experiment. The thermal regulation task was modeled as a Markov Decision Process, and
a Deep Q-Network (DQN) was trained to learn optimal fan activation policies. The trained
model was deployed directly on-device, interfaced with a custom GPIO-controlled fan circuit.
Inference was performed in less than one millisecond per decision step using a lightweight
PyTorch runtime.

Results and Discussion. Evaluation results show that the DQN policy reduced total fan
activation time by 23.2% compared to the rule-based hysteresis baseline, while maintaining
CPU temperature below 60°C for over 99% of the test duration. The trained agent activated
the fan only 23.7% of the time, demonstrating a conservative and energy-aware cooling
strategy. Confusion matrix analysis yielded a precision of 1.000, a recall of 1.000, and an
F1-score of 1.000 across 3442 model-controlled evaluation steps. The model correctly
identified all 22 fan activation events without any false positives or false negatives.
Comparative analysis against nine recent Al-driven approaches showed that the proposed
method achieved an 11.2°C temperature reduction and 36.5% energy savings, while
operating entirely on-device without cloud dependence.

Conclusion. The model exhibited stable reward convergence, accurate action
prediction, and anticipatory control that minimized overheating events. Thermal traces
confirmed smooth transitions and low variance, demonstrating the feasibility of deploying
learning-based thermal policies in real-time edge environments. This work contributes a
practical framework for energy-aware cooling and provides a pathway for adaptive thermal
intelligence in low-resource embedded systems.

Keywords: thermal management, deep reinforcement learning, embedded systems,
Deep Q-Network, energy-efficient cooling, real-time inference.

INTRODUCTION

Modern embedded systems operate under stringent thermal constraints due to
compact form factors, limited airflow, and energy-sensitive components [1]. Excessive heat
buildup in such systems can degrade performance, shorten component lifespan, or cause
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abrupt shutdowns [2]. Traditional thermal regulation strategies, such as threshold-based
fan control or fixed hysteresis loops, often fail to adapt dynamically to varying workload
conditions [3]. With the growing deployment of edge devices in smart homes, robotics, and
autonomous sensors, there is an increasing need for intelligent, data-driven thermal
management that can operate in real time, minimize energy consumption, and prevent
thermal violations [4].

The primary research problem addressed in this work is how to design and deploy an
adaptive thermal control policy that can operate efficiently on a low-power embedded
device while making intelligent fan activation decisions in response to changing thermal
and workload patterns [5].

While existing literature explores heuristic methods, PID controllers, or basic machine
learning regressors for thermal modeling, these approaches are typically reactive, static,
or computationally expensive [6]. They often depend on threshold tuning, lack anticipatory
behavior, and struggle with generalization across different workload regimes [7].
Furthermore, many do not consider deployment feasibility in ultra-low-power systems such
as Raspberry Pi Zero-class hardware.

In this paper, we propose a deep reinforcement learning-based method using a Deep
Q-Network (DQN) to learn an optimal fan control policy from real-time telemetry data. Our
approach captures both thermal state and control history to model state transitions and
minimize cumulative overheating and energy costs. Unlike static rule-based systems, our
trained policy anticipates thermal trends, requires no manual tuning, and runs entirely on-
device with direct GPIO actuation, offering both accuracy and practical deployability.

This study aims to develop and evaluate a real-time, efficient, and generalizable
learning-based thermal management system for embedded edge devices.

Research Obijectives

e To collect and preprocess thermal and performance telemetry from a constrained

embedded platform operating under diverse load conditions

e Totrain a Deep Q-Network for thermal control, optimizing for energy efficiency and

temperature safety

e To deploy and evaluate the trained policy in a live inference environment with

GPIO-based fan control.

The significance of this research lies in its ability to bridge the gap between intelligent
control theory and hardware-level deployment on severely resource-constrained devices
[8]. By utilizing deep reinforcement learning, we enable embedded platforms to self-adapt
their cooling strategies without relying on fixed thresholds or handcrafted rules, offering
greater flexibility and robustness [9]. The approach is especially valuable for applications
in remote environments or autonomous systems where manual tuning and constant
supervision are infeasible [10].

Furthermore, the proposed system contributes to sustainable and energy-conscious
design practices in embedded computing. The reduced actuation frequency directly
translates to lower energy draw and extended hardware lifespan. The methodology also
offers a generalizable framework that can be extended to other forms of embedded
actuation, such as voltage scaling, sleep-state transitions, or multi-component cooling
orchestration.

The remainder of this paper is organized as follows. The methodology section
presents the problem formulation, system design, and network architecture. The dataset
collection, feature engineering, and training process are described in detail. The
deployment and inference section outlines the real-time implementation on Raspberry Pi.
Finally, the results and analysis section evaluates the model’s performance using thermal
metrics, action distributions, and inference traces.
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Literature review

Iranfar et al. [11] proposed a Q-learning-based dynamic thermal manager that
proactively modulates CPU DVFS settings, number of active cores, and chassis fan speeds
to avoid hot spots. Evaluated on a multi-core test chip, their RL policy reduced fan power
by 40% versus a fixed-speed fan baseline (with <1% performance loss) and improved
performance up to 19% under equal fan power compared to a state-of-the-art heuristic.
This work demonstrated the feasibility of online RL for joint fan and DVFS control in
MPSoCs, achieving significant cooling energy savings without thermal constraint violations
or throughput penalties.

To manage server CPU temperatures and energy, Lin et al. [12] employ a multi-agent
deep Q-learning approach (named MRDF) that coordinates per-core DVFS and a rack-
level fan controller. Each agent optimizes a local power-performance objective, while a
global reward encourages an overall energy-efficient thermal state. Evaluated on a multi-
core server platform, the MRDF policy jointly tuned core frequencies and fan speeds,
yielding up to 15-22% total energy reduction compared to static cooling provisioning, while
keeping peak CPU temperature within safe limits. Notably, MRDF’s distributed RL scheme
achieved better trade-offs than conventional PID fan controllers or reactive DVFS
governors, illustrating the benefit of Al in holistic server thermal management on resource-
constrained edge servers.

Maity et al. [13] addressed thermal hot-spots in heterogeneous embedded SoCs by
learning dynamic task allocation policies. They use deep reinforcement learning to reassign
workloads between ARM CPU cores and an NVIDIA GPU such that temperature thresholds
are respected. On an NVIDIA Jetson TX2 board (with on-die thermal sensors), their RL
scheduler reduced peak operating temperatures by 10°C compared to the default Linux
scheduler, with minimal performance impact. The agent effectively learned to shift tasks
from overheating cores to cooler ones and modulate core frequencies, outperforming static
scheduling and demonstrating RL’s potential for real-time thermal control in CPU-GPU
embedded systems.

Kim et al. [14] developed zTT, a deep Q-network-based DVFS controller for
smartphones that avoids thermal throttling. The zTT agent jointly adjusts big.LITTLE CPU
and GPU frequencies in an Android device (Google Pixel 3a) to maximize performance
under a 45°C skin-temperature limit. Through extensive training with high-workload mobile
apps, zTT learned to preemptively lower frequencies before thermal limits are reached. In
tests with sustained 3D gaming and vision workloads, zTT maintained 100% of the target
frame rate with zero thermal-induced frequency throttling, whereas the default governor
suffered 20-30% FPS drops after overheating. This RL approach improved user
experience (consistent performance) and energy efficiency on a battery-powered device
by actively managing chip temperatures.

Instead of explicit control of cooling hardware, Zhou et al. [15] explored an Al-driven
workload adaptation strategy to manage device temperature. They propose “Play It Cool,”
which dynamically switches between a “large” and “small” deep learning model on an edge
device based on the device’s thermal headroom. When the CPU nears a throttle
temperature, the system automatically shifts to a lightweight DNN to reduce load and heat
output, returning to the heavy model once temperatures subside. Implemented on a Jetson
TX2 running continuous computer vision inference, this strategy prevented thermal
throttling events entirely — latency remained stable (no sudden spikes) as the method kept
CPU temperature 5-8°C lower than always running the large model.

Tan and Cao [16] integrated Al into real-time scheduling for mobile SoCs that include
dedicated ML accelerators (NPUs). They formulate a thermal-aware scheduling problem
that decides when to execute tasks on the NPU versus the CPU, considering thermal
constraints. Their solution combines a heuristic scheduler with a deep Q-learning agent
(trained offline) that refines task placement decisions to minimize overheating. In
experiments on an octa-core smartphone with an NPU, their method improved sustained
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inference throughput by 10.4% over a temperature-agnostic scheduler. The RL-based
scheduler successfully learned to offload workloads to the cooler NPU when CPU cores
approached critical temperatures, thereby reducing thermal throttling occurrences. This
work highlights the benefit of Al co-design in edge devices — coordinating CPU-NPU usage
to manage thermals while meeting real-time deadlines.

Recent systematic literature reviews have highlighted the growing adoption of Al and
ML techniques across various thermal management applications. Yatskiv and Koman [17]
conducted a comprehensive analysis of 150 studies, demonstrating significant
advancements in predictive modeling, optimization algorithms, and real-time control
systems for thermal management in electronic devices, with particular emphasis on
energy-efficient solutions for data centers and semiconductor devices.

Mohammadi and Beitollahi [18] presented Q-scheduler, which applies deep Q-learning
to schedule real-time tasks in a multi-core embedded CPU while accounting for both
temperature and energy. Their agent, trained via simulations, dispatches incoming tasks to
CPU cores such that core temperatures are balanced and energy usage minimized. In
evaluation on an ARM big.LITTLE processor, Q-scheduler reduced average peak core
temperature by about 12°C compared to Linux’s scheduler and cut energy consumption by
18%. Q-scheduler achieved this by learning to avoid simultaneous high-load on the same
core and by proactively idling cores nearing thermal limits. This demonstrates that even on
constrained embedded CPUs, online RL can effectively manage thermal stress, extending
component lifespan and saving energy.

Focusing on long-term reliability, Yeganeh-Khaksar et al. [19] introduce Ring-DVFS,
a reinforcement learning based DVFS technique that limits thermal cycling in real-time
multi-core systems. Thermal cycling (repetitive heating/cooling) accelerates chip aging.
Ring-DVFS’s RL agent learned voltage-frequency settings that keep core temperatures
stable, avoiding large fluctuations. Implemented within gem5 full-system simulations, the
policy reduced thermal cycling by 32%, leading to an estimated 3% improvement in Mean-
Time-To-Failure of the processor. Notably, performance was not sacrificed — the RL policy
met all real-time deadlines with < 5% overhead. This study showcases Al managing not
just immediate thermal levels but also optimizing for long-term hardware reliability.

Akhsham et al. [20] propose a neural network optimizer for hybrid active cooling,
targeting hot spots in high-power chips with thermoelectric coolers (TECs). They first
developed a model-predictive thermal controller (software optimizer) that dynamically
adjusts the current supplied to TEC modules and the speed of system fans to maintain
target temperatures. Then, a compact neural network was trained to approximate this
controller’s policy, allowing fast run-time decisions suitable for hardware implementation.
The NN-based controller was deployed on an Xilinx FPGA managing a CPU+FPGA system
with on-chip TECs. It achieved similar thermal regulation as the compute-heavy MPC
(maintaining junction temperatures under 70°C) while consuming 45% less power for
cooling than a baseline constant-voltage TEC drive. This demonstrates that a learned
controller can effectively replace complex algorithms, enabling real-time, power-efficient
cooling on embedded platforms with advanced cooling hardware.

Tang and Hong (2025) [21] used reinforcement learning to intelligently migrate tasks
in a Network-on-Chip (NoC) system. Their system monitors temperatures in a 3D chip
(multiple layers of cores) and employs Q-learning to learn migration policies: when a core
in an upper layer (prone to overheating) gets too hot, some of its workload is moved to a
cooler lower-layer core. In simulations with the 3D-ICE thermal model, the RL-based
migration algorithm reduced the average peak temperature by 8.6°C and also equalized
the thermal profile across layers (reducing temperature variance by >50%). This dynamic
approach yielded a more thermally balanced NoC, improving system stability and
performance (the thermal equilibrium led to 7% higher throughput by avoiding throttling). It
highlights how Al can manage complex thermals in 3D integrated architectures by learning
optimal task-to-core mappings beyond what static heuristics can do.
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Kumar and Ghoshal [22] developed a data-driven method to predict and preempt
thermal issues in CPU-GPU devices running OpenCL workloads. They train a regression
model (using gradient-boosted trees) that takes real-time metrics (GPU utilization, power,
etc.) and predicts the optimal CPU frequency that will maintain safe temperature when a
GPU kernel runs. By setting the CPU to that frequency before the GPU kernel executes,
the system avoids generating excess heat. On an ODROID-XU4 embedded board, their
ML-guided DVFS scheme achieved a 12.5°C lower CPU temperature with only 1%
performance loss, compared to the default governor, which often ran CPUs at max
frequency and caused thermal throttling. This predictive approach effectively anticipates
thermal stress and adjusts settings proactively, illustrating the benefit of supervised
learning for thermal management. The model generalized well across various OpenCL
benchmarks, indicating robustness to different workload patterns.

Li et al [23] introduced FiDRL, a flexible invocation deep reinforcement learning
approach for DVFS on embedded CPUs. Unlike continuous control, FiDRL triggers the RL
agent at adaptive intervals (based on workload phases) to decide new CPU frequency
settings. This reduces runtime overhead while still responding to thermal changes. In
experiments on an 8-core Raspberry Pi 4, FiDRL's agent learned to apply lower
frequencies during memory-bound phases (preventing unnecessary heat) and higher
frequencies for short bursts of compute-bound work, balancing performance and
temperature. FiDRL cut energy consumption by 17% relative to a standard on-demand
governor and kept the CPU temperature 5°C cooler on average. This work demonstrates
a practical DRL deployment on a small Linux-based edge device, showing that even with
a limited compute budget, an intelligently invoked RL DVFS policy can yield efficient,
thermal-aware operation.

Liu et al [24] presented a thermal management framework using Model Predictive
Control (MPC) for portable electronics (e.g., laptops) under skin temperature constraints.
They derive a compact thermal RC-network model of a commercial laptop and use MPC to
dynamically adjust the CPU power cap and fan speed such that the chassis (“skin”)
temperature stays below a safe limit (e.g., 45°C) while maximizing performance. In a 15-
minute high-load scenario, their MPC raised average CPU frequency by 15% compared to
the default fan controller, without breaching the skin temperature limit. Across several
workloads, the MPC achieved 10—-20% higher performance index (a weighted throughput
metric) than baseline cooling policies. This demonstrates that advanced control techniques
(coupled with accurate thermal models) can significantly improve user experience (faster
performance) by fully utilizing cooling capacity in real time.

Afaq et al [25] investigated intelligent thermal management for mobile robots operating
in extreme temperatures (sub-zero climates). They design a Fuzzy Logic Control system
that governs a robot’s internal heaters and dual cooling fans based on temperature sensor
readings and set-point goals. The fuzzy controller uses if-then rules (expert knowledge) to
decide heater power levels and fan ON/OFF states, aiming to minimize power usage while
maintaining electronics within an acceptable range. Simulation using Ansys Fluent showed
the fuzzy controller could warm up the robot’s internal components from —40°C to 8°C in
80 seconds with minimal overshoot, using at most 10W per heater and keeping fans at low
speed. Compared to a conventional on/off thermostat, the fuzzy approach achieved the
target temperature with 22% less energy by smoothly modulating heating power. This rule-
based Al method is lightweight and effective, suitable for resource-constrained robotic
systems requiring reliable thermal control.

The approach of real-time calibration and adaptive parameter adjustment has been
successfully demonstrated in other embedded sensor applications. Dzundza et al. [26]
developed a biomedical monitoring system that dynamically adjusts empirical calibration
curves stored in device memory based on real-time reference data, improving accuracy
and adapting to individual system characteristics. Their methodology of combining on-
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device data processing with adaptive calibration provides a framework that could enhance
the robustness of thermal management policies in varying environmental conditions.

Ahmadi et al [27] introduce EdgeEngine, a thermal-aware resource manager for edge
Al platforms (tested on NVIDIA Jetson TX2) that combines learning-based optimization with
DVFS control. EdgeEngine monitors both workload deadlines and board temperature, and
uses a reinforcement learning agent to adjust CPU/GPU frequencies to meet performance
constraints without overheating. It also accounts for ambient temperature changes —
something prior frameworks ignored — by retraining its policy under different environmental
conditions. In evaluations under varying ambient temperatures (20—-40°C), EdgeEngine
maintained task deadlines 100% of the time while achieving up to 29% lower energy
consumption and 41% fewer thermal limit violations than a baseline Linux governor.

Zhang et al [28] proposed DVFO, a deep reinforcement learning framework that jointly
optimizes DVFS on an edge device and task offloading to the cloud. The goal is to minimize
the edge device’s energy and temperature while meeting latency constraints. DVFO’s
agent, trained using a concurrent DQN approach, decides at runtime which DNN inference
tasks to offload (versus run locally) and what frequency to run the edge CPU/GPU at.
Tested on a Jetson Nano executing image recognition tasks, DVFO reduced edge energy
usage by 33% on average and lowered chip temperature by 8—10°C, all while reducing
end-to-end latency by up to 28% under good network conditions. It learned to offload heavy
tasks when the edge began to overheat, or the battery was low, and to rein in DVFS
aggressively during those offloads to cool down.

Q. Zhang et al [29] apply deep reinforcement learning to HVAC cooling systems in
data centers. They use a multi-modal deep RL agent that takes in server rack inlet
temperatures and IT load metrics, and outputs control actions for CRAC (air conditioning)
set-points and CRAH fan speeds. Trained on a simulation calibrated to a real data center,
the DRL policy learned nuanced cooling adjustments (e.g. increasing chilled water flow to
specific CRAC units during peak local load) that a conventional PID loop could not. When
deployed in a 10-rack laboratory data center, their RL controller reduced total cooling power
by 19.4% and maintained server inlet temperatures <27°C (complying with ASHRAE
guidelines), whereas a static set-point baseline occasionally led to hotspots or wasted
energy. This study, though in a data center context, exemplifies how Al-based thermal
management can outperform human-designed cooling strategies, especially as systems
scale in complexity. The techniques (learning from historical sensor data and simulations)
are transferable to smaller embedded clusters or edge micro-datacenters for efficient real-
time cooling control.

MATERIALS AND METHODS

The proposed methodology integrates real-time thermal telemetry with deep
reinforcement learning to enable intelligent fan control on embedded hardware. First, a
Raspberry Pi Zero W collects second-by-second system metrics — such as CPU
temperature, usage, load averages, and process states — while running under controlled
workload phases. These data are preprocessed into Markov Decision Process (MDP)
tuples (s, a;, 1, Sg4+1)and used to train a DQN that learns optimal fan activation strategies.
The learning objective is to minimize overheating and energy consumption by penalizing
high temperatures and excessive fan usage. Once trained, the model is exported and
deployed on the device, where it infers actions in real time using the most recent state. Fan
control is actuated via GPIO pins, with inference executed in under 1 millisecond per step.
The system dynamically adjusts to varying thermal loads without predefined thresholds or
cloud reliance, enabling efficient, low-latency thermal regulation entirely on-device. Fig. 1
presents a top-down overview of the proposed DQN-based thermal management system.
The flowchart captures the full pipeline, from telemetry collection and training to on-device
inference and GPIO-based fan control.
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Fig. 1. System architecture: training phase (workstation) and inference phase (Raspberry Pi).

Problem Formulation

The central challenge addressed in this study is predictive thermal management in
embedded electronics using intelligent decision-making. Specifically, we aim to maintain
the CPU temperature of a Raspberry Pi Zero W within a safe operational range while
minimizing the energy consumed by the cooling mechanism. This is achieved by modeling
the problem as a Markov Decision Process (MDP), defined as M = (S, A,T,R,y), where
S represents the state space,A the action space, T the state transition dynamics, R the
reward function, and y € [0,1) the discount factor.

The system state at time t is defined as s; = [T}, A;—1], where T; is the CPU
temperature and A;_ is the previous fan action. The policy (s) maps each state to an
action a € {0,1}, where 0 represents fan OFF, and 1 represents fan ON. The goal is to
learn an optimal policy * that minimizes overheating while reducing energy consumption.

Dataset Description

A comprehensive real-time dataset was collected from a Raspberry Pi Zero W over
an approximately twelve-hour period, during which the device underwent synthetically
induced CPU workloads to emulate realistic thermal conditions. The workload alternated
every twenty minutes between low, medium, and high stress levels using controlled Python
scripts that executed arithmetic loops, RAM allocation, and cryptographic operations to
induce variable heat generation. Each workload phase triggered temperature transitions,
simulating real-world embedded usage scenarios. The complete session captured both
natural cooling and active fan-triggered temperature regulation.

The data was logged at a fixed temporal resolution of one second using Python’s
datetime and psutil modules, with hardware access through vcgencmd to retrieve internal
temperature and clock data. A total of over 40,000 entries were captured, each
corresponding to a timestamped snapshot of the system state. Each row in the dataset
represents a 15-dimensional observation including CPU temperature T;, CPU frequency
ft,» CPU usage percentage u;, RAM usage percentage 1, RAM used in megabytes m,,
disk usage percentage d;, system load averages over 1, 5, and 15 minutes (¢, As¢, A15¢),
the number of active processes p;, total system uptime in seconds U;, CPU governor state
G, a thermal throttling flag 6;, and a target label L; for fan control action.

The temperature ranges observed are categorized into zones: the Optimal Zone spans
T, < 50°C, the Cooling Zone covers 50°C < T; < 60°C, and the Overheating Zone
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includes T; = 60°C. These ranges are critical in defining the fan policy. A hysteresis-based
label logic was applied to the target column L;, where the fan is labeled ON (LOAD) when
the temperature exceeds 55.5°C and labeled OFF (COOLING) when it drops below 52.5°C,

with intermediate values inheriting the previous label to avoid frequent toggling.
A representative subset of the dataset is shown in Table 1, illustrating the transition
from LOAD to COOLING state as the fan activates near the thermal threshold.

Table 1. Example rows from the thermal dataset showing state transitions and label

changes.
Timestamp Temp CPU% RAM(MB) Label
...08:42:34 50.84 100.0 231.50 LOAD
...08:42:35 51.92 100.0 92.17 LOAD
...08:42:36 51.92 100.0 132.84 COOLING
...08:42:37 50.84 100.0 178.00 COOLING
...08:42:38 51.38 100.0 221.59 COOLING

To visualize the thermal behavior and labeling logic, two annotated plots were
generated. Fig. 2(a) shows the full recording session with clear periodic heating and
cooling, while Fig. 2(b) offers a close-up of one hour to highlight fine-grained fan transitions.
These plots color-code temperature zones and mark each fan label transition to
demonstrate how the model will be trained to mimic or improve upon this control logic.
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Fig. 2. Dataset temperature trajectory: (a) full 12-hour recording with LOAD annotations; (b) zoomed one-hour
window showing thermal cycles.
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This dataset provides the temporal resolution, signal diversity, and thermal volatility
required to effectively train a deep reinforcement learning agent to control embedded
cooling proactively and efficiently.

Data Preprocessing and Normalization
Before training, the dataset was cleaned to eliminate corrupted or missing entries.

Formally, we define the filtered dataset as D’ = {x, € D | x, & NaN,~x, € R13}.
Selected features were normalized to the [0,1] range using min-max normalization:

o _ xgi) — min(x(i))
t

"~ max(x®) — min(x®)’

Only two features, the temperature T; and the previous fan action A;_4, were retained
for training the model to reduce dimensionality and simplify the state representation.

This minimal representation was selected to ensure sub-millisecond inference latency
and compatibility with the 512 MB RAM constraint of the Raspberry Pi Zero W. While the
dataset includes 15 telemetry features, prior exploratory analysis revealed that CPU
temperature dominates the thermal regulation decision, and the previous fan action
provides sufficient temporal context for hysteresis avoidance. The impact of incorporating
additional features — such as CPU frequency, load averages, or a temporal window of
recent observations — on the model's generalization capability is discussed in the limitations
section.

Mathematical Foundations and DQN-Based Control System

The foundation of our intelligent fan control system lies in the formal theory of Markov
Decision Processes (MDPs) and the recursive value approximation formalized through the
Bellman equation. The goal is to predict and optimize the behavior of an embedded cooling
system using a learned policy that minimizes long-term thermal and energy costs. In the
context of thermal regulation, the MDP is defined over a state space §, an action space
A = {0,1}, a stochastic transition function 7', a scalar reward function R, and a discount
factor y.

The theoretical backbone is the Bellman value function:

V(s) = mgx[R(s, a) +yV(s)].

This expression defines the optimal value of a state s as the maximum expected
cumulative reward obtainable by choosing the best action a and then continuing optimally
from the resulting next state s’. In our application, the state s is defined as s = [T;, A;_4],
where T; is the current CPU temperature and A; — 1 is the previous fan control decision.
The environment responds to the action a;, either activating or deactivating the fan,
resulting in a transition to a state s;,; with some stochastic change in temperature due to
internal heating or active cooling.

To enable learning of such a policy, we employ a DQN that directly estimates the
optimal action-value function Q*(s, a) instead of the state-value function V(s). The DQN
formulation adapts the Bellman equation into the action space:

Q(s,a) = R(s,a) + y max Q(s',a").
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The function Q(s, a) represents the expected return obtained by executing an action
a in a state s, followed by an optimal policy. In our model, this is interpreted as the value
of activating (or not activating) the fan given the current thermal condition. During training,
the Q-function is approximated by a parameterized neural network Qg, where 8 the
learnable weights are.

The architecture of Qg is a fully connected feedforward network. The input layer has
two neurons representing the normalized current temperature and the last fan state. This
is followed by two hidden layers, each with sixty-four neurons and ReLU activations to
introduce nonlinearity. The final output layer consists of two neurons, representing the Q-
values of the two possible actions a = 0 and a = 1. Formally, the forward pass of the
network is:

Q¢ (s) = Linears[ReLU(Linear,{ReLU[Linear;(s)]}],

where each Linear;(x) = W;x + b; denotes an affine transformation with trainable
weights and biases. This configuration ensures that Q-values are learned as a continuous
function over the input space.

During training, the DQN uses a target network Qg- to improve convergence. The
target value for learning is computed using:

Ye =Tty max Qo-(St+1, @)

The current Q-value is then updated by minimizing the squared temporal difference
error between the predicted and target Q-values:

L(O) = E(st,@ﬁ,rﬁ,sﬂﬂ) [(Yt — Qg (Stf at))z]-

The optimizer used is Adam with a learning rate of 0.001. The target network weights
6~ are synchronized with the main network every 250 steps to ensure a stable learning
trajectory. All training is done using mini-batches of size 32 sampled from a replay buffer
of size 10>, allowing experience reuse and decorrelation between updates.

A critical component of the learning loop is the reward function, which encodes the
operational objectives of thermal safety and energy minimization. The reward at time ¢ is
computed as:

T =—-a- max(O, Tt - Tsafe) - :8 - A,

where Tg,¢. is the predefined thermal threshold (e.g., 55.0°C), a = 0.1 penalizes the extent
to which temperature exceeds safe limits, and B = 0.05 penalizes fan activation
to discourage unnecessary power usage. This reward function exhibits a hybrid structure
that promotes passive cooling when safe, but penalizes delayed or excessive fan
activation. It is asymmetric by design, emphasizing thermal violation as more critical than
energy waste.

This combined framework of theoretical value recursion, DQN-based function
approximation, and a finely tuned reward function enables the agent to gradually learn an
optimal thermal management strategy. The final policy m(s) = arg max Qo (s, a)

determines whether to activate the fan in any given state, accounting for both immediate
thermal risk and long-term energy consequences. The learned policy is later embedded in
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the runtime firmware of the Raspberry Pi to drive GP1O-based fan control decisions in real
time.

At each second, the Raspberry Pi collects real-time telemetry to form the current state
vector s;, feeds it into the trained Deep Q-Network, and selects the action with the highest
predicted Q-value. Based on this decision, the fan is toggled via GPIO to either activate or
remain off, enabling intelligent thermal regulation without fixed thresholds.

Deployment and Inference

Following training on a CUDA-enabled workstation, the optimized Deep Q-Network
model was serialized using PyTorch and saved in the format fan_control. pth. This file was
transferred to the Raspberry Pi Zero W via SCP for deployment. Given the resource
constraints of the embedded platform (512MB RAM, single-core ARMv6 CPU), inference
was executed using the lightweight PyTorch runtime in CPU mode only. All preprocessing
operations, including feature normalization and state vector preparation, were replicated
on-device using NumPy, matching the transformations applied during training to maintain
feature integrity.

At runtime, a background Python daemon reads the real-time CPU temperature every
second using the vcgencmd measure\_temp command. The state vector s, = [T}, A;_1] is
constructed using the current temperature reading and the last fan action stored in memory.
The trained model then performs a forward pass to predict the Q-values for both actions:

a; = arg max Qo (st, a).

The selected action a, is converted into a control signal using the RPi.GPIO library.
GPIO pin 18 (board pin 12) was configured in BCM mode as the digital output line
responsible for toggling the fan control. A high signal (3.3V) enables the fan, while a low
signal disables it.

Due to the limited current sourcing capability of Raspberry Pi GPIO pins (maximum
16mA), a hardware-level switching circuit was implemented to isolate the fan power supply
from the Pi’s control logic. The complete circuit schematic is shown on Fig. 3. The GPIO
pin connects through a current-limiting resistor R1 (chosen between 330Q and 680Q) to
the base of an NPN switching transistor Q1 (2N2222). This transistor acts as a low-side
switch: when the GPIO is high, current flows into the base, saturating the transistor and
completing the path from the fan to ground.

Cooling Fan

+5V
D1 1N4148 01
2N2222
Rl 470 Q
GPIO
(RPi)

Fig. 3. Fan driver circuit for GPIO-based control using a 2N2222 NPN transistor and flyback diode.
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The cooling fan operates at 5V and draws approximately 200mA, which is well within
the switching capability of the 2N2222. A flyback diode D1 (1N4148) is connected in parallel
with the fan, in reverse bias, to suppress the voltage spikes caused by the fan’s inductive
load during switching events. This diode protects the transistor and GPIO circuitry from
back-emf that would otherwise exceed voltage tolerances.

To ensure clean transitions and avoid thermal toggling oscillations, the inference script
includes hysteresis filtering using software-based hold-off timers and logic gates. The fan
state is only updated if the action output differs from the previous state and persists for
more than 2 seconds. Additionally, temperature is logged to a CSV file every second along
with the action taken, enabling post-deployment audit and visualization.

For evaluation, the trained policy was applied to the original 12-hour dataset in replay
mode, substituting the expert label-based fan control with real-time decisions from the
model. Results demonstrated that the model successfully maintained the CPU temperature
within the safe zone (< 55°C) with fewer fan activations compared to the baseline
hysteresis controller. This confirms the effectiveness of the RL-based policy in balancing
cooling responsiveness with energy efficiency in embedded environments.

Evaluation Metrics

To assess the model, several metrics are used. These include the average and
variance of CPU temperature T, the number of overheating incidents defined by T; > T,
the total duration of fan activation, and the classification accuracy of the learned policy:

n

1
Accuracy = EZ 1 (a?red = a‘tme)_

i=1

These metrics provide a comprehensive evaluation of both thermal safety and energy-
aware control performance.

RESULTS AND DISCUSSION

The results of our thermal management system are evaluated across multiple aspects,
including reward progression during training, action distribution, policy accuracy, and
thermal stability. This section incorporates eight figures and provides detailed reasoning
for each observed pattern. Each sub-section further expands the underlying dynamics of
learning, inference, and thermal response.

The training process was monitored across 100 episodes. Fig. 4(a) shows the
episode-wise total reward. We observe steep initial improvements in reward, rising from
under -20000 to near-zero within the first 10 episodes. This is indicative of the agent rapidly
learning to avoid high penalties associated with overheating and unnecessary fan usage.
Early in training, the Q-network initializes with random weights, resulting in exploration-
heavy decisions. As the replay buffer begins to accumulate more representative transitions,
the agent’s value estimates improve, and more optimal policies emerge.

However, between episodes 50 and 65, the model encountered instability, likely due
to over-exploration, stale transitions in the replay buffer, or inappropriate learning rate
magnitude. These episodes exhibit sharp drops in reward, sometimes falling below -6000.
It is plausible that the agent overfitted to a specific transition pattern or encountered rare
trajectories that led to highly penalized states. To mitigate this, we implemented target
network synchronization and periodically flushed the replay buffer. After these adjustments,
the reward trend recovers and stabilizes.

This is further confirmed in Fig. 4(b), which plots the 10-episode moving average. The
smoothed curve indicates recovery and gradual convergence after episode 65, aligning
with our target reward margin. These oscillations are expected in DQN setups where the
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Fig. 4. Training reward progression: (a) total reward per episode; (b) 10-episode moving average.

exploration-exploitation trade-off is not annealed aggressively. Moreover, no experience
replay prioritization was used, which means rare but valuable transitions were not
emphasized during learning.

Fig. 5 displays the action distribution of the final trained policy over episode 99. The
model activates the fan only 23.7% of the time, maintaining a conservative cooling strategy.
The remaining 76.3% corresponds to passive heat dissipation, indicating that the agent
has learned when the fan is unnecessary, thereby reducing energy use.

Fan ON 4 0.6%

Fan OFF + 99.4%

0 20 40 60 80 100
Percentage of Time Steps (%)

Fig. 5. Fan action distribution during on-device evaluation: percentage of time steps with fan ON (0.6%) vs. OFF
(99.4%).

This behavior is highly desirable in embedded electronics where actuation cost is non-
trivial. Unlike rule-based hysteresis controllers, which tend to oscillate frequently around
thresholds, the DQN-based controller demonstrates fewer toggles. The controller
seemingly learns to defer activation until the temperature is predicted to exceed 55°C
shortly thereafter, optimizing fan usage based on anticipated gradients rather than absolute
values.

Moreover, the reduced ON ratio contributes to fan longevity and power conservation,
critical in battery-operated or fan-constrained environments like edge devices or mobile
robotics.
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To assess the inference performance of our trained model, a confusion matrix is
provided in Fig. 6. Out of 662 total samples, the model correctly predicted 560 instances
of the OFF class and 77 instances of the ON class. There were 15 false positives where
the fan was activated unnecessarily, and 10 false negatives where the fan failed to activate
despite the ground truth requiring it. The model achieved a precision of 0.837, a recall of
0.885, and an F1-score of 0.860 for the ON class. These results indicate a balanced and
effective decision policy, achieving both high confidence in OFF-state predictions and
strong responsiveness to overheating events. The minor false activation and suppression
rates may be attributed to noise in temperature fluctuations or close-threshold samples.
Overall, the controller demonstrates reliable thermal management behavior suitable for
embedded real-time deployment.

=

=

- 0

E (0.0%)
2

Z

= 0 22
,3 (0.0%) (0.6%)
<

1 1
Predicted OFF Predicted ON

Fig. 6. Confusion matrix of DQN fan-action predictions during on-device evaluation (cooling phases excluded).
Cell values show count and percentage of total (n = 3442).

It is noteworthy that the model exhibits a bias toward underactivation, possibly driven
by the higher penalty for unnecessary fan usage embedded in the reward function. While
precision is high, recall is modest. In future iterations, reward shaping techniques can be
used to mitigate class imbalance or introduce temperature rise slope features to make
activation more responsive.

Thermal Behavior Under Policy Control

Fig. 7(a) presents the on-device thermal traces under the trained model's control: (a)
full evaluation range and (b) zoomed window around fan activation events under the trained
model's control. The fan triggers were timely, keeping the CPU within optimal bounds.
Compared to the label-based fan control, we observe fewer activations without entering
overheating zones. The stability of cooling episodes suggests the model has learned both
when to act and when to trust passive cooling, especially in post-peak decline phases.

Additionally, the zoomed view in Fig. 7(b) shows the temperature settling patterns.
Instead of abruptly cutting the fan, the model tends to allow extra cooling time. This
anticipatory cooling strategy avoids reactivations and minimizes oscillation.

The full-range thermal traces confirm the policy's stability. The horizontal bands
highlight temperature zones (optimal, cooling, critical). The fan is used mostly in the cooling
band, never allowing CPU temp to cross the critical zone, verifying the safety of the policy.
The safe operation margin, maintained for more than 99% of time steps, confirms the
policy’s reliability in long-term deployment scenarios.
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Fig. 7. On-device thermal traces under trained DQN policy: (a) full evaluation range (3442 steps) with model fan-
ON shading; (b) zoomed window centered on fan activation events.

The results validate that the trained DQN agent can maintain thermal safety while
optimizing energy efficiency. The reward curves confirm stable convergence, action ratios
indicate learned efficiency, and the thermal plots demonstrate the practical viability of
model deployment. Future enhancements may include temporal pattern embeddings,
gradient-based reward shaping, and integration with low-power sleep-state decisions.

Comparative Analysis

This section evaluates the performance and deployment feasibility of our DQN-based
thermal control system against recent Al-driven approaches for embedded thermal
management. Traditional techniques such as fixed-threshold controllers and PID-based
regulation often lack adaptability, particularly under fluctuating workloads and constrained
platforms. Our method departs from these limitations by dynamically learning optimal fan
activation policies directly from telemetry, ensuring real-time decision-making with reduced
actuation overhead.

Table 2 presents a structured comparison with ten representative works. It contrasts
each system based on the target platform, control mechanism, learning paradigm,
achieved thermal reduction, energy savings, and whether the method was deployed fully
on-device.

Our method outperforms existing systems in balancing thermal regulation and energy
efficiency, particularly under constraints imposed by ultra-low-power edge devices.
Compared to [11] and [14], who focus on joint DVFS and fan optimization, our model avoids
the added complexity of voltage scaling and runs efficiently with direct GPIO fan control.
Unlike [13], we do not require heterogeneity in processors (e.g., CPU-GPU migration),
simplifying deployment.
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Table 2. Comparative Analysis

Study Platform Method Learning Type ngg' On-Device
[11] Multi-core SoC Fan + DVFS Q-Learning ~9°C No
: CPU-GPU No
[14] Pixel 3a DVFS DQN throttle Yes
[13] Jetson TX2 Task Migration DRL ~10°C Yes
[18] ARM big.LITTLE Task Scheduler Q-Learning ~12°C Yes
[23] RPi 4 CPU DVFS DRL ~5°C Yes
[15] Jetson TX2 DNN Switch Adaptive Logic 5-8°C Yes
[27] Jetson TX2 DVFS + Policy RL + MPC ~8°C Yes
[28] Jetson Nano DVFS + Offload DQN 8-10°C Yes
[29] Data Center HVAC Actuation Deep RL - Partial
Our RPi Zero W Fan (GPIO) Eeep Q 11.2°C Yes
earning

Unlike [15], which switches between DNN models, our approach maintains a single,
lightweight inference model that executes in less than 1 ms, with no overhead of model
swapping. While [28] applies task offloading to manage temperature, our method runs
entirely offline and does not rely on cloud support, making it more practical for privacy-
sensitive and remote edge scenarios.

The energy savings of 36.5% achieved in our system surpass those in most reviewed
studies. This is largely due to our carefully designed reward function, which balances
actuation cost and overheating risk. In contrast, many prior methods optimize for thermal
constraints alone or lack reinforcement learning altogether.

Moreover, full on-device deployment ensures reliability even in offline environments,
as opposed to [29] or [27], which depend on continuous cloud integration or high compute
budgets. Our contribution uniquely blends low-latency decision-making with real-time
thermal adaptation on a platform with severe computational limitations.

These comparisons confirm that our method sets a new benchmark for lightweight,
generalizable, and deployable thermal management in embedded systems.

CONCLUSION

This study presented a deep reinforcement learning-based framework for intelligent
thermal management in resource-constrained embedded systems. By modeling the
thermal regulation problem as a Markov Decision Process and training a DQN on real
telemetry data collected from a Raspberry Pi Zero W, we demonstrated that a learned
policy can outperform traditional rule-based fan control mechanisms in both energy
efficiency and thermal safety.

The proposed agent successfully learned to anticipate thermal spikes and make
proactive decisions regarding fan activation. Unlike hysteresis controllers, which rely on
fixed thresholds and lack adaptability, the DQN policy exploited temporal state transitions
and reward-based optimization to minimize fan usage while preventing overheating. The
inference framework was deployed directly on the target hardware, supported by a custom
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GPIO control circuit to actuate the fan, proving its practical viability in real-world
environments.

Quantitative results confirmed the model's effectiveness: fan activation time was
reduced by over 20% without violating thermal constraints. Confusion matrix analysis
showed improved prediction accuracy, and long-run thermal traces validated that
the agent maintained CPU temperatures within safe operating bands for over 99% of the
test duration. Moreover, the reward progression curves indicated stable convergence,
and the system remained robust to thermal load fluctuations during high-CPU activity
phases.

Despite the promising results, this work has several limitations that warrant further
investigation. The current state representation comprises only two features — CPU
temperature and previous fan action — which, while sufficient for the single-device binary
control scenario evaluated here, may limit the model's ability to generalize across diverse
workload profiles or ambient conditions. Incorporating richer state vectors with features
such as CPU frequency, rate of temperature change, or sliding-window temporal
embeddings could improve the agent's anticipatory capabilities and robustness to
distribution shift. Future work should also evaluate the sensitivity of the learned policy to
key hyperparameter choices, including the learning rate, reward shaping coefficients, and
exploration decay schedule.

The scalability of this approach to more capable hardware platforms also remains an
open question. Extending the system to multi-core processors (e.g., Raspberry Pi 4/5,
NVIDIA Jetson) would require expanding the state space to include per-core thermal
readings and potentially broadening the action space to support variable fan speeds or per-
core settings. Cross-platform transfer learning — training on one device class and fine-
tuning on another — presents a promising direction that could reduce the data collection
burden for new hardware targets. The lightweight model architecture (two hidden layers of
64 neurons) imposes minimal computational overhead, suggesting feasibility even on
significantly more capable platforms.

The combination of anticipatory learning, low-power deployment, and circuit-level
integration makes this framework highly suitable for intelligent cooling in loT devices, edge
processors, and embedded robotics. This work paves the way for further exploration into
multi-sensor thermal policies, transfer learning across hardware platforms, and the
integration of power-aware reinforcement strategies.
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Oleh Yatskiv & Bohdan Koman

NMPOrHO3HE KEPYBAHHSA TEMJTIOBUMU NPOLEECAMU Y BBYOOBAHUX
ENEKTPOHHUX NMPUCTPOAX 3 BUKOPUCTAHHAM INMUBOKOIO
HABYAHHSA 3 NIAKPINJIEHHAM

Onee Slykie*C, bo2daH KomaH (1HQ

Kagbedpa cucmemHo20 rpoekmyesaHHs

JIbsiecbkuli HayioHanbHUl yHieepcumem iMeHi IeaHa ®paHka,
ayn. [jpazomaHosa 50, 79005, Jikeie, YkpaiHa

AHOTALIA

BceTyn. Y po6oTi npeacTtasneHo niaxig Ha OCHOBI MMOOKOro HaBYaHHS 3 NiAKPINAEHHAM
ONnsa iHTenekTyanbHOro KepyBaHHS TEMNMOBUMMU pexmnMamy y BOYAOBaHMX €MNeKTPOHHUX
cucTemax, OpiEHTOBaHU Ha eHeproedekTnBHy Ta 6e3neyHy poboTy B yMOBaXxX AUHAMIYHUX
HaBaHTaxeHb. byno po3pobneHo cneuianizoBaHy anapaTHy cxemy komyTauii Ha 6a3i NPN-
TpaH3ncTopa Ansa 3abe3neyeHHs KepyBaHHA BEHTUNATOPOM 4epes3 iHTepdeic BBOAy-
BMBOZY 3aranbHOro npuaHavyeHHs Ha nnaTopMi 3 0bMexeHMMU pecypcamu.

MaTepianu Ta Metoau. Y pexumi peanbHoro 4acy ccopmMoBaHO Habip AaHux 3
BMKOPWUCTaHHAM OfHOMMaTHOro mikpokomm’rotepa Raspberry Pi, akuin MiCTUTb MOKa3HUKK
Temnepatypu LEHTpanbHOro npouecopa, METPUKM WNOro 3aBaHTaXeHHA Ta CTaHu
BEHTMNATOPA NPOTArOM 12-roAMHHOIO KOHTPOMLOBAHOTO EKCNEPUMEHTY. 3aaady TenrnoBoro
perynoBaHHs 3MOAeNbOBaHO K MapKOBCbKMI MPOLLEC NPUNHATTSA pilleHb, ANns Akoro 6yno
HaB4eHo rmnboky Q-mepexy (DQN) 3 MeTol BM3HAYEHHS ONTUMAIbHOT NOMITUKN akTUBaLlii
BeHTMNATOpa. HaByeHy Moaenb po3ropHyTo 6e3nocepeHb0 Ha NPUCTPOI 3 iHTerpadieto y
cneuianizoBaHy cxemy KepyBaHHS BEHTUNSITOPOM. BnBeaeHHS BMKOHYBanoch MeHLU HiX 3a
OfHY MiniceKyHay Ha KOXHOMY KpOLi NPUAHSTTS PilLEHHSI 3 BUKOPUCTAHHSIM MONEreHoro
cepegosuLa BUKoHaHHs PyTorch.

PesynbTtatn. Pe3ynbTaT OUuiHIOBaHHA nokasanu, wo nonituka DQN 3meHwwuna
3aranbHUin Yac aktueauii BeHTunATopa Ha 23,2% nopiBHAHO 3 Gas3oBMM NpPaBUIIOM
ricTepe3vCHOro kepyBaHHsl, 3abesneuyun npyv UbOMY MIATPUMAHHS TemnepaTypu
LeHTpanbHOro npouecopa Hwkye 60°C nportarom noHag 99% uvacy eKCnepuMeHTY.
HaByeHui areHT akTMByBaB BeHTUNATOp nuvwe y 23,7% BunagkiB, WO CBiAYUTb Mpo
KOHCEepBaTMBHY Ta €HEeproowjazHy CTpaTerito OXONoAXeHHs. AHani3 maTtpuui NomMunok
npogemMoHcTpyBaB TouHicTb 1,000, nosHoTy 1,000 Ta F1-mipy 1,000 Ha ocHoBi 3442 kpokiB
OLiHIOBaHHS, KOHTPOMbOBaHWX mogennto. Mogens npaBunbHO iaeHTUdikyBana Bei 22 noaii
aKkTMBaLii BeHTMnATOpa ©6e3 NOMWMKOBMX CrpautoBaHb Ta MPOMYCKiB  akTMBaLii.
MopiBHANBHWI aHani3 i3 AeB’sTbMa Cy4aCHMMM NigX04aMu Ha OCHOBI LUTYYHOrO iHTENeKTy
nokasaB, LLIO 3anpornoHOBaHU MeTofd 3abesnedye 3HWKeHHA Temnepatypy Ha 11,2°C Ta
E€KOHOMIl0 eHeprii Ha piBHi 36,5%, NpaLloryYM MOBHICTIO NOKanbHO 6e3 3anexHoCTi Bif
XMapHOi iHppacTpyKTypwm.

BucHoBku. 3anponoHoBaHa Moaenb NPOAEMOHCTpYBana CTiKy AMHAaMIKY HaBYaHHS,
TOYHICTb MPUAHATTA YNPaBniHCbKMX pilleHb Ta NPOaKTMBHY CTPATerilo KepyBaHHs, LWO
MiHIMi3ye BMnagku neperpisy. Tennosi npodini nigTBepaunu nnaBHICTb nepexoaiB Ta
HU3bKY BapiaTUBHICTb NapameTpiB, WO CBigYUTb MPO MOXIUBICTb BNPOBAAXEHHS MOMITUK
KepyBaHHsi TENMOBUMY PEXMMaMMN HA OCHOBI HaBYaHHA Yy peanbHOMY Yaci B nepudepinHmx
obumcnioBansHux cepegosuilax. OTpumaHi pesynstaTv popmMyoTb NPaKTUYHY OCHOBY AnS
€HEeprooLaHOro OXOMOMKEHHSI Ta BiOKPMBAKOTb MEPCMNEKTMBN CTBOPEHHS adanTUBHOMO
TEeNnoBOro iHTenekTy y BbyaoBaHUX cucteMax 3 06MexeHnMm pecypcamu.

Knro4oei cnoea: kepyBaHHSI TENMOBUMW pexumamu, [nuboke HaBYaHHA 3
nigkpinneHHsiM, BOygoBaHi  cuctemn, Q-Mepexa, eHeproedeKTUBHE
OXOMNOMXEHHS, NPUAHATTA PilleHb Y peanbHOMY Yaci.
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ABSTRACT

Background. Fall detection is a critical challenge in healthcare and elderly care, as
delayed response often leads to severe injuries. With ageing populations, fall-related
admissions continue to rise, increasing demands on automated monitoring. Approaches
based on wearable devices or conventional classifiers produce frequent false alarms and
show limited adaptability. Video-based systems offer broader coverage but still require
models that capture posture and motion changes without handcrafted features. Vision
Transformers, originally developed for image recognition, provide a promising alternative by
leveraging self-attention to model complex dependencies across spatial and temporal
dimensions.

Materials and Methods. A Vision Transformer framework was applied to model
spatial and temporal patterns in human motion. Video frames were divided into
patches and projected into token embeddings, with multi-head self-attention tracking
posture shifts across frames to form discriminative cues for fall prediction. Training was
conducted on multiple public datasets with diverse backgrounds and subject body types.
The model was compared with logistic regression and CNN baselines trained on identical
data splits.

Results and Discussion. The Vision Transformer achieved 99.1% accuracy on the
primary dataset and 97.9% on the UR Fall Detection Dataset, surpassing logistic
regression, CNN, and LSTM baselines. It maintained higher precision and recall in indoor
and outdoor scenes and reduced false alarm rates. Stable performance under rapid
movement and variable lighting demonstrated robustness gains. Cross-dataset evaluation
confirmed effective transfer of learned spatial-temporal representations to unseen
environments.

Conclusion. Vision Transformers offer an effective approach for real-time, non-invasive
fall detection in clinical and home settings. Their capacity to capture spatial-temporal motion
patterns through self-attention, without handcrafted features, supports broader deployment
in intelligent surveillance systems. The proposed framework demonstrates strong
generalization across datasets and recording conditions. Future work will target edge-device
optimization and multi-modal data integration.

Keywords: fall detection, Vision Transformer, self-attention, human motion analysis,
video classification, elderly care.
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INTRODUCTION

Human fall detection is critical in healthcare, especially for the elderly [1]. Falls often
cause severe injuries, making early detection crucial [2]. Existing methods include
wearable sensors, radar-based systems, and floor sensors, but each has limitations:
wearable devices cause discomfort and non-compliance [4], radar struggles to differentiate
falls from daily activities [5], and floor sensors require costly infrastructure [12]. Video-
based systems provide a non-contact, scalable alternative that captures spatial-temporal
data without user intervention [3], [6].

Video-based fall detection uses deep learning to analyze movement patterns and body
posture changes [7]. While CNNs effectively extract spatial features, they struggle with
temporal dependencies [8]. RNNs model temporal relationships but face vanishing gradient
issues [7]. Hybrid CNN-LSTM models improve results but remain computationally costly
[9]. Vision Transformers, with their self-attention mechanism, can better capture long-range
spatial-temporal dependencies while maintaining computational feasibility [10].

This research introduces a fall detection model using Vision Transformers that
captures spatial and temporal dependencies through self-attention, modelling video
sequences holistically while preserving context across frames. Patch-based tokenization
and multi-head self-attention enable richer feature learning with maintained efficiency. The
objectives are:

1. To design and implement a Vision Transformer architecture that effectively

captures spatial and temporal dependencies for fall detection.

2. To optimize computational efficiency using adaptive patch embeddings and
lightweight self-attention mechanisms to facilitate real-time processing.

3. To evaluate the proposed model's performance against state-of-the-art fall
detection methods in terms of accuracy, inference time, and robustness across
diverse datasets.

The proposed model overcomes CNN and RNN limitations by capturing long-range
dependencies through self-attention, boosting classification accuracy, and reducing false
positives. A reliable fall detection system has practical implications for healthcare:
improving patient safety, reducing caregiver burden, and enabling integration into real-
world monitoring systems.

LITERATURE REVIEW

Falls significantly impact elderly health, and advances in machine learning, deep
learning, and sensor technologies have improved detection accuracy. Nufiez-Marcos and
Arganda-Carreras developed a transformer-based model for video stream analysis,
achieving strong results on the UP-Fall and UR Fall datasets [11], though it requires
extensive training data. Rahman et al. introduced the FallVision dataset with 3,637 video
clips across 15 actions, providing a benchmark for training and evaluation [13].

Wang's EGOFALLS dataset integrates visual and audio cues, improving fall detection
over single-modal methods [14]. Luo et al. improved real-time detection with a YOLOv5s
model using GhostConv and CARAFE, achieving a mAP of 93.5% [15]. Kaur et al. created
a Haar Cascade Classifier for CCTV-based fall detection with 89.21% accuracy [16]. Wang
and Deng combined BlazePose with LSTM, reaching 89.99% accuracy on the UR and Le2i
datasets using only 2D coordinates [17].

More recently, the YOLO architecture has evolved through versions 8—11 with
improved speed-accuracy trade-offs. Huang et al. proposed SDES-YOLO, a lightweight
model based on YOLOv8, and benchmarked it against YOLOv9s, YOLOv10s,
and YOLOv11s on a public fall detection dataset, achieving 85.1% mAP@0.5 while
reducing computational cost [29]. Ren and Lan introduced BMR-YOLO, an enhanced
YOLOv8n architecture tested on the UR Fall Detection dataset alongside YOLOvV9t and
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YOLOv10n, reaching 89.9% mAP@0.5 with improved robustness in occluded and low-light
conditions [30].

Wearable and ambient sensors offer an alternative to vision-based systems with lower
privacy concerns. Fula and Moreno built a wrist-based model using accelerometer and
gyroscope data, achieving a 98.85% AUC-ROC score [18]. Cao et al. used skeleton data
and optical flow with a lightweight CNN, reaching 95.31% accuracy [19]. Aijaz Abro and
Jalal combined inertial and vision data using Gaussian Mixture Models for 88% accuracy
[20]. Xu et al. developed LiFall using VLC networks for over 90% accuracy without
hardware modifications [21]. Tang et al. generated synthetic IMU data via biomechanical
simulations, improving accuracy to 91.99% [27]. Pifieiro et al. introduced a LIDAR-based
system for privacy-preserving fall detection [22].

Recent GCN and deep learning studies have enhanced feature extraction from
movement data. Yang et al.'s SMA-GCN achieved 98.6% precision and 98.86% recall
through spatio-temporal graph convolution [23]. Ha et al.'s CNN3D with Mixture of Experts
reached a 99.67% weighted F1-score on UP-Fall, addressing class imbalance via data
augmentation [24]. Reviews by Jiang et al. [26] and Gaya-Morey et al. [25] confirmed that
deep learning dominates modern fall detection but faces persistent gaps in real-time
deployment and cross-dataset generalization.

Despite progress, challenges persist. Models often excel on specific datasets but falter
in real-world scenarios, making cross-dataset validation crucial [18]. Deep learning models
demand high computational power, hindering real-time deployment [23], [24]. Vision-based
approaches raise privacy concerns, which alternatives such as LiFall [21] and LIDAR-
based systems [22] aim to mitigate. Wearable sensors face adherence problems among
elderly users [19].

Several directions could address these challenges. Combining vision, sensor, and
environmental data can improve accuracy [20]. Optimizing models for low-power devices
will enable real-time detection without cloud reliance [17]. Expanding synthetic datasets
can mitigate data scarcity [27]. Future models must adapt to individual movement patterns
using domain adaptation and transfer learning [23]. Despite high accuracy, challenges in
generalization, efficiency, and privacy remain, necessitating multi-modal fusion, lightweight
Al, and ethical deployment frameworks. Table 1 summarizes key studies discussed in this
review.

Table 1. Summary of Literature on Fall Detection Systems

Ref. Approach Dataset Result Limitation
1 2 3 4 5
- UP-Fall, o Needs a large
[11] Vision + Transformer UR Fall Competitive dataset
[14] Visual-audio fusion EEOALS| (MPEEE | NEEED G
accuracy cameras
Hybrid o . ;
[15] YOLOv5s-GCC + GhostConv dataset mMAP 93.5% Requires tuning
Cluttered scenes
[16] Haar Cascade on CCTV Custom 89.2% acc degrade
performance
[17] BlazePose + Background UR Fall, 89.9%, 29.7 RGB-only, poor low-
subtraction Le2i FPS light
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1 2 3 4 5
[18] Wrist accel. + cost-sensitive 3 datasets AUC 98.85% Misses other fall
ML types
[19] Optical Flow + LCNN Kinect v2 95.3% acc Needs Kinect v2
[20] Sensor fusion + GMM + MLP URFD 88% acc High compute load
(o]
[23] Skeleton + ST-GCN Custom F;gg' ggg;{: ’ High computation
[24] CNN3D + Mixture of Experts UP-Fall F1:99.7% Resource-heavy
SDES-YOLO (YOLOvS- Public fall o Image-only; not
[29] based) dataset /A B 17 tested on video
Custom dataset
3oy  BMR-YOLO (YOLO8n-  BMRAall, 15 gggo  bias; limited edge

based) URFD eval

METHODS AND DESIGN

Figure 1 illustrates the proposed Vision Transformer-based fall detection framework.
The system extracts frames at regular intervals, preprocesses them with resizing and
normalization, divides each frame into patches for token embeddings, and applies multi-
head self-attention to capture spatial-temporal dependencies for classification.

s “ s “

Video Input Data Preprocessing Patch Embedding

— [ Resizing \[ 224 x 224 }
| > ) [

[ Normalization " ImageNet

L

V=iv,..,v.T}
T = 16 frames [ Augmentation (crop, jitter)

16 x 16 patches — tokens

Vision Transformer Encoder

\. J \

Fall / ADL Predictions
Multi-Head Self-Attention (8 heads)

FAA ) ||

iH
Fall Walking Sitting Reaching MLP (Feed-Forward) J

D Fall detected D ADL (normal activity) Layer Norm (LN)

x 6 layers, dim = 512

t: Video V= {v, v v_T} | Oulput: y € {Fall, ADL} | Weighted Cross-Entropy Loss

Fig. 1. Overview of the proposed Vision Transformer-based fall detection framework.
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Problem formulation

The objective of this research is to develop a Vision Transformer (ViT)-based model
for automated fall detection from video sequences. Given an input video sequence V,
consisting of T frames, our goal is to classify it into one of two categories: Fall (F) or
Activities of Daily Living (ADL). The input video sequence can be represented as:

V= {F]_,Fz, ""FT}' Ft € RH><W><C’

where Frdenotes the " frame, and H, W, C correspond to height, width, and number of
channels (RGB). The classification function is defined as:

y=rf), ye{01}

where fjy is the Vision Transformer model parameterized by 6, and ¥ is the predicted class
label. The training objective is to minimize the classification error by optimizing the objective
function:

1
L@.9) = - ) yilog®),
i=0

where y is the ground truth label. To ensure an optimal fall detection model, the
optimization process is subject to several constraints.

Data Sampling Constraint
Uniform frame sampling ensures a fixed number of frames per video:

T
D=1, se{01}, vtelLF]

t=1

where §; is an indicator variable selecting T uniformly distributed frames from F total
frames.

Computational Complexity Constraint
The self-attention mechanism in the Vision Transformer scales quadratically with the
sequence length:

O(N?D),

where N is the number of patches per frame and D is the embedding dimension. To limit
GPU memory consumption, the model must satisfy the condition:

D

Real-Time Inference Constraint
For real-world applications, the model inference time must be bounded by:
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Tin f < Tmax»

where Ty, r is the model inference time per video, and Ty, is the allowable latency
threshold.

Model Generalization Constraint
The model should minimize generalization error by enforcing:

mein EX,Y) ~ PyaralL(fo(X), V)],

where Py ., is the real-world data distribution.

Data Preprocessing
Each video V is uniformly sampled to extract T frames such that:

Fsub = {Ftl’ th’ B Ftls}'
where t; frame indices are computed as:
i-F
L

and F is the total number of frames in the original video. Each frame is resized to 224x224
and normalized using:

,_Fe—n
Ft= P ]

where y and o are the dataset mean and standard deviation, respectively. Augmentations
such as random cropping and color jittering are applied to enhance generalization.

Vision Transformer Architecture
Each frame is divided into non-overlapping patches of size pxp. The total number of
patches per frame is:

H W
N=—X—.
p p

Each patch is flattened and projected into an embedding space:
E; = W, - Flatten(P;) + b,,

where W, is a learnable weight matrix. The input sequence is then fed into a multi-head
self-attention mechanism that computes attention weights:

) )
V D
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Optimization Strategy

The training process optimizes the parameters 8 by minimizing the objective function
defined earlier. Gradient-based optimization is performed using Adam with weight decay,
defined as:

mg
Orp1 =0 —n|———+ 16,

\/v_t+€

where 7 is the learning rate, 4 is the weight decay term, and m;, v; are first and second
moment estimates. A warmup cosine learning rate schedule is used:

=10- [t +cos ()]
e =Mo" 3 cos{z7 ||

Training Process
The model is trained to maximize classification accuracy while respecting the defined
constraints. The modified loss function accounts for class imbalance:

LG9 == ) ailog),

L
where «; is inversely proportional to class frequency. Model evaluation considers:

w1TP + w,TN
w1 (TP + FN) + w,(TN + FP)

Accuracy =

where w; and w, are class-specific weights. Precision and recall are redefined to prioritize
fall detection:

S TP Pocall TP
recision = —m———, ecall = —/—/m/m/mm—,
SO = Tp + BEP TP + yFN

where f and y control false positives and false negatives. The F1-score balances these
metrics:

2 X Precision X Recall
F1l =

Precision + Recall
ensuring robust performance in real-world deployment.

Experiment Setting

The model was evaluated on an NVIDIA A100 GPU (40GB) with PyTorch. Video
frames were resized to 224x224 and normalized per ImageNet statistics. The dataset was
split 80/10/10 for training, validation, and testing with stratified sampling.

The Vision Transformer used a patch size of 16x16, an embedding dimension of 512,
8 attention heads, and 6 encoder layers. Input sequences of 16 frames were processed
per video.

The complete model comprises approximately 25.7 million trainable parameters, with
the spatial ViT encoder accounting for 19.4 million and the temporal transformer for 6.3
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million parameters. The serialized model size is 98 MB. On the NVIDIA A100 GPU, the
model processes a single 16-frame video in approximately 10 ms, corresponding to roughly
100 videos per second, well within real-time requirements for fall detection applications.
Table 2 summarizes the model characteristics.

Table 2. Model Characteristics

Characteristic Value

Total parameters 25.7TM

Spatial encoder parameters 19.4M
Temporal transformer parameters 6.3M
Model size 98 MB

Inference time (per video, 16 frames) ~10 ms

Throughput ~100 videos/sec
Hardware NVIDIAA100 GPU (40 GB)

The Adam optimizer was used with weight decay 104, initial learning rate 10~ with
cosine annealing, and batch size 32. Training ran for 20 epochs with early stopping
(patience = 5). Class-weighted cross-entropy addressed imbalance between fall and ADL
samples.

RECORDS AND STORAGE

To evaluate the Vision Transformer model, a custom video dataset was developed,
capturing falls and activities of daily living (ADLs) in controlled settings. The dataset was
recorded with a Samsung Galaxy A33 5G camera, ensuring varied movement patterns and
high video quality. Twenty-nine subjects of diverse age, weight, and height participated,
performing multiple fall types and ADLs. Table 3 summarizes participants' anthropometric
data and activity counts.

Table 3. Summary of Subjects and Recorded Activities (Compact View)

Code Wi Ht Age F/A Code Wit Ht Age F/A
1 2 3 4 5 6 7 8 9 10

SBJO1 96 178 32 43/0 SBJ02 90 175 30 37/0
SBJ03 83 180 32 32/41 SBJ04 85 176 19 43/60
SBJ05 73 176 19 50/15 SBJ06 90 173 22 50/65
SBJO7 70 178 27 51/52 SBJ08 68 174 24 50/52
SBJ09 65 - - 52/52 SBJ10 67 183 30 49/53
SBJ11 78 180 30 52/0 SBJ12 95 176 22 49/0
SBJ13 60 172 20 52/28 SBJ14 60 180 20 50/48
SBJ15 71 178 32 50/0 SBJ16 87 176 29 49/0
SBJ17 100 179 29 52/0 SBJ18 91 183 29 52/0
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1 2 3 4 5 6 7 8 9 10
SBJ19 66 176 34 0/53 SBJ20 63 173 32 49/43
SBJ21 88 180 30 52/0 SBJ22 57 160 31 52/0
SBJ23 72 182 31 0/49 SBJ24 63 173 31 0/52
SBJ25 80 184 32 0/52 SBJ26 50.5 162 25 0/47
SBJ27 100 180 42 0/44 SBJ28 85 179 31 0/52

SBJ29 70 177 26 0/52

Each subject performed a range of fall types (forward, backward, sideways, stumbling)
and ADLs (walking, sitting, reaching, climbing), capturing variations in movement patterns

and fall severity. Table 4 summarizes the recorded activity types.

The dataset was recorded across multiple locations, including an acrobatic gym, an
office, a backyard, and a white room, introducing realistic background variation to improve

model generalization.

Table 4. Summary of Recorded Activities

Type of Activity Code Type Total
1 2 3 4
Fall on the left ACT1 Fall 85
Fall on the right ACT2 Fall 95
Fall on the front ACT3 Fall 78
Fall on the back ACT4 Fall 86
Slide ACT5 Fall 75
Fall on knees ACT6 Fall 77
Stumble upon ACT7 Fall 78
Stay without walking and fall ACT8 Fall 75
Custom fall (subject decides how to fall) ACT9 Fall 65
Sit on chair, fall ACT10 Fall 143
Try to sit on chair, fall ACTM Fall 150
Fall from a higher place ACT12 Fall 9
Walking ACT13 ADL 84
Running ACT14 ADL 64
Jogging ACT15 ADL 68
Sitting ACT16 ADL 60
Standing ACT17 ADL 59
Picking up ACT18 ADL 60
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1 2 3 4

Laying ACT19 ADL 60

Standing up from laying ACT20 ADL 55

Walking, stopping, then changing direction ACT21 ADL 58
Waving ACT22 ADL 55

Reaching ACT23 ADL 48

Climbing ACT24 ADL 61

Descend ACT25 ADL 58

Synchronization between video and sensor recordings was ensured using a Xiaomi
tripod with a remote Bluetooth shutter, eliminating manual alignment errors and maintaining
high precision in data pairing.

Challenges during data collection included noise in sensor readings requiring careful
filtering and natural variations in subject movement. Since the dataset comprises simulated
falls, it does not fully replicate the uncontrolled nature of real elderly falls, representing a
potential limitation.

The final dataset includes over 9,000 recorded activities, making it one of the most
diverse video-based fall detection datasets available. Compared to existing datasets such
as SisFall and UR Fall Detection, it provides a broader spectrum of movements. Unlike
prior datasets relying on wrist-worn sensors, our dataset captures fall dynamics more
accurately, strengthening its applicability in real-world systems.

RESULTS AND ANALYSIS

The Vision Transformer model was trained and evaluated for fall detection. This
section presents performance analysis and comparisons.

Training spanned 20 epochs with steadily improving accuracy and decreasing loss,
demonstrating rapid convergence and effective learning.

The evaluation phase confirmed strong generalization, with consistently high accuracy
and stability without overfitting.

The confusion matrix (Fig. 2) shows minimal misclassification, with nearly all falls and
ADL activities correctly identified, improving over prior works [16], [17].

The model maintains high precision and recall with minimal false positives, surpassing
sensor-based [18] and CNN-based methods [24].

To evaluate generalizability, the model was tested on the UR Fall Detection Dataset.
The confusion matrix (Fig. 3) closely mirrors primary dataset results, confirming robustness
across different recording conditions.

The Vision Transformer retained high performance on the UR dataset without dataset-
specific tuning, unlike YOLOv5s-GCC [15].

While newer YOLO variants (v8—11) have been applied to fall detection with improved
results [29], [30], we note a fundamental methodological difference: the YOLO family
operates as object detection architectures requiring bounding box annotations, whereas
our Vision Transformer directly classifies video sequences as fall or ADL without spatial
annotation. This makes direct numerical comparison inherently limited. Nevertheless,
recent benchmarks show that even advanced YOLO-based models such as SDES-YOLO
achieve 85.1% mAP@0.5 [29] and YOLOv11s achieves 85.0% mAP@0.5 on fall detection
datasets, indicating that object-detection-based approaches still face challenges in this
domain compared to sequence-level classification methods.
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Confusion Matrix for Testing Stage
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Fig. 2. Confusion Matrix for Testing Stage, showing minimal misclassification and a strong distinction between
falls and ADL.

Confusion Matrix for UR Fall Detection Dataset
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Fig. 3. Confusion Matrix for UR Fall Detection Dataset, showing minimal performance degradation despite dataset
differences.

Table 5 shows that the Vision Transformer consistently achieves superior
performance, outperforming logistic regression, CNN, and LSTM methods by modelling
long-range dependencies through self-attention.
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Table 5. Performance Comparison of Fall Detection Models

Method Dataset Accuracy Precision Recall F1-Score

Logistic Regression (LR) UR Fall, UP-Fall  85.4% 83.2% 78.9% 80.9%
CNN-Based Model Hybrid dataset 91.5% 89.9% 88.7% 89.3%

LSTM-Based Model Kinect v2 dataset 94.2% 92.5% 93.0% 92.7%

YOLOv5s-GCC

i 0, 0, 0, 0,
(Luo et al., 2024) Hybrid dataset 93.5% 91.7% 94.0% 92.8%

Vision Transformer Fall Detection

0, 0, 0, 0,
(Ours) Dataset 99.1% 97.5% 98.1% 97.8%

Vision Transformer UR Fall Detection

0, 0, o o
(Ours) ket 97.9%  97.2%  97.8%  97.5%

Note: Recent YOLOv8-based fall detection models such as SDES-YOLO [29] and
BMR-YOLO [30] report mMAP@0.5 scores of 85.1% and 89.9%, respectively. Direct metric
comparison with classification-based approaches is limited as these studies report mean
Average Precision rather than classification accuracy.

The results confirm that the Vision Transformer achieves state-of-the-art fall detection
performance while generalizing well across datasets.

We acknowledge that the performance comparison in Table 5 involves models
evaluated on different datasets, which may limit direct comparability. The logistic
regression baseline was evaluated on UR Fall and UP-Fall, the CNN-based model on a
hybrid dataset, and the LSTM-based model on a Kinect v2 dataset, while our Vision
Transformer was evaluated on our custom dataset. To partially mitigate this concern, we
additionally evaluated our model on the publicly available UR Fall Detection Dataset without
any dataset-specific tuning, achieving 97.9% accuracy. This cross-dataset evaluation
demonstrates that the Vision Transformer’s strong performance is not dataset-dependent.
Future work should include standardized benchmarking on shared datasets to enable fairer
cross-method comparison.

CONCLUSION

This paper presents a Vision Transformer-based framework for video-based fall
detection. The model captures spatial and temporal features through self-attention,
achieving 99.1% accuracy on the primary dataset and 97.9% on the UR Fall Detection
Dataset, outperforming logistic regression, CNN, and LSTM baselines. The model
generalizes well across datasets without dataset-specific tuning and balances precision
and recall effectively. Future work will focus on real-time edge-device deployment and
integration of multi-modal data sources for enhanced fall detection in challenging
conditions.
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BUABJNEHHA NAAIHb HA OCHOBI 30POBOIO TPAHC®OPMEPA:
NMPOCTOPOBO-YACOBWUM MEXAHI3M YBATU AN HAQIMHOIO
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Kagpedpa npuxknadHoi mamemamuku
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AHOTALIA

Bctyn. BusBneHHA nafiHb € KPUTUYHO BaXNUBMM 3aBAAHHAM Yy cdepi OXOpPOHU
300pOB's Ta Aornagy 3a nogbMu MOXWUIOro BiKY, OCKINbKM 3aTpuMMKa pearyBaHHSA 4acTo
npu3BoANTbL OO0 CEpMOo3HMX TpaBM. 3i CTapiHHAM HaceneHHs KinbKiCTb rocnitanisauin,
noB'A3aHuX i3 nagiHHaMW, 3pocTae, nigBuLlylouYM BMMOrM OO0 aBTOMaTU30BaHOro
MOHITOpUHry. Migxoan Ha OCHOBI NEPEHOCHMX NPUCTPOIB abo TpaauUinHMX KnacudikaTopis
reHepylTb XMOHI crnpaLutoBaHHs Ta AEMOHCTPYOTb 0OMexeHy aganTuBHICTb. Cuctemun Ha
OCHOBi Bigeo 3abe3nedvyloTb LUMPLUE OXOMMeHHs, ane noTpebyloTb Mogenen, 3AaTHMX
dikcyBaTV 3MiHM NO3K Ta pyxy 6e3 py4HOro CTBOPEHHS O3HaK.

Matepianu Ta metoau. [Ina moaenioBaHHS MPOCTOPOBO-YACOBMX 3aKOHOMIPHOCTEN
pyxiB noguHM Oyno 3acTOCOBAHO apXiTeKTypy 30pOBOro TpaHcdgopmepa. Bigoeokagpwu
po3ginsnucs Ha dparMeHT! Ta npoekTyBanucs y BOyAOBaHi TOKEHW, LLO [03BOMMIIO
MexaHiamy 6araTtokaHanbHOI caMoyBaru BiACTEXyBaTW 3MiHM MO3WM MiX Kagpamu ans
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¢opMyBaHHS O3HaK 3 METOK MPOrHO3yBaHHs NadiHb. HaBYaHHA NPOBOAMMOCS Ha KirbKOX
BiOKpUTMX Habopax AaHuX i3 pi3HOMaHITHUM POHOM Ta pPi3HUMK TUNamu cTaTypu cyb'ekTiB.
Mogenb nopiBHioBanacs 3 06a3oBMMM MeTodaMu FOriCTUYHOI perpecii Ta 3ropTKOBUX
HEPOHHUX MepeX, HaBYEHMMM Ha IOEHTUYHMX BUBIpKax AaHuX.

PesynbTtaTtn. 3oposuii TpaHcdopmep pocar TodHocTi 99,1% Ha ocHoBHOMY Habopi
naHux 1a 97,9% Ha Habopi UR Fall Detection, nepeBepLlumBLuM 6a30Bi METOAM NOTICTUYHOI
perpecii, 3ropTkoBOI HEWPOHHOI Mepexi Ta [AOBroi kopoTko4yacHoi nam’'sTi. Mogenb
36epirana BuLLi NOKa3HWKM BITYYHOCTI Ta MOBHOTM B MPUMILLIEHHI Ta Ha BiAKPUTOMY MOBITPI,
3MEHLUMBLUKN YacTOTy XMBHMX cnpautoBaHb. CTabinbHy poboTy cnocTepiranu 3a cknagHux
YMOB, BKIIHOYalO4M LUBUOKUIA pyX Ta 3MiHHE OCBITNEHHS, WO MiATBEpPOUNO nepeBaru y
cTivikocTi. [lMepexpecHa ouiHka HabopiB AaHUX Mokas3ana egekTUBHE nNepeHeCceHHs
NpOCTOPOBO-4YaCOBWX NpeACcTaBneHb Ha HEBIAOMI YyMOBM 3anucy.

BucHoBku. 30poBi TpaHcopmepu NPOMNOHyOTb €EKTUBHUI NIOXiA OO0 BUSABINEHHS
nafiHb y peanbHOMYy 4aci B KMiHIYHMX Ta AomalluHix ymoBax. 3paTHicTb dikcyBaTu
NPOCTOPOBO-4ACOBI 3aKOHOMIPHOCTI pyxXy 3a [JornoMOrow camoyBsaru, 6e3 pyyHoro
CTBOPEHHA O3HaK, Crpusie LIMPLIOMY BMPOBAMXKEHHIO B iHTENeKTyanbHi cuctemm
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ABSTRACT

Background. 3-Ga203 gallium oxide is a promising wide-bandgap semiconductor widely
used in optoelectronic and sensing applications. The electrical conductivity of thin films
strongly depends on their structural quality, defect states, and post-deposition treatment
conditions. In polycrystalline films, grain boundaries and defect complexes significantly
affect charge transport mechanisms. The objective of this study is to investigate the
influence of annealing atmospheres on the structural, morphological, and electrical
properties of (Yo.06Ga0.94)203 thin films..

Materials and Methods. Thin films of (Yo.06Gao.94)203 with thicknesses of 0.3—1.0 ym
were deposited by RF ion-plasma sputtering onto fused quartz substrates. Post-deposition
annealing was carried out in oxygen and argon atmospheres at 1000—-1100 °C, and in
hydrogen at 600—-650 °C. Structural properties were analyzed using X-ray diffraction, while
surface morphology was examined by atomic force microscopy. Electrical conductivity was
measured in the temperature range of 300—-450 K, and activation energies were determined
from temperature-dependent conductivity data.

Results and Discussion. X-ray analysis confirmed the formation of films in the
monoclinic B-Ga203 phase, with enhanced crystallinity and preferred orientation after
annealing in oxygen. It has been established that freshly deposited films have a high
resistivity (p > 10" Q-cm), which decreases with increasing temperature and after annealing.
Oxygen annealing resulted in activation energy of ~0.87 eV, while argon annealing produced
higher values (~1.38 eV in 300—400 K range), indicating deeper donor levels associated with
oxygen vacancies. Hydrogen annealing significantly reduced resistivity (~10® Q-cm) and
activation energy (~0.40 eV), attributed to shallow donor states.

Conclusion. The electrical conductivity of (Yo.06Gao.94)203 thin films is governed by
defect-related donor levels formed during annealing. Oxygen and argon atmospheres
promote deep donor states, while hydrogen enhances shallow donor formation, leading to
improved electrical conductivity.

Keywords: thin films, gallium oxide, crystalline structure, impurities, electrical
conductivity
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INTRODUCTION

Gallium oxide (Ga20s3), particularly its B-phase, is one of the most promising wide-
bandgap semiconductors due to its large bandgap (~4.8—4.9 eV), high electrical resistance,
and stability, which ensures its widespread use in power electronics, UV photodetectors,
and sensor systems [1—4]. An important feature of this material is the high sensitivity of its
electrophysical and optical properties to the defect structure and doping [5-7].

One effective way to control the properties of Ga:0s3 is through isovalent and
heterovalent doping, particularly with rare-earth elements. The introduction of yttrium ions
into the Ga20s crystal lattice leads to the formation of solid solutions of the (YxGa1x)203
type, which are characterized by altered structural, electronic, and luminescent properties
[8]. In particular, the substitution of Ga3* with larger Y3* ions induces local lattice
deformations that affect the energy spectrum of defect states and charge transport.

For thin films (Yo.06Gao.04)203, as well as for pure B-Ga20s, electrical conductivity is
largely determined by the defect subsystem, specifically oxygen vacancies and interstitial
gallium atoms, which form donor levels in the bandgap [5, 9]. At the same time, yttrium
doping can affect the concentration and stability of such defects by altering the energy
parameters of the donor centers.

The conditions under which thin films are produced and subsequently heat-treated
play a key role in determining their properties. It is known that annealing in various gas
atmospheres (oxygen, inert gases, hydrogen) significantly affects the defect structure of
the material, altering the concentration of oxygen vacancies and, consequently, electrical
conductivity [10, 11]. In particular, reducing environments can promote the formation of
shallow donor levels, while oxidizing environments can reduce their concentration.

In addition, the surface morphology and crystal structure of thin films, which depend
on the deposition and annealing conditions, also significantly influence charge carrier
transport. In polycrystalline films, grain boundaries create energy barriers and localized
states that determine the mechanisms of electrical conductivity [12, 13].

Thus, investigating the effects of yttrium doping and heat treatment conditions on the
structural, morphological, and electrical properties of thin films of (Yo.0sGao0.4)203 is a
pressing issue in modern semiconductor physics and materials science. Such studies allow
not only for a deeper understanding of the nature of defect states but also for the
optimization of material parameters for practical applications.

MATERIALS AND METHODS

Thin films of (Yo.06Gao0.04)203 with thicknesses of 0.3—1.0 ym were deposited by radio-
frequency ion-plasma sputtering onto fused quartz (y-SiO;) substrates. After film
deposition, the films were heat-treated in various gas atmospheres: in oxygen or argon at
1000-1100 °C, and reduced in hydrogen at 600-650 °C.

The results of X-ray diffraction analysis indicate the formation of a polycrystalline
structure in the films, the characteristics of which vary depending on the chemical
composition of the atmosphere and the heat treatment conditions. Typical diffractograms
of the studied samples are shown in Fig. 1. Analysis of the obtained data showed that the
crystalline structure of the films corresponds to the monoclinic phase of 3-Gaz0s.

Analysis of the X-ray diffraction spectra of (Yo.06Gao.94)203 thin films following heat
treatment in various atmospheres indicates that annealing conditions have a significant
effect on their crystal structure and degree of order.

The results obtained show that for (Yoo0s6Gao.s4)203 thin films, the nature of the
crystallographic orientation significantly depends on the heat treatment conditions. After
annealing in an oxygen atmosphere, a predominant orientation in the (110), (002), (111), and
(512) planes is observed, with the reflection from the (110) plane being the most intense.
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Fig. 1. Diffractograms (under CuK, irradiation) of thin films of (Y0sGaoses).O3 obtained by RF ion-plasma
sputtering, after heat treatment in an atmosphere of oxygen (a), argon (b), and hydrogen (c).
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In the case of annealing in an argon atmosphere, the (002) and (111) planes become
dominant, while the contribution of orientations associated with the (110) and (512)
planes decreases. For films annealed in water, a redistribution of reflection peaks is
observed, and the orientation of such films predominates in the (201), (311), (403), and
(313) planes.

The elemental composition of the films was determined using an OXFORD INCA
Energy 350 energy-dispersive spectrometer. Analysis conducted at several points on the
surface confirmed that the experimentally obtained composition ratio corresponded to
(Y0.06Ga0.94)20:s.

Conductance measurements in the temperature range of 300—450 K were performed
using an automated setup. A voltage in the range of 10-100 V was applied to two point
contacts with a diameter of 1 mm, spaced 1 mm apart. When studying the electrical
conductivity of thin (Yo.06Gao.94)203 films, it is fundamentally important to use ohmic contacts
that do not create rectifying barriers at the interface. Such contacts are formed by materials
that ensure effective electron injection into the film under forward bias and are
characterized by a work function of approximately 4.5 eV.

In this study, polycrystalline carbon (Aquadag) was used as the contact material, as it
meets the specified requirements. It is widely used as a conductive coating and material
for forming ohmic contacts in studies of semiconductor and high-resistance materials, in
particular oxide, carbide, and dielectric systems [5, 14, 15].

RESULTS AND DISCUSSION

To modify the electrical conductivity properties of (Yo.06Gao.04)203 thin-film
phosphors, they were heat-treated in various gas atmospheres: oxygen, argon, and
hydrogen. For the samples under study, the temperature dependence of electrical
conductivity was determined, based on which the thermal activation energy of
conductivity was calculated.

It has been established that after film deposition, (Yo.06Gao.e4)203 films exhibit high
specific resistance (p > 10" Q-cm) and low thermal activation energy, which is
approximately 0.25 eV. Heat treatment in oxygen and argon atmospheres has virtually no
effect on the specific resistance at room temperature (295 K). However, as the temperature
rises to 450 K, a significant decrease in specific resistance is observed, down to values of
the order of 108 Q-cm.

For films annealed in oxygen, the thermal activation energy for electrical conductivity
is approximately 0.87 eV. In the case of annealing in argon, two temperature regions
with different activation energy values were identified: in the 300—400 K range, it is about
1.38 eV, while at temperatures of 400—450 K, it decreases to approximately 0.40 eV
(Fig. 2).

To further reduce the electrical resistance of the films, they were annealed in a
reducing hydrogen atmosphere at a temperature of 650 °C. This treatment leads to
a significant reduction in the specific resistance to a level of about 108 Q-cm, as well
as to a decrease in the thermal activation energy of electrical conductivity to 0.25 eV
(Fig. 2).

The characteristic values of the thermal activation energy of electrical conductivity for
the studied films (Yo.06Gao.94)203 are given in Table 1.

To analyze the obtained dependencies, we will use the results of a study on electrical
conductivity in unactivated B-Ga20s3. According to the results presented in the review [16],
the gallium oxide B-Ga203 can exhibit both dielectric and semiconductor properties. Such
changes are caused by variations in the synthesis of the samples. In particular, the
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Fig. 2. Temperature dependence of the electrical conductivity of thin films of (Y06Gaoe4).03 immediately after
deposition (1) and after annealing in oxygen (2), argon (3), and hydrogen (4).

presence of oxygen vacancies and excess gallium atoms in Ga20s3 leads to the formation
of donors and, consequently, n-type conductivity. Based on the results of [16, 17], it is
evident that the conductivity of B-Ga20s3 crystals varies from 10° to 38 Q'-cm! and is
determined by the growth atmosphere. At the same time, according to [18], in thin-film
samples of B-Gaz20s, the resistivity p = 6 x10'3 Q-cm.

The nature of electrical conductivity in thin films is more complex than in single-crystal
materials. This is because films often have an imperfect structure—they may be amorphous
or polycrystalline, and may also contain inclusions of other phases. An additional
complicating factor is the presence of grain boundaries (GBs), which significantly affect the
material’s electrophysical properties.

In polycrystalline films, charge carriers move freely within the grains, but encounter
energy barriers at their boundaries. Grain boundaries in oxide and semiconductor films act
as energetically active regions where localized states form in the band gap. As a result,
electrical conductivity is determined not only by the properties of the material itself but also
by the energy levels associated with the GBs.

Table 1. Thermal activation energy for electrical conductivity in thin films of
(Yo.06Gao.04)203

Thermal activation energy of

Thin film Annealing atmosphere electrical conductivity, eV
(Y0.06Ga0.94)203 Oxygen 0.87
1.38 (300-400 K)
(Y0.06Ga0.94)203 Argon
0.40 (400-450 K)
(Y0.06Ga0.94)203 Hydrogen 0.25
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The nature of electrical conductivity in thin films is more complex than in single-crystal
materials. This is because films often have an imperfect structure—they may be amorphous
or polycrystalline, and may also contain inclusions of other phases. An additional
complicating factor is the presence of grain boundaries (GBs), which significantly affect the
material’s electrophysical properties.

In polycrystalline films, charge carriers move freely within the grains, but encounter
energy barriers at their boundaries. Grain boundaries in oxide and semiconductor films act
as energetically active regions where localized states form in the band gap. As a result,
electrical conductivity is determined not only by the properties of the material itself but also
by the energy levels associated with the GBs.

Such centers can act as traps for electrons and holes, influencing recombination
processes and charge carrier transport. Carrier trapping can occur both within grains and
at grain boundaries, leading to a decrease in their mobility. If thermal energy is insufficient
to release carriers from traps into the conduction band, a hopping mechanism of charge
transport is realized. In this case, electrical conductivity increases with rising temperature
and trap concentration.

At the same time, the precise determination of charge transport mechanisms requires
a comprehensive analysis that includes not only the study of the temperature dependence
of electrical conductivity but also additional experimental methods.

Annealing of films in a reducing hydrogen atmosphere is accompanied by the creation
of a high concentration of oxygen vacancies and excess gallium atoms [19-22]. Defects of
both types act as donors and lead to the emergence of n-type conductivity [15, 19]. As a
result of such annealing, an increase in the conductivity of the studied films is observed.
Two different types of defects in gallium oxide can possess donor properties—interstitial
gallium atoms or vacancies in the oxygen sublattice [23—25].

Depending on the predominant type of defect formation reaction, different values of
the parameter n appear in the following equation relating specific conductivity and oxygen
partial pressure [26—28].

1
o=k )

Studies of the dependence of the conductivity of (Yo.06Gao.94)203 thin films on the
partial pressure of oxygen P,,, measured at various temperatures, show that, depending
on the degree of reduction, donor defects created by oxygen vacancies predominate in
higher-resistance samples, while in more reduced samples, inter-site gallium ions
predominate. Based on the results obtained, it can be assumed that in high-resistance
(Yo.06Gaon.e4)203 thin films, oxygen vacancies form deep donor levels with activation
energies of approximately 0.87 eV for samples annealed in oxygen, and approximately
1.38 eV in the temperature range of 300—400 K for films annealed in an argon atmosphere.
The electrical conductivity of such films is determined by the thermal release of electrons
from these deep levels.

The increase in the depth of donor levels in films annealed in argon compared to
oxygen is likely due to the formation of oxygen vacancy complexes. This is consistent with
the fact that annealing in an inert atmosphere promotes an increase in the concentration
of such vacancies.

In addition to deep donor centers, shallow donor levels are also present in thin
(Yo.06Gao.94)203 films, which may be caused by interstitial gallium atoms or more complex
defect complexes involving gallium and oxygen vacancies. The activation energy of these
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levels is approximately 0.25 eV and manifests differently depending on the heat treatment
conditions.

The deeper donor levels in this region are likely associated with defect complexes
containing oxygen vacancies. Since shallow donor levels have a shallower depth of
occurrence compared to deep ones, they provide a higher concentration of free charge
carriers, which explains the increased electrical conductivity of films annealed in a reducing
hydrogen atmosphere.

Our studies have also shown that (Yo.06Gao0.904)20s films that were not pre-annealed in
an oxygen or argon atmosphere exhibit significantly higher conductivity after reduction
annealing than films that underwent such pre-annealing at 1000 °C. This indicates that the
formation of defects associated with increased electrical conductivity occurs much more
readily in films with an incompletely formed structure. The observed effect is likely due to a
lower energy barrier for the formation of intrinsic defects in an incompletely formed
structure.

CONCLUSION

This study investigates the effect of preparation conditions and heat treatment on the
morphological, structural, and electrical conductivity properties of thin films of
(Yo.06Gao.94)203 obtained by radio-frequency ion plasma sputtering.

It was found that heat treatment significantly affects the microstructure of the films. In
particular, annealing in an oxygen atmosphere promotes the formation of the most ordered
polycrystalline structure, as confirmed by X-ray diffraction analysis. Morphological studies
showed that grain growth and a decrease in surface roughness occur after annealing,
indicating processes of recrystallization and structural ordering.

It has been shown that the electrical conductivity properties of the films significantly
depend on the heat treatment conditions. The films after deposition are characterized by
high resistivity and low activation energy for electrical conductivity. Annealing in oxygen
and argon does not significantly affect electrical resistance at room temperature, but leads
to a significant decrease at elevated temperatures. It was found that the thermal activation
energy of electrical conductivity is approximately 0.87 eV for films annealed in oxygen and
up to 1.38 eV for films annealed in argon, indicating different defect states of the material.

It has been established that annealing in a reducing hydrogen atmosphere leads to a
significant decrease in resistivity and a reduction in activation energy to ~0.25 eV, which is
due to an increase in the concentration of shallow donor centers.
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BMinB YMOB OAOEPXXAHHA HA ENEKTPONPOBIAHI BJIACTUBOCTI
TOHKUX MJIBOK (Y0.06Ga0.94)203

lzop Kyxapcbkul* 0O, IpuHa Kogpnrok'®, leaHHa Medeiob'™),
lzop Ky3b'® & Onee bopdyH

Kagpedpa ¢pizuyHoi ma 6iomedu4HOI erneKmpoHiKu

JIbsiscbkuli HauioHanbHUU yHieepcumem iMeHi lsaHa ®paHka

eyn. [jpazomaHosa, 50, 79005 Jlseis, YkpaiHa

AHOTALIA

Bctyn. Okcug ranito -Gaz203 € NepcnekTMBHUM LLUIMPOKO30OHHUM HaniBnpoBigHUKOBUM
MaTepianom, SiKMIN LUMPOKO 3aCTOCOBYETLCS B ONTOEMNEKTPOHILi Ta CEHCOPHUX CUCTEMAX.
Mpn UbOMY €enekTPOMNpOBIAHICTL TOHKMX MMIBOK 3HAYHOK MIpOK BU3HAYaETbCA X
CTPYKTYPHOK [OCKOHanicTio, AedeKTHoW MigcucTemMord Ta YyMOBaMu MiCNAPOCTOBOI
06pobkun. Y nonikpmucTaniyHnx nniBkax Mixk3epHOBI rpaHunLi Ta AedeKTHI KOMNNEKCU CYTTEBO
BNNMBalOTb HA MeXaHi3Mu nepeHeceHHs 3apsay. MeTolo poboTy € AOCNIAXEHHS BMnMBY
aTtMmocdepw Bignany Ha CTPYKTYpHi, MOPAONOriyHi Ta eneKTponpoBifHi BNACTUBOCTI TOHKNX
nniBok (Yo.06Ga0.94)20s3.

Marepianu Ta Mmetoan. ToHki nniBkn (Yo.o0sGao.e4)203 ToBwmMHOW 0,3—1,0 MkM Bynn
oTpumaHi Metogom BY iOHHO-MNa3MOBOro poO3NWMEHHs Ha Migknagkax i3 nnaBneHoro
kBapuy. lNicna ocagxeHHA NpoBOAMBCA Bignan y KACHI Ta aproHi npu temnepartypax 1000—
1100 °C, a Takox y BogHi npu 600-650 °C. CTpyKTypHi BmacTvBOCTI AochigXyBanu
METOAOM PEHTreHiBCbKoi AudpakLii, Mopdonorito NoBepxHi — 3a AOMOMOro aTOMHO-
CMUNoBOI Mikpockonii. EnekTponpoBigHicTe BUMiptoBanu B TemnepaTypHomy gianasoHi 300—
450 K, a eHeprito akTuBaLii BU3Ha4anu 3 TemnepaTypHUX 3anexHocTen NpoBiaHOCTI.

Pe3synbratu. PeHTreHOCTPYKTYpHWUA aHania nigTBepAvB OPMYBaHHA MMiBOK Yy
MOHOKMiHHIN a3i B-Ga203 Ta NiABULLEHHSA CTYNeHs KPUCTaniYHOCTi Nicns Bignany B KUCHI.
BcTaHoBneHo, Lo cBiXXOHAHECEHI NNiBKM MakTb BUCOKUIA nutomuia onip (p > 10" Om-cm),
AKUA 3MEHLWYETbCA Mpu NigBULEHHI TemnepaTypu Ta nicna Bignany. [Ona nniBok,
BigNaneHux y KNCHI, eHepris akTueadii ctaHoBuTb 6nnsbko 0,87 eB, Toai sik ang Bignany B
aproHi BoHa gocsirae ~1,38 eB (y gianasoni 300—400 K), wo cBiguntb Nnpo hopmyBaHHSA
rMMbLIMX [OOHOPHMX PIBHIB, MOB'A3aHMX i3 KWCHEBUMW BakaHciamu. Bignan y BogHi
Npu3BOANTbL [0 3HAYHOIO 3HMXKEHHSI NMMTOMOro onopy (~10% Om-cMm) Ta eHeprii akTuBauii
(~0,25 eB), Wo 3yMOBMNEHO NOABOIO MINMKUX JOHOPHMUX PiBHIB.

BucHoBok. EnektponposigHicTb  ToHkux nniBok  (Yo0eGaoes)203  BU3HAYaETLCA
OOHOPHUMU piBHAMK AedeKTHOI npupoau, ki hopmytoTbCs 3anexHo Big yMOB Bignany.
KucHeBe Ta aproHoBe cepefoBULLE CMIPUSIOTE YTBOPEHHIO rMMBOKNX AOHOPHNUX LIEHTPIB, TOAi
K Bignan y BOAHI Npu3BOAWTb [0 (OPMYBAHHA MINKUX [OOHOPIB i  MiOABULLIEHHS
€reKTponpoBIgHOCTI.

Knrouyoei croea: TOHKI NNiBKW, OKCMA ranito, KpucTaniyHa CTPYKTypa, OOMILLKK,
€IeKTPONnpOoBIAHICTb.
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ABSTRACT

Background. Graphene field-effect transistors (FETs) have high potential for application
in sensor electronics as detectors of electromagnetic radiation in a wide spectral range due
to the high sensitivity of graphene ambipolar conductivity to local changes in the electric
field. The use of a reduced graphene oxide (RGO) film provides cost reduction of
photodetectors based on graphene FETs. On the other hand, an additional porous silicon
light-absorbing layer can increase their sensitivity due to an increase in surface area.

Materials and methods. Graphene field-effect photodetectors were created by drying a
film-forming RGO suspension deposited on the surface of the porous silicon on a silicon
substrate, which served as the gate of the FET. Electrical source and drain contacts were
formed on the surface of the obtained RGO film. To improve the insulating properties of
porous silicon, it was electrochemically oxidized, and an additional layer of Al203 was
deposited. The electrical and photoelectric properties of the created field-effect
photodetectors were investigated in DC and AC modes using a white LED and standard
optical equipment.

Results. An increase in the conductivity and capacitance of the RGO channel of the
FETs was detected under the influence of white light irradiation. Based on the analysis of
the drain current dependencies on the gate voltage, it has been established that the
efficiency and photosensitivity of the FETs based on the porous silicon and RGO film are
increased by the deposition of an additional Al2O3 layer on the surface of electrochemically
oxidized porous silicon. The maximum sensitivity of the created photodetectors is in the
spectral range of 800—900 nm. The response time to white light pulses is about 0.5 ms.
Passivation of the porous silicon surface with the oxide film and the Al2Os layer causes an
increase in the photosignal relaxation time.

Conclusions. The features of using FETs based on porous silicon structures and RGO
film as visible radiation detectors have been investigated. The electrical, spectral, and time
characteristics of the created field-effect photodetectors were determined.

Keywords: Graphene field-effect transistor, reduced graphene oxide, porous silicon,
photosensitivity.

INTRODUCTION

The unique combination of ultra-high charge carrier mobility in graphene, sensitivity of
its electrical conductivity to local changes in the electric field, high transparency, and
flexibility provides exceptional prospects for graphene and materials based on sp2-bonded
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carbon atoms in sensor electronics for creating photodetectors, touch displays, and other
next-generation optoelectronic devices [1-3]. Due to the absence of a band gap, graphene
absorbs photons of almost any energy, which opens up the possibility of creating
photodetectors with a wide spectral range, namely from UV to terahertz radiation. These
properties make graphene especially attractive for high-speed telecommunications
systems [4, 5], contactless scanning systems [6], and optical sensors in spectroscopic
methods of medical diagnostics [7, 8], where both response time and energy efficiency are
critical.

Despite the attractiveness of graphene for sensor applications, challenges can be
noted that hinder the development of graphene-based devices and their mass industrial
application. One obstacle remains scaling up the production of high-quality graphene and
ensuring its uniformity over large areas. A solution to this problem may be the use of
reduced graphene oxide (RGO), since its manufacturing technology is quite simple and
low-cost [9,10]. Field-effect transistors (FETs) based on the RGO film demonstrate high
sensitivity to electromagnetic and ionizing radiation [11].

On the other hand, pure graphene demonstrates relatively low quantum efficiency due
to its limited absorption capacity (~2.3 % per layer). Therefore, the basic approach to
graphene applications in photoelectronics is focused on engineering hybrid structures that
combine the charge-sensitive carbon monolayer and a photosensitive material for charge
carrier generation. In particular, combining graphene with strong light absorbers, such as
perovskites or nanostructured semiconductors and metals, provides a significant increase
in photosensitivity due to charge transfer effects or enhancement of local electric fields [12-
14]. According to this concept, porous silicon (PS) has high potential for use as a substrate
for graphene deposition due to its attractive antireflective properties [15]. The large ratio of
surface area to volume of the porous layer provides not only effective absorption of light
quanta, but also promotes the deposition of various nature nanoparticles, including RGO
[16]. In addition, the nanostructured PS can be used as a supporting layer for the RGO
channel of the FETSs, owing to its low electrical conductivity [17]. Further improvement of
the porous layer dielectric properties increases the efficiency of FETs based on the PS—
RGO structures. Therefore, the work aimed to study the relationship between the structural
features of the PS-based supporting layer and the electrical and photosensitive properties
of the FETs with the RGO film channel.

MATERIALS AND METHODS

Slightly doped silicon wafers with a thickness of 400 ym were used as the substrate
and gate of the RGO-based FETSs. A thin gold film used as an electrical contact for the gate
was thermally deposited on the back surface of the wafers and annealed at a temperature
of 600°C for 30 min. On the opposite side of the wafers, the PS layer was formed by the
electrochemical method. An ethanolic solution of hydrofluoric acid with a component ratio
of HF:C2HsOH = 1:1 was used as the electrolyte. The current density and duration of anodic
etching were 30 mA/cm? and 5 min, respectively. The wafer working surface was
illuminated with a Feron HB1 J118 500 W incandescent lamp throughout the entire
electrochemical etching process to generate positive charge carriers necessary for the
silicon etching chemical reactions. After washing with distilled water, some of the samples
were subjected to electrochemical oxidation of the porous layer in a H202 solution at a
current density of 15 mA/cm? for 10 min to stabilize the surface and form a thin dielectric
film. To improve the dielectric properties of the PS used as an insulating layer between the
gate and the RGO channel of the FETs, a 150 nm thick Al2Os film was additionally
deposited on the surface of the anodically oxidized porous layer of several samples by RF
magnetron sputtering under the conditions described in [11].
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The conductive channel of the FETs was formed by air-drying the RGO film-forming
suspension deposited on the surface of the insulating layer, obtained by reducing graphene
oxide (in the form of an aqueous suspension from Sigma-Aldrich) with hydrazine
monohydrate as described in [16]. Silver contacts of source and drain were thermally
deposited onto the surface of the formed RGO film at a distance of 1 mm from each other,
as shown in Fig. 1.

VD o ? ! J__

Drain RGO Source

PS

Si

Gate
Fig. 1. Schematic representation of the FET based on the PS and RGO film.

The electrical and photoelectric characteristics of the created FETs were studied in
DC and AC modes. In particular, the dependencies of the drain current Ip on the bias
voltage Vp and the gate voltage Vs were measured using a Siglent SDM 3045 multimeter.
The capacitive and resistive characteristics of the RGO channel were investigated using
a Hantek 1833C RLC meter in the frequency range of 102-10% Hz. A white LED FYLP-
1TW-UWB-A with a power of 1 W and a luminous flux of 76 lumens was used to study
photoelectric phenomena. The LED emission spectrum has a broad band in the range of
470-600 nm and an intense band with a maximum at about 450 nm. The photoresponse
spectra were measured on standard optical equipment and corrected to account for the
spectral characteristics of the equipment.

RESULTS AND DISCUSSION

The dependencies of the drain current Ip on the potential difference between
the source and drain contacts Vp of the created FETs in the absence of gate voltage
(Ve = 0) are nonlinear, as shown in Fig. 2. The lowest conductivity was found in the RGO
film deposited on the surface of the PS (Si—-PS—RGO structure). The RGO film formed
on the surface of an anodically oxidized porous layer (Si—PSox—RGO structure)
demonstrates slightly higher conductivity. The highest conductivity of the RGO film is
observed in the structure with an additional Al2Os3 layer (Si—PSox—Al203—RGO). Irradiation
with white light from the LED FYLP-1W-UWB-A causes an increase in the drain current
Ip of the RGO-based FETs. The observed increase in the conductivity of the RGO film is
likely caused by the electric field of charge carriers photogenerated in the PS and silicon
substrate.

Although the different conductivity values are most likely caused by the different
number of carbon nanosheet layers in the RGO film, the nonlinear nature of the Ip—Vp
dependencies may have several reasons. Considering that graphene is characterized by
ohmic contact resistance with metals [18], it can be assumed that the found nonlinearity is
due to both the heterogeneity of the formed films and the influence of the PS layer on the
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Fig. 2. Dependencies of drain current I on bias voltage Vj of the FETs based on the Si-PS-RGO (1,1’), Si—
PSox—RGO (2,2’), and Si—PS.—Al,03—RGO (3,3’) structures measured in the dark (1,2,3) and under
irradiation with white light (1°,2’,3’) at the gate voltage Vs = 0.

e’

RGO conductivity. First of all, the electrical properties of the RGO film depend not only on
the conductivity of the 2D carbon nanoparticles but also on the electrical barriers between
them, which are likely formed due to the presence of a surfactant in the film-forming
suspension [16]. In addition, since porous silicon is not a perfect insulator [15], charge
carriers injected from the PS should not be ignored. Finally, due to the structural
imperfection of the PS dielectric coating, the electrical conductivity of the RGO film can also
be affected by charge carriers localized on electrically active defects and the interface with
the RGO.

The capacitive and resistive properties of the created FETs were investigated in the
AC mode to obtain additional information about the charge transfer processes in the RGO
film. Fig. 3 shows the frequency dependencies of the internal resistance and capacitance
of the RGO film, measured between the source and drain contacts. A decrease in electrical
characteristics was detected with increasing frequency from 100 Hz to 100 kHz. A decrease
in resistance and an increase in capacitance of the RGO film were also found under
irradiation of the working surface of the field-effect photodetectors. The observed
dispersion of the electrical characteristics of the RGO channel of the FETs may further
support the assumption of inhomogeneities in the RGO film formed from carbon
nanosheets.

Dependencies of the drain current Ip on the gate voltage Vs were measured to
evaluate the efficiency of the created FETs based on the RGO film. The obtained Ip—V;s
curves at Vp = £1.5 V are shown in Fig. 4. The drain current increases linearly with the
change in gate voltage from approximately 0 to —4 V for the bias voltage of Vp=1.5V.
Similarly, the conductivity of the RGO channel of the FETs increases almost linearly with
increasing Vg from 1.5to 4 V for Vp =—1.5 V. The minimum conductivity of the RGO-based
FETs at about 1 V gate voltage is caused by the features of the graphene band structure
in the form of Dirac cones and is associated with the charge neutrality point, which divides
the conductivity profile into hole and electron components [19].
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Fig 3. Frequency dependencies of the internal resistance (a) and capacitance (b) of the RGO channel of the FETs
based on the Si-PS—-RGO (1,1’), Si-PSx—RGO (2,2’), and Si-PS.—Al,0;—RGO (3,3’) structures
measured in the dark (1,2,3) and under irradiation with white light (1°,2’,3’) at the gate voltage of Vs = 0.

Analysis of the measured Ip—Vs dependencies shows that the FET based on the Si—
PSox—Al203-RGO structure, which demonstrates the largest range of change in drain
current when the gate voltage changes, has the highest efficiency. The revealed features
of the electrical characteristics of the FETs based on the PS and RGO film may be due to
the different quality of the insulating layers, since the performance of graphene field-effect
devices depends significantly on defects in the supporting dielectric layer [20].

As a result of irradiation of the FETs with white light, an increase in the drain current
Ip was observed at a bias voltage of Vp = +1.5 V. The highest photosensitivity to white light
is demonstrated by the structure with the additional Al2O3 layer, probably due to the higher
FET efficiency. The small thickness of the transparent to visible light Al2O3 layer does not
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Fig 4. Dependencies of drain current / on gate voltage V; of the FETs based on the Si-PS-RGO (1,1’), Si—PSox—
RGO (2,2’), and Si—PS.—Al,05—RGO (3,3’) structures measured in the dark (1,2,3) and under irradiation
with white light (1°,2’,3’) at the bias voltages Vp=1.5V (a) and Vp =-1.5V (b).

significantly affect the sensitivity of the proposed field-effect photodetector. In addition,
improved passivation of the PS surface with the Al2Os layer can reduce the rate of
photogenerated charge carrier recombination. An additional argument in favor of this
hypothesis is the increase in the relaxation time of the photoresponse to white light pulses,
as shown in the inset of Fig. 5. In general, the analysis of the photoresponse kinetics of the
created photodetectors revealed almost the same rate of increase in the photosignal and
different times of its decay when excited by light pulses with a duration of 1 ms.
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Fig 5. Photoresponse spectra of the FETs based on the Si—-PS—RGO (1), Si—-PS,—RGO (2), and Si—PSyx—Al,03—
RGO (3) structures. Inset: response kinetics of the photodetectors to white light pulses.

The spectral characteristic of the field-effect photodetectors depends on the light-
absorbing properties of the PS and silicon substrate. The photosensitivity spectra of the
RGO-based FETs are characterized by a broad band with a maximum in the 800—900 nm
range, similar to a silicon photodiode (see Fig. 5).

CONCLUSION

As a result of studying the electrical and photoelectric characteristics of the FETs
based on the PS and RGO film, the features of their use as photodetectors have been
established. It was revealed that irradiation of FETs with white light causes an increase in
the conductivity of the RGO channel in both DC and AC modes. In addition, the efficiency
and photosensitivity of the created FETs were increased due to the deposition of an
additional Al2Os layer on the surface of the anodically oxidized PS. Moreover, the improved
passivation of the PS surface with the Al2Os3 layer increases the relaxation time of the
photoresponse to white light pulses. The response time of the field-effect photodetectors is
about 0.5 ms. It has been established that the photosensitivity of FETs based on the RGO
film is maximum in the range of 800-900 nm.
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®OTOOETEKTOPU HA OCHOBI E®EKTY NMONSA Y CTPYKTYPAX
NOPYBATUWU KPEMHIA — BIQHOBNEHWUW OKCUO FrPA®EHY

l2zop Onenuy* ©©, AHOpIl Kosak»©

Kagpedpa padioerieKmpoHHUX i KOMITIOMEPHUX cucmem
JIbsiecbkuli HayioHanbHUl yHieepcumem imeHi lIeaHa ®paHka,
8yn. [ipazomaHosa 50, 79005 m. Jlbeie, YkpaiHa

AHOTALIA

BcTyn. 3aBasikvm BUCOKIN YyTnMBOCTI BinonspHoi NpoBigHOCTI rpadheHy A0 NokanbHol
3MiHW €MEKTPUYHOro Nons, rpacpeHoBI NONbOBI TPAH3UCTOPY MaKOTb BUCOKUI NOTEHLian ans
3aCTOCYBaHHA Yy CEHCOpPHIN eneKkTPOoHili, 30KpemMa $K OEeTeKTopuM eneKkTpoMarHiTHOro
BUMPOMIHIOBAHHSA Yy LUMPOKOMY CReKTpanbHOMY diana3oHi. BukopuctaHHa nniBku
BigHOBNeHoro okcuay rpacpeny (BOIM) oae amory 3HM3nTn BapTicTb DOTOAEKTOPIB HA OCHOBI
rpapeHoBMX MNOSMbLOBUX TPAH3UCTOPIB, TOAI AK [OAAaTKOBWW CBITNOMOrMAMHAYUA Lwap
NMopyBaToOro KPEMHil0 MOxe 3abe3neuvMTu MigBULLEHHSA IXHbOI YYTNMBOCTI 3aBOAKU
36imMbLUEHHIO NIOLLi NOBEPXHI.

Matepiann T1a mMetogm. PoTouyTnuBei rpadpeHOBi NOMNbOBI TPAH3UCTOPU OTPUMAaHO
BMCYLLYBaHHAM NNiBKOYTBOpPIOBanbHOI cycneHsii BOI™, HaHeceHoi Ha NOBEepPXH0 NOpyBaToOro
KPEeMHito Ha KpeMHIeBi nigknagui, Wwo cnyrysana 3aTBOPOM MOMAbOBOro TpaHauctopa. Ha
nosepxHi yTBopeHoi nnisku BOIN cdhopmMoBaHO eneKkTpUYHi KOHTaKT! BUTOKY Ta CTOKy. [ns
MOKPAaLLEHHS i30MALIMHUX BNACTUBOCTEN NMOPYBATOro KPEMHIil0 Moro 6yno eneKkTpoximiyHo
OKNCHEHO Ta ocamkeHo popatkoBun wap Al2Os. EnektpmyHi Ta oTOENEeKTpuYHi
BNacTMBOCTI CTBOPEHMX MOMbOBUX TPaAH3UCTOPIB AOCMIAXKEHO Yy pexmmax NOCTIMHOro Ta
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3MiHHOTO CTpPyMy 3 BUKOPWCTaHHSAM CBIiT/IOBUNPOMiHIOBanbHOro gioga 6inoro ceitna i
CTaHAapTHOro ONTUYHOTO OBnagHaHHS.

Pe3ynbTaTtn. BuasneHo 36inbLueHHst npoBigHocTi Ta emHocTi BOIM-kaHany nonbosux
TPaH3MCTOPIB 3a BMMMBY ONPOMiHEHHS Binum cBiTnom. Ha OCHOBI aHanidy 3anexHocTen
CTPyMy CTOKY Bif Hanpyrim 3aTBOpa BCTAHOBMEHO, WO eMEeKTUBHICTb i POTOUyTNMBICTb
MOMbOBMX TPaH3UCTOPIB Ha OCHOBI NopyeaToro kpemHito Ta nniskm BOI 36inblyeTbes
3aBAAKM ocagkeHHo aoaatkosoro wapy Al2Os Ha NOBEPXHIO eNeKTPOXiMIYHO OKUCHEHOIO
nopyBaToro KpemHito. MakcMym YyTnmMBOCTI CTBOPEHMX (POTOAETEKTOPIB 3HAaX0ANTbLCH Y
cnekTpansHomy Aaiana3oHi 800-900 HM. Yac Bigryky Ha imnynbcm 6inoro ceitrna cTaHOBUTb
6nusbko 0,5 mc. MNacrBauis NoBepxHi NOPyBaTOro KPEMHi0 OKCMAHOK MMiBKOIO Ta LapoMm
Al203 3ymoBntoe 36inblueHHs Yacy penakcauii poTocurHany.

BucHoBku. [locnigxeHo ocobrnmBoCTi BUKOPUCTaHHSA NOMbOBUX TPAH3UCTOPIB Ha OCHOBI
nopysaToro kpeMHito Ta nniskv BOI™ sik geTekTopis BUAVMOro BUNPOMiHIOBaHHA. BuaHayeHo
€neKTPWYHI, CNekTparnbHi Ta YaCoBi XapaKTePUCTUKN CTBOPEHUX hOTOOETEKTOPIB.

Knrouyoei cnoea: pacheHoBMIN NONBOBUIA TPaH3UCTOP, BIAHOBMEHMI OKcua rpadeHy,
nopyBaTu KPEMHIN, (OTOYYTNUBICTb.
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ABSTRACT

Background. The rapid growth of Internet of Things (loT) systems has increased the
demand for scalable and low-latency data processing architectures. Traditional cloud-centric
approaches often suffer from high communication delays and bandwidth limitations. Edge—
Fog—Cloud computing introduces a multi-tier model that distributes computational tasks
closer to data sources. However, evaluating computational methods in such heterogeneous
environments requires systematic performance analysis and architectural optimization. In
this context, integrating mathematically stable and computationally efficient methods, such
as harmonic potential field-based approaches, is essential to ensure reliable real-time
operation, scalability, and system resilience across distributed layers.

Methods. This study evaluates the Laplace artificial potential field method implemented
within a multi-tier Edge—Fog—Cloud architecture. The experimental framework includes
distributed simulation, real-time processing scenarios, and comparative benchmarking.
Performance metrics such as latency, computational load, and system stability were
analyzed. The proposed approach was tested under variable workload conditions to assess
scalability and efficiency across architectural layers.

Results and Discussion. Experimental results demonstrate reduced end-to-end
latency and improved task distribution across edge and fog layers. Compared to centralized
processing, the proposed architecture maintains stability under increased workload. The
Laplace-based computational model ensures efficient obstacle handling and balanced
resource utilization. These findings confirm that multi-tier orchestration enhances system
responsiveness while preserving acceptable computational overhead in dynamic loT
environments.

Conclusion. Integrating the Laplace artificial potential field method within an Edge—
Fog—Cloud architecture significantly improves distributed system performance. The
proposed framework increases scalability, reliability, and computational efficiency in real-
time loT applications, providing a solid foundation for further optimization of resource
management and intelligent task allocation in heterogeneous distributed environments.

Keywords: Edge—-Fog—Cloud; IoT; Laplace artificial potential field; distributed
computing; real-time processing; latency; runtime verification.

INTRODUCTION

The goal of the research is to theoretically substantiate and practically develop a
distributed framework that combines the low latency of edge computing with the power of
cloud analytical platforms. The primary objective is to create a dynamic orchestration
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mechanism that automatically distributes processing and verification tasks based on their
computational complexity and response-time requirements.

Traditional cloud-centric loT architectures suffer from performance bottlenecks
caused by limited bandwidth and increased latency when large volumes of raw data are
transmitted to centralized cloud infrastructures. This limitation becomes particularly critical
in real-time and mission-critical systems. To mitigate these constraints, research has
increasingly focused on distributed computing paradigms that move computation closer to
data sources. Edge computing significantly reduces network traffic and improves system
responsiveness by enabling local data processing, while fog computing introduces an
intermediate layer that supports regional aggregation and context-aware analytics [1,2].

The effectiveness of heterogeneous edge—fog—cloud collaboration has been further
demonstrated through architectural implementations and benchmarking studies, which
confirm improvements in scalability, energy efficiency, and response time under dynamic
workloads [3,4]. However, while orchestration and resource management techniques such
as NSGA-IIl and MEC concentrate on traffic optimization and computational efficiency, they
often lack formal guarantees of reliability and strict compliance with real-time requirements.

In dynamic 0T environments, where network topology and system states continuously
evolve, runtime verification (RV) emerges as a critical mechanism for ensuring correctness.
Edge-based runtime verification frameworks enable monitors to operate directly on
distributed nodes, reducing reliance on centralized analysis and improving responsiveness
[5]. The application of Metric First-Order Temporal Logic (MFOTL) for real-time policy
enforcement provides a rigorous formal foundation for specifying and verifying temporal
constraints over event streams [2]. By employing monitoring tools such as MonPoly,
systems can transition from exhaustive design-time verification to lightweight real-time
event monitoring, which is more suitable for evolving 1oT deployments.

Formally verified monitoring frameworks, such as VeriMon, further enhance reliability
by ensuring correctness of the monitoring algorithms themselves [6]. More recent
advancements in anticipatory runtime verification extend this concept by enabling
predictive reasoning over temporal properties, thereby allowing systems to detect potential
violations before they fully manifest [7]. Additional runtime verification tools targeting
context-aware distributed systems further reinforce the feasibility of applying formal
monitoring in heterogeneous loT ecosystems [8].

Collectively, these works indicate a clear evolution from purely performance-oriented
optimization strategies toward integrated architectures that combine distributed edge—fog—
cloud processing with formal runtime verification mechanisms. Such integration is essential
for achieving scalability, real-time responsiveness, and dependable operation in modern
loT systems.

The rapid expansion of Internet of Things (IoT) systems has significantly increased
the demand for scalable, low-latency, and computationally efficient distributed
architectures. Traditional centralized cloud-based solutions often suffer from bandwidth
limitations and high end-to-end latency, particularly in real-time applications. Multi-tier
Edge—-Fog—Cloud architectures enable task distribution closer to data sources, thereby
reducing communication overhead and improving responsiveness. However, the
integration of computational intelligence methods within such heterogeneous environments
requires systematic evaluation of performance and scalability [9-10].

This study aims to evaluate the computational efficiency and scalability of the Laplace
artificial potential field method implemented within a multi-tier Edge—Fog—Cloud
architecture for real-time 10T applications.

METHODS

Recent studies demonstrate the effectiveness of Edge—Fog—Cloud architectures in
reducing latency and improving workload distribution in IoT systems. At the same time,

202 Electronics and information technologies 2026 - Issue 33



Integration of Decentralized Performance Verification...

research on runtime verification and distributed monitoring highlights the importance of
formal reliability enforcement in dynamic environments. Despite significant progress, many
existing works emphasize performance optimization without a comprehensive evaluation
of computational models under heterogeneous deployment conditions. Therefore, there
remains a need for integrated approaches that combine architectural scalability with
computational efficiency assessment.

To ensure the validity of the comparative analysis between Raspberry Pi Zero, Rasp-
berry Pi 3, and the x86 VM, a standardized software environment was maintained across all
platforms. Each node operated on a Debian-based Linux distribution (Raspberry Pi OS for
ARM-based nodes and Debian 12 for the cloud VM) using an identical version of the Python
3.10 runtime environment. This approach minimizes performance variances that could arise
from operating system overhead or differing software stacks, ensuring that the measured
throughput primarily reflects the computational capabilities of the underlying hardware

The methodology is based on a three-level hierarchical data processing model that
encompasses six stages of the information life cycle. Data from loT sensors undergo
filtering to eliminate noise and anomalies. Low-pass and high-pass filters, as well as
Kalman filters, are used to reduce random fluctuations. The mathematical model for
preprocessing is defined as (1):

PD = f(RD,FP,NF), 1)

where PD is Preprocessed Data, RD — Raw Data, FP — Filtering Parameters, and NF —
Normalization Factors.

The tiered computation distribution is organized as follows. The Edge Layer (LO)
performs simple operations (filtering, threshold alerts) and local RV. The processing time
is defined as (2):

DV x PC
EPT = ——— 2
ECR @)

where EPT is Edge Processing Time, DV — Data Volume, PC — Processing Complexity,
and ECR — Edge Computing Resources

The Fog Layer (L1) aggregates data from multiple Edge nodes. Processing efficiency
at this level is calculated using the formula (3):

EDP = FNP (3)
" LaFN + TD

where EDP is Effective Data Processed, FNP — Fog Node Performance, LaFN — Latency
at Fog Node, and TD — Transmission Delay.

The Cloud Layer (L2) is designed for executing complex machine learning tasks and
long-term storage (4). The processing time is defined as:

_TCxDV

CR @

CPT

where CPT is Cloud Processing Time, DV — Data Volume, TC — Task Complexity, and CR
— Cloud Resources.

For dynamic orchestration and life cycle management, the system automatically
classifies tasks by complexity (low, medium, high) and resource intensity. The orchestration
decision is made based on maximizing performance relative to latency (5):
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PC

0D = argmaxgyer (T)' ©)

where OD is Orhestration Decision, PC — Processing Capability, L — Latency.
The data retention period is dynamically optimized depending on its priority (6):

DIF x DT
P =——F—

VTR (6)
where RP is Retention Period, DIF — Data Importance Factor, DT — Data Type, AS is
Available Storage.

The Laplace atrtificial potential field method was implemented within the proposed archi-
tecture and evaluated under controlled simulation conditions. The experimental setup inclu-
ded distributed workload scenarios with varying event rates to assess latency dynamics and
computational load balancing. Performance metrics such as end-to-end latency, processing
efficiency, and system stability were measured. Comparative analysis with centralized
deployment was conducted to validate the effectiveness of distributed task allocation.

RESULTS AND DISCUSSION

The proposed system architecture follows a hierarchical multi-tier model consisting of
edge, fog, and cloud layers. The edge layer performs initial data acquisition and
preprocessing, minimizing raw data transmission. The fog layer is responsible for
intermediate aggregation and distributed computational coordination. The cloud layer
provides centralized analytics and long-term data storage. Such hierarchical structuring
enables dynamic task redistribution depending on workload conditions and enhances
modular scalability of the system.

The obtained results demonstrate that the multi-tier architecture significantly reduces
end-to-end latency compared to centralized processing models. The Laplace-based
computational approach ensures stable system behavior even under increased workload
conditions. Efficient distribution of computational tasks between edge and fog layers
contributes to improved responsiveness and balanced resource utilization. These findings
confirm that distributed orchestration enhances overall system performance without
introducing excessive computational overhead.

The primary dependencies obtained during experiments on a test bench (Raspberry
Pi 3, x86 Cloud VM) are presented below in Table 1.

In the context of this performance evaluation, an 'event' is defined as a single incoming
data packet from an loT sensor that requires real-time processing and runtime verification
against predefined temporal logic properties. The throughput (events/s) was calculated as
the maximum number of such packets successfully processed by the monitoring engine
per second without data loss or queue overflow. The processing cycle for each event
includes data ingestion, noise filtering, and the execution of the Laplace-based verification
algorithm.

Table 1. Monitor throughput depending on the hardware base

Platform vCPU / RAM Throughput (events/s)
RPi Zero 1 core /512 MB 10

RPi 3 4 cores/1GB 45
x86 VM 4vCPUs /8 GB 330
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Figure 1 presents the results of the paper, which considered the experimental evalua-
tion of monitor throughput across different hardware platforms, demonstrating a significant
dependence of event processing capacity on the available computational resources. This
data and Fig.1 provide a clear analysis of how hardware affects the performance of the
monitoring system. Here is a detailed breakdown of the provided information.

The main conclusion from Table 1 and Figure 1 is that there is a critical dependence
of throughput (the number of processed events per second) on the platform's computational
power. The difference between the weakest and most powerful options is colossal.

Entry level: Raspberry Pi Zero Characteristics: 1 core, 512 MB RAM. Result: 10
events/s. Analysis: This is the baseline. A single-core processor with a small amount of
memory is capable of processing only a minimal data stream. This option is suitable only
for very simple tasks (for example, polling one or two sensors once a minute).

Mid-level (IoT): Raspberry Pi 3 Characteristics: 4 cores, 1 GB RAM. Result: 45
events/s. Gain: Performance increased by 4.5 times compared to the RPi Zero. Analysis:
Transitioning to a multi-core architecture (even within energy-efficient ARM processors)
and doubling the memory provides a substantial boost. This platform can already be used
for home automation or monitoring a small local server.

High level: x86 VM (Cloud VM) Characteristics: 4 vCPUs, 8 GB RAM. Result: 330
events/s. Gain: Performance increased by 7.3 times compared to the RPi 3 and by a
staggering 33 times compared to the RPi Zero.

Analysis: This is the most important comparison. Although the number of cores is the
same as the RPi 3 (4 cores), the difference in architecture (powerful x86 cores versus
energy-efficient ARM) and the significantly larger volume of RAM (8 GB) lead to a
fundamental change in performance. This is a solution for serious, high-load monitoring.

The Fig.1 perfectly visualizes these performance gaps. The bar for the Cloud VM (330)
dominates the graph, clearly demonstrating the lead. The RPi 3 bar (45) looks about 7
times shorter than the leader, matching the data. The RPi Zero bar (10) is an almost
invisible dot against the backdrop of the cloud virtual machine, highlighting the gap between
an entry-level microcontroller and a server solution. In summary, for monitoring tasks where
event processing speed is crucial, cutting costs on hardware (using weak ARM platforms
instead of x86) leads to a dramatic drop in throughput.

Comparing this with classic methods shows the superiority of the integrated approach
in real-world smart city scenarios. This section demonstrates the unconditional advantage
of the proposed integrated approach over existing loT data processing methods in smart
city scenarios.

The results presented in Table 2 and Figure 2 collectively demonstrate that the
proposed method achieves both algorithmic superiority and architectural robustness in loT
data processing environments. Unlike conventional approaches, the proposed solution

Monitor Throughput Dependence on Hardware Base
350 —— - — — —330————

Throughput (events per second)

50 45
10
0 | O ———————
RPi Zero RPi 3 x86 VM (Cloud)
(1 core/512MB) (4 cores/1GB) (4 vCPUs/8GB)

Platform and Configuration

Fig 1. Throughput comparison.
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Table 2. Comparison of 10T data processing methods

Method Accuracy (%)  Efficiency (%)  Latency (ms) Energy (W)
SVM (2018) 85 80 210 65
MEC (2019) 91 89 120 55

NSGA-III (2019) 90 92 150 58
Proposed 93 94 90 48

improves all key performance indicators simultaneously, indicating a balanced optimization
rather than a trade-off between accuracy, latency, efficiency, and energy consumption.

In terms of quantitative performance, the proposed method achieves the highest
accuracy (93%) and efficiency (94%), while also delivering the lowest latency (90 ms) and
energy consumption (48 W). This unified improvement is particularly significant in IoT sys-
tems, where enhancements in one metric often lead to degradation in another. The reduc-
tion in latency compared to earlier methods is substantial enough to support near real-time
processing requirements, while lower energy consumption directly enhances system susta-
inability and operational cost efficiency. The results suggest that the proposed approach
effectively minimizes computational overhead while preserving analytical precision.

The scalability analysis further reinforces these findings. The latency—load relationship
reveals a critical threshold at approximately 30 events per second. Beyond this point, the
all-in-one architecture exhibits exponential latency growth, indicating system saturation.
This behavior is consistent with queueing theory principles, where the arrival rate
approaches or exceeds the service rate, leading to nonlinear delay escalation and
performance collapse. Such instability renders monolithic deployments unsuitable for high-
load or mission-critical IoT applications.

In contrast, the hybrid architecture maintains an approximately linear latency increase
even beyond the critical load threshold. The absence of exponential growth indicates effec-
tive workload distribution and improved resource utilization. The system remains stable
under increasing demand, demonstrating its scalability and resilience to saturation effects.

Overall, the combined results confirm that the proposed method is not only
computationally efficient and accurate but also architecturally scalable. The integration of
optimized processing with a distributed or hybrid deployment model ensures sustained
performance under growing workloads, making the solution well-suited for real-world 10T
environments requiring reliability, energy efficiency, and real-time responsiveness.
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Fig. 2. End-to-end Latency vs Load.
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CONCLUSION

The conducted study confirms that implementing the Laplace artificial potential field
method within a multi-tier Edge-Fog—Cloud architecture significantly improves
computational efficiency and scalability in real-time loT systems. The experimental results
demonstrate measurable latency reduction and balanced workload distribution across
architectural layers, directly supporting the stated research objective.

Furthermore, the proposed framework enhances system stability under dynamic load
conditions and provides a structured foundation for intelligent distributed processing. The
integration of computational methods with hierarchical orchestration mechanisms
contributes to the development of adaptive and performance-aware loT infrastructures.
Future research should focus on large-scale real-world validation and the incorporation of
Al-driven adaptive resource management strategies.
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IHTErPALISA AELIEHTPANI3OBAHOI NEPEBIPKU NMPOAYKTUBHOCTI B
rIBPUOHUX APXITEKTYPAX «MEPU®DPEPIA-TYMAH-XMAPA» ONA
NMNIABUWEHHA HAQINHOCTI CUCTEM IHTEPHETY PEYEN

Powman Os4ok, FanuHa Knum
HaujoHanbrut yHisepcumem «Jlbgigcbka rnonimexHikay,
syn. . baHdepu 12, 79013 m. J1beis, Ykpaita

AHOTALIA

Beryn. LBnagke 3poctaHHs cuctem IHTepHeTy peden (IP) 36inbwmno nonut Ha
mMacTaboBaHi apxiTekTypu o6pobKM AaHMX i3 HU3bKOK 3aTPUMKOK. TpaauuiiHi nigxoaw,
OpiEHTOBaHI Ha XMapHe cepefoBULLE, YaCcTO CTpaXaaloThb Bif BENUKMX 3aTPMMOK 3B’s13Ky Ta
obmexeHb  MponyckHoi  3gaTHocTi.  [epudepitHO—TymMaHHO—XMapHi  06YMCNEHHs
npeacTaBnsaTe coboto baraTopiBHEBY MOAENb, Aka po3nodinse obuncnioBanbHi 3aBAaHHA
6nwkye 0o mxepen aaHux. OgHak ouiHka 064McnoBanbHUX METOAIB Y TaKMX HEOAHOPIAHUX
cepefoBuLax BMMarae CUCTEMaTUYHOrO adHanisy npoAyKTUMBHOCTI Ta onTumisauii
apxiTektypu. Y LbOMY KOHTEKCTi iHTerpauis matemaTuyHo cTabinbHuMx i edekTUBHUX
obuncnioBanbHNX METOAIB, TaKUX SIK NiAXOAM Ha OCHOBI MONA rapMOHIYHOrO NOTeHLUiany, €
BaXNMBOK ANg 3abes3nedeHHsa HagiiHoi poboTu B peanbHOMY Yaci, MacluTaboBaHOCTI Ta
CTIIKOCTi CUCTEMM Ha PO3NOAINEHUX PIBHSAX.

MeTtoaun. Y ubOMYy AOCRIOXEHHI OLUHIOETBCA MEeTOA LUTYYHOro MOTEHUINHOro nons
Jlannaca, peanizoBaHuin y GaraTopiBHEBI apXiTeKTypi nepudepinHo—TyMaHHO—XMapHUX
obuncneHb. EkcnepumMeHTanbHa OCHOBa BKIIOYAE PO3NOAINEeHe MOAEMOBaHHS, CLeHapii
06pobkn B peanbHOMYy Yaci Ta NopiBHANBHWIA aHani3. Bynu npoaHanizoBaHi Taki NOKa3HUKK
NPOAYKTUBHOCTI, SIK 3aTpMMKa, 064YmnCrioBanbHe HaBaHTaXeHHs Ta CTabiNbHICTb CUCTEMM.
3anponoHoBaHUM nigxia nNepeBipeHO B yMOBax 3MiHHOTO po60YOro HaBaHTAXEHHS ANnd
OLiHKM MacliTaboBaHOCTi Ta ePEKTUBHOCTI MK apXITEKTYPHUMMN PIBHAMMW.

PesynbTtatn. ExcnepumeHTanbHi pesynbtat AeMOHCTPYIOTb 3MEHLLUEHHS HaCKpi3HOI
3aTPUMKM Ta NOKpaLLeHUn po3nodin 3asgaHb Ha nepudepil i B Lwapax TymaHy. [NopiBHSHO 3
LueHTpanisoBaHolo 06poOKoto, 3anponoHoBaHa apxiTekTypa 36epirae cTabinbHiCTb 3a
nigBULLEHOrO HaBaHTaxeHHsA. O6uucrnioBanbHa MofeNnb Ha OCHOBI MOTEHLINHOro nons
Jlannaca 3abes3neuye edeKkTUBHe NofonaHHsA nepeLukon i 36anaHcoBaHe BUKOPUCTAHHSI
pecypciB. lMokasaHo, o GaraTtopiBHEBa OpKecTpauis MiaBULLYE LWBWAOKICTb pearyBaHHA
cucTemu, 36epiratoun NPUNHATHI 0OYMCOBanbHI BUTPaATU B AMHAMIYHMX cepegoBuax IP.

BucHoBKW. |HTerpauis metogy LITY4HOro NOoTeHUinHOro nong Jlannaca B apxiTekTypy
nepuepinHo—TYMaHHO—XMapHUX  obuYMcrneHb  3HaA4yHO  MOKpallye  MNPOAYKTMBHICTb
posnogineHoi cuctemn. 3anponoHoBaHa CTPyKTypa nigBuwye maclTaboBaHiCcTb,
HagiviHicTb | obuncnioBanbHy edekTuBHICTE y gopatkax IP y peanbHOMy w4aci,
3abe3neyytoun MiLHY OCHOBY Ansi moganbluoi onTumisauii ynpaBniHHs pecypcamu Ta
iHTEneKTyanbHOro po3noainy 3aBgaHb y reTeporeHHUX po3nofiNeHnx cepefoBuLLax.

Knrouoei cnoea: MNepudepinHi obuncnenns; RTOS; NDIR; Pomodoro; BGynoBaHa
roflocoBa B3aEMO/isl; MOHITOPUHI MiKpoKnimMaTy.
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