LN,
Electronics and information technologies, 2026, 33, 201-208 1 ELIT
http://publications.Ilnu.edu.ua/collections/index.php/electronics/index

UDC 004.89

INTEGRATION OF DECENTRALIZED PERFORMANCE VERIFICATION IN
HYBRID ARCHITECTURES EDGE-FOG-CLOUD TO INCREASE loT
SYSTEMS RELIABILITY

Roman Diachok* ©Q, Halyna Klym© @
Lviv Polytechnic National University,
12 Stepan Bandera St., Lviv 79013, Ukraine

Roman Diachok & Halyna Klym (2026). Integration of Decentralized Performance Verification in
Hybrid Architectures Edge-Fog-Cloud to Increase loT Systems' Reliability. Electronics and
Information Technologies, 33, 201-208. https://doi.org/10.30970/eli.33.15

ABSTRACT

Background. The rapid growth of Internet of Things (loT) systems has increased the
demand for scalable and low-latency data processing architectures. Traditional cloud-centric
approaches often suffer from high communication delays and bandwidth limitations. Edge—
Fog—Cloud computing introduces a multi-tier model that distributes computational tasks
closer to data sources. However, evaluating computational methods in such heterogeneous
environments requires systematic performance analysis and architectural optimization. In
this context, integrating mathematically stable and computationally efficient methods, such
as harmonic potential field—based approaches, is essential to ensure reliable real-time
operation, scalability, and system resilience across distributed layers.

Methods. This study evaluates the Laplace artificial potential field method implemented
within a multi-tier Edge—Fog—Cloud architecture. The experimental framework includes
distributed simulation, real-time processing scenarios, and comparative benchmarking.
Performance metrics such as latency, computational load, and system stability were
analyzed. The proposed approach was tested under variable workload conditions to assess
scalability and efficiency across architectural layers.

Results and Discussion. Experimental results demonstrate reduced end-to-end
latency and improved task distribution across edge and fog layers. Compared to centralized
processing, the proposed architecture maintains stability under increased workload. The
Laplace-based computational model ensures efficient obstacle handling and balanced
resource utilization. These findings confirm that multi-tier orchestration enhances system
responsiveness while preserving acceptable computational overhead in dynamic loT
environments.

Conclusion. Integrating the Laplace artificial potential field method within an Edge—
Fog—Cloud architecture significantly improves distributed system performance. The
proposed framework increases scalability, reliability, and computational efficiency in real-
time loT applications, providing a solid foundation for further optimization of resource
management and intelligent task allocation in heterogeneous distributed environments.

Keywords: Edge—-Fog—Cloud; IoT; Laplace artificial potential field; distributed
computing; real-time processing; latency; runtime verification.

INTRODUCTION

The goal of the research is to theoretically substantiate and practically develop a
distributed framework that combines the low latency of edge computing with the power of
cloud analytical platforms. The primary objective is to create a dynamic orchestration
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mechanism that automatically distributes processing and verification tasks based on their
computational complexity and response-time requirements.

Traditional cloud-centric loT architectures suffer from performance bottlenecks
caused by limited bandwidth and increased latency when large volumes of raw data are
transmitted to centralized cloud infrastructures. This limitation becomes particularly critical
in real-time and mission-critical systems. To mitigate these constraints, research has
increasingly focused on distributed computing paradigms that move computation closer to
data sources. Edge computing significantly reduces network traffic and improves system
responsiveness by enabling local data processing, while fog computing introduces an
intermediate layer that supports regional aggregation and context-aware analytics [1,2].

The effectiveness of heterogeneous edge—fog—cloud collaboration has been further
demonstrated through architectural implementations and benchmarking studies, which
confirm improvements in scalability, energy efficiency, and response time under dynamic
workloads [3,4]. However, while orchestration and resource management techniques such
as NSGA-IIl and MEC concentrate on traffic optimization and computational efficiency, they
often lack formal guarantees of reliability and strict compliance with real-time requirements.

In dynamic 0T environments, where network topology and system states continuously
evolve, runtime verification (RV) emerges as a critical mechanism for ensuring correctness.
Edge-based runtime verification frameworks enable monitors to operate directly on
distributed nodes, reducing reliance on centralized analysis and improving responsiveness
[5]. The application of Metric First-Order Temporal Logic (MFOTL) for real-time policy
enforcement provides a rigorous formal foundation for specifying and verifying temporal
constraints over event streams [2]. By employing monitoring tools such as MonPoly,
systems can transition from exhaustive design-time verification to lightweight real-time
event monitoring, which is more suitable for evolving 1oT deployments.

Formally verified monitoring frameworks, such as VeriMon, further enhance reliability
by ensuring correctness of the monitoring algorithms themselves [6]. More recent
advancements in anticipatory runtime verification extend this concept by enabling
predictive reasoning over temporal properties, thereby allowing systems to detect potential
violations before they fully manifest [7]. Additional runtime verification tools targeting
context-aware distributed systems further reinforce the feasibility of applying formal
monitoring in heterogeneous loT ecosystems [8].

Collectively, these works indicate a clear evolution from purely performance-oriented
optimization strategies toward integrated architectures that combine distributed edge—fog—
cloud processing with formal runtime verification mechanisms. Such integration is essential
for achieving scalability, real-time responsiveness, and dependable operation in modern
loT systems.

The rapid expansion of Internet of Things (IoT) systems has significantly increased
the demand for scalable, low-latency, and computationally efficient distributed
architectures. Traditional centralized cloud-based solutions often suffer from bandwidth
limitations and high end-to-end latency, particularly in real-time applications. Multi-tier
Edge—-Fog—Cloud architectures enable task distribution closer to data sources, thereby
reducing communication overhead and improving responsiveness. However, the
integration of computational intelligence methods within such heterogeneous environments
requires systematic evaluation of performance and scalability [9-10].

This study aims to evaluate the computational efficiency and scalability of the Laplace
artificial potential field method implemented within a multi-tier Edge—Fog—Cloud
architecture for real-time 10T applications.

METHODS

Recent studies demonstrate the effectiveness of Edge—Fog—Cloud architectures in
reducing latency and improving workload distribution in IoT systems. At the same time,
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research on runtime verification and distributed monitoring highlights the importance of
formal reliability enforcement in dynamic environments. Despite significant progress, many
existing works emphasize performance optimization without a comprehensive evaluation
of computational models under heterogeneous deployment conditions. Therefore, there
remains a need for integrated approaches that combine architectural scalability with
computational efficiency assessment.

To ensure the validity of the comparative analysis between Raspberry Pi Zero, Rasp-
berry Pi 3, and the x86 VM, a standardized software environment was maintained across all
platforms. Each node operated on a Debian-based Linux distribution (Raspberry Pi OS for
ARM-based nodes and Debian 12 for the cloud VM) using an identical version of the Python
3.10 runtime environment. This approach minimizes performance variances that could arise
from operating system overhead or differing software stacks, ensuring that the measured
throughput primarily reflects the computational capabilities of the underlying hardware

The methodology is based on a three-level hierarchical data processing model that
encompasses six stages of the information life cycle. Data from loT sensors undergo
filtering to eliminate noise and anomalies. Low-pass and high-pass filters, as well as
Kalman filters, are used to reduce random fluctuations. The mathematical model for
preprocessing is defined as (1):

PD = f(RD,FP,NF), 1)

where PD is Preprocessed Data, RD — Raw Data, FP — Filtering Parameters, and NF —
Normalization Factors.

The tiered computation distribution is organized as follows. The Edge Layer (LO)
performs simple operations (filtering, threshold alerts) and local RV. The processing time
is defined as (2):

DV x PC
EPT = ——— 2
ECR @)

where EPT is Edge Processing Time, DV — Data Volume, PC — Processing Complexity,
and ECR — Edge Computing Resources

The Fog Layer (L1) aggregates data from multiple Edge nodes. Processing efficiency
at this level is calculated using the formula (3):

EDP = FNP (3)
" LaFN + TD

where EDP is Effective Data Processed, FNP — Fog Node Performance, LaFN — Latency
at Fog Node, and TD — Transmission Delay.

The Cloud Layer (L2) is designed for executing complex machine learning tasks and
long-term storage (4). The processing time is defined as:

_TCxDV

CR @

CPT

where CPT is Cloud Processing Time, DV — Data Volume, TC — Task Complexity, and CR
— Cloud Resources.

For dynamic orchestration and life cycle management, the system automatically
classifies tasks by complexity (low, medium, high) and resource intensity. The orchestration
decision is made based on maximizing performance relative to latency (5):
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PC

0D = argmaxgyer (T)' ©)

where OD is Orhestration Decision, PC — Processing Capability, L — Latency.
The data retention period is dynamically optimized depending on its priority (6):

DIF x DT
P =——F—

VTR (6)
where RP is Retention Period, DIF — Data Importance Factor, DT — Data Type, AS is
Available Storage.

The Laplace atrtificial potential field method was implemented within the proposed archi-
tecture and evaluated under controlled simulation conditions. The experimental setup inclu-
ded distributed workload scenarios with varying event rates to assess latency dynamics and
computational load balancing. Performance metrics such as end-to-end latency, processing
efficiency, and system stability were measured. Comparative analysis with centralized
deployment was conducted to validate the effectiveness of distributed task allocation.

RESULTS AND DISCUSSION

The proposed system architecture follows a hierarchical multi-tier model consisting of
edge, fog, and cloud layers. The edge layer performs initial data acquisition and
preprocessing, minimizing raw data transmission. The fog layer is responsible for
intermediate aggregation and distributed computational coordination. The cloud layer
provides centralized analytics and long-term data storage. Such hierarchical structuring
enables dynamic task redistribution depending on workload conditions and enhances
modular scalability of the system.

The obtained results demonstrate that the multi-tier architecture significantly reduces
end-to-end latency compared to centralized processing models. The Laplace-based
computational approach ensures stable system behavior even under increased workload
conditions. Efficient distribution of computational tasks between edge and fog layers
contributes to improved responsiveness and balanced resource utilization. These findings
confirm that distributed orchestration enhances overall system performance without
introducing excessive computational overhead.

The primary dependencies obtained during experiments on a test bench (Raspberry
Pi 3, x86 Cloud VM) are presented below in Table 1.

In the context of this performance evaluation, an 'event' is defined as a single incoming
data packet from an loT sensor that requires real-time processing and runtime verification
against predefined temporal logic properties. The throughput (events/s) was calculated as
the maximum number of such packets successfully processed by the monitoring engine
per second without data loss or queue overflow. The processing cycle for each event
includes data ingestion, noise filtering, and the execution of the Laplace-based verification
algorithm.

Table 1. Monitor throughput depending on the hardware base

Platform vCPU / RAM Throughput (events/s)
RPi Zero 1 core /512 MB 10

RPi 3 4 cores/1GB 45
x86 VM 4vCPUs /8 GB 330
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Figure 1 presents the results of the paper, which considered the experimental evalua-
tion of monitor throughput across different hardware platforms, demonstrating a significant
dependence of event processing capacity on the available computational resources. This
data and Fig.1 provide a clear analysis of how hardware affects the performance of the
monitoring system. Here is a detailed breakdown of the provided information.

The main conclusion from Table 1 and Figure 1 is that there is a critical dependence
of throughput (the number of processed events per second) on the platform's computational
power. The difference between the weakest and most powerful options is colossal.

Entry level: Raspberry Pi Zero Characteristics: 1 core, 512 MB RAM. Result: 10
events/s. Analysis: This is the baseline. A single-core processor with a small amount of
memory is capable of processing only a minimal data stream. This option is suitable only
for very simple tasks (for example, polling one or two sensors once a minute).

Mid-level (IoT): Raspberry Pi 3 Characteristics: 4 cores, 1 GB RAM. Result: 45
events/s. Gain: Performance increased by 4.5 times compared to the RPi Zero. Analysis:
Transitioning to a multi-core architecture (even within energy-efficient ARM processors)
and doubling the memory provides a substantial boost. This platform can already be used
for home automation or monitoring a small local server.

High level: x86 VM (Cloud VM) Characteristics: 4 vCPUs, 8 GB RAM. Result: 330
events/s. Gain: Performance increased by 7.3 times compared to the RPi 3 and by a
staggering 33 times compared to the RPi Zero.

Analysis: This is the most important comparison. Although the number of cores is the
same as the RPi 3 (4 cores), the difference in architecture (powerful x86 cores versus
energy-efficient ARM) and the significantly larger volume of RAM (8 GB) lead to a
fundamental change in performance. This is a solution for serious, high-load monitoring.

The Fig.1 perfectly visualizes these performance gaps. The bar for the Cloud VM (330)
dominates the graph, clearly demonstrating the lead. The RPi 3 bar (45) looks about 7
times shorter than the leader, matching the data. The RPi Zero bar (10) is an almost
invisible dot against the backdrop of the cloud virtual machine, highlighting the gap between
an entry-level microcontroller and a server solution. In summary, for monitoring tasks where
event processing speed is crucial, cutting costs on hardware (using weak ARM platforms
instead of x86) leads to a dramatic drop in throughput.

Comparing this with classic methods shows the superiority of the integrated approach
in real-world smart city scenarios. This section demonstrates the unconditional advantage
of the proposed integrated approach over existing loT data processing methods in smart
city scenarios.

The results presented in Table 2 and Figure 2 collectively demonstrate that the
proposed method achieves both algorithmic superiority and architectural robustness in loT
data processing environments. Unlike conventional approaches, the proposed solution

Monitor Throughput Dependence on Hardware Base
350 —— - — — —330————

Throughput (events per second)

50 45
10
0 | O ———————
RPi Zero RPi 3 x86 VM (Cloud)
(1 core/512MB) (4 cores/1GB) (4 vCPUs/8GB)

Platform and Configuration

Fig 1. Throughput comparison.
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Table 2. Comparison of 10T data processing methods

Method Accuracy (%)  Efficiency (%)  Latency (ms) Energy (W)
SVM (2018) 85 80 210 65
MEC (2019) 91 89 120 55

NSGA-III (2019) 90 92 150 58
Proposed 93 94 90 48

improves all key performance indicators simultaneously, indicating a balanced optimization
rather than a trade-off between accuracy, latency, efficiency, and energy consumption.

In terms of quantitative performance, the proposed method achieves the highest
accuracy (93%) and efficiency (94%), while also delivering the lowest latency (90 ms) and
energy consumption (48 W). This unified improvement is particularly significant in IoT sys-
tems, where enhancements in one metric often lead to degradation in another. The reduc-
tion in latency compared to earlier methods is substantial enough to support near real-time
processing requirements, while lower energy consumption directly enhances system susta-
inability and operational cost efficiency. The results suggest that the proposed approach
effectively minimizes computational overhead while preserving analytical precision.

The scalability analysis further reinforces these findings. The latency—load relationship
reveals a critical threshold at approximately 30 events per second. Beyond this point, the
all-in-one architecture exhibits exponential latency growth, indicating system saturation.
This behavior is consistent with queueing theory principles, where the arrival rate
approaches or exceeds the service rate, leading to nonlinear delay escalation and
performance collapse. Such instability renders monolithic deployments unsuitable for high-
load or mission-critical IoT applications.

In contrast, the hybrid architecture maintains an approximately linear latency increase
even beyond the critical load threshold. The absence of exponential growth indicates effec-
tive workload distribution and improved resource utilization. The system remains stable
under increasing demand, demonstrating its scalability and resilience to saturation effects.

Overall, the combined results confirm that the proposed method is not only
computationally efficient and accurate but also architecturally scalable. The integration of
optimized processing with a distributed or hybrid deployment model ensures sustained
performance under growing workloads, making the solution well-suited for real-world 10T
environments requiring reliability, energy efficiency, and real-time responsiveness.

Table 2 Visualized: Method Comparison Graph 2 Visualized: End-to-end Latency vs. Load
Across Metrics 800 = ——
Accuracy (%) T :II-;n.-::e sczn:”((;t(sb'?g;e RPY) Saturation Zone
55 === Hybrid Approacl able >30 events/s;
im " ( | |
- 600
Efficiency (%) é Exponential Latency Growth
o0 89 92 94 ? 500 (System Saturation)
.—.—.l % N —— \
—
< 400
Latency (ms) (Lower is better) 8
g0 o
150 = 300
120 2
90 0
200
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55 48 ) e o
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Fig. 2. End-to-end Latency vs Load.
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CONCLUSION

The conducted study confirms that implementing the Laplace artificial potential field
method within a multi-tier Edge-Fog—Cloud architecture significantly improves
computational efficiency and scalability in real-time loT systems. The experimental results
demonstrate measurable latency reduction and balanced workload distribution across
architectural layers, directly supporting the stated research objective.

Furthermore, the proposed framework enhances system stability under dynamic load
conditions and provides a structured foundation for intelligent distributed processing. The
integration of computational methods with hierarchical orchestration mechanisms
contributes to the development of adaptive and performance-aware loT infrastructures.
Future research should focus on large-scale real-world validation and the incorporation of
Al-driven adaptive resource management strategies.
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IHTErPALISA AELIEHTPANI3OBAHOI NEPEBIPKU NPOAYKTUBHOCTI B
rIBPUOHUX APXITEKTYPAX «MEPU®DPEPIA-TYMAH-XMAPA» ONA
NMNIABUWEHHA HAQINHOCTI CUCTEM IHTEPHETY PEYEN

Powman Os4ok, FanuHa Knum
HaujoHanbrut yHisepcumem «Jlbgigcbka rnonimexHikay,
syn. . baHdepu 12, 79013 m. J1beis, Ykpaita

AHOTALIA

Betyn. LBnagke 3poctaHHs cuctem IHTepHeTy peden (IP) 36inbwmno nonut Ha
mMacTaboBaHi apxiTekTypu o6pobKM AaHMX i3 HU3bKOK 3aTPUMKOK. TpaauuiiHi nigxoaw,
OpiEHTOBaHi Ha XMapHe cepefoBULLE, YaCcTO CTpaXAaloThb Bif BENUKMX 3aTPUMOK 3B’sI3Ky Ta
obmexeHb  MponyckHoi  3gaTHocTi.  [epudepitHO—TyMaHHO—XMapHi  06YMCNEHHS
npeacTaBnsaTe coboto baraTopiBHEBY MOAENb, Aka po3nodinsge obyncnioBanbHi 3aBAaHHsA
6nwkye no mxepen aaHux. OgHak ouiHka 064McnoBanbHUX METOAIB Y TakMX HEOAHOPIAHUX
cepefoBuLax BMMarae CUCTEMaTUYHOrO aHanisy npoAyKTUMBHOCTI Ta onTumisauii
apxiTektypu. Y LbOMY KOHTEKCTi iHTerpauis matemMaTuyHo cTabinbHuMX i edekTUBHUX
obuncnioBanbHNX METOAIB, TaKUX SIK NiAXOAM Ha OCHOBI MONA rapMOHIYHOrO NOTeHLUiany, €
BaXNMBOK ANg 3abes3nedeHHsa HagiiHoi poboTK B peanbHOMY Yaci, MacluTaboBaHOCTI Ta
CTIIKOCTi CUCTEMM Ha PO3NOAINEHUX PIBHSAX.

MeTtoaun. Y ubOMYy AOCRIOXEHHI OLUHIOETBCA MEeTOA LUTYYHOro MOTEHUINHOro nons
Jlannaca, peanizoBaHuin y GaraTopiBHEBI apXiTeKTypi nepudepinHo—TyMaHHO—XMapHUX
obuncneHb. EkcnepumMeHTanbHa OCHOBa BKIIOYAE PO3MOAINEeHe MOAENOBaHHS, CLeHapii
06pobku B peanbHOMy Yaci Ta NopiBHANBHWIA aHani3. Bynu npoaHanizoBaHi Taki NOKa3HUKK
NPOAYKTUBHOCTI, SIK 3aTpMMKa, 064YmnCrioBanbHe HaBaHTaXeHHs Ta CTabiNbHICTb CUCTEMM.
3anponoHoBaHUM nigxia nNepeBipeHO B yMOBax 3MiHHOTO po60YOro HaBaHTAXEHHS ANng
OLiHKM MacliTaboBaHOCTi Ta ePEKTUBHOCTI MK apXITEKTYPHUMMN PIBHAMMW.

PesynbTtatn. ExcnepumeHTanbHi pesynbtat AeMOHCTPYIOTb 3MEHLLUEHHS HaCKpi3HOI
3aTPUMKM Ta NOKpaLLeHUn po3nodin 3asgaHb Ha nepudepil i B Lwapax TymaHy. [NopiBHSHO 3
LueHTpanisoBaHolo 06poOKoto, 3anpornoHoBaHa apxiTektypa 36epirae cTabinbHiCTb 3a
nigBULLEHOrO HaBaHTaxeHHsA. O6uucrniioBanbHa MofeNnb Ha OCHOBI MOTEHLINHOro nons
Jlannaca 3abes3neuye edeKkTUBHe NofonaHHsA nepeLukon i 36anaHcoBaHe BUKOPUCTAHHSI
pecypciB. lMokasaHo, o GaraTtopiBHEBa OpKecTpauis MiaBULLYE LWBWAOKICTb pearyBaHHA
cucTemu, 36epiratoun NPUNHATHI 0OYMCOBanbHI BUTPaATU B AMHAMIYHMX cepegoBuax IP.

BucHoBKW. |HTerpauis metogy LITY4HOro NOTeHUinHOro nong Jlannaca B apxiTekTypy
nepnepinHo—TYMaHHO—XMapHUX  obuYMcneHb  3HaA4yHO  MOKpallye MNPOAYKTMBHICTb
posnogineHoi cuctemn. 3anponoHoBaHa CTpPyKTypa nigBuwye maclTaboBaHiCcTb,
HagiviHicTb | obuucnioBanbHy edekTuBHiICTE y gopatkax IP y peanbHOMy w4aci,
3abe3neyytoun MilLHY OCHOBY ANl moganbluoi onTumisauii ynpaBniHHs pecypcamu Ta
iHTEneKTyanbHOro po3nopainy 3aBgaHb y reTeporeHHUX po3nofiNeHnx cepeaoBuLLax.

Knrouyoei cnoea: MNepudepinHi obuncnenns; RTOS; NDIR; Pomodoro; BGynoBaHa
roflocoBa B3aEMO/isl; MOHITOPUHI MiKpoKnimaTy.
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