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ABSTRACT

Background. Ensuring security for private areas and infrastructure hubs is a growing
concern in the modern world. Traditional methods, such as human guards and mechanical
barriers operated by physical tokens (keys or cards), are often slow, inefficient, and prone
to security risks like unauthorized duplication or theft. Furthermore, legacy systems lack
comprehensive auditing capabilities. This creates a critical need for modern, automated loT-
based systems that ensure reliable access management and real-time monitoring.

Materials and Methods. The system uses several electronic components. The core is
a low-cost microcontroller with a camera module. A radio-frequency identification (RFID)
reader scans access cards. An ultrasonic distance sensor detects obstacles for safety, and
a servo motor operates the physical barrier. The software backend was developed in
Python, with a JavaScript (React) web control panel.

The system combines two identification methods. First, a camera captures a vehicle's
image, sending it to a server where an Al model reads the license plate. The server checks
the number against an approved list. If not recognized, the driver scans an RFID card as a
secondary method. A distance sensor continuously monitors the barrier area to prevent
closing on an obstacle. A web interface allows an operator to monitor the camera, review
logs, and manually open the barrier.

Results. The developed system was tested successfully. The Al model achieved 75%
accuracy in identifying license plates. The system proved fast, with an average response
time from image capture to decision under one second. The safety sensor was validated,
reliably detecting obstacles and preventing barrier movement, ensuring safe operation.
Provided results of comparing video quality and system response time. The optimal balance
between video quality and speed was found at 800x600 resolution.

Conclusions. A reliable, cost-effective automated access control system was
successfully designed, built, and tested. The combination of Al-based license plate reading
with a backup RFID system provides a robust, flexible solution. This system is well-suited
for improving security and efficiency in real-world applications like residential, office, and
industrial zones.

Keywords: automated access control, ESP32-S3, ALPR, RFID, security.

INTRODUCTION

In the modern world, the challenge of ensuring security and managing access to
private territories, corporate facilities, and infrastructure hubs is becoming increasingly
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critical. The necessity for implementing robust automated systems has grown significantly,
driven by constantly strengthening security requirements and a desire to minimize the risks
of unauthorized access [1]. Traditional control methods, which served as a basic level of
protection for decades, are now demonstrating their inefficiency in a dynamic environment.
Systems that rely exclusively on mechanical barriers and physical tokens like keys or cards
suffer from significant vulnerabilities, including the risk of loss, theft, or unauthorized
duplication [1][2]. Furthermore, these legacy systems inherently lack the capabilities for
comprehensive auditing or real-time event monitoring, making it difficult to maintain a
reliable record of who accessed an area and when [1].

In contrast to outdated approaches, the modern security paradigm actively integrates
Internet of Things (IoT) technologies, artificial intelligence (Al), and cloud computing. This
integration transforms access control systems from simple locking mechanisms into
intelligent ecosystems capable of data collection, analytics, and autonomous decision-
making [2]-[4]. Modern automated access control systems are becoming part of a broader
"smart building" or "smart city" infrastructure, where access data can be used for optimizing
operations, managing personnel, and proactively identifying security threats [2]. The
development of embedded systems and microelectronics has enabled the creation of more
reliable, cost-effective, and autonomous solutions.

A key role in such advanced systems is played by computer vision, particularly as it
applies to deep learning models running on peripheral devices. The capability to deploy
sophisticated algorithms directly "at the edge" is crucial for reducing latency and enhancing
privacy [5]-[6]. This study utilizes a powerful microcontroller (ESP32-S3) capable of
handling such edge-computing tasks, specifically for processing video streams for
Automatic License Plate Recognition (ALPR). The effectiveness of ALPR is highly
dependent on the underlying detection model. The integration of modern, lightweight object
detection models like YOLOVS8 allows for high accuracy and processing speed in real-time
recognition tasks, which is critical for a responsive access system [7].

However, to create a truly flexible and reliable system, a single authentication method
is insufficient [3]. This study presents the architecture of a comprehensive access control
system that integrates multiple technologies: ALPR as the primary contactless method,
radio-frequency identification (RFID) as a secondary verification layer, and remote
management via a web interface. To manage these components, a robust client-server
architecture is adopted. A lightweight backend service built with Python Flask handles data
processing and business logic, while a separate React-based frontend provides a dynamic
interface for visualization and user interaction [6], [8].

This work contributes to the field by presenting a detailed, practical, and end-to-end
implementation of such an integrated system. The deliberate combination of ALPR and
RFID authentication creates a robust, multi-layered security approach [3]. This dual-modal
design ensures high reliability [4], allowing RFID to serve as a dependable fallback
mechanism in scenarios where ALPR might be compromised by adverse weather, poor
lighting, or obscured license plates [2], [6]. Furthermore, the system design incorporates
essential operational components, such as distance sensors for barrier safety,
demonstrating a holistic approach that considers not only security but also practical
usability. The primary aim of this paper is therefore to present the complete system
architecture, detail the specific hardware solution, and validate its performance, particularly
the high efficiency of the ALPR module in real-world conditions.

HARDWARE AND SOFTWARE IMPLEMENTATION

The system is designed to automatically recognize vehicles using ALPR, support
RFID-based access as secondary authentication, ensure safe barrier operation via a
distance sensor, transmit data wirelessly between the microcontroller and the backend
server, and provide a web interface for monitoring and remote control. A well-defined
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architecture ensures smooth integration of hardware and software components. The
system comprises a physical access barrier, embedded processing on the ESP32-S3, a
backend service, and a user-friendly web interface. The system architecture is shown on
Fig. 1.

This access control system is built on a modular, distributed architecture, ensuring
ease of use, high component integration, and reliable operation. The overall structural
diagram illustrates interactions between the main components: the user (operator), the web
interface, the server, and the ESP32-S3 microcontroller.

The ESP32-S3 microcontroller is used as the primary control unit due to its processing
power, on-board Wi-Fi, and rich GPIO set [9]. ESP32-S3 handles communication and
access control; collects inputs from the camera, RFID reader, and distance sensor, and
executes decisions received from the backend. System designed in two-way directions for
entry and exit. For each direction, we used one microcontroller and the proper modules.

OV3660 camera captures images for ALPR. On the ESP32-S3 CAM board, the
camera connects via the integrated camera connector [10]. The camera is configured
through the driver with optimized parameters (clock, frame size, pixel format,
brightness/mirroring/saturation) for stable streaming. PN532 RFID module provides
alternative authentication via RFID cards [11]. It is connected over I12C on the ESP32-S3,
enabling reliable tag reading in proximity access scenarios. HC-SR04 distance sensor
prevents accidental barrier operation by detecting vehicles or pedestrians near the barrier
[12]. The servo motor drives the physical barrier mechanism (PWM control from an
ESP32-S3 GPIO). The servo is selected for precision and reliability under repetitive motion.
The system architecture with selected hardware is shown on Fig. 2.

Firmware (ESP32-S3) developed using PlatformlO. The boot flow initializes Wi-Fi and
peripheral modules, starts the embedded web server, and enters the main loop for event
handling. The firmware ensures automatic Wi-Fi reconnection to maintain continuous
service availability. Also integrated a Wi-Fi manager that provides user friendly network
connection. Firmware based on an asynchronous web server.

The ESP32-S3 acts as the core processing unit. It acquires video frames from the
OV3660 camera, polls the PN532 for RFID tags when present, reads the HC-SR04 to
prevent hazardous barrier motion, and exchanges data and commands with the backend
over Wi-Fi.

The firmware follows a deterministic initialization and event-driven loop. Firstly, the
firmware initializes storage and connectivity: mounts SPIFFS for static assets, configures
Wi-Fi in AP or STA mode, and ensures automatic reconnection to maintain continuous
availability. Then the firmware initializes peripherals: configure the OV3660 camera (frame
size, pixel format and stability parameters), set up the PN532 over 12C for RFID reads,
initialize the HC-SR04 for obstacle detection, and prepare PWM control for the servo.

\\h\: '
| \JJ | =
[O‘:‘;’r’:ror} Web-page Server (PC) ESP32

Fig. 1. System architecture, showing interactions between components.
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Fig. 2. System architecture, showing interactions between components.

Secondly, the firmware starts services: launch the embedded web server and REST
endpoints used for device interaction and monitoring. Then enter the main loop that
consists of capturing images and sending snapshots to the backend for recognition.
Receiving access decisions (open/close) and actuating the barrier. Polling RFID events
and forward them to backend routes for verification. Continuously log system activities and
maintain health/status for diagnostics

The system operates as follows: when a vehicle approaches, the camera captures an
image that the backend processes using a YOLOv8-based ALPR pipeline. The recognized
plate is checked against an authorized (white) list in the database. If the plate is not
authorized, the system supports manual authentication via the RFID module. A distance
sensor enforces a safety interlock so the barrier only moves when it is safe to do so.

The backend is a critical component responsible for processing authentication
requests and orchestrating access decisions. Implemented with Flask [13], it provides
RESTful APIs for the microcontroller and the web interface, and uses YOLOvS8 for ALPR,
SQLite (via SQLAIchemy) for storage, and asynchronous threading for concurrent request
handling Fig. 3a.

The backend receives image data from the ESP32 and pre-processes it (e.g., resizing,
color conversions). Then runs the YOLOv8-based pipeline to detect vehicles and recognize
license plates (detection + OCR in the region of interest) Fig. 3b. After matches the
recognized plates against an authorized “whitelist” in the database. Logs all access
attempts for security audits and exposes retrieval via API (e.g., /logs). Sends control
commands (open/close) back to the ESP32 microcontroller over REST.

In addition to ALPR, the backend handles RFID-based events via dedicated
endpoints, validates tags against the database, and logs outcomes for auditability. The use
of RESTful APIs enables seamless communication with both the microcontroller and the
web interface, while caching is employed to maintain responsiveness for real-time
operation.
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Fig. 3. The backend scheme (a) and the image processing algorithm (b).

The system logs every access attempt (ALPR and RFID), stores audit trails, and
provides retrieval via API for operator review in the web interface. Configuration parameters
(e.g., safe distance) are synchronized via API to keep device and server settings consistent
in real time.

The web interface (React-based) enables real-time monitoring of camera feeds and
logs, management of registered users/vehicles, system configuration (e.g., safe distance),
and manual barrier control when required. The React-based web interface Fig. 4 provides
operators and administrators with a streamlined, real-time view of system activity and
controls. It enables users to: view real-time access logs and monitor live camera feeds,
with automatic reconnect attempts every five seconds to maintain continuity under network
issues. Manage registered users, vehicles, and plate storage (e.g., “Cars and plates
storage”), and review “Last cars” entries with timestamps, plate numbers, and associated
info Fig. 5.

The interface implements authentication and session handling (e.g., isAuthenticated
token and login redirect) and integrates with the Flask backend via RESTful APlIs for log
retrieval and device commands, supporting responsive real-time operation. Role-based
access can be applied to ensure security personnel and administrators see only the
features relevant to their responsibilities.
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Fig. 4. Web interface screenshot displaying real-time vehicle monitoring and access control functions.

Back to main page Add a Plate

Id Plate Owner NFC tag Info Action

1 BCO633TI Omeliukh 1B:97:2F:02:00:00:00 Toyota Delete
. Audi

2 BC387600 Mirosh 1B:97:2F:02:00:00:00 Q7 Delete

Fig. 5. Web interface “Cars and plates storage”.

Adjust system settings and security parameters, including safe-distance thresholds for
barrier operation (e.g., “Current Safe Distance: 20 cm”). Manually override barrier control
when necessary for operational continuity Fig. 6.
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RESULTS AND DISCUSSION

To validate the performance and reliability of the proposed system, a series of
controlled experiments was conducted. The evaluation focused on two primary metrics: the
accuracy of the Automatic License Plate Recognition (ALPR) module and the overall
system response time.

To determine the accuracy of the YOLOv8-based ALPR pipeline, a custom dataset
consisting of 1,000 static images was curated. This dataset was designed to reflect real-
world operating conditions and included images captured at various times of day (daylight,
dusk, and night), different weather conditions (clear, overcast), diverse viewing angles, and
with partially obscured or soiled license plates.

The evaluation was performed using a Python script that processed each image in the
dataset. A "successful" recognition was defined as an instance where the system correctly
identified and transcribed all alphanumeric characters on the license plate in the correct order.

Out of the 1,000 test images, the system successfully recognized 750 plates, resulting
in an overall accuracy of 75%. An analysis of the 250 failed cases revealed that the majority
of errors occurred under specific challenging conditions: Low Light/Night: 42% of failures
were due to insufficient illumination or heavy headlight glare. Obscured Plates: 30% of
failures involved plates partially covered by dirt, snow, or tow hitches. Extreme Angles: 20%
of failures occurred when the vehicle approached the camera at an angle greater than 40
degrees. Other: 8% of failures were due to motion blur or non-standard fonts on the plates.

System response time was defined as the end-to-end latency, encompassing image
acquisition by the OV3660, Wi-Fi transmission — using 2.4 GHz 802.11n, backend
processing — ALPR inference and database lookup, and the return transmission of the
control command to the ESP32-S3. This metric was recorded under stable network
conditions with a signal strength (RSSI) better than —65 dBm. System response time was
recorded for all 1,000 test cases in the accuracy assessment. The resulting data was
analyzed to determine the central tendency and variance. The arithmetic mean response
time for the system was 820 ms. The standard error £45 ms, indicating consistent perfor-
mance with low latency across the test batch. This sub-second response time confirms the
system's suitability for real-time operation without causing significant delays for users.

In addition to the primary metrics, functional tests were performed on auxiliary
components. The PN532 module's reading range was confirmed to be reliable up to 5 cm
at various card presentation angles (0, 45, and 90 degrees). The HC-SR04 ultrasonic
sensor was validated by repeatedly placing obstacles at the barrier's path, confirming that
it correctly halted barrier motion in 100% of test cases. All performance data was logged
by the Flask backend application and analyzed using custom Python scripts utilizing the
Pandas and NumPYy libraries for statistical computation.

A critical aspect of system optimization was identifying the optimal camera resolution.
This parameter presents a fundamental trade-off: higher resolutions (e.g., UXGA,
1600x1200) provide superior image detail for the ALPR model but drastically reduce the
real-time processing speed, measured in average frames per second (FPS). Conversely,
lower resolutions (e.g., QVGA, 320x240) are processed very quickly but often fail to capture
enough detail for accurate recognition, significantly reducing the system's 75% accuracy.
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A systematic test was conducted to measure the average FPS the system could
achieve when processing streams at different standard resolutions. The results of this
analysis are illustrated in Fig. 7. As the graph clearly shows, there is a sharp, non-linear
drop in performance as resolution increases.
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Fig. 7. Impact of image resolution on the system's average processing speed (FPS).

Based on this data, the 800x600 (SVGA) resolution was identified as the optimal trade-
off. It provides a processing speed that is fast enough for responsive, real-time operation
while preserving the image quality necessary for the ALPR model to function effectively.

CONCLUSION

This study successfully demonstrated the design, implementation, and practical
validation of a cost-effective, automated access control system based on loT principles. The
key achievement of the work is the successful integration of a dual-modal authentication
architecture, combining Automatic License Plate Recognition (ALPR) with a robust Radio-
Frequency Identification (RFID) fallback, managed by a modern client-server backend.

The most significant results stem from the system's performance evaluation. The
ALPR module, powered by a YOLOv8 model, achieved an accuracy of 75% on a
challenging 1,000-image dataset. This quantitative result provides a realistic baseline for
the system's effectiveness. Furthermore, the system demonstrated excellent real-time
capabilities, with an average response time of 820 ms (45 ms standard error), confirming
its suitability for high-traffic environments where delays are unacceptable. The successful
integration of an ultrasonic safety sensor, which reliably prevented barrier motion in 100%
of test cases, underscores the system's readiness for practical deployment.

The practical significance of this research lies in its complete, end-to-end system
design. By combining edge computing on the ESP32-S3 microcontroller with a flexible
backend (Python Flask) and a real-time monitoring web interface (React), this work
provides a scalable and affordable blueprint that significantly enhances security and
efficiency compared to traditional manual access methods.

The analysis of ALPR failures (which led to 75% accuracy) clearly illuminates the path
for future improvements. Failures were predominantly caused by adverse lighting conditions
(headlight glare, low light) and significant plate obstructions. Therefore, future prospects for
this research should focus on enhancing the robustness of the computer vision model. This
can be achieved by re-training the model on a more diverse dataset featuring augmented
night-time and poor-weather conditions, as well as exploring image pre-processing
algorithms (e.g., local contrast enhancement) to improve image quality before recognition.
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NMPOEKTYBAHHA TA PEANI3ALUIA CUCTEMU KOHTPOIJTIO AOCTYMY HA
BA3I IHTEPHETY PEYEN 3 IHTEIPALIEIO TEXHOJIOTIA
ABTOMATUYHOI'O PO3MIBHABAHHA HOMEPHUX 3HAKIB TA
PALOIOYACTOTHOI IBEHTU®IKALII

Hazap Omentrox @, ManuHa Knum* ©Q, Tapac Tkauyyk
HaujoHanbHut yHisepcumem «JlbgigcbKka ronimexHikay,
syn. bandepu 12, 79013 m. Jibsis, YkpaiHa

AHOTALIA

O6rpyHTyBaHHA. 3abesneveHHa 6e3nekn npuBaTHUX TepuTOpIn CcTae pAgedani
aKTyanbHilWMM 3aBAAHHAM Yy CyvacHOMY CBiTi. TpaguuiHi MeToAuM KOHTPOMI, LWOo
noknagarTbcsa Ha i3nyYHy OXOpoHYy abo MexaHiyHi 6ap'epn 3 BUKOPUCTaAHHAM KIOYiB, €
ManoedeKTMBHUMKN Ta BpasnMBMMMU [0 PU3MKIB, TakUX SK Kpagpkka abo gy6nioBaHHSA
nepenycTtok. Kpim Toro, 3actapini cuctemm He 3abe3nevyoTe HanexHoro ayauty nogin. Lie
dopMye HaranbHy noTpeby y cydacHWx aBTomMaTu3oBaHux loT-cuctemax, ki rapaHTyoTb
HagiviHe yrnpaBrniHHA JOCTYNOM Ta MOHITOPUHI Y pearnbHOMY Yaci.

Martepianu Ta meTogu. SOpomM CUCTEMM € HELOPOrnii MIKDOKOHTpOMep 3 Mogynem
kamepu. 3umuTyBay pagioyactoTHOi igeHTudikauii (RFID) ckaHye kapTkv gocTyny.
YnbTpasByKOBUI CEHCOP BiACTaHi BUSBIAE NepeLikoam Ana 6e3nekun, a cepBonpuBif Kepye
disnyHum wnarbaymom. CepBepHe nporpamHe 3abeaneveHHs (bek-eHa) Oyno po3pobneHo
Ha Python, a Beb6-naHenb kepyBaHHsi — Ha JavaScript (React).

Cwuctema noegHye ABa metoam ineHtudikadii. Mo-neplie, kamepa dikcye 306paxeHHs
TpaHCnopTHOro 3acoby, Haacunawuu noro Ha cepsep, Ae mogenb LI 34nTye HomepHuI
3Hak. CepBep nepesipsie HOMepP y CMUCKY AO3BONEHUX. AKLLO HOMEpP He POo3Mi3HaHo, BOAiN
ckaHye RFID-kapTky sk BTOpMHHWIA MeToA. CeHcop BiACTaHi MOCTIMHO KOHTPOIMIOE 30HY
wnarbayma, o6 3anobirtn 3akpuTTio Ha nepelukoni. Beb-iHTepdelic no3Bonse onepatopy
crocTepirati 3a KaMepoto, nepernagaTv XXypHanu Ta BpyYHy ynpaensTv Wwnaréaymom.

Pe3ynbTaTtu. Po3pobneHa cuctema byna ycniwHo npotectoBaHa. Mogens WI pocarna
75% To4uHOCTI B igeHTUdikauii HomepHMx 3HakiB. CucTtema BusIBUNAcCs LWIBUAOKOMO, i3
cepefHiM YacoM BiAryKy Bif 3MIOMKN A0 NPUMHATTSA pilleHHA MeHLLUe odHiel cekyHau. aTtunk
Oesnekn OyB nepeBipeHWiA, HaAiiHO BUSBNSAYM MNepellkoan Ta 3anobiraroum pyxy
wnarbayma, wo 3abesneuvye 6Oe3neuyHy pobGoTy. Bynu npeacTaBneHHi pesynbTatv
MOPIBHAHHA AKOCTI Bideo Ta yacom Bigryky cuctemu. OntumanbHuin 6anaHc MiX SKiCTHO
Bijeo Ta Yacom Biaryky 6yno sHangeHo npu po3agineHin 3gatHocTi 800x600.

BucHoBkn. byno ycniwHo po3pobneHo, nobynoBaHO Ta MPOTECTOBAHO HaAivHY,
€KOHOMIYHO eqeKTMBHY aBTOMaTU30BaHy CUCTEMY KOHTponio pAoctyny. [loeaHaHHs
34MTyBaHHA HOMEpPHUX 3HakiB Ha ocHoBi LI 3 pesepBHoto cuctemoto RFID 3abesneuye
HagiiHe Ta rHydke piweHHs. Lia cuctema nobpe nigxoanTb Ans nokpalleHHst 6e3neku Ta
€(EKTUBHOCTI B pearibH/UX YMOBaX, TakuX SIK XUTMOBi, 0dpiCHI Ta NPOMUCIOBI 30HW.

Knroyoei cnoea: aBTOMatnsoBaHwi KoHTponb poctyny, ESP32-S3, ALPR, RFID,
6esneka.
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