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ABSTRACT

Background. This article addresses the challenge of creating flexible, scalable, and
user-adaptive automation systems that can evolve in response to changing needs and
technological advancements. The research focuses on developing an loT-oriented smart
home automation system designed for intelligent self-adjustment based on environmental
conditions and remote device control. A key objective is to substantiate the benefits of a
modular architectural approach for extending system functionality and effectively utilizing
complex adaptive algorithms to enhance performance.

Materials and Methods. To achieve the set goals, a novel hardware-software platform
architecture is proposed, based on the division of functionality into independent modules.
The use of the Home Assistant platform, its integrations, HACS, and Lovelace cards for
intuitive system implementation and user interaction was investigated. The methodology
includes practical examples of creating automation scenarios, including intellectualization
through machine learning methods.

Results and Discussion. Comprehensive analysis demonstrated the high effectiveness
and practical viability of the proposed modular approach. The developed solutions provide
flexibility in system settings, ensuring ease of implementation even for complex
configurations, and scalability, allowing for seamless integration of new devices and
expanded coverage areas. The obtained data illustrate the possibilities of developing both
simple and complex scenarios with elements of artificial intelligence and learning, including
adaptive lighting, climate control, and security protocols.

Conclusion. The presented modular approach enables the application of broad
customization and scalability capabilities for a smart home platform. The integration of open-
source software tools, a wide range of sensors, and diverse communication interfaces
enables the creation of systems ranging from basic automations to complex intelligent
scenarios. This intelligent integration of scenario logic expands overall automation
capabilities, transforming conventional systems into convenient and adaptive living
environments.

Keywords: Home Assistant, hardware and software platform, automation

INTRODUCTION

In the context of the development of Internet of Things (IoT) and cyber-physical
systems technologies, there is a growing demand for effective automation solutions for
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residential and commercial premises. "Smart home" systems enable increased comfort,
security, and energy efficiency through the integration of hardware controls with intelligent
software. The modular approach is particularly relevant, providing flexibility, scalability, and
adaptation to individual user needs.

Modern solutions for smart home automation systems are implemented based on
wired and wireless infrastructures. Wireless solutions (Wi-Fi, Zigbee, Bluetooth) are
characterized by ease of installation, flexibility, and scalability, but have drawbacks such
as latency, dependence on a stable connection, and a limited range [1]. Wired systems
(Ethernet, RS-485, KNX) provide high stability, security, and durability, but require more
complex installation and planning. The choice between these options depends on the
user's needs and installation conditions [2-4].

One significant obstacle to the development of integrated smart home automation
systems is the heterogeneity of communication protocols, which hinders the seamless
interaction of diverse devices. A significant number of devices operate within specialized
ecosystems or use specific data transmission technologies, creating fragmentation and
complicating their coordinated operation. To mitigate this problem, developments are
underway for unified standards, in particular the Matter protocol, whose task is to provide
a homogeneous communication environment for various devices and ecosystems. New
standards, such as Matter, simplify integration between manufacturers, including Google,
Amazon, and Samsung. Matter is particularly effective in combination with Thread — an
energy-efficient network protocol for low-power devices. Thread provides a robust mesh
topology for devices, while Matter provides a unified command and data protocol [5].

There are a number of popular automation platforms on the market: Home Assistant,
Domoticz, OpenHAB, and Homebridge. Home Assistant is becoming a leader due to its
flexible structure, hundreds of integrations, and community support. It is used for simple
integration, automation, and visualization [3,4]. There are also commercial solutions from
Google, Amazon, and Apple that provide cloud services but have limited customization and
dependence on the Internet. In contrast, local systems like Home Assistant allow for fully
autonomous operation with a high level of privacy [6].

The development of wireless technologies has led to the emergence of new protocols
(Thread, LoRa, NB-IoT) that focus on low power consumption and long transmission
distances [7]. Compatibility and security remain a problem: many devices have their own
protocols without open documentation. Therefore, open platforms with HACS, MQTT, and
REST API support are becoming increasingly important [8].

Automation systems are also being integrated with artificial intelligence platforms such
as Google TensorFlow and OpenAl API, which allows for the implementation of adaptive
scenarios based on user data and event history [9]. In addition, the role of educational
solutions is growing — automation systems are used in laboratories, engineering courses,
and scientific research [10].

The objective of this study is to provide a rationale for and illustration of the benefits
inherent in a modular approach to constructing smart home automation platforms. This
encompasses demonstrating how modularity facilitates the expansion of functional
capabilities.

MATERIALS AND METHODS

The paper presents a hardware-software implementation of a central hub for a smart
home based on a mini-PC with the possibility of installing Home Assistant. The system
supports a wide range of sensors and actuators, allowing for the implementation of both
simple automations and complex scenarios. The open platform Home Assistant can be
installed on Raspberry Pi, Orange Pi, Intel NUC, NAS, or ARM platforms. This versatile
platform is designed for local control and automation of Internet of Things (loT) devices
from various manufacturers. It operates autonomously, without the need for connection to

62 Electronics and Information Technologies ¢ 2025 ¢ Issue 31



Modular Approach to Building a Hardware-Software...

cloud services or constant internet access and provides support for a wide range of
communication protocols. Home Assistant allows for the continuous development of
automation solutions for residential/industrial use by adding additional programs for new
objects, created by open-source community members or by creating custom code using
programming languages supported by the platform (Python, YAML, JSON, JavaScript,
visual programming-based development tools, etc.) [11].

Depending on the user's level and system flexibility requirements, four main
installation options are provided: Home Assistant OS, Container, Supervised, and Core.
The system allows for the integration of various devices and services into a unified
automation infrastructure, using a modular approach, functional blocks, and logical control
algorithms.

Modularity is one of the key principles for building a flexible and scalable smart home
system. It allows for the separation of system functionality into independent components
that are easily updated, replaced, or expanded.

A block diagram of the system's hardware part is shown in Fig. 1.
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Fig. 1. Block diagram of the hardware part of the smart home automation system.

The physical structure of the system includes:

¢ A central hub operating on a single-board computer;

e Sensors: temperature, humidity, light, motion, smoke, water leak;

o Actuators: relays, lighting controllers, servomotors, infrared transmitters;

e Communication interfaces: wired (Ethernet, RS-485, UART) and wireless (Wi-Fi,

Zigbee, Z-Wave, Bluetooth, Thread/Matter);

o Auxiliary modules: power supplies, neural accelerators, IR modules, audio
interfaces, and displays.

At the software level, modularity is realized through integrations - ready-made
software modules for connecting devices and services. A diagram of the software
architecture of a smart home system using Home Assistant as the main open source control
platform is shown on Fig. 2.

For displaying the status of smart devices and providing their control in Home
Assistant, there is a flexible and fully customizable user interface called Lovelace. Thanks
to its modular structure, users can compose information panels from various cards,
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Fig. 2. Block diagram of the software architecture of a smart home system.

displaying only the necessary data and control elements (Fig. 3a). A special feature of
Lovelace is its extensive customization options, which include the use of third-party
extensions such as the Custom Button Card (Fig. 3b) for creating unique buttons
withdifferent functions and styles, the application of circular indicators for visual
representation of levels or values, as well as deep CSS styling for complete control over
the interface's appearance [11]. This allows for the adaptation of the interface to
individual needs and the creation of intuitive and aesthetically pleasing smart home
control panels.
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Fig. 3. Visualization of the status of devices (a) and controls (b) in the Lovelace interface.

A key role in expanding the functionality of the Home Assistant platform is played by
the Home Assistant Community Store (HACS), acting as an unofficial but extremely popular
marketplace for community-contributed add-ons. This tool significantly simplifies the
process of integrating custom extensions that are not included in the standard distribution,
providing access to a wide range of content. Among the available add-ons are custom
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integrations that provide support for a greater number of devices and services, interface
elements for Lovelace that allow for the creation of unique visualizations and controls,
ready-made automation blueprints that users can easily adapt, as well as themes for
personalizing the look and feel of the interface.

Fig. 4 demonstrates the application of the Custom Button Card in the Lovelace Ul of
the Home Assistant platform for creating customized control and data visualization
elements. Two cards are presented (Fig. 4a), displaying current and external temperature
and humidity readings. Fig. 4b shows a fragment of the YAML configuration for creating
such a custom card. Among the parameters, you can see the definition of the card type
(type:  custom:button-card), the binding to a specific entity (entity:
sensor.temp6_temperature), the configuration of icon and state display (show_icon: false,
show_state: false), as well as the definition of variables for minimum and maximum values,
and start and end angles for the circular indicator. including binding to the entity and
defining display parameters.
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Fig. 4. Implementation of data visualization using Custom Button Card (a), YAML configuration (b), and SVG

The presented SVG code fragment (Fig. 4c) implements the visualization of a

circular indicator using gradients and dynamic filling via the stroke-dasharray and
transform: rotate() attributes. Thus, by integrating YAML configurations and SVG
graphics into the Custom Button Card, it is possible to create complex and visually
informative interface elements for controlling and monitoring smart home parameters in
Home Assistant.

RESULTS AND DISCUSSION

An important element for building complex and adaptive automation systems in
Home Assistant is Helpers. These are built-in tools that allow users to create their own
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logical entities to extend the capabilities of automations, scripts, and the Lovelace
interface. These entities can take various forms, including logical variables (boolean
values), numeric inputs, selectors, text fields, timers for counting down time, and counters
for recording events. Helpers act as abstractions that store a certain state or value, which
can be used as a condition for triggering automations, as a variable in scripts, or as a
data source for display in the user interface. Thanks to their flexibility, Helpers allow for
the implementation of more complex logic and the creation of more interactive and
personalized smart home automation scenarios. For example, using a numeric helper,
you can set a target temperature for a thermostat, and a boolean helper can display the
"home" or "away" state, influencing the behavior of other devices. Timers and counters,
in turn, open up possibilities for creating automations that depend on time or the number
of certain events [4].

Automation scenarios in smart home systems have evolved from simple conditional
rules to complex intelligent algorithms. The simplest scenarios are implemented based on
"if — then" logic. They contain triggers (events), conditions, and actions. For example, if
the motion sensor is activated after 10:00 PM — turn on the night light with 20% brightness.
Scenarios can include multiple conditions, delays, and repetitions. For example, if there is
motion in the room and the illuminance is < 50 Ix — turn on the light. Fig. 5 shows an
example of implementing a lighting control scenario based on the time of day. During the
day, from 7:00 AM to 11:00 PM, the system automatically sets full brightness and a cool
color temperature of the light, providing optimal lighting for active tasks. At night, from 11:00
PM to 7:00 AM, the lighting switches to a low brightness mode with a warm color
temperature, creating a cozy atmosphere for relaxation. This approach not only automates
routine operations but also adapts the environment to the needs of users, contributing to
their comfort and well-being.

If time is after 7:00 If time is after 23:00
and before 23:00 and before 7:00

v Color temperature

Brightness

Fig. 5. Algorithm for automatic switching of lighting modes depending on the time of day.

The proposed solution also enables the implementation of scenarios such as "night
mode," "vacation," and "energy saving," based on the analysis of input data and logic, and
includes a web interface for visual control and event history.

Intelligentization of scenarios in smart home systems involves the transition from
simple automation rules to complex, adaptive algorithms capable of responding to
changing conditions and user needs. This is achieved through the integration of machine
learning and artificial intelligence methods, allowing the system to analyze data from
sensors, user interaction history, and external factors. Based on this analysis, the system
can automatically adjust environmental parameters, optimize energy consumption,
enhance security, and provide personalized comfort. Thanks to the support of Python
scripts, Node-RED, and REST API, users can create complex scenarios such as adapting
lighting to sleep patterns, anomaly detection, and prediction based on past behavior. The
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use of local machine learning models (TensorFlow Lite, Edge Al) allows for processing
without transferring data to the cloud.

Thus, Home Assistant facilitates the transition from elementary reactions to events to
complex, adaptive behavior of the smart home system, taking into account context,
environmental conditions, and user needs.

With the rise of computational capabilities and the widespread adoption of machine
learning (ML) and artificial intelligence (Al) technologies, automated systems have reached
a new level of adaptability. Al enables smart home platforms to expand their functionality
by predicting user behavior, recognizing patterns in sensor data, adapting to daily routines,
and autonomously adjusting system operation modes.

For instance, using classification or time series prediction algorithms, a smart
home system can anticipate when a user is likely to return home and activate lighting,
climate control, or security features in advance. Al integration also unlocks anomaly
detection capabilities, allowing the system to identify irregularities such as water leaks,
unusual activity patterns, or excessive energy consumption and respond accordingly.
Moreover, natural language processing tools provide voice command recognition and
interpretation of textual queries for generating new automation scenarios. Within the
Home Assistant platform, integration with Python-based tools (e.g., TensorFlow, scikit-
learn) enables the development of custom analytics and control modules. These tools
empower both developers and advanced users to design a truly intelligent and context-
aware home environment, facilitating personalized comfort, safety, and energy
efficiency.

Fig. 6 illustrates how an adaptive climate control system utilizes Al algorithms to
process environmental and behavioral data. The system analyzes both sensor inputs and
external conditions to make real-time decisions, adjusting heating, ventilation, and cooling
systems accordingly. This structure enables continuous improvement of system
performance and user satisfaction through localized learning and personalized control
logic.

Local Inference

™\

ML
Sensors Model LComfort Level/
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Fig. 6. Block diagram of an Al-driven adaptive climate control scenario
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CONCLUSION

The paper investigates a modular approach to building a hardware and software
platform for smart home automation. The analysis has shown that modularity is a key
factor in creating flexible, scalable, and adaptable systems tailored to the needs of users.
The proposed architecture, based on the separation of functionality into independent
hardware and software components, differs from traditional monolithic systems and
significantly simplifies the process of system expansion, integration of new devices, and
services. The considered examples of using the Home Assistant platform, its integrations,
HACS, and Lovelace cards — particularly the developed custom cards for data
visualization — demonstrate the extensive customization capabilities and the potential
for creating both simple and complex automation scenarios. Furthermore, the
implementation of adaptive, Al-driven scenarios highlights the transition from static rules
to intelligent behavior. Integrating machine learning models within the modular framew ork
enables real-time decision-making, anomaly detection, and personalized environmental
control. This elevates the functionality of smart home systems to a new level of context
awareness and user-centered intelligence. The proposed principles and solutions can be
applied to a variety of applications, from basic lighting control systems to comprehensive
environments that provide enhanced safety, comfort, and energy efficiency. Further
research will focus on the development of self-scaling algorithms, optimization of energy
consumption across modules, and the enhancement of cybersecurity in intelligent
automation platforms.

COMPLIANCE WITH ETHICAL STANDARDS
The authors declare that they have no competing interests.

AUTHOR CONTRIBUTIONS

Conceptualization, [V.S., O.S.]; methodology, [M.S.]; validation, [O.S.]; investigation,
[V.S.]; writing — original draft preparation, [O.S.]; writing — review and editing, [M.S.];
visualization, [V.S.].

All authors have read and agreed to the published version of the manuscript.

REFERENCES

[11 Ozadowicz, A. (2024). Generic loT for smart buildings and field-level automation—
Challenges, threats, approaches, and solutions. Computers, 13(2), 45-58.
https://doi.org/10.3390/computers13020045

[2] Vermesan, O., & Marples, D. (2023). Advancing edge artificial intelligence: Novel
architectures for smart environments. In Shaping the Future of loT with Edge
Intelligence (pp. 45-67). Routledge. https://doi.org/10.1201/9781032632407

[3] Shukla, S., Meghana, K. M., Manjunath, C. R., & Shantosh, N. (2017). Comparison
of Wireless Network over Wired Network and Its Type. Int. J. Res. Granthaalayah, 5,
14-20. https://doi.org/10.5281/zenodo.572289

[4] Home Assistant. (n.d.). Home Assistant documentation. Retrieved May 16, 2025,
from https://www.home-assistant.io

[5] ZigBee Alliance. (2022). Matter: The foundation for connected things. Connectivity
Standards Alliance. https://csa-iot.org/all-solutions/matter/

[6] Lee, H., Kim, J., & Park, S. (2022). Internet of Things technology: Balancing privacy
concerns with convenience. Telematics and Informatics, 70, Article 101816.
https://doi.org/10.1016/j.tele.2022.101816

68 Electronics and Information Technologies ¢ 2025 ¢ Issue 31


https://doi.org/10.3390/computers13020045
https://doi.org/10.1201/9781032632407
https://doi.org/10.5281/zenodo.572289
https://www.home-assistant.io/
https://csa-iot.org/all-solutions/matter/
https://doi.org/10.1016/j.tele.2022.101816

Modular Approach to Building a Hardware-Software...

[71 Mekki, K., Bajic, E., Chaxel, F., & Meyer, F. (2019). A comparative study of LPWAN
technologies for large-scale loT deployment. ICT Express, 5(1), 1-7.
https://doi.org/10.1016/j.icte.2017.12.005

[8] Joel A. Cujilema Paguay, Gustavo A. Hidalgo Brito, Dixys L. Hernandez Rojas, and
Joffre J. Cartuche Calva. (2023). Secure home automation system based on
ESP-NOW mesh network, MQTT and Home Assistant platform. IEEE Latin America
Transactions, 21(7), 829—838. https://doi.org/10.1109/TLA.2023.10244182

[9] Himeur, Y., Sayed, A. N., Alsalemi, A., Bensaali, F., & Amira, A. (2024). Edge Al for
Internet of Energy: Challenges and perspectives. Internet of Things, 25, 101035.
https://doi.org/10.1016/].i0t.2023.101035

[10] Al-Yaman, M., Alswaiti, D., Alsharkawi, A., & Al-Taee, M. (2025). A cost-effective
modular laboratory solution for industrial automation and applied engineering
education. MethodsX, 14, 103388. https://doi.org/10.1016/j.mex.2025.103388

[11] Munteanu, L., Suvar, M. C., & Florea, G. D. (2022). Residential security through the
Home Assistant platform. MATEC Web of Conferences, 354, 00008.
https://doi.org/10.1051/matecconf/202235400008

MOAYNbHUI NIAXIA OO NOBYAOBU AMAPATHO-NPOIPAMHOI
NNATO®OPMU ABTOMATU3ALII PO3YMHOIO BYAUHKY: BIf MPOCTUX
NMPABWUN OO IHTENEKTYANbHUX CLIEEHAPIIB

Onbeza Wumyuwun'™, Map’sH Llumyuwur?, Bnaducnae CepzieHko!
"HaujoHaribHul yHieepcumem «JIbeigcbka nosimexHixkay,

Ykpaina, m. flbeie, syn. CmenaHa baHdepu 12

2 [IBH3 «EsponelicbKuli yHigepcumemsy,

YkpaiHa, m. Jlbeig, syn. eyn. Kywesu4a, 5

AHOTALIA

Bcrtyn. Cratra npucBsveHa npobnemi CTBOPEHHsI THYYKMX, MaclTaboBaHux Ta
aganToBaHWX OO KOPUCTYBada cMCTeM aBToOMaTuU3aLil, SKi MOXYTb PO3BMBATUCS 3i 3MiHHUMN
notpebamm Ta TEXHOMOMNYHUMU OOCSArHEHHAMU. [locnioXeHHs 3ocepedXeHo Ha po3pobui
loT-opieHTOBaHOT cucTeMuM [OMalHbOI aBTOMaTu3auii, 34aTHOI  iHTenekTyanbHO
HanalwToByBaTUCS Ha OCHOBI YMOB CepefioBULLa Ta AMUCTaHLINHO KepyBaTu NpUCTPOSMM.
Krto4yoBo0 MeTO € OOrpyHTYBaHHSA mepeBar MOAYSbHOrO apXiTeKTypHOro nigxony Ans
PO3LWNPEHHS OYHKLIOHANBbHOCTI Ta BUKOPUCTAHHA adanTUBHUX anropuTMmiB.

Martepianu Ta wmMeToau. [Ina [OCArHEHHA MOCTaBMEHUX Uinen 3anponoHOBaHO
apxiTekTypy anapaTtHo-nporpamHoi  nnatcgopmy, wWwo 6a3yeTbCsa Ha  PO3AiINEHHi
dyHKUiOHaNbHOCTI Ha He3anexHi moayni. JocnigxeHo BMKOpUCTaHHS nnatgopmu Home
Assistant, ii iHTerpauin, HACS Ta kapTok Lovelace ons iHTYiTMBHOI peanisauii cuctemu T1a
B3aemogii 3 kopucTtyBadem. MeTogonoria BKNoYae MNPaKTUYHI NpUKIagu CTBOPEHHS
CueHapiiB aBTOMaTu3auii, BKOYAK4YM IiHTEneKkTyanisauito 3a [JOonoMOrol MeTodiB
MaLLMHHOIO HaBYaHHS.

PesynbTatn Ta 06roBopeHHA. KomnnekcHui aHania npoaeMOHCTPYBaB BWCOKY
e(PEeKTUBHICTb Ta MNPaKTU4YHY XUTTE3OATHICTb 3anpoOnoOHOBaHOMO MOAYMBbHOro niaxoay.
Po3pobneHi pieHHss 3abe3nevyloTb THYYKiCTb HanalwTyBaHb, rapaHTyl4u nerkicTb
BMNPOBa)XEHHA HaBiTb AN CKNagHUX KoHdirypauin, maclwtaboBaHiCTb, [03BOMSHOYM
iHTerpysaTu HOBI NPUCTPOI Ta PO3LUNPIOBATN 30HW NOKPUTTA. OTpMMaHi AaHi iNoCcTpyoThb
MOXIMBOCTi PO3pOo0KM SIK MPOCTMX Tak i KOMMNIIEKCHUX CLeHapiiB 3 eNeMeHTaMmn LUTYYHOro
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IHTEMEKTY Ta HaBYaHHS, BKIHOYaYW afanTMBHE OCBITNIEHHS, KNiMaT-KOHTPONb Ta
npoTokonu 6eaneku.

BucHoBkun. [lpeactaBneHvin MoaynbHUM Nigxia [O3BOMSE 3aCTOCOBYBATUM  LLUMPOKI
MOXTMBOCTI HanawTyBaHHA Ta maclTaboBaHOCTI AN nnaTdopMu po3yMHOro 6yauHKy.
IHTerpauis nporpamHmx 3acobis 3 BiOKPUTUM BUXiAHUM KOOOM, LLIMPOKOrO CMEKTPY CEHCOopIB
Ta pi3HOMaHITHUX iHTepdenciB 3B'A3Ky O03BONSAE CTBOPHOBATU CUCTEMMW, MOYMHAOYM Bif
6a30BKX aBTOMaTU3aLiN 40 CKNagHWX cLueHapiiB 3 eneMeHTamu iHTenekTy. IHTenekTyansHa
iHTerpauiss cueHapHOl fOrikKM  pO3WMPKOE  3aranbHi  MOXIMBOCTI  aBTOMaTM3aLil,
nepeTBOPIOIOYM 3BMYAHI CUCTEMU Ha 3PYYHI Ta aAanTUBHI XUTNOBI cepefoBULLa.

Knrodyoei cnoea: Home Assistant, anapatHo-nporpamHa nnatdgopma, cueHapii
aBTOMaTm3auil
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