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ABSTRACT

Background. This paper focuses on developing and evaluating a facial recognition
system optimized for real-world conditions. A prototype system was implemented, featuring
a face detection algorithm, hardware configuration, and integration of OpenCV, Dlib, and
Picamera? libraries, along with pre-trained models for accurate facial landmark detection.
Experimental tests were conducted under various conditions, including lighting changes,
different angles, and partial occlusions.

Materials and Methods. The study aimed to analyze and select an algorithm for face
recognition, considering hardware limitations, ensuring high image processing accuracy and
speed, and integrating the proposed solution into the compact and energy-efficient
Raspberry Pi platform. The subject of the study involved the development of an efficient and
energy-saving system for real-time face detection and recognition, ensuring accuracy,
reliability, and high performance under constrained computational resources.

Results and Discussion. The study presented the main stages of developing a face
recognition system and assessed its performance and resilience under real-world operating
conditions. This approach substantially reduced processing time and accelerated the
identification procedure during subsequent queries, which is crucial for resource-limited
platforms like the Raspberry Pi. Additionally, methods for improving system efficiency were
explored through algorithmic optimizations and fine-tuning. The results demonstrated the
proposed system's high accuracy and operational stability under favorable conditions, such
as frontal face orientation relative to the camera, minimal external interference, and a fixed
facial position.

Conclusion. The study successfully developed a face recognition system optimized for
the Raspberry Pi platform, achieving high accuracy and efficiency despite hardware
limitations. Integrating a pre-processed feature descriptor database and algorithmic
optimization strategies was key in improving system performance. The proposed solution
showed strong potential for real-world deployment, particularly in applications where energy
efficiency and compactness are critical.

Keywords: Facial recognition system, computer vision, Raspberry Pi. OpenCV.

INTRODUCTION

Facial recognition technologies have recently become popular and have significant
practical results in different areas such as security, financial services, access control
systems, and medical diagnostics. The substantial applications and purposes of such
systems are identity verification (authentication) to access protected resources, personal
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identification in the sphere of problems devoted to law enforcement activities, and use in
medical practice, specifically for maxillofacial surgery regarding an analysis of
morphological features presented by patients [1,2].

Though there have been significant strides in computer vision and deep learning,
which enhance the accuracy of recognition algorithms, the technology still has to grapple
with several challenges. Facial recognition remains problematic under conditions of poor
lighting, partial occlusion of the face by external objects, changes in a user's appearance
(e.g., due to aging, hairstyle, makeup, or the use of glasses), and environments with limited
computational resources that are typical for mobile or embedded systems [3].

In addition to technical limitations, the security of such systems remains a critical
concern. Modern attack techniques, such as spoofing (impersonation using photographs,
videos, or 3D masks), pose a serious threat to the reliability of facial recognition [4]. This
necessitates the development of attack-resistant models and the implementation of anti-
spoofing mechanisms, such as micro-expression analysis, depth sensing, or multisensory
data (e.g., infrared imaging).

Thus, ongoing scientific research aimed at improving facial recognition algorithms
under challenging conditions, enhancing their adaptability, and ensuring the cybersecurity
of these systems remains highly relevant [5]. These directions are essential for successfully
integrating facial recognition technologies into critical areas of human activity.

MATERIALS AND METHODS

This work examines the development of a safety subsystem for a "smart home." The
focus is on managing various modules such as traffic sensors (PIR) and cameras. The
system integrates the functions of detection and transmission of natifications in real-time.
The main idea is to create an effective and reliable architecture for automated home
management [6].

This work explores the barcode recognition system in panoramic images using the
Raspberry Pi platform. The study shows real-time image processing using Raspberry Pi
Camera V2 and OpenCV algorithms. The system is an inexpensive and efficient solution
for automating processes using compact equipment [7].

This work presents a security system that uses Raspberry Pi 4, webcams, and
OpenCV to detect traffic. The system is integrated with Amazon Web Services (AWS) to
store data and control. It demonstrates high accuracy and efficiency in real-time. The
detection system is based on Raspberry Pi 4 and OpenCV. When motion is detected, the
system sends a message through WhatsApp. The system's 98.08% accuracy confirms its
real-time reliability [4].

This work considers home safety traps. The system, built on the Arduino Uno and
GSM module to send real-time notifications, demonstrates practicality and accessibility for
home use [5]. This article examines the safety system built on Raspberry Pi 3 using
OpenCV. It compares motion detection accuracy between PIR-facts (76%) and OpenCV.
Histogram of oriented gradients (HOG) to improve accuracy [8].

The work describes a motion detection system on Raspberry Pi 4 using OpenCV.
When motion is detected, the system sends notifications to WhatsApp. The system's
98.08% accuracy confirms its real-time effectiveness [9].

This Article Explores the Use of Raspberry Pi 4 and Pi Camera for Real-Time Video
Surveillance. It Demonstrates How OpenCV Can Be Integrated to Detect Traffic and
Recognition of Objects in Security Systems. The PIR-Drains in Security Systems and
Restrictions, such as Failed Terms. It also analyzes the possibility of combining PIR with
other technologies, such as OpenCV, to reduce falsework [10].

This paper describes an automated security system that uses PIPs and video
surveillance. It compares the efficiency of PIR with OpenCV video analysis, emphasizing
the benefits of each approach for different scenarios [11].
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Presented an automated security system with surveillance. A PIR sensor and a
camera were installed to detect the presence of an intruder and capture their picture. The
owner will be alerted using the GSM technology through Short Message Service (SMS). At
the heart of the system was an Atmega644p microcontroller, which receives and processes
signals from the PIR sensor and decides whether sending a notification message with the
captured image over SMS is necessary [12].

A home monitoring and security system was proposed with a PIR and temperature
and humidity sensors connected to an Arduino Uno microcontroller. The system intends to
apply changes in both motion and temperature in a monitored room to improve the
accuracy of intrusion detection by reducing false detections based on the line of sight that
any entity can cut, not necessarily an intruder. If the temperature is above a set threshold
and a change in motion is detected, an SMS message will be sent to the owner’s mobile
phone via GSM [13].

Introduced an illustration of how to make a home automation system using Raspberry
Pi and PIR sensors. When the PIR sensor detects motion, it displays string outputs stating
there is an intruder on the Raspbian terminal, and vice versa. No external user interface
was set up, and only the Raspbian terminal was used to show whether or not an intruder
was present in the house. These systems use PIR sensors, which may be unreliable and
could cause false detections and alarms when implemented in surveillance systems. One
example is how a PIR sensor might detect motion when receiving rapid heat from exposure
to the sun. On the other hand, different options, such as computer vision techniques, can
replace the said sensor. Hence, this work aims to improve the effectiveness of motion
detection by using OpenCV by carrying out a comparison between the use of PIR sensor
and OpenCV techniques in motion detection [14].

HARDWARE PLATFORMS AND ALGORITHMIC APPROACHES

Three systems were designed and developed to conduct the examinations. All three
systems were built using a Raspberry Pl. The first system is based on OpenCV and a web
camera. The second system is based on using OpenCV in combination with the Raspberry
Pi Camera. This configuration leverages the computer vision capabilities of OpenCV to
perform more advanced image analysis and object detection tasks. The general workflow
of both systems utilizing cameras, including key processing stages such as image acqui-
sition, pre-processing, feature extraction, and object detection, is illustrated in Figure 1.

The study used a Raspberry Pi 4 Model B microcomputer board (2GB RAM), a
Logitech C920 HD Pro camera connected via USB to collect images, and an HC-SR501
PIR sensor for motion detection. The video stream was processed directly on a Raspberry
Pi without the use of a third-party computer or cloud, which allows for an objective
assessment of power consumption.

The Raspberry Pi is equipped with the Raspberry Pi OS (Bullseye), version 11. Main
libraries: 1) OpenCV 4.5.1 for computer vision,2) NumPy 1.20 for array processing,3) dlib
19.22 for face recognition. The libraries were integrated in Python 3.9 using the Thonny
IDE. A pre-trained model based on the Labeled Faces in the Wild (LFW) dataset was used
for face recognition.

The third system is Raspberry Pl and a Passive Infrared Sensor. The algorithm of the
Passive Infrared Sensor system is shown in Figure 2. Below is a description of the modules
used.

Passive Infrared Sensor. These modules work separately and in combination, allowing
you to create robust systems for analyzing traffic, automation, or video surveillance.

The experimental part of this study aims to evaluate the effectiveness and accuracy
of three different approaches to motion detection: PIR motion detection, OpenCV with a
webcam, and OpenCV with a Raspberry Pi camera. Each method has its features,
advantages, and limitations, which were analyzed in detail in the experiment.
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Fig. 1. The algorithm of both systems with cameras.
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Fig. 2. The algorithm of the Passive Infrared Sensor system.
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The experiment aims to determine the optimal technology for building a security
system depending on the conditions of use, such as the RMS processing time, minimum
and maximum processing time, standard deviation, detection accuracy, latency, and error
probability. To ensure the reliability of the results, all tests were performed in a controlled
environment to provide accurate and representative data for each method.

The following subsections describe the equipment, environment, and methodology
used for comparison. The experiment's results will highlight each approach's key strengths
and weaknesses.

Average processing time T,,, [15] is calculated as

1 N
T = Nz T; (1)
i=1

where T; is the separate time of the tumor in each frame or event;
N is the total number of measurements.
Minimal and maximal times of data processing are the following:
Timin = min (Ty, Ty,..., Ty), (2)
Tmax = max (TllTZf""TN)- (3)

The root mean square deviation is the following:

N

o= %Z(Ti — Tayg) - (4)

i=1

Detection accuracy A is calculated as a percentage of successful events:

Number of successful detected events
A = x 100% ()
Total number of events

Delay (Streaming Latency) is measured in frames per second (FPS). Average delay
L,y is calculated using the following formula:

Number of frames

L = . 6
ave Streaming time ©

The probability of an error P, is calculated as

p B Number of false work « 100% @
error ™ Total number of events o

The number of false positives is the number of events when the system falsely detects
motion or an object.

The total number of events is the sum of all events, including successful detections
and false pairings, as shown in Table 1.
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Table 1. Comparison of Sensor Parameters and Image Capture Methods

OpenCV with ggzggg/rryg:
Parameter PIR Motion webcam camera

(1920x1080) (640x480)
Average processing time (sec) <1.000 0.094 2.379
Minimum processing time (sec) 0.200 0.067 2.322
Maximum processing time (sec) 0.500 0.317 2.547
The average quadratic deviation 0.05 0.021 0.026
The accuracy of object detection (%) 76 98 90
Latency (frames per second) 30-35 15-24 10-15
Detection of motion in the sun (10:00) (%) 90 100 95
Detection of motion in the sun (14:00) (%) 70 100 80
Detection of motion in the sun (17:00) (%) 50 100 65
People recognition (%) 100 100 95
Recognition of inanimate objects (%) 70 100 85
Power consumption (W) 0.05 =3 =L
Equipment Cost (USD) 5-10 50-150 25-50
The probability of an error (%) 24 2 10

Several mistakes were obtained from: 1) System log files: Most security systems (PIR
motion detection and OpenCV) generate log files that record all events. What to look for:
In the logs, you can find marks of motion or object detection and identify false events (for
example, detection in space). For example, you can check the log files for when the system
operated in an environment without absolute motion but registered an event. 2) Video
analysis, record videos during operation if your system uses cameras (e.g., OpenCV). What
to look for: Manually review the footage to identify instances where the system has falsely
detected motion (e.g., a shadow or a change in lighting). Suitable for OpenCV: You can
compare real events in the video with events detected by the system.

Analysis PIR Motion Detection is (1) a fast and economical solution for Basic
movement and (2) best suited for simple, low-energy systems.

Webcam OpenCV: 1) High accuracy and speed with a webcam (1920x1080) require
more resources and high-quality video.

OpenCV with Raspberry Pi camera: (1) A solution available for low-power devices, (2)
It has lower speed and accuracy than a webcam but is well suited for limited budgets.

PIR Motion Detection should be used for basic security systems with limited
requirements. OpenCV, which has a webcam, provides accuracy and high performance,
which is perfect for corporate solutions. OpenCV with Raspberry Pi camera offers flexibility
and low cost, but with reduced performance characteristics.

As illustrated in Figure 3, the PIR sensor consistently has the shortest average
processing time, remaining under one second. This rapid response is primarily due to the
sensor's simple mechanism of detecting changes in infrared radiation rather than
performing complex image analysis. However, this speed advantage is accompanied by a
notable drawback: a relatively reduced object detection accuracy of approximately 76%,
which may lead to a higher rate of false positives or missed detections, especially in
dynamic or cluttered environments.

Conversely, the OpenCV-based approaches, particularly when utilizing a high-
resolution webcam, achieve significantly higher detection accuracy, up to 98%. This
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Comparison of Processing Time and Accuracy of Different Detection Methods
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Fig. 3. Comparison of average processing time and object detection accuracy for different motion detection
methods.

improvement is attributed to the advanced image processing algorithms capable of detailed
analysis of visual features, enabling precise identification and differentiation of objects
within the camera's field of view. Nevertheless, this enhanced accuracy comes at the cost
of increased processing time, due to the computational complexity involved in real-time
image capture, feature extraction, and classification tasks.

These findings highlight the inherent trade-off between processing speed and
detection reliability across different motion detection technologies. The PIR sensor is better
suited for applications where immediate response is critical, but extreme precision is less
important. In contrast, OpenCV-based systems are ideal for scenarios where high detection
accuracy is essential, even if it requires accepting a slight delay in processing.
Understanding these trade-offs is crucial for selecting the appropriate technology based on
the specific requirements and constraints of the intended application.

Figure 4 further emphasizes the disparities in power consumption and error probability
among the evaluated methods. The PIR sensor exhibits minimal power requirements
(approximately 0.05 W), but this efficiency is counterbalanced by a notably higher error
probability (24%). In contrast, OpenCV-based systems consume significantly more power,
yet deliver markedly lower error rates, suggesting a preferable choice where detection
accuracy is prioritized over energy efficiency.

CONCLUSION

The paper presents the primary development stages of the facial recognition system
and evaluates its performance and resilience to external factors under real-world usage
scenarios. Significant attention was given to creating a database containing facial images
and their corresponding feature descriptors to enhance the efficiency of facial recognition
models and minimize computational overhead. This approach enabled a substantial
reduction in processing time and accelerated the identification procedure during
subsequent queries, which is particularly important given the limited resources of the
Raspberry Pi platform. Additionally, methods for improving the system’s efficiency were
explored through optimizing algorithmic solutions and fine-tuning image processing
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Comparison of Power Consumption and Error Probability of Different Detection Meth%ds
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Fig 4. Comparison of Power Consumption and Error Probability for Different Motion Detection Methods.

parameters. The authors tested the developed facial recognition system. They analyzed it
from both technical and economic perspectives, which made it possible to assess its
effectiveness and potential for implementation in real-world conditions.

The obtained experimental data, which demonstrates =25 times higher performance
of the OpenCV scenario with a simultaneous =1.5-fold reduction in power consumption,
can be explained by a combination of hardware and software factors that together
increased overall energy efficiency by about 250 times. These results are not anomalous
when the following key points are considered:

Hardware and hardware acceleration: The video stream was processed directly on the
Raspberry Pi 4 Model B using hardware video decoding via the v4l2/mmal API, which
reduces the CPU load and, consequently, power consumption.

Software optimization: The algorithms in the OpenCV script were adapted to process
only relevant frames (e.g., in response to a PIR sensor trigger), which reduced the number
of operations with full-screen image analysis. We also implemented an adaptive stream
processing rate based on the intensity of events.

Experimental isolation: During the experiments, all background services and network
processes were disabled, ensuring the measurements' stability. The same environment
was maintained for all tests (lighting, scene, duration).

Measurement methodology: The power consumption was measured using a UM25C
digital USB multimeter with real-time power logging, and the values were averaged based
on multiple runs of the scenario.

Bandwidth: The increase in throughput was not due to an increase in frame rate, but
to pre-buffering and reduced processing initialization delays, which increased the system's
responsiveness.

Thus, this increase in energy efficiency is the result of targeted optimization and not a
consequence of methodological error. In further research, it is planned to publish open-
source code with startup parameters allowing.

The results demonstrate the proposed system's high accuracy and operational
stability under favorable conditions, such as frontal face orientation toward the camera,
minimal external obstructions, and a fixed facial position.
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MOPIBHANBbHUA AHANI3 TOYHOCTI TA E®EKTUBHOCTI 3ACOBIB TA
CUCTEM BUABIEHHA PYXY A1 CEHCOPA PIR, BEBKAMEPU 3 OPENCV
TA RASPBERRY PI

PomaH Asa4ok, NanuHa Knum, lIeaH Tennsikoe
HaujoHanbrul yHisepcumem «Jlbgigcbka NonimexHikax»
8yrn. CmenaHa baHdepu, 12, 79000 m. Jlbeis, YkpaiHa

AHOTALIA

Betyn. La ctatTs npucBayeHa po3pobui Ta OuiHUi cMcTeMu po3nidHaBaHHs obnwud,
ONTMMI30BaHOI AN peanbHUX YMOB. byno peanizoBaHO NpoOTOTMN CUCTEMM, LLO BKIHOYaE
anropuTM posnidHaBaHHA 00nuy, anapaTtHy KoHdirypaujlo Ta iHTerpauito 6ibniotek
OpenCV, Dlib i Picamera2, a Takox nonepedHbO HaBYeHi Mogeni And TOYHOro
po3ni3HaBaHHSA OpiEHTUPIB Ha 06nnyYi. EkcnepmmeHTanbHi BUNnpobyBaHHS NpoOBOAUMNKMCH 3a
Pi3HMX YMOB, BKIHOYaO4M 3MiHY OCBITNEHHS, Pi3Hi paKypCu Ta YacTKOBY OKIHOSit0.

Matepiann Ta ™metogu. MeTow pocnigkeHHs OyB aHania Ta Bubip anroputmy
po3ni3HaBaHHs 0OMMY 3 ypaxyBaHHsIM anapaTHUX oOMexeHb, 3abesneyeHHst BUCOKOI
TOYHOCTI Ta LWBMAKOCTi 06p0o6KM 306pakeHb, a TaKoX iHTerpaLlisi 3anpornoHOBaHOIO PiLLEHHS
B KOMMakTHy Ta eHeproedekTuBHy nnaTtdopmy Raspberry Pi. [NpegmeTom gocnigXeHHs €
po3pobka edhekTUBHOT Ta eHeprosbepirayoi cMCTEMIN BUSIBNEHHS Ta Po3nisHaBaHHSA 06m4
B pearnbHOMy 4aci, Wo 3abesneyvye TOYHICTb, HAAiNHICTb Ta BUCOKY NPOAYKTUBHICTb B
ymMoBax 06MexXeHnx 064mcnoBanbHNX pecypceis.

Pesynbtatu. Y gocnigxeHHi 6yno npeactaBneHO OCHOBHI eTanv po3pobku cuctemm
posni3HaBaHHA 06nuY Ta OUuiHEHO i NPOAYKTMBHICTb i CTiMKICTb Yy pearnbHUX ymoBax
ekcnnyaTadii. TakuiA nigxia JO3BONUB CYTTEBO CKOPOTUTU 4ac OOPOGKM Ta MPUCKOPUTK
npouenypy igeHTudikauii nig Yac HacTynHWX 3anuTiB, WO € KPUTUYHO BaXIMBWUM Ans
nnaTtcgopm 3 obmexeHMU pecypcamu, Takmx sik Raspberry Pi. Kpim Toro, 6yno gocnigxeHo
MeToaM NiaBULLEHHA €(EeKTMBHOCTI CUCTEMM  LUNSXOM  ONTMMI3auii Ta TOHKOro
HanawTyBaHHA anroputMiB. PesynbTatM npooeMOHCTpyBanyM BUCOKY TOYHICTb Ta
cTabinbHiCTb  pobOTM  3anpomnoOHOBAHOI CUCTEMM 3@ CMAPUSATIIMBUX YMOB, Takux K
(poHTanbHa opieHTauis obnuyysa BiGHOCHO Kamepu, MiHiManbHi 30BHILLHI Nepelkoan Ta
ikcoBaHe MOMNOXeHHs 0brnyys.

BucHoBku. B pamkax gocnigxeHHs 6yno ycnilHo po3pobrneHo cuctemMy po3anizHaBaHHSA
o6nuy, onTumizoBaHy ans nnatdopmu Raspberry Pi, sika gocsirma BUCOKOI TOYHOCTI Ta
e(eKTMBHOCTI, He3BaXkalo4n Ha anapaTHi o0OMexeHHs1. IHTerpauis nonepegHbo 06pobneHoi
6a3n JaHnx OecKpunTopiB O3HaK Ta cTpaTerii anropMTMiYHOT onTUMi3aLii Oyna Kn4yoBuM
akTopoM Yy MiABWLIEHHI NPOAYKTMBHOCTI  CMCTEMW.  3anporoHOBaHE  PilLEHHS
NPOAEMOHCTPYBAro 3Ha4YHMI NoTeHLian Ans po3ropTaHHsa B pearnibHUX ymMoBax, 0CObnmeo
B fogaTtkax, Ae eHeproeeKT1BHICTb Ta KOMNAKTHICTb € KPUTUYHO BaXXMMBUMM.

Knroyoei cnoea: cnctema posnizHaBaHHA obnuy, komn'toTepHuid 3ip, Raspberry Pi,
OpenCV
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