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IIpoBeneno amasi3 cyvacHUX HOCIIKEHBb, IPUCBsIeHNX Oe3meri serverless-apxiTexTyp
ta miardopm Function-as-a-Service (FaaS) 3 ypaxyBaHHSAM 0COGIHBOCTEH B3a€MOIl MixK
KOMIIOHEHTAMHU CHCTEMH Ta IIOJI€BO-OPI€HTOBAHOrO XapakTepy ix dyHkiionyBamms. Ax-
TYaJIbHICTh TEeMHU 3YMOBJI€HA CTPIMKHUM IOIIMPEHHAM Serverless-miaxomay y XMapHUX 009uC-
JIEHHSIX, IO JIa€ 3MOI'Y CTBOPIOBaTH MacimTaboBaHi goparku 6e3 HeoOXiqHOCTI yupaBiiiHHS
cepBepHOIO iHdpacTpyKTyporo. llonpu 3HavHi nepeBaru mie€l Mojesi, BUKOPDUCTAHHS Ser-
verless-apxiTeKTyp CyIpOBORKYETHCs OSIBOI0 HOBUX 3arpo3 besueni, nop’s3aHux i3 jguHa-
Mi9HICTIO BUKOHAHHS (DYHKINH, CKIQJHICTIO B3a€MO/iT MiYK KOMITOHEHTaMH XMapHOT iHdpa-
CTPYKTYpPH ¥ OOMEKEHUM KOHTPOJIEM KOPHUCTYBAYIB HAJ OOUUCITIOBAILHUM CEPEIOBUINEM.

Mera mamol nparni — arasi3 icayrouux gociimpkens y cdepi 6e3neku serverless-apxiTex-
Typ i3 dOKyCcOM Ha JOCTiAKEHHI B3aeMOAiil MiK (pyHKIigMH, IOAiAMH Ta cepBicaMu XMap-
HOI iIHMPACTPYKTYPH, BU3HAUEHHS BAKJMUBHUX LPOOJEM, SKi 3a/IHIIAIOTHCH HEJLOCTATHBO
OCTiIKeHNMH, a TAKOK (DOPMYBAHHS HigX0AiB 10 Ix Bupimenns. [IpoananizoBamo HayKOBi
ny6aikarnii, npucBsdeni 6e3meni FaaS-mrardopMm, 30KpemMa JOCTiI2KEeHHS, [0 PO3TJISAIAI0Th
MOXKJIMBI BEKTODH aTaK serverless-cucreM, MexaHi3Mu 3aXUCTy Iij 9aC BUKOHAHHS (DYHKITiH
i mpobaeMu ynpaBiiHHS 6€3IEKO0.

Ha migcrasi gocsimkeHHs miATBEPAXKEHO, IO CYYACHI Hiax0au A0 3abe3nedeHHs Oe3me-
Ku serverless-cucrem 37e6ibIIOro 30cepePkeHi Ha OKPEMHUX KOMIIOHEHTAX APXiTEeKTypH,
TOJi SIK CUCTEMHUI aHaJ/i3 B3ae€MOAiil MiK (YHKIiIMHU, HOAIIMHU Ta XMAPHUMH CepBicaMu
3aJIMIIAETHCS HEJOCTATHBO PO3pobsieHHUM. 3arpOOHOBAHO KOHIENTYAJbHUI mmigxim 10
nigBuineHHs Oe3meku serverless-cucTeM, mo 6a3yeThCsS Ha aHAJI31 MOCIITOBHOCTeH MOIiii,
BUKOPHUCTAHHI METOJiB IOBEJAIHKOBOIO aHAJIi3y, [EHTPAJi30BAHOI0 MOHITOPUHIY MO Ta
ABTOMATH30BAHOTO BUSIBJIEHHS] AHOMAJIIN.

Karouosi caosa: serverless-obuncienssi, Function-as-a-Service, serverless-apxitekrypa, 6e3-
meKa XMapHUX 00YHCIeHb, Kibepbe3meka, MOHITOPUHT MOIil, aHAJI3 MOBEPXHi aTaK, BUSIB-
JIEHHsI QHOMaJIiiA.

1. BcryIn

Po3BuTok xmMapHUX OOYHC/IEHB MPU3BIB 0 TMOSBU HOBUX MOIEIEH MOOYIOBU MPOT-
PaMHHUX CHCTEM, 110 320e3mevIyioTh e(DeKTHBHE BUKOPUCTAHHS O0YNCIIOBAILHUX PECYPCIB
i copornyorh po3pobKy MacmTaboBaHuX 3acTOCyHKIB. OauH i3 cydYacHUX HAMPSAMIB
PO3BUTKY XMapHUX TEXHOJIOTi#t — serverless-ob4mciieHHs, B SKMX TPUKJIAIHA JIOTIKA
peanidyerbcst y Bursai (PyHKIIH, M0 BUKOHYIOTHCS y BIAMOBiAL HA IMOAIl, TOMI K
ympapaiaHs iHbPaCTPYKTYPOIO BiIOYBAEThCS TTOCTAYATLHIKOM XMapHHUX cepsicis [1]- [3].
Taxwit migxin mae 3MOry po3pOOHUKAM 30CEPEIUTHCS Ha, pPeasizalii mMpuKIaIHOT JOriKu
MPOTrPAMHOTO 3abe3nevueHHs 663 HeoOXiTHOCTI aaMiHICTpyBaHHS cepBepHOI iHdpacCTPyK-
TypH.

Serverless-apxiTekTypwu, 10 peami3yoThcs HA OcHOBI maaTdopm Function-as-a-Servi-
ce, aKTHBHO BHKOPHCTOBYIOTh y CyYaCHMX XMapHUX cucremax [3], [5]. ¥V Takmx apxirex-
TypaxX BUKOHAHHS IIPOIPAMHOIO KOJY BiIOYBAETHCS y BUIVIA/I He3aIeKHUX (DYHKINH, ki
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AKTUBYIOTHCS TOIISIMA TA B3AEMOMIIOTH 3 PI3HUME KOMIIOHEHTAMY XMAPHOI iHDPACTPYK-
TYpH, TAKUMH K CHCT€MH 30epiraHHs JaHWX, Yepru mosizoMienb abo API-mnutosu [§],
[10]. TTomieBo-opieHToBaHA MOJIENL BUKOHAHHS (DYHKIiH 3abe3nedye rHydKiCTb CHCTEMU
Ta 7A€ 3MOr'y MacIITabyBaTH OOYUCTIOBAIBHI PECYPCH, BiIMOBIAHO 10 HABAHTAXKEHHS.

3arajioM BUKOPHUCTAHHS Serverless-apxiTeKTyp CTBOPIOE HOBI BUKJIMKY y cdepi Kibep-
Oe3neku. JlmHaMivHMi XapaKTep BUKOHAHHA (PYHKII, PO3MOIiTeHa CTPYKTYPa CHCTEMHU
Ta CKJIAIHA B3aEMOIis MiK KOMIIOHEHTAMHU XMAapHOI IH(PACTPYKTYPH YCKJIATHIOIOTDH
anasi3 dyukuionyBanns serverless-ionarkis i kourposs ixubol 6e3ueku [6], [7]. Kpim
TOr0, OOMEXKEHHUl TOCTYT KOPUCTYBAYIB 0 CEPEIOBUIIA BUKOHAHHS (DYHKIIH YCKIIAIHIOE
MIPOBEJIEHHST AyIUTy GE3MEKN Ta JTOCIIZKEeHHS IHIMIEHTIB ¥y XMapHOMY cepenoBuii [9],
[11].

V cydyacHUX HAyKOBUX JOCJIIIKEHHSX PO3TJISIIAIOTH Pi3HI acmeKTH (hYHKIIOHYBAHHS
serverless-niatdopm, 30KkpeMa apxiTeKTypHI 0COOMMBOCTI, MeXaHI3MU BUKOHAHHS (DYHK-
i 1 migxoam [0 yUpAaBIiHHS JOCTYIOM 10 pecypciB xmapHoi iHdpactpykrypn [4],
[12], [17]. Boarowac GLabIIicTh JOCTIIZKEHD 30CEPEKYETHCS HA OKPEMUX KOMIIOHEHTAX
serverless-cucreMm, TOMI K KOMILIEKCHUM aHAJI3 B3AEMOIIN MiXK (DYHKIUAMU, MTOMIAMA
Ta cepBicaMu XMapHOI iHPPACTPYKTYypH y KOHTEKCTI 3abe3nedenns Oe3MeKn IOMAHul y
JliTeparypi 0OMEKeHO.

Tomy mera HaIIO! Mparli — aHATI3 CyJacHUX JOCTiIKEeHb y cdepi serverless-apxiTekTyp
Ta BU3HAYEHHS OCHOBHUX IIPODOJsieM 3a0e3revdeHHs Oe31eKn TaKUX CHUCTEM.

2. APXITEKTYPHI OCOBJIMBOCTI SERVERLESS-CUCTEM

Serverless-004uC/IEHHS € OJHIM 13 Cy4aCHUX HALPAMIB PO3BUTKY XMAPHUX TEXHOJIOI,
0 Tepea0avae BUKOHAHHS TPOTPAMHOrO KOIY y BUVIAML (DYHKIN, sIKi aKTUBYIOTHCS
TO/iSIMY Ta, BUKOHYIOTHCS y KEPOBAHOMY CEPEIOBHIII XMAPHOIO TPOBaiizepa. ¥ CydacHuX
JOCTIPKeHHAX JeTATbHO PO3IUIAIAI0THCS TPUHITUITN (DYHKIIIOHYBaHHS Serverless-apxiTek-
Typ Ta IXHs poJib y 1m00yA0Bl MacinraboBanux po3noaizenux cucrem [1], [2].

3’sicoBano, 1o serverless-mrardopmMu XapaKTepu3yOThCs MO Ii€BO-OPIEHTOBAHOIO MO-
JIeJUTIO BUKOHAHHS (DYHKI#, ABTOMATHIHAM MACIITaA0yBAHHSAM OOYUCIIOBATIBHAX PECyp-
ciB Ta iHrerpauiero 3 pizuumu cepsicamu xmaphol indpacrpykrypu [3], [5]. VY rakux
cucreMax OOpOOKa 3aluTiB KOPHCTYBAUIB Peai3ye€TbCs de€pe3 BUKOHAHHS HE3AJIEKHUX
byHKIINH, 9Ki MOXKYTh B3AEMOIIATH 3 KOMIIOHEHTAMU XMAPHOTO CEPEIOBHUIINA, 30KPEMa,
6azaMn JaHWX, cucTeMaMy 30epiraHHs JaHux abo cepBicamMu 0OpOOKHM TOBimOMIIEHD [§],
[10].

Y HayKoBifl JiTepaTypi TaKOXK aHATI3YIOTHCSI apXiTEeKTYPHI MiIXOIN IO TPOEKTYBAH-
Ha serverless-nogaTkiB Ta opramizariii B3aeMomil MixK (YHKISAME i cepBicaMu XMapPHOL
indpacrpykrypu [7], [16]. IIpogemMoHCTPOBAHO, 110 B3aeMOid MixK GYHKIIAMHE i iHITIIMA
KOMIIOHEHTAMU cucTeMu (DOPMYE CKIIAJHY CTPYKTYDPY BUKOHAHHS omepariiii y serverless-
J0/IATKAX.

IIpore GinbmiicTh iCHYIOYHX HOCTIIKEHb 30CEPEIKYETHCA TOJOBHO HA, apXITEKTYpP-
HEUX 1 TEXHOJOTIYHUX acmeKTax serverless-mrardopm. Ilurammas amamizy B3aeMomiit Mixk
KOMITOHEHTaMU serverless-cucreM y KOHTEKCTI 3abe3medeHHs: 6€3MmeKn PO3TIAIal0ThCA Y
X [IPAIIX 0OMEKEHO.

3. KOPOTKUM OTJISIA CYUYACHUX JOCTIIKEHB

Oxpemuii HATPSM TOCTiIKEHb TPUCBIYEHUI aHaji3y mpobyeM Ge3meku serverless-
cucteM. ¥ CydvacHiil HAyKOBiil JiTeparypi pO3T/IsAIal0ThCS Pi3HI acmeKTH 3a0e3MmedeHHst
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0e3MeKr TaKUX apXiTEKTYP, 30KPEMa, TUTAHHS 13014111 BUKOHAHHSA (DYHKIIIH, yIIPABIiHHS
JIOCTYTIOM JI0 PecypCiB 1 3axucry xmapHoi indpacrpykrypu [6], [13].

VY serverless-cepenoBumiax (GyHKINT BUKOHYIOTHCS Y AWHAMIYHO CTBODIOBAHUX CEpe-
JOBUINAX BUKOHAHHS, IO MOXKE€ CTBOPIOBATH IOJATKOBI BUKJIMKHU JJjId 3a0€3MEYEHHS
Ge3nekn. 30KpeMa, JMOCTIKYIOThCS PU3UKH, TIOB’si3aHi 3 BUKOPUCTAHHSM MTPOrPAMHUX
3asiexkHocTell 1 croponnix 6ibsiorek y serverless-dbyunkuisx [13], [18].

Kpim Toro, y mHaykoBumX mpargx aHai3ylOTbCsd 3arpo3u, IOB’s3aHi 3 B3aEMOIEI0
serverless-gyukiiiit i3 pisaumu cepsicamu xmapuoi indpacrpykrypu. Taka B3aemois
MOXKE€ CTBOPIOBATH CKJIAIHI JIAHIIOTY BUKOHAHHS OMEPAIlii, 0 YCKIAIHIOE aHai3 hyHK-
IIOHYBaHHs CHCTEMH Ta KOHTPOJIb JIOCTYIy 10 pecypcis [14], [19].

BinbmricTs icHy09HX TOCTIIKEHD 30CEPEIKYEThCS Ha OKPEMUX aCIIEeKTax 3a0e3meaen-
Ha Oe3mekn serverless-miardopm. KoMmmaekcHuil aHaIi3 B3a€MOIii MiK KOMIIOHEHTAMH
serverless-apXiTeKTyp y KOHTEKCTi 3abe3rnedenHs O€3MeKH PO3TMIATAETHCA Yy JITepaTypi
0bMezKeHO.

BaxnuBuMm acmekToM MOCITIIKEeHHs serverless-apxiTekTyp € aHasi3 B3aeMOmiit MixK
KOMIIOHEHTAMM CUCTEMHU i/ 4ac BukoHauus PyHKIiil. Y serverless-iomarkax BUKOHAHHA
OJIHOTO 3AIUTYy MOXKE iHIII0BATH MOC/IiIOBHICTh BUK/IUKIB (DYHKIIi, sIKi B3a€MOIIOTH i3
pi3HMME cepBicamu XMapHOi iHdpacTpykTypH [7].

Y migcymky bOpMyeThCs CKIIaHA CTPYKTYpa B3a€MOJiN MiK KOMIIOHEHTaMH CHCTe-
MH, 110 BijoOpazKa€ Ipolec BUKOHAHHS omepaliii y serverless-momarky. Amnaiiz Takmx
B3AEMO/Iiil € BasK/TUBUM JJIsl JOCTiKeHHsT (PYHKITIOHYBaHHs serverless-cucreMm Ta 3abe3-
rneveHHs IXHbOI Oe31eKu.

VY cydacHEX IOCTIIZKEHHSIX TAKOXK PO3IVISTAIOTHCA IiIXOAN IO MOHITOPHHIY IOi,
110 BUHWKAIOTH TTiJT YaC BUKOHAHHS serverless-pyukmiit. MoniTopuHr momiit mae 3mory
BiICTEKYBaTH MOCTiIOBHOCTI BUKOHAHHS OMEpalliil y cucTeMi it aHasizyBaTH B3a€MO/IiI0
Mix 1T KommoneHTamu [17], [18].

Boanouac icmyroui migxomm mo MoHITOpHHTY serverless-cmcreMm MarOTh OOMEXKEHHS,
TOB’sI3aHI 3 KOPOTKOTPHUBAICTIO BUKOHAHHA (DYHKIIH i AUHAMIYHMM CTBOPEHHSIM Ce-
penosur BukoHaHHs. lle yCKIamHIOE OTpUMAaHHS IMOBHOI iH(oOpMAaIlil mpo CTPYKTYpPy
B3a€MO/IN Mi2K KOMIIOHEHTaMu Serverless-101arKis.

Orxke, IpoOBeieHUIT aHAJI3 HAYKOBUX JOCII/IKEHD HiATBEPAZKYE, M0 TUTAHHS aHAII-
3y B3aEMOIii MixK (DYHKIISIMU, TOMIIMHA Ta, CepBicaMu XMApHOI iH(MPACTPYKTYPH TOTPE-
OYIOTH IMOIAJIBINIONO JOCIIiIXKEHHS.

4. METOA0JIOI'IA JOCJIJAXKEHHS

IIpoBemenuit anami3 HAYKOBUX [ZKEPes IEMOHCTPYE, IO CyJIACHI JTOCTiTKEHHs Oe3re-
Ku serverless-apxiTekTyp 37e0iIbITOr0 30CEPEMKYIOTHCA HA OKPEMHUX ACIEKTaX (DyHK-
IIOHYBAHHSA TAKWUX CHCTEM, 30KpeMa Ha i3omdamii GyHKINi, ympaBmiaHi mocTymoMm abo
aHami31 mpoayKTuBHOCTI. BomHOUAaC KOMILIEKCHE MOCIiTKeHHs MOBEIiHKH serverless-
JO/IATKIB 1 B3a€MO/IIT MixK TXHIMM KOMIIOHEHTaAMU 3aJIMIIAETHCHA HEJOCTATHBO PO3BUHEHUM
HaAIPSAMOM. 3 OIVISY HA 1€ BUHUKAE TOTPeba ¥ pO3POOIl METOMOIOTIT TOCTI IXKEHHST, KA
JIOMTOMOYKE CUCTEMATUYIHO aHaJjIi3yBaru Oe3meky serverless-indpacTpykTyp.

MeTom010Tist TIOJAMBITIOTO TOCIII2KEHHST TOBUHHA 0A3yBATHUCS HA KOMIIJIEKCHOMY aHA-
JTi31 mOiit, 10 BUHUKAIOTH y Tporieci hyHKIioHyBanHs serverless-nogarkis. OcobmmsicTio
serverless-cucrem € Te, IO BUKOHAHHA (DYHKINH BiIOyBAa€TbCs y BiANOBiIb HA IEBHI
MO/il, IKi MOKYTh N€HEPYBATHUCA KOPUCTYBATAMH, IHIITUMHA cepBicamMu a00 KOMIIOHEHTAMH
xMapHoi iHdpacTpykTypu. OTKe, aHAI3 MOTOKIB MOl MOYXKe HAJIATH BAXKIUBY iHOOP-
MAaIIifo MO0 MOBEIIHKHA CHCTEMH Ta MOTEHIINHNX 3arpo3 Oe3rerr.



Benzepcvrkut I1., 3aamoyc C.
ISSN 2078-5097. Bicu. JIbBiB. yu-ry. Cep. npuksa. mareMm. ta iud. 2026. Bun. 36 209

Konnenrtyanbay cxemy B3a€MOJIIl MOl i KOMIIOHEHTIB serverless-cucremu, 10 BUKO-
PHUCTOBYETHCS K OCHOBA 3AITPOIIOHOBAHOI METO0JIOTT, 300pazkeHo Ha puc. 1.

User
(kopuctyBau)

API Gateway

Event

\ 4
Serverless
function

v
Cloud-services

. database (6a3a gaHHX)

. Storage (nam'aTb)

. message queue (4epra
noBigOM/NEHb)

Puc. 1. Konmnenryasnpua apxiTekTypa serverless-cmcremn

fx mokasano Ha puc.l, BUKOHAHHA serverless-(pyHKINi# IHIMIOETHCA MOMISAMHE, IO
BUHUKAIOTH BHAC/II/IOK 3AIUTIB KOPUCTYBadiB ab60 B3a€MO/Iil 3 iHIIuME cepBicaMu XMapHOT
indpacTpykTypu. Y mporeci BUKOHAHHSA (DYHKINT MOXKYTh B3AEMOMIATH 3 PI3HUMU
KOMIIOHEHTAMU CHCTEMH, 30KpeMa 0a3aMu JAaHWX, CHCTeMaMu 30epiraHHs JaHUX ado
cepBicamu OOpOOKM TOBiIOMJIEHD. AHaJI3 TaKUX B3AaEMOIN Ja€ 3MOTY JIOCIIIKYBaTH
CTPYKTYPY BUKOHAHHS OI€pariii y serverless-101aTky Ta BU3HAYATHA HMOTEHIHHI TOYKHU
BUHUKHEHHS 3arpo3 Oe3Imerti.

Ilepuum eramom Meromosorii € 36ip Ta arperalis MO, 10 BUHUKAIOTH Y SErver-
less-indppactpyrTypi. JIxepeaaMu TakuxX moii MoxkyTh OyTu API-mto3u, cucremu 36e-
piraHHs JAHWX, YePTrW MOBiJOMJIEHb Ta iHIT XMapHi cepBicu. ¥ MPOIECi HOCIiTKEHHS
Tpeda popMyBaTH IEHTPATI30BAHEe CXOBUIIE XKYPHAJIB MO, sIKe TacTh 3MOT'Y IPOBOIH-
TH IIOJAJBINNN aHAJI3 HOBEIIHKA CACTEMHU.

Hacrynaum eramom € aHami3 CTPYKTYypH B3AaEMOIl MiK KOMIIOHEHTaMu serverless-
JOmaTKy. Y MeyKax IbOTO €Taly OIUJIBHO JOCTIIKYBaTH, sKi (DYHKIHI BUKJIMKAIOTH
O/IHA, OJHY, sIKi CepBiCHM BUKOPHUCTOBYIOTH [Jisi OOPOOKM MAHUX Ta siKi MO/il iHIIIIOITH
BukoHaHHA GyHKIIH. Takwmii anamiz gae 3Mory cpopMyBaTH MOIETb B3aE€MOJIIl KOMITO-
HEHTIB CHCTEMH.

BaxkuinBum HAIPAMOM MOJAJIBUINX JAOCIIIKEHb € BUKOPUCTAHHS METO/IIB IIOBE/IHKO-
BOTO aHAJI3Yy MJIs BUSBJIEHHS aHOMAJIiil y poboti serverless-cucrem. 3okpema, MOXKHA
JOCTiIKyBATH YACTOTY BUKJIUKIB (QYHKIIN, CTPYKTYPY MO/ i XapakTep B3a€MOJIIl MixK
cepBicamu. BinxuieHHs Bim TUNOBHX CI€HAPITB POOOTH CHCTEMHU MOXKYTh CBIIIUTH TIPO
TOTEHIIiiiHI aTaku abo 37TOBMUCHY aKTHUBHICTD.

IIle ommH eTam MeTOIOIOTIT — JOCTiI2KEHHS 3a7I€2KHOCTE IIPOrPAMHOTO 3a0€3MeIeHHS],
1[0 BUKOPUCTOBYEThC v serverless-dyukmisx. OcKiIbKU Taki (DYHKIHT YaCTO BUKOPHUC-
TOBYIOTH CTOPOHHI 0i0JiOTEKH, TO BAYKJIWBO OINHIOBATH IXHIO OE3MEYHICTH i MOTEHIIHH]
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ypa3auBoCcTi. AHaJi3 3a/Ie3KHOCTEH Ja€ 3MOTY BUSIBJISITH PU3UKHU, TIOB’SI3aHI 3 BUKOPUC-
TaHHAM HEHAJIHHUX ab0 3aCTapiImX KOMIOHEHTIB MPOrPAMHOTO 3a0e3MeIeHHs .
3aBepiiajsbHUM eTanoM MEeTOJIOJIOTIT € OIliHKa e(QEeKTUBHOCTI MeXaHi3MiB Oe3neku
serverless-nnargopm. Y Mekax [pOro eraiy JOLIbHO IIPOBOJUATH EKCIE€PUMEHTAJbHI
JOCITIIPKEHHS, sIKi JOMOMAaraloTh OIIHUTH 3JAaTHICTH CHCTEMH BUSIBIATH Ta 3amobiraTn
pizEuM THTaM aTak. Taki TOCTiIZKEeHH MOXKYTh OXOTLTIOBATH MOJIE/TIOBAHHS aTakK, aHAJi3
MOBE/IIHKY CUCTEMU TIiJ] 9aC HABAHTAXKEHHs i1 OIIHKY e(DEeKTUBHOCTI MEXaHI3MiB MOHITO-

DHHLY.

5. ITPOBJIEMU TA TIEPCIIEKTUBU BE3MEKOBUX PIIIEHL V SER-
VERLESS-CUCTEMAX

AkruBHe BUKOpHCTaHHS serverless-apxiTeKTyp y CyYaCHUX XMapHHX CEPeIOBHUINAX
CTBOPIOE HOBI BUKJIUKHU y cdepi 3abe3nedenns Kibepbesneku. OcobmauBocri opranizargi
serverless-cucrem, 30KpeMa, MOIi€BO-OPI€EHTOBAHA MOJEIh BUKOHAHHS (DYHKITH, TUHAMIU-
He CTBOPEHHS CEPEeJIOBUIN BUKOHAHHS Ta iHTErparlis 3 pi3HUMU cepBicaMu XMapHOI iH-
dpacTpykrypu, GOPMYyIOTh CKIaAHY CTPYKTYPY B3aEMOIIH MiK KOMIIOHEHTAMHU CUCTEMHU.
Tomy 3abe3nedents Oe3meknu serverless-101aTKiB MOTpedy€e BpaxyBaHH He JTUIIe OKPEMUAX
KOMIIOHEHTIB CUCTEMHU, a I aHa/Ii3y B3a€MOJIINA MiK HUMH.

OpHiero 3 BaKIWBUX MpOOJIEM € OOMEXKEHWi PiBeHb KOHTPOJIIO KOPUCTYBAUIB HAJ,
cepesioBUINEM BUKOHAHHs (yHKINA. ¥ serverless-mardopmax ympaBiiHHS 00YMCIIOBA-
JIBHOIO iHPPACTPYKTYPOIO BUKOHYE MOCTAYATPHAK XMAPHAX CEPBICiB, IO 0OMEXKYE MOXK-
JIMBOCTI KOPHUCTYBAHIB MO0 KOHTPOJIO KoH(pirypariil cucremu it apasisy ii pyHKIIOHY-
BaHHdA. Y TAKUX yMOBAX JOCJI/2KEHHs O€3[eKU CUCTEMU 3HAYHOIO Mipoio 6a3yeTbcd HA
aHaJIi3] XKypHAIIB MOMiH i B3aeMO/iil MiXK KOMIIOHEHTAMY XMAPHOI iH(DPACTPYKTYPH.

Inmra BaskmBa mpobIeMa — CKIAAHICTD aHAII3y B3AEMOIIH MiXK (QYHKIIAMEH Ta
cepBicamu xMapHOl indpacTpykTypu. ¥ serverless-n01arkax BUKOHAHHS OTHOTO 3aIUTY
KOPHUCTYyBada MOXKe IHIIOBATHA ITOCTIMOBHICTD BHUKIWUKIB (PYHKINH, AKi B3aEMOIIIOTDH
i3 pi3HUMW KOMIOHEHTAMHU CUCTEMHU. Y TIACYMKY (DOPMYETHCS CKJIAIHA, CTPYKTYPa
B3aEMO/Iil MiXK KOMTIIOHEHTAMU Serverless-momarka, MO yCKJIAIHIOE aHAMI3 (DYHKIOHY-
BaHHS CHCTEMU Ta BUSBJIEHHS MOTEHIIHHAX 3arpo3 Oe3merri.

Okpemy yBary BapTO HPUILIMTH BUKOPUCTAHHIO TPOIPAMHUX 3aJI€KHOCTEH y server-
less-dyukmisix. Ilig gac po3pobku serverless-10maTKiB 9acTO BUKOPUCTOBYIOTh CTOPOHHI
6i0ioTeku Ta mporpaMui KomMmnoHeHTH. HasBHiCTH ypa3namBocTeil y TaKUX KOMIIOHEHTaX
MOXKE€ CTBOPIOBATHU JTOATKOBI PU3WKY /115t DE3MMEKU CUCTEMHU. ¥ 3B’SI3KY 3 UM BAKJIMBUM
HAIIPSAMOM JIOCTI/I?KeHb € aHaJli3 3ae:KHOCTeH MPOrpaMHOro 3abe3mledeHHsi # OIiHKa
IXHBOTO BILIMBY Ha O€3MeKy serverless-momarkis.

3HaYHO MPOOIEMOI0 € TAKOXK MOHITOPUHT (DYHKIIOHYBaHHs serverless-cucrem. Ye-
pe3 KOPOTKOTPHUBAJICTh BUKOHAHHS (DYHKIIIH i JuHAMIYHE CTBOPEHHS CEPEIOBHUII BUKO-
HAHHS TPAJMINAHI IHCTPYMEHTH MOHITOPHHTY HE 3aBK/U JAI0Th 3MOI'Y OTPUMATH TTOBHY
indopmMariito mpo MoCiIOBHICTh BUKOHAHHS omepariit y cucremi. Tomy ycKaTHIOETHCS
aHaJIi3 B3a€MOJIN MiK KOMIIOHEHTaMU Serverless-J10JarKiB i cBo€4acHe BHUABJIEHHHA aHO-
Mastiit y IXHbOMY (DyHKITIOHYBaHHI.

OpmauM i3 TepCHeKTHUBHHUX ITAXOMIB 0 IABUINEHHS OE3MeKHW serverless-cucrem €
BUKOPUCTAHHS CHUCTEM IEHTPAJII30BAHOIO MOHITOPUHIY TOJiH, SKi JOMOMAraiTb MPOBO-
qutu 30ip, 30epiranns it anastis indopmariil mpo mo/ail, Mo BUHUKAIOTD 1111, 9aC BUKOHAHHST
dynkmniit. KonnenTtyaapHy cxeMy cucTeMH MOHITOPHHTY MOi#l y serverless-apxiTekTypi
300pazkeHo Ha puc. 2.
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Serverless-events
(nogji serverless-cucremu)
(API Gateway, Functions, Storage, Queue)

Event Collector
(36ip nogiit)

v

Log Storage
(cxoBuLe noris)

|

Event Analysis

. correlation
(kopenauis)

. thread analysis
(aHausi3 noToKiB)

. behavioral analysis
(noseiHKoBWiA
aHanis)

|

Detection System
(BMABNEHHA aHOMaNIiA)

Puc. 2. Cucrema 1eHTpaIi30BAHOTO MOHITOPUMHIY MO y serverless-apxiTekTypi

fx mokazaHO HaA PHUC.2, CUCTEMA MOHITOPWHIY MOl mepemdadac IMeHTPATI30BAHMIMA
30ip indopmarii mpo momil, MO BUHUKAIOTH y PI3HUX KOMIOHEHTaX serverless-iadpa-
crpykrypu. Orpumani gasi MOXKyTb 36epiraTucs y CIeIiaai30BaHUX CXOBHUINAX YKYPHAJIB
[O/Ii#i i BUKOPHCTOBYBATHC JIJId IOJAJBIIOr0 aHa i3y. AHaui3 OTOKIB IOl 1ae 3Mory
JOCJTKYBATA B3a€MOJIl MiK (DyHKISIMH, cepBicaMu XMapHOI iHPPACTPYKTYPH Ta iH-
MMAMU KOMIIOHEHTAMU CUCTEMU.

Bukopucranusa meHTpaIi30BAHONO MOHITOPHUHTY IO/Iil CTBOPIOE IIEPEYMOBH I 3aC-
TOCYBaHHST METOIB MOBEMIHKOBOTO aHaJi3y, 1mob BUABHTH aHomamii y (yHKIionyBanHi
serverless-cucrem. 30KpeMa, MOXKHA JIOCTIIKYBATH YaCTOTY BUKJIUKIB (DYHKIIIH, CTPYK-
Typy TOAil 1 XapaKTep B3a€MO/ii MixK cepBicamu. BusgBiieHHS BiIXujeHb Bi THIIOBUX
crieHapiiB PYHKIIOHYBAHHS CHCTEMHU MOKE CBIIINTH MPO MOTEHIiHI iHnaenTn 6e3meKkn
abo crpobu HECAHKIIOHOBAHOTO TOCTYILY.

Orxke, 3abe3neueHts Oe3meKkn serverless-apxiTeKTyp moTpedye KOMILJIEKCHOTO ITi IXOY,
IO OXOILTIOE AHAJI3 B3aE€MOJIM MiK KOMIIOHEHTAMH CHCTEMU, JOCJIJI2KEHHsI IOTOKIB
MOit i BUKOPUCTAHHS MEXaHI3MiB IIEHTPAJIi30BAHOIO MOHITOPUHTY. BUKOPHUCTAHHS TAKHX
MiIXOIIB A€ 3MOTY TMiABUIUTHA PiBEHBb CIOCTEPEKYBAHOCTI serverless-cucrem i CTBOpPOE
TepeIyMOBH It PO3POOKHU e(DEKTUBHUX MEXaHI3MiB 3a0e3meueHHs iXHBOI OE3MEKN.
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6. EKCOEPUMEHTAJIBHA ATIPOBAINIA 3ATTPOITOHOBAHOT
METODOJIOTTT

JLms M ATBEPAYKEHHS MOXKJIUBOCTI TPAKTUYHOTO 3aCTOCYBAHHS 3aTTPOTIOHOBAHOT METO-
JoJorii OyJI0 PO3TJIAHYTO CHOPOINEHW CIeHapiit 11 peasi3allii y XMapHOMY CEPEeIOBHIII].
4k TecroBe cepeznosuire obpano miardopmy AWS, sxka Hagae 3aco0u 1JIisi PO3TOPTAHHS
serverless-momarkiB Ha ocuosi cepsicy AWS Lambda.

V Mex)ax ekcrepuMeHTy OyJIo 3MOIe/IbOBaHO Habip serverless-dyHKIiit, ski iMiTyI0TH
0OpOOKY 3amuTiB KOPUCTYBadiB. J0KpEMa, PEasi30BAHO JIAHIIOT B3AEMOIiH MiXk (DyHK-
MisIMH, e BUKJIUK OnHiel pYyHKINI iHIMiI0€ BUKOHAHHS HACTYIIHOI, 8 TAKOK B3AEMOJIITO 3
JOJATKOBUMHK CEpBiCaMu, TAKUMHK K CXOBHUIIE JIAHUX 1 4epru IOBiJOMJIEHb. 3arajbHy
CTPYKTYPY €KCIEPUMEHTATHHOTO CEPEIOBUIIA 300pasKeHO Ha PHC. 3.

User Request
(3anuT kopucTyBaya)

!

API Gateway

!

Lambda function A

!

Lambda function B

Dynamo DB

Y

> SQS Queue

!

Lambda function C

\ 4

CloudWwatch logs

Puc. 3. ApxitekTypa ekcnepumenTanbHOro serverless-cepenosuma (AWS Lambda)

¢k mokazaHo Ha PHUC. 3, EKCIIEPUMEHTATHHA CHCTEMA, OXOILIIOE KiThKa B3aEMOIII0INX
serverless-gynxkiiiit i 6a30Bi cepBicu xMapHOI iHQPACTPYKTYPH, IO A€ 3MOTY MOIEITIO-
BATW THUIOBI CIieHapii 0OpoOKM 3amuTiB y serverless-momaTkax.

Vci nopii, nos’sa3aui 3 BukoHanHAM (QyHKIIH, dikcyBaan 3a JOMOMOrO0 MeXaHi3MiB
xkypuasnioBanads AWS CloudWatch. Ha mepmiomy eramni BigOyBascs 36ip Ta arperaiis
JAHUX MpO MOAil, BpaxoBywuw iH(OPMAIN0 NMpPO BUKJINKN (DYHKINH, YaC BUKOHAHHS,
YaCTOTY BUKJIMKIB Ta MOCTITOBHICTH B3a€MO/iil MiK KOMIIOHEHTAMHW CHCTEMH.

Ha puc. 4 306pazkeno mpukia maxeni moritopunary AWS CloudWatch, sxa simobpa-
2Ka€ OCHOBHI MeTpuKy (DYHKIIOHYBAHHS Serverless-cucremMu, 30KpemMa, KuUIbKICTh BUKJIUKIB
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GbyHKIIIH, TPUBATIICTH BUKOHAHHS, HASBHICTD TIOMMJIOK, & TAKOXK XapaKTEPUCTUKNA OOMiHY
moBimoMIeHHSME depe3 depru SQS i mocTyny 10 6a3u manux DynamoDB.

Ingress Function Metrics Processing Function Metrics Consumer Function Metrics
(MeTpMKy iHrpec nsMEaa-thyHKuji) (MeTPMKy NpoUeCiHT NAMEA-chyHKLiT) (MeTPMKY KOHCIOMEPp NsIMGAA-chyHKuii)
win | e | sum | Averee Min | wax | sum |Averse Min | wax | sum o | Aense
Invocations Invocations
I
r(\;/:l(cfx?:::)s 23 23 23 23 (B 15 127 339 56.5 (B 10 53 364 30.3
Duration Duration
i 4.81c 41.3c 116c 19.3c 633mc 4.28¢c 28.2c 2.35¢
(Tgmf:n"ioc"m 82lvc | 82lmc | 82lmc | 82imc (TpBanict) (TpBanicTs)
Errors Errors
Errors 0 0 0 0 (nomunkm) 0 0 0 0 (nomunkm) 0 0 0 0
(nomunkwn)
Throttles 0 0 0 0
(TpoTNiHr)
SQS Queue Metrics DynamoDB Metrics
MeTpukmn SQS uepru MeTpukn DynamoDB 6a3u HUX]
P P PuKy Dy Aan
N Average
Min Max Sum Average Min Max Sum

(cepepHe)

Consumed Read Capacity Units
(BMKOPYCTaHi OUHML NPONYCKHOI 0 0 0 0
3[aTHOCTi YUTaHHA)

Messages sent
(BignpasnenHi 0 127 340 0.39
NOBIZOMNEHHS)

Consumed Write Capacity Units
0 142 874 1.01 (BMKOPMCTaHi OAMHULY NPONYCKHOI 0 0.29 0.29 0
3aaTHoCTi 3anucy)

Messages received
(oTpuMaHi NoBiaOMeNHHs)

Messages deleted Put Item Successful Request Latency
(BMAANEHI NOBIAOMAEHHST) o 0 o 0 (3arpumka ycnilwHOro BUKOHaHHA | 32.2mc | 32.2mC 32.2mc 32.2mc
onepauji 3anucy)

Puc. 4. Merpuknu ¢yHnkuionysanHus serverless-cucremu y cepemopunii AWS CloudWatch

9k BumHO 3 puc.4, y HOpMAJILHOMY PEXuMi (DYHKI[IOHYBAHHS CHCTEMHU XapPaKTEPHU-
3y€ThCA CTADIIPHUMY 3HAYEHHSIMHU METPHUK, 30KPEMa PIBHOMIPHOIO YaCTOTOI0 BUKJIUKIB
PYHKITH i TOPIBHAHO HE3HAYHUM YACOM BUKOHAHHSI.

Y xomi eKcrmepuMeHTy 3’sCyBajid, IO y HOPMAJIbLHOMY peXuMi (PYHKIIOHYBAHHS
cepenniit yac BukoHanus (yHskuiii cranosuts 120-250 Mc, a YacTOTa BUK/IMKIB OKPEMHUX
dyHKIiit Mae crabiibauil XapakTep i3 HezHauHUME KOJuBaHHAMU. CTPYKTypa B3aEMOJi
MiK KOMTIOHEHTAMW CHUCTEMW Yy IIHOMY BHUTAQJKY 3aJUINTAEThCSI CTAJOI0 Ta BiIMOBigae
BU3HAYEHOMY CIIEHApPil0 0OpOOKY 3aIMUTIB.

L1 OIiHKY MOXKJIMBOCTi BUSIBJIEHHS QHOMAJIi OyJI0 3MOIETHOBAHO BiIXWJIEHHS Bif
HOPMAJIBHOTO PEXUMY (DYHKI[IOHYBAHHS CHCTEMU. 30KPEMa, BUKOHAHO IITyYHE 30i/b-
MIEHHS YACTOTH BUKJIUKIB OKpeMux QPyHKIIH y 2-3 pa3u, a TAaKOXK 3MiHEHO ITOCJIi0BHICTD
B3aEMO/Iiff Mi>K KOMIIOHEHTAMH CHACTEMH. ¥ MiICyMKy 3adiKCOBAHO 3MiHYy XapakKTepu-
CTUK TIOMiil, 30KpeMa, 30LIBITIEHHST CEPEeIHhOTO Yacy BUKOHAaHHSA 10 300-450 mc i mosiBY
HETUIIOBUX TOC/IIOBHOCTEH BUKJIMKIB (DYHKITiH.

9k 300paxkeno Ha puc.4, y MbOMY BUIAIKY CIIOCTEPITAETHCS 3POCTAHHS TPUBAJIOCTI
BUKOHAHHS (DYHKINH, 30ibIeHHS KiJIBKOCTI MOBiIOMJIEHB y Yeprax i 3MiHa XapakTepy
HABAHTAXKEHHS HA CHCTEMY.

TIpoBenennit anami3 mpoIeMOHCTPYBAaB, MO TaKi BiAXWIEHHS MOXKYTb OyTH BHsBJIEHI
Ha OCHOBI 3MiH y CTPYKTYPI MOiil, 9aCTOTI BUKIUKIB (DYHKIIIH i XapakTepi B3aEMO/IIl MixK
KOMIIO- HeHTaMmu cucremu. Lle miarBep/zKye MOXKIIMBICTH BUKOPUCTAHHS 3AIIPOIIOHOBAHO-
TO MiIXOy /I BUSIBJIEHHST HETUITOBUX PEXKUMIB (DYHKIIIOHYBAHHS Serverless-moaaTkis.

Orpumani pe3yJbTaTv CBiTYaTh, IO 3aMPOMOHOBAHA METOIOJIOTisI, 3aCHOBAHA HA
aHaJIi3i Mol i B3a€MOiil MizK KOMIIOHEHTAMU Serverless-cucrem, MoxKe OyTH BUKOPUCTA-
Ha, JIJIT JOCJIiI?KeHHsI TOBEIIHKN TAKUX CUCTEM Ta, IIiABUIICHHSA €(PeKTUBHOCTI BUSBICHHS
TMOTEHINHHNX 1HIMUAEHTIB Oe3mekn. IlomanibIni moCTiKeHHsT MOMIBHO CIPAMYBATH Ha
BUKOPHUCTAHHS PEAIbHUX HABAHTAYKEHb, PO3IIMPEHHS €KCIEPUMEHTAIbHOIO CEPEIOBUIIA
Ta 3aCTOCYBAHHS METO/IB MAIMHHOTO HABYAHHS JJIsT aBTOMATHU30BAHOTO aHAJI3Y TOBe-
JIHKU CHUCTEM.
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7. BUCHOBKU

IIpoBemerno anasi3 Cy4acHUX IOCHIIXKEHb, MPUCBIYEHWX serverless-apxiTexkTypam i
mwrardopmam Function-as-a-Service. PosrisuyTo apxitektyphi ocobauBocTi serverless-
CUCTEM Ta OCHOBHI MpOO/IeMU TXHBOI OE3MEKH.

IIpoBenennit anami3 jgiTeparypu MIPOIEMOHCTPYBAB, IO CYYACHI JOCTIIKEHHSA 3HAT-
HOIO MipOIO 30CEPeIKYIOThCS Ha apXiTEKTYyPHUX OCOOMMBOCTAX serverless-mmardgopm Ta
MexaHi3Max BuKOHaHHs (GyHKmifl. Boanoyac nurannsg KOMIIEKCHOTO aHAI3Y B3Aa€MOJIii
MiK KOMITOHEHTAMHU Serverless-CrucTeM y KOHTEKCTi 3a0e3medeHHsT O€3MeKN 3aIUIAI0ThCsT
HEIOCTATHLO JOCJIIIXKEHIMH.

3anpornoHOBaHO KOHIENTYATbHUN MiAXig [0 aHamizy serverless-cucrem, 1o 6a3yerb-
cs Ha JOCTiMKEeHHI MOCJiTOBHOCTEH MOii Ta B3aEMOIii MiXK (yHKIisSME i cepBicamu
XMAapHOI iHpPACTPYKTYPH.

TMomanbii m0CHiIzKeHHs AOIMIJIBHO CIPAMYBATH HA, PO3POOKY METOIIB MOHITOPHHTY
moziii y serverless-cucremax Ta aHAJI3 B3AEMOIIN MiK TXHIMU KOMIIOHEHTAMH.
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This paper presents an analysis of recent studies on the security of serverless archi-
tectures and Function-as-a-Service (FaaS) platforms, taking into account the interaction
between system components and the event-driven nature of their operation. The relevance
of the topic is driven by the rapid adoption of the serverless paradigm in cloud computing,
which enables the development of scalable applications without the need to manage server
infrastructure. Despite the significant advantages of this model, the use of serverless archi-
tectures introduces new security challenges related to the dynamic execution of functions,
the complexity of interactions between cloud infrastructure components, and the limited
control of users over the execution environment.

The objective of this work is to analyze existing research in the field of serverless secu-
rity with a focus on the interactions between functions, events, and cloud services, identify
key problems that remain insufficiently explored, and propose approaches to address them.
The study includes an analysis of scientific publications devoted to the security of FaaS
platforms, particularly those examining possible attack vectors in serverless systems, pro-
tection mechanisms during function execution, and issues of security management.

The results show that current approaches to ensuring the security of serverless systems
are primarily focused on individual components of the architecture, while a systematic
analysis of interactions between functions, events, and cloud services remains insufficiently
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developed. A conceptual approach to improving the security of serverless systems is pro-
posed, based on event sequence analysis, behavioral analysis techniques, centralized event
monitoring, and automated anomaly detection.

Key words: serverless computing, Function-as-a-Service (FaaS), serverless architecture,
cloud computing security, cybersecurity, event monitoring, attack surface analysis, anomaly
detection.



