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Êëàñè÷íèé øèôð Ãiëëà ¹ ïåðøîþ ìîäåëëþ øèôðóâàííÿ, ÿêà áàçó¹òüñÿ íà àëãåá-

ðè÷íèõ ïåðåòâîðåííÿõ. Ïðîòå áóëî ç'ÿñîâàíî, ùî öåé øèôð ¹ âðàçëèâèé äî àòàê òèïó

�âiäêðèòèé òåêñò � øèôðîòåêñò�. Ó çâ'ÿçêó ç öèì áàãàòî íàóêîâöiâ ïî÷àëè ïðàöþâàòè

íàä ðiçíèìè ìîäèôiêàöiÿìè øèôðó Ãiëëà. Äåÿêi ìîäèôiêàöi¨ ñòîñóþòüñÿ ïîáóäîâè

ìàòðèöi-êëþ÷, à òàêîæ ÷àñòî çàñòîñîâóþòü ïî¹äíàííÿ øèôðó Ãiëëà ç iíøèìè àëãîðèò-

ìàìè. Ó ñòàòòi çàïðîïîíîâàíî íîâèé ïiäõiä äî ìîäèôiêàöi¨ êëàñè÷íîãî øèôðó Ãiëëà,

ñïðÿìîâàíèé íà ïiäâèùåííÿ éîãî êðèïòîñòiéêîñòi. Çàïðîïîíîâàíèé ìåòîä áàçó¹òüñÿ

íà âèêîðèñòàííi öèðêóëÿíòíî¨ ìàòðèöi ÿê ìàòðèöi-êëþ÷à òà äîäàòêîâèõ êðîêàõ àë-

ãîðèòìó, ùî âêëþ÷àþòü äîäàâàííÿ øóìó äî òåêñòó ïîâiäîìëåííÿ i çäiéñíåííÿ ïåðåñ-

òàíîâêè åëåìåíòiâ øèôðîòåêñòó. Îñêiëüêè ïîðóøó¹òüñÿ ëiíiéíiñòü òà çìåíøó¹òüñÿ

êîðåëÿöiÿ ìiæ âiäêðèòèì òåêñòîì i øèôðîòåêñòîì, òî çàïðîïîíîâàíèé àëãîðèòì

ïiäâèùó¹ êðèïòîñòiéêiñòü. Âèêîðèñòàííÿ öèðêóëÿíòíî¨ ìàòðèöi äîçâîëÿ¹ çìåíøèòè

îá÷èñëþâàëüíó ñêëàäíiñòü øèôðóâàííÿ òà äåøèôðóâàííÿ. Íàâåäåíî ïðèêëàä çàñòî-

ñóâàííÿ ìîäèôiêîâàíîãî øèôðó Ãiëëà ç øóìîì òà ïåðåñòàíîâêîþ.

Êëþ÷îâi ñëîâà: �ne-tuning, Python, ãåíåðàòèâíèé ØI, LLM.

1. Âñòóï

Äî 1929 ðîêó ïðîöåñè øèôðóâàííÿ òà äåøèôðóâàííÿ íå ìàëè ôîðìàëiçîâàíî¨
ìàòåìàòè÷íî¨ îñíîâè, à êðèïòîëîãè íå ïðàãíóëè äî ïîáóäîâè ÷iòêèõ ìîäåëåé iç
ôiêñîâàíèìè êëþ÷àìè [16]. Ïåðåëîìíèì ìîìåíòîì ó ðîçâèòêó ãàëóçi ñòàëî äîñëi-
äæåííÿ Ëåñòåðà Ãiëëà, ÿêèé ó 1929 ðîöi çàïðîïîíóâàâ àëãåáðè÷íèé ïiäõiä äî
êîäóâàííÿ, ùî çãîäîì ëiã â îñíîâó ìàòåìàòè÷íîãî ìîäåëþâàííÿ êðèïòîãðàôi÷íèõ
ïðîöåñiâ. Éîãî ïðàöÿ �Cryptography in an Algebraic Alphabet� áóëà îïóáëiêîâàíà â
æóðíàëi American Mathematical Monthly [14].

Ó ñòàòòi [14] Ãiëë âïåðøå çàïðîïîíóâàâ ìîäåëü øèôðóâàííÿ, ùî áàçóâàëàñÿ íà
ëiíiéíèõ àëãåáðè÷íèõ ïåðåòâîðåííÿõ. Öåé ìåòîä äîïîâiäàâñÿ àâòîðîì íà çàñiäàííi
Àìåðèêàíñüêîãî ìàòåìàòè÷íîãî òîâàðèñòâà, äå âií òàêîæ ïðîäåìîíñòðóâàâ ìåõà-
íi÷íèé ïðèñòðié äëÿ ðåàëiçàöi¨ øèôðóâàííÿ òà äåøèôðóâàííÿ. Òåõíi÷íi àñïåêòè
ôóíêöiîíóâàííÿ ïðèñòðîþ äåòàëüíî îïèñàíi ó ïðàöi Ãiëëà �Concerning Certain Linear
Transformation Apparatus of Cryptography� [15].

Çàñòîñóâàííÿ ìåòîäiâ Ãiëëà òà Ôðiäìàíà ñïðèÿëî òðàíñôîðìàöi¨ óÿâëåíü ïðî
êðèïòîãðàôiþ: âîíà ïî÷àëà ñïðèéìàòèñÿ íå ÿê ìèñòåöòâî, à ÿê íàóêîâà äèñöèïëiíà.
Çîêðåìà, ó íèçöi ôóíäàìåíòàëüíèõ ìîíîãðàôié ç ñó÷àñíî¨ êðèïòîãðàôi¨ [4, 7, 22]
íàãîëîøó¹òüñÿ, ùî øèôðóâàííÿ ¹ íå ëèøå ïðèêëàäíîþ íàóêîþ, à é îêðåìèì
íàïðÿìîì ìàòåìàòè÷íèõ äîñëiäæåíü.

Øèôð Ãiëëà ìà¹ íèçêó ïåðåâàã, çîêåðìà åôåêòèâíå ìàñêóâàííÿ ÷àñòîò ñèìâîëiâ
ó âiäêðèòîìó òåêñòi òà âèñîêó ïðîïóñêíó çäàòíiñòü. Ïðîòå, íåçâàæàþ÷è íà öi
ïåðåâàãè, êëàñè÷íà ðåàëiçàöiÿ øèôðó âèÿâèëàñÿ âðàçëèâîþ äî àòàê òèïó �âiäêðèòèé
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òåêñò � øèôðîòåêñò�, ùî îáìåæèëî éîãî ïðàêòè÷íå çàñòîñóâàííÿ â 50-òi ðîêè
ó çâ'ÿçêó ç ðîçâèòêîì êîìï'þòåðíî¨ òåõíiêè. Íàðàçi ñó÷àñíi äîñëiäíèêè àêòèâíî
ïðàöþþòü íàä ìîäèôiêàöiÿìè øèôðó Ãiëëà ç ìåòîþ ïiäâèùåííÿ éîãî êðèïòîãðà-
ôi÷íî¨ ñòiéêîñòi.

Óïðîäîâæ îñòàííüîãî äåñÿòèëiòòÿ àëãîðèòì øèôðó Ãiëëà çàçíàâ ÷èñëåííèõ
ìîäèôiêàöié, ñïðÿìîâàíèõ íà óñóíåííÿ éîãî êðèïòîãðàôi÷íèõ ñëàáêîñòåé. Ó ïðàöi
[26] íàâåäåíî îãëÿä ðiçíèõ ìåòîäiâ, ùî âèêîðèñòîâóþòüñÿ äëÿ ìîäèôiêàöi¨ øèôðó
Ãiëëà ç ìåòîþ ïîêðàùåííÿ éîãî ïðîäóêòèâíîñòi â áåçïåöi äàíèõ. Ñåðåä çàïðîïîíîâà-
íèõ ðiøåíü âiäçíà÷èìî âèêîðèñòàííÿ ñàìîïîâòîðþâàíèõ ìàòðèöü [6], ðàíäîìiçàöiÿ
âèõiäíîãî øèôðó äëÿ ãåíåðàöi¨ ìíîæèííèõ âàðiàíòiâ øèôðîâàíîãî òåêñòó [19], à
òàêîæ çàñòîñóâàííÿ ìîäèôiêîâàíèõ ðåæèìiâ ðîáîòè òà S-áëîêiâ [24]. Äåÿêi ïiäõîäè
ïî¹äíóþòü øèôð Ãiëëà ç iíøèìè àëãîðèòìàìè, òàêèìè ÿê Rivest Cipher 4 (RC4)
[5] òà êðèïòîãðàôiÿ åëiïòè÷íèõ êðèâèõ [3], ùî äîçâîëÿ¹ ïiäâèùèòè åôåêòèâíiñòü,
àäàïòèâíiñòü i ñòiéêiñòü äî àòàê.

Â îêðåìèõ ïðàöÿõ òàêîæ çàïðîïîíîâàíî íîâi ìàòåìàòè÷íi ñòðóêòóðè � íàïðèê-
ëàä, âèêîðèñòàííÿ öèðêóëÿòíî¨ i íåñèíãóëÿðíî¨ ìàòðèöü [2], Lehmer-Pell ïîñëiäîâ-
íîñòåé [20], ÿêi âèêîðèñòîâóþòü ñàìîîáîðîòíi ìàòðèöi ó íîâèõ ñõåìàõ øèôðóâàííÿ,
à òàêîæ ïîñëiäîâíîñòi, ÿêi âèêîðèñòîâóþòü óçàãàëüíåíi ÷èñëà Ìåðñåííà, p-÷èñëà
Ôiáîíà÷÷i òà m-áàëàíñóþ÷i ÷èñëà [21]. Ó ñâîþ ÷åðãó iíøi ïiäõîäè, òàêi ÿê áëîêîâå
øèôðóâàííÿ ç âèêîðèñòàííÿì ëîãi÷íèõ îïåðàöié XOR òà çñóâó, à òàêîæ Radix64
[25], ïîêàçàëè, ùî áåçïåêà øèôðó ïîêðàùó¹òüñÿ äî 53% ëàâèííîãî åôåêòó íà
îñíîâi ôàêòè÷íîãî åêñïåðèìåíòó. Ìîäèôiêîâàíèé øèôð Ãiëëà, çäàòíèé øèôðó-
âàòè íå ëèøå àëôàâiòíi ñèìâîëè, à é áóäü-ÿêi iíøi òèïè ïîâiäîìëåíü [17], à òàêîæ
ìîäåëi ç âêëþ÷åííÿì ìàñêóþ÷èõ ñèìâîëiâ [1], äåìîíñòðóþòü ïðàãíåííÿ äî ñòâîðåííÿ
ãíó÷êèõ i ñòiéêèõ êðèïòîãðàôi÷íèõ ñèñòåì, çäàòíèõ âiäïîâiäàòè ñó÷àñíèì âèêëèêàì
ó ñôåði êiáåðáåçïåêè.

Ó ñó÷àñíèõ òåõíîëîãiÿõ ïåðåäà÷à ðiçíèõ ìóëüòèìåäiéíèõ äàíèõ, òàêèõ ÿê êîí-
ôiäåíöiéíi çîáðàæåííÿ, âiäåî, òåêñò, ¹ äóæå âàæëèâîþ, i áåçïåêà âiäiãðà¹ êëþ÷îâó
ðîëü, çîêðåìà, ó ìåäè÷íié òà âiéñüêîâié ãàëóçÿõ. Äëÿ øèôðóâàííÿ òàêèõ çîáðàæåíü,
ÿêi ìiñòÿòü äàíi, ðîçðîáëåíî áàãàòî ìåòîäiâ, òàêèõ ÿê êðèïòîãðàôiÿ òà ñòåãàíîãðà-
ôiÿ. Òîìó äëÿ öüîãî íàïðÿìêó òàêîæ âèêîðèñòîâóþòü ðiçíi ìîäèôiêàöi¨ øèôðó
Ãiëëà, çîêðåìà, ÿêèé âèêîðèñòîâó¹ iíâîëþòèâíó ìàòðèöþ [12], ìåòîäè ãåíåðàöi¨ ñà-
ìîîáîðîòíèõ ìàòðèöü [23] òà ÿê ìàòðèöþ-êëþ÷ âèêîðèñòîâóþòü ìàòðèöi Ôiáîíà÷÷i
ç òðèäiàãîíàëüíèõ ñèìåòðè÷íèõ ôîðì Òåïëiöà [18].

Ó ñòàòòi [10] ïîêàçàíî, ùî ìîäèôiêîâàíèé øèôð Ãiëëà íà îñíîâi öèðêóëÿðíèõ
ìàòðèöü, ÿêèé ïðåäñòàâëåíî â ïðàöi [2], âðàçëèâèé ÿê äî àòàêè âiäîìîãî âiäêðèòîãî
òåêñòó, òàê i äî àòàêè âèáðàíîãî âiäêðèòîãî òåêñòó. Ïðîòå òàêîæ çàïðîïîíîâàíî
íîâèé âäîñêîíàëåíèé àëãîðèòì øèôðóâàííÿ i íàäàíî àíàëiç áåçïåêè òà îöiíêó
åôåêòèâíîñòi öüîãî íîâîãî àëãîðèòìó øèôðóâàííÿ.

2. Øèôð Ãiëëà

Øèôð Ãiëëà � öå òèï áëîêîâîãî øèôðó. Êëþ÷åì øèôðóâàííÿ äëÿ øèôðó Ãiëëà
¹ êâàäðàòíà ìàòðèöÿ K öiëèõ ÷èñåë. Öi öiëi ÷èñëà áåðóòüñÿ ç êiëüöÿ Zq, äå q �
ðîçìið íàáîðó ñèìâîëiâ, ùî âèêîðèñòîâó¹òüñÿ äëÿ ïîâiäîìëåííÿ ó âiäêðèòîìó òåêñòi.
Äëÿ äîâiëüíîãî ôiêñîâàíîãî äîäàòíîãî öiëîãî ÷èñëà q ≥ 2 ÷åðåç Zq ïîçíà÷èìî êiëüöå
ëèøêiâ çà ìîäóëåì q. Äëÿ çâè÷àéíîãî äîäàâàííÿ òà ìíîæåííÿ Zq � êiëüöå, ÿêå
ìiñòèòü q åëåìåíòiâ. Äàëi åëåìåíòè Zq ïîçíà÷èìî ÷åðåç {0, 1, 2, . . . , q − 1}.

Âàæëèâî çàçíà÷èòè, ùî íå âñi òàêi êâàäðàòíi ìàòðèöi ¹ íàñïðàâäi êëþ÷àìè äëÿ
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øèôðó Ãiëëà. Âèçíà÷íèê ìàòðèöi K ìà¹ çàäîâîëüíÿòè ðiâíiñòü1

(detK, q) = 1.

Ðÿäîê âiäêðèòîãî òåêñòó íàä àëôàâiòîì ïîðÿäêó q ïåðåïèñó¹òüñÿ ÿê âåêòîð P
íàä ìíîæèíîþ Zq ç âèêîðèñòàííÿì ïðèðîäíî¨ âiäïîâiäíîñòi. Ðîçáèâà¹ìî âiäêðèòèé
òåêñò P íà ñëîâà (áëîêè) Pi îäíàêîâî¨ äîâæèíè, òîáòî P = P1P2 . . . Pm.

Äëÿ øèôðóâàííÿ îá÷èñëåíü âèêîðèñòîâó¹ìî ôîðìóëó

Ci ≡ PiK(mod q),

i äëÿ ðîçøèôðîâêè
Pi ≡ CiK

−1(mod q),

äå i = 1, 2, . . . ,m. Òóò P = P1P2 . . . Pm � âåêòîð-ðÿäîê âiäêðèòîãî òåêñòó, K
� ìàòðèöÿ-êëþ÷, C = C1C2 . . . Cm � çàøèôðîâàíèé òåêñò, à K−1 � ìîäóëüíà
àðèôìåòè÷íà ìàòðèöÿ, îáåðíåíà äî ìàòðèöi K. ßêùî äîâæèíà âiäêðèòîãî ïîâiäîì-
ëåííÿ P íå êðàòíà äîâæèíi áëîêó Pi, òî òåêñò P äîïîâíþ¹ìî äî êðàòíîñòi áëîêó Pi.
Óñi áëîêè Pi âiäêðèòîãî òåêñòó ìàþòü îäíàêîâó äîâæèíó, íàïðèêëàä n, à ìàòðèöÿ
K ¹ ðîçìiðó n× n. Î÷åâèäíî, ùî âåëè÷èíà n ìîæå áóòè äîñòàòíüî âåëèêîþ, àëå íå
ìîæå ïåðåâèùóâàòè äîâæèíó âiäêðèòîãî òåêñòó P .

3. Öèðêóëÿíòíà ìàòðèöÿ

Îçíà÷åííÿ 1 ([8]). Ïiä öèðêóëÿíòíîþ ìàòðèöåþ ïîðÿäêó n, àáî ñêîðî÷åíî
öèðêóëÿíòîþ, ðîçóìi¹òüñÿ êâàäðàòíà ìàòðèöÿ âèãëÿäó

C = circ(c1, c2, . . . , cn) =


c1 c2 . . . cn
cn c1 . . . c1
...

...
. . .

...
c2 c3 . . . c1


Åëåìåíòè êîæíîãî ðÿäêà öèðêóëÿíòíî¨ ìàòðèöi C çáiãàþòüñÿ ç åëåìåíòàìè ïîïå-

ðåäíüîãî ðÿäêà, ÿêi çìiùåíi íà îäíó ïîçèöiþ ïðàâîðó÷ ïî êîëó. Âåñü öèðêóëÿíò,
î÷åâèäíî, âèçíà÷à¹òüñÿ ïåðøèì ðÿäêîì (àáî ñòîâïöåì).

Âèçíà÷íèê ìàòðèöi circ(c1, c2, . . . , cn) ¹ îäíîðiäíèì ïîëiíîìîì ñòåïåíÿ n âiä
çìiííèõ c1, c2, . . . , cn. Íåìà¹ �ïðîñòèõ� ôîðìóë äëÿ îá÷èñëåííÿ öüîãî âèçíà÷íèêà.

Äîáóòîê öèðêóëÿíòíî¨ ìàòðèöi òà âåêòîðà ðîçìiðîì n ìîæíà îá÷èñëèòè çà
äîïîìîãîþ O(n log n) îïåðàöié ç âèêîðèñòàííÿì øâèäêîãî ïåðåòâîðåííÿ Ôóð'¹ [11].

Äèñêðåòíå ïåðåòâîðåííÿ Ôóð'¹ (ÄÏÔ) âåêòîðà x ∈ Cn � öå äîáóòîê ìàòðèöi íà
âåêòîð y = Fnx, äå ìàòðèöÿ ÄÏÔ Fn = (fkj) ∈ Cn×n âèçíà÷à¹òüñÿ ôîðìóëîþ

fkj = ω(k−1)(j−1)
n

ç
ωn = exp(−2πi/n) = cos(2π/n)− i · sin(2π/n).

ÄÏÔ ïîâñþäíî ïîøèðåíå â êîìï'þòåðíié íàóöi òà iíæåíåði¨, i îäíà ç ïðè÷èí
ïîâ'ÿçàíà ç òàêîþ âëàñòèâiñòþ: ÿêùî ÷èñëî n ¹ íàäñêëàäåíèì,2 òî ÄÏÔ ìîæíà
âèêîíàòè çà íàáàãàòî ìåíøó êiëüêiñòü öèêëiâ, íiæ O(n2) íåîáõiäíèõ äëÿ çâè÷àéíîãî
ìíîæåííÿ ìàòðèöü íà âåêòîð.

1Âèçíà÷íèê ìàòðèöi K âçà¹ìíî ïðîñòèé ç ÷èñëîì q.
2Íàòóðàëüíå ÷èñëî ç áiëüøîþ êiëüêiñòþ äiëüíèêiâ, íiæ ó áóäü-ÿêîãî ìåíøîãî íàòóðàëüíîãî

÷èñëà.
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4. Çàïðîïîíîâàíà ñõåìà øèôðóâàííÿ

Ó 1984 ðîöi [9] Ò. Åëü-�àìàëü çàïðîïîíóâàâ ñõåìó ç âiäêðèòèì êëþ÷åì, çàñíîâàíó
íà äèñêðåòíèõ ëîãàðèôìàõ, òiñíî ïîâ'ÿçàíó ç ìåòîäîì Äiôôi-Ãåëëìàíà. Ó ìåòîäi
Åëüãàìàëÿ âàæëèâèìè åëåìåíòàìè ¹ âèáðàíå ïðîñòå ÷èñëî q òà âèáðàíèé ïðèìiòèâ-
íèé êîðiíü ÷èñëà q.

Íàäàëi ÷åðåç φ(n) áóäåìî ïîçíà÷àòè ôóíêöiþ Îéëåðà, òîáòî êiëüêiñòü íàòóðàëü-
íèõ ÷èñåë, ìåíøèõ àáî ðiâíèõ çàäàíîìó íàòóðàëüíîìó ÷èñëó n i âçà¹ìíî ïðîñòèõ ç
n. Íåõàé q � ïðîñòå öiëå ÷èñëî. Âèáåðåìî òà¹ìíèé êëþ÷ D òàêèé, ùî 1 < D < φ(q),
ïîòiì äîäàòêîâî âèáåðåìî ïðèìiòèâíèé êîðiíü ÷èñëà q, ñêàæiìî α. Äàëi ïðèéìåìî
E1 = α i E2 = ED

1 (mod q), ïîòiì çðîáèìî òðiéêó (q, E1, E2) âiäêðèòèì êëþ÷åì, à
D çáåðåæåìî ÿê òà¹ìíèé êëþ÷. Ïðèïóñòèìî, ùî Àëiñà òà Áîá õî÷óòü îáìiíÿòèñÿ
êëþ÷àìè.

Íåõàé σ : Zq → Zq � ïåðåñòàíîâêà. Äëÿ ñïðîùåííÿ îá÷èñëåííÿ îáðàç âåêòîðà
P ïiä äi¹þ ïåðåñòàíîâêè σ : Zq → Zq ïîçíà÷èìî ÷åðåç (P )σ. Òàêîæ â àëãîðèòìi
ìè áóäåìî âèêîðèñòîâóâàòè ïåðåñòàíîâêó ξ : {1, . . . , r} → {1, . . . , r} òà ïåðåñòàíîâêó
ι : {1, . . . , n2} → {1, . . . , n2}, äå r � êiëüêiñòü ñèìâîëiâ òåêñòó ïîâiäîìëåííÿ ðàçîì ç
øóìîì, n � òà¹ìíèé êëþ÷.

Àëãîðèòì øèôðóâàííÿ.
Àëiñà âèêîíó¹ òàêi äi¨:
1. Âèáèðà¹ òà¹ìíå ÷èñëî e, òàêå ùî 1 < e < φ(q).

2. Îá÷èñëþ¹ çíà÷åííÿ: k ← Ee
1(mod q).

3. Çíàõîäèòü òà¹ìíèé êëþ÷: n← Ee
2(mod q)

4. Áóäó¹ ìàòðèöþ-êëþ÷:

K ← Cq
n(α) =


α αn αn2

. . . αnn−1

αnn−1

α αn . . . αnn−2

...
...

...
. . .

...
αn αn2

αn3

. . . α


5. Äî òåêñòó P âêiíöi äîïèñó¹, âðàõîâóþ÷è ÷àñòîòó âæèâàííÿ ëiòåð ó ìîâi, s

âèïàäêîâèõ äîäàòêîâèõ ñèìâîëiâ, ÿêi áóäåìî íàçèâàòè øóìîì.

6. Íà iíäåêñè ñèìâîëiâ òåêñòó ïîâiäîìëåííÿ çàñòîñó¹ìî ïåðåñòàíîâêó ξ, òàê
âiäáóäåòüñÿ ïåðåñòàâëåííÿ ñèìâîëiâ ïîâiäîìëåííÿ.

7. Òåêñò ïîâiäîìëåííÿ P ðîçáèâà¹ìî íà m ÷àñòèí ïî n ñèìâîëiâ ó êîæíié,
óòâîðèâøè âåêòîð P = P1P2 . . . Pm.

8. Çäiéñíþ¹ øèôðóâàííÿ çà ôîðìóëîþ:

Enc(P ) : Ci ← ((PiK)(mod q))σ(i)ι,

äå i = 1, 2, . . . ,m.

9. Ïåðåäà¹ Áîáó çíà÷åííÿ (k, C).
Àëãîðèòì äåøèôðóâàííÿ.
Áîá ïiñëÿ îòðèìàííÿ çíà÷åííÿ (k, C) âèêîíó¹ òàêi êðîêè äëÿ äåøèôðóâàííÿ

ïîâiäîìëåííÿ:
1. Îá÷èñëþ¹ òà¹ìíèé êëþ÷: n← kD(mod q), äå D � òà¹ìíèé êëþ÷ Áîáà.
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2. Çíàõîäèòü ìàòðèöþ-êëþ÷: K ← Cq
n(α).

3. Çäiéñíþ¹ äåøèôðóâàííÿ çà ôîðìóëîþ:

Dec(C) : P ′
i ← ((Ci)(σ

(i)ι)−1)K−1(mod q),

äå i = 1, 2, . . . ,m.
4. Íà êîæåí iíäåêñ ñèìâîëó òåêñòó P ′ äi¹ îáåðíåíîþ ïåðåñòàíîâêîþ ξ−1.
5. Âèäàëèâøè çàéâi ñèìâîëè, îòðèìó¹ îðèãiíàëüíèé òåêñò.
Çàóâàæåííÿ 1. Çðîçóìiëî, ùî ïðîöåäóðó äîäàâàííÿ øóìó äî âiäêðèòîãî òåêñòó

ìîæíà çâåñòè äî äîäàâàííÿ øóìó ðîçìiðó s, s ≥ 1, äî êîæíîãî áëîêó, äîâiâøè
äîâæèíó êîæíîãî áëîêó Pi äî çíà÷åííÿ n + s. Òîäi ìàòðèöÿ-êëþ÷ ïîâèííà ìàòè
ðîçìið (n+ s)× (n+ s).

5. Ïðèêëàä

Ïðèïóñòèìî, ùî Àëiñà õî÷å íàäiñëàòè ïîâiäîìëåííÿ Áîáó. Òîäi âîíà ñïî÷àòêó
îá÷èñëþ¹ ìàòðèöþ-êëþ÷ K, âèêîðèñòîâóþ÷è çàïðîïîíîâàíèé âèùå ìåòîä, à ïîòiì
øèôðó¹ âiäêðèòèé òåêñò P çà äîïîìîãîþ ìàòðèöi-êëþ÷à K.

Ïðèïóñòèìî, ùî q = 29, à òà¹ìíèé êëþ÷ Áîáà D = 13. Äàëi Áîá âèáèðà¹
ïðèìiòèâíèé êîðiíü q, ñêàæiìî, α = 3.

Áîá ïðèéìà¹ E1 = α = 3 òà îá÷èñëþ¹ E2 = ED
1 = 313(mod 29) = 19.

Îòæå, âiäêðèòèé êëþ÷ Áîáà pk(q, E1, E2) äîðiâíþ¹ pk(29, 3, 19), à òà¹ìíèé êëþ÷
D = 13.

Ïðèïóñòèìî, ùî ìè âèêîðèñòîâó¹ìî àëôàâiò

0 1 2 3 4 5 . . . 24 25 26 27 28
A B C D E F . . . Y Z . , !

Òóò âiäêðèòèé òåêñò
P = HELLO,WORLD!

Íåõàé ïåðåñòàíîâêà σ âèçíà÷åíà òàê

(0)σ = 7, (1)σ = 26,

(2)σ = 1, (3)σ = 24,

(4)σ = 0, (5)σ = 21,

(6)σ = 27, (7)σ = 4,

(8)σ = 9, (9)σ = 12,

(10)σ = 19, (11)σ = 23,

(12)σ = 8, (13)σ = 25,

(14)σ = 28, (15)σ = 17,

(16)σ = 14, (17)σ = 20,

(18)σ = 6, (19)σ = 10,

(20)σ = 2, (21)σ = 5,

(22)σ = 3, (23)σ = 11,



ÃóòiêÎ., ÏîïàäþêÎ.

128 ISSN 2078�5097. Âiñí. Ëüâiâ. óí-òó. Ñåð. ïðèêë. ìàòåì. òà iíô. 2025. Âèï. 35

(24)σ = 18, (25)σ = 15,

(26)σ = 22, (27)σ = 16,

(28)σ = 13.

Íåõàé ïåðåñòàíîâêà ξ âèçíà÷åíà òàê

(1) ξ = 7, (2) ξ = 2,

(3) ξ = 14, (4) ξ = 11,

(5) ξ = 4, (6) ξ = 1,

(7) ξ = 13, (8) ξ = 16,

(9) ξ = 5, (10) ξ = 9,

(11) ξ = 3, (12) ξ = 15,

(13) ξ = 6, (14) ξ = 12,

(15) ξ = 8, (16) ξ = 10.

Íåõàé ïåðåñòàíîâêà ι âèçíà÷åíà òàê

(1) ι = 7, (2) ι = 4,

(3) ι = 10, (4) ι = 5,

(5) ι = 1, (6) ι = 2,

(7) ι = 3, (8) ι = 13,

(9) ι = 16, (10) ι = 6,

(11) ι = 9, (12) ι = 14,

(13) ι = 8, (14) ι = 15,

(15) ι = 12, (16) ι = 11.

Ñïî÷àòêó âèáåðåìî ÷èñëî e òàêå, ùî 1 < e < φ(q). Íåõàé e = 22. Îá÷èñëþ¹ìî
çíà÷åííÿ,

k = Ee
1(mod q) = 322(mod 29) ≡ 22

i òà¹ìíèé êëþ÷
n = Ee

2(mod q) = 1922(mod 29) ≡ 4.

Ïîáóä¹ìî ìàòðèöþ-êëþ÷,

K = Cq
n(α) = C29

4 (3) =


α αn αn2

αn3

αn3

α αn αn2

αn2

αn3

α αn

αn αn2

αn3

α

 =


3 34 34

2

34
3

34
3

3 34 34
2

34
2

34
3

3 34

34 34
2

34
3

3


òà

K(mod 29) =


3 23 20 7
7 3 23 20
20 7 3 23
23 20 7 3

 .
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Øèôðóâàííÿ:
Äî âiäêðèòîãî òåêñòó ïîâiäîìëåííÿ P äîäà¹ìî øóì i çàïèøåìî ó âèãëÿäi ìàñèâó

P ′ =
(
H E L L O , W O R L D ! A K M E

)
∼

∼
(
7 4 11 11 14 27 22 14 17 11 3 28 0 10 12 4

)
.

Çàñòîñóâàâøè ïåðåñòàíîâêó ξ íà iíäåêñè ñèìâîëiâ òåêñòó P ′, îòðèìà¹ìî ïîâiäîìëåí-
íÿ

P ′
ξ =

(
27 4 3 14 17 0 7 12 11 4 11 10 22 11 28 14

)
.

Äàëi òåêñò P ′
ξ ðîçáèâà¹ìî íà 4 ðiâíi ÷àñòèíè pi i çà ôîðìóëîþ

Enc(P ) : Ci ← ((piK)(mod 29))σ(i)ι,

äå i = 1, 2, 3, 4, âèêîíó¹ìî øèôðóâàííÿ.

C1 = ((p1K)(mod 29))σ(1)ι =

=

(
27 4 3 14

)
3 23 20 7
7 3 23 20
20 7 3 23
23 20 7 3

 (mod 29)

σ7 ≡

≡
(
27 6 14 3

)
σ7 =

(
16 27 20 11

)
.

C2 = ((p2K)(mod 29))σ(2)ι =

=

(
17 0 7 12

)
3 23 20 7
7 3 23 20
20 7 3 23
23 20 7 3

 (mod 29)

σ4 ≡

≡
(
3 13 10 26

)
σ4 =

(
6 17 10 18

)
.

C3 = ((p3K)(mod 29))σ(3)ι =

=

(
11 4 11 10

)
3 23 20 7
7 3 23 20
20 7 3 23
23 20 7 3

 (mod 29)

σ10 ≡

≡
(
18 20 9 5

)
σ10 =

(
6 2 12 21

)
.

C4 = ((p4K)(mod 29))σ(4)ι =

=

(
22 11 28 14

)
3 23 20 7
7 3 23 20
20 7 3 23
23 20 7 3

 (mod 29)

σ5 ≡

≡
(
10 0 5 16

)
σ5 =

(
19 4 21 14

)
.
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Òåïåð Àëiñà íàäñèëà¹ öåé çàøèôðîâàíèé òåêñò Áîáó ðàçîì çi çíà÷åííÿì k.
Îòðèìàâøè øèôðîòåêñò C ðàçîì iç çíà÷åííÿì (k, C), Áîá îá÷èñëèòü êëþ÷ ðîç-
øèôðóâàííÿ K−1 çà äîïîìîãîþ ñâîãî òà¹ìíîãî êëþ÷à D, ÿêèé çàäàíî ÿê n =
kD(mod 29) = 2213(mod 29) ≡ 4.

Òàêèì ÷èíîì,

K−1(mod 29) =


13 23 15 1
1 13 23 15
15 1 13 23
23 15 1 13

 .

Çðîçóìiëî KK−1 = I(mod 29).
Äëÿ âiäíîâëåííÿ âiäêðèòîãî òåêñòó HELLO,WORLD!, óñïiøíî íàäiñëàíîãî

Àëiñîþ, Áîá ïîâèíåí âèêîíàòè âiäïîâiäíi êðîêè àëãîðèòìó äåøèôðóâàííÿ.

6. Àíàëiç áåçïåêè

Íåõàé ìè çëàìà¹ìî çàïðîïîíîâàíó íàìè ìîäèôiêàöiþ øèôðó Ãiëëà çà äîïîìîãîþ
àòàêè ìåòîäîì ïåðåáîðó äëÿ ãåíåðàöi¨ âñiõ ìîæëèâèõ ìàòðèöü.

Îáîðîòíi ìàòðèöi ðîçìiðó n × n íàä êiëüöåì Zq (q > 26 � ïðîñòå ÷èñëî)
óòâîðþþòü çàãàëüíó ëiíiéíó ãðóïó. �¨ çàçâè÷àé ïîçíà÷àþòü ÿê GL(n, q) àáî GLn(q).

Çàãàëüíîâiäîìî [13], ùî

|GL(n, q)| = qn(n−1)/2(qn − 1)(qn−1 − 1) . . . (q − 1).

Ïðèêëàä 1. Ðîçãëÿíåìî ìàòðèöþ-êëþ÷ K = C29
4 (3) íàä ïîëåì Z29. Òóò ìà¹ìî

n = 4 òà q = 29.
Îòæå, çàãàëüíà êiëüêiñòü îáîðîòíèõ ìàòðèöü äîðiâíþ¹

|GL(4, 29)| = 296(294 − 1)(293 − 1)(292 − 1) · 28 = 2, 4131975110057697× 1023.

Îòæå, ùîá çëîâìèñíèê âiäíîâèâ öþ ìàòðèöþ-êëþ÷, ïîòðiáíî ïåðåâiðèòè 1023

ìîæëèâèõ ìàòðèöü, ùî íå òàê ïðîñòî.
ßêùî çáiëüøèòè ðîçìið ìàòðèöi-êëþ÷ äëÿ ôiêñîâàíîãî çàíàäòî âåëèêîãî q, òî

|GL(n, q)| → ∞.

Îòæå, çëàìàòè öåé øèôð ìåòîäîì ãðóáî¨ ñèëè ñêëàäíî, îñêiëüêè ïîòðåáó¹ áàãàòî
ðåñóðñó.

7. Âèñíîâîê

Ó ñòàòòi ìè çàïðîïîíóâàëè áëîêîâèé øèôð, ÿêèé ¹ ìîäèôiêàöi¹þ øèôðó Ãiëëà
ç äîäàâàííÿì øóìó òà ïåðåñòàíîâêè. Öåé ìåòîä óñêëàäíþ¹ çëàì øèôðó, îñêiëüêè
ëiíiéíi òà äèôåðåíöiàëüíi ìåòîäè çëîìó íå ïðàöþþòü. Òàêîæ ìè íàâîäèìî ïðèêëàä
øèôðóâàííÿ òà äåøèôðóâàííÿ ïîâiäîìëåííÿ çà äîïîìîãîþ öüîãî ìåòîäó, ùîá
ïðîäåìîíñòðóâàòè, ÿê âií ïðàöþ¹.
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The classical Hill cipher is the �rst encryption model based on algebraic transforma-

tions. However, it was found that this cipher is vulnerable to �plaintext - ciphertext�

attacks. In this regard, many scientists have begun to work on various modi�cations of the

Hill cipher. Some modi�cations concern the construction of the key matrix, and also often

use a combination of the Hill cipher with other algorithms. The paper proposes a new

approach to the modi�cation of the classic Hill cipher aimed at increasing its cryptoresis-

tance. The proposed method is based on the use of a circulant matrix as a key-matrix and

additional algorithm steps, which include adding noise to the message and permuting the

ciphertext elements. Since the linearity is broken and the correlation between plaintext and

ciphertext is reduced, the proposed algorithm increases the cryptoresistance. The use of a

circulant matrix reduces the computational complexity of encryption and decryption. An

example of the application of a modi�ed Hill cipher with noise and permutation is given.

Key words: Hill cipher, cryptography, circulant matrix.


