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Ensuring the stability, performance, and security of distributed computer systems is
a critically important task in modern cybersecurity. This paper explores how advanced
monitoring systems leveraging machine learning can provide real-time anomaly detection
and proactive adaptation. Key challenges include handling large data volumes, architec-
tural complexity, and reducing false positives that burden cybersecurity analysts. The
proposed approach integrates centralized data aggregation tools such as ELK and Splunk,
machine learning models like Random Forest and DensityFunction for anomaly detection,
and scalable microservices architectures deployed on elastic cloud platforms. Additional
enhancements include regular model retraining, dynamic threshold adjustments, and au-
tomated alerting to improve the detection of evolving cyber threats.
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1. INTRODUCTION

Ensuring the stability, performance, and security of distributed computer systems is
a critically important task in the modern digital world. With the increasing complexity
of information infrastructures, data volumes, and heightened risks of cyber threats, there
arises a need for monitoring systems that not only detect issues at early stages but
also proactively adapt to changes in the environment. In the field of cybersecurity,
particular attention is given to anomaly detection, which can indicate potential threats,
as well as minimizing false positives and negatives, which directly affect the efficiency of
cybersecurity teams. The focus will be on how scalability, availability, flexibility, and the
integration of machine learning enable addressing complex challenges in today’s digital
environment,.

2. MODEL PROBLEM

Distributed computer systems today form the backbone of many businesses, govern-
ment organizations, and critical infrastructures. Along with technological advancements,
new challenges emerge that complicate the task of ensuring their stable operation. One of
the key challenges is the growing volume of data. This pertains not only to its storage but
also to its analysis for anomaly detection, which may indicate potential threats. For in-
stance, in large networks with thousands of nodes, even a slight delay in threat detection
can lead to significant financial losses or data compromise. Additionally, the architectural
complexity of distributed systems necessitates the use of adaptive monitoring approaches.
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Systems must not only monitor the performance of individual components but also as-
sess their interactions. This is especially crucial in cybersecurity, where attacks can be
multi-vector, such as denial-of-service (DDoS) attacks or intrusions exploiting architec-
tural vulnerabilities. Another significant challenge is the need to reduce false positive
rates in anomaly detection systems. A high rate of such detections places excessive strain
on cyebrsecurity operations center (CSOC) analysts, reducing efficiency and increasing
the risk of missing actual threats.

3. MAIN RESEARCH

To build a high-performance monitoring system, it’s crucial to focus on the integration
of various components that work together to collect, process, and analyze data efficiently.
The foundation starts with identifying the right data sources and ensuring that the system
can handle large volumes of information in real-time.

When it comes to gathering data, we need to track essential metrics like network
traffic, system logs, and security event logs. Network traffic analysis, for instance, helps
detect anomalies in packet sizes or unexpected access from unusual IP addresses. System
logs, on the other hand, offer a closer look at potential threats by flagging failed login
attempts or system errors, which might signal an ongoing attack. Security event logs
can also be integrated from intrusion detection systems (IDS) and firewalls, providing
a broader view of suspicious activity. All of these data sources should converge in a
centralized logging system, such as ELK (Elasticsearch, Logstash, Kibana) or Splunk,
enabling real-time aggregation and visualization.

In addition to system logs, integrating security event logs from intrusion detection
systems (IDS), firewalls, and antivirus solutions helps provide a more complete view of
system security. Each event can be assigned a severity score, which could be represented
as:

m
SeverityScore = Z w; - EventImpact,
i=1
where w; is the weight assigned to each event, and EventImpact,; reflects the severity of
that event.

Once the data is collected, machine learning models are essential for analyzing it
effectively, particularly for detecting anomalies and predicting potential threats. For
known threats, supervised machine learning algorithms, like Random Forest, can classify
traffic as benign or malicious based on historical attack data. The model’s effectiveness
is often measured by the accuracy of its predictions:

TP+ TN
TP+TN+FP+FN

Accuracy =

where T'P represents true positives (correctly detected attacks), TN represents true
negatives (correctly identified benign traffic), F'P are false positives, and F'N are false
negatives.

For detecting unknown threats, DensityFunction are used in unsupervised learning.
These models do not require labeled data but instead identify deviations from the norm.

In more complex monitoring scenarios, such as detecting sequential patterns over
time, Recurrent Neural Networks (RNNs) or Long Short-Term Memory (LSTM) models
are ideal. These models are designed to detect anomalies in sequences of events, such as
unusual login times or traffic spikes, by learning temporal dependencies.
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Once the data is collected and threats are detected, the system must be capable of
processing incoming data in real-time. Splunk is a powerful tool often used for this
purpose, as it can index, search, and visualize large volumes of log data. By utilizing
Splunk’s data processing capabilities, large datasets are ingested, stored, and queried
efficiently, enabling real-time threat detection. Splunk’s indexing process is optimized to
handle high-throughput data, making it an ideal solution for monitoring large networks
and systems.

Splunk can ingest real-time data and use it to trigger alerts and execute responses. For
instance, if a threshold is exceeded (e.g., traffic volume exceeds 1000 packets per second),
Splunk can immediately trigger an alert. The traffic threshold can be mathematically
represented as:

AlertTriggered = “True” if Traffic Volume > 1000 pps

This allows for quick response actions, such as isolating a compromised system or blocking
malicious IP addresses.

As the system processes more data, scalability becomes critical. Using a microservices
architecture, the monitoring system can scale horizontally. In this architecture, each ser-
vice (such as traffic analysis, threat detection, and alerting) can be scaled independently,
allowing for optimized resource allocation. When the data load increases, new nodes can
be added to maintain performance without overburdening the existing infrastructure.

Finally, as threats continuously evolve, the monitoring system must also evolve. Reg-
ular model retraining is vital for adapting to new attack patterns. The frequency of
retraining can be determined by factors such as the appearance of new threat patterns
and the incorporation of threat intelligence feeds. The retraining schedule can be ad-
justed dynamically:

RetrainingFrequency = f(*New Data Patterns”, “Attack Intelligence”)

Additionally, feedback loops from security analysts or penetration testing teams help
refine the system. For example, if the system flags false positives frequently, the decision
threshold can be adjusted:

Adjusted Threshold = Current Threshold — A

By continuously iterating and adapting the system based on new insights, the monitoring
system remains effective at detecting new and unknown threats.

4. CONCLUSION

The article has demonstrated that achieving high efficiency in monitoring and
anomaly detection systems in cybersecurity requires the implementation of distributed
systems with high scalability, flexibility, and adaptability to new conditions. Real-time
analysis of large datasets using Big Data technologies significantly enhances the ability
of systems to detect anomalies and threats.

Developed mathematical models, such as scalability efficiency, availability assessment,
and adaptability evaluation, enable the creation of more accurate predictions regarding
the state of distributed systems and timely detection of potential threats.
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THTEJIEKTYAJIBHUN MOHITOPUHT PO3MOJIJIEHUX
CUICTEM: BUKOPUCTAHHS MAIIIMHHOTO HABYAHHS
JIJIA BUSIBJIEHHS TA AJIATITAITIT 10 3MIHIOBAHUX
KIBEP3ATPO3
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PosringaeMo BaxkuBicTh 3abe3nevueHHs CTabiIbHOCTI, IPOYKTUBHOCTI Ta Ge31eKu po3-
NOAiIeHNX KOMII'IOTEDHHX CHCTEM IIISXOM iHTerpamil meperoBHX CHCTEM MOHITOPHHIY,
[0 BUKOPHCTOBYIOTH MAIIMHHE HABYAHHS JJIsI BHUABJICHHS AHOMAJIH y peaJibHOMY <aci
Ta, npoakTuBHOI amanrtanii. Posrisayro mpobsemu 00pobkm Benukux OOCATiB JaHHX,
apxXiTeKTYPHOI CKJIAJZHOCTI Ta 3MEHIIEHHs XUOHUX MO3UTHBHUX CIPAIbOBYBAHB, IO CTBO-
PIOIOTH HABAHTAXKEHHsSI HA AHAJITHUKIB KibepOesmeku. OCHOBHI KOMIIOHEHTH OXOILTIOIOTH
BHKODHCTAHHS iHCTpyMeHTIB, Takux sk ELK abo Splunk, mas memrpasnizosamoro 360py
TAHUX, 3aCTOCYBAHHS MAIIMHHOTO HaBYaHHSA, Hanmpukiaajg, Random Forest, DensityFunc-
tion msist BusiBsieHHs BijoMux i HeBigoMEUX 3arpo3, a TAKOXK BUKOPHCTAHHS MACIITAOOBAHHUX
apxiTeKTyp MiKpocepBiciB i enacTuaHmx XMapHUX miardopm. PerynsapHe nepeHaBuaHHA
MOJeJIed, JuHAMIYHa, KOPEKIlisi IOPOrOBUX 3HAYEHb 1 aBTOMATHYHI CHOBIIEHHS J0/J4aTKOBO
NOJINIIYIOTH €(peKTUBHICTh BUSBJIEHHS HOBUX Kibep3arpos.

Karom08i cao6a: po3nofineHi KOMI'IOTepHI CHCTeMH, BHSIBJIEHHSI aHOMAJi, Kibepbe3mnexa,
MalllMHHEe HABYAHHS, MOHITOPDHHI y peayilbHOMY dYaci, XuOHi cnpamnboByBaHHS, MACIITA00-
BaHICTB, apxiTekTypa Mikpocepsicis, emacTuuni xmapHi miardopMu, BHSBIEHHS 3arpo3,
CHCTEMHI XKypHAJIU, aHaJi3 MepexeBoro rpadika, cucreMu BuaBIeHHs Bropruess (IDS),
NepeHABYIAHHS MOJeJeH, aJalTUBHI CHCTEMH MOHITOPHHTY.



