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In this article, the research is focused on the Telegram messenger as a tool for political influence and
manipulation. The features of this media platform are analyzed in the context of Ukrainian socio-political
and media realities. The author has made recommendations for journalists on how to use this messenger and
how to cover information from anonymous political Telegram channels.
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Main objective of the study. First of all, Telegram is the messenger with the most
active and dynamic audience growth in Ukraine. On the other hand, the war of political
«information leakages» and «Dark PR» in Telegram channels swept Ukraine about a year
ago. Anonymous Telegram channels have become an epidemic. Over the past year, more
than a hundred «near-political» channels of different ideological directions have appeared
in Ukraine. So the relevance of this research is to explore this dangerous trend in media and
political technology.

The study aims to research the Telegram messenger as a tool for political influence and
manipulation. To achieve this, the following tasks were required: 1) to analyze the Telegram
as a messenger and a media platform; 2) to make a comparative analysis of the role of the
Ukrainian and foreign Telegram markets; 3) explore the experience of using Telegram by
politicians during the election process; 4) explore the political technology of using anony-
mous Telegram channels; 5) create a list of recommendations for journalists on how to use
this messenger and how to cover information from anonymous political Telegram channels.

Analysis of recent research and publications. Telegram, as a tool of political influence
and manipulation, hasn’t been the subject of any Ukrainian research by media explorers,
as well as by explorers in the fields of political science, sociology, etc. The only time this
topic was discussed publicly at the expert and the scientific level was during a roundtable
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«Telegram: a tool for communication with the public or the tool of election manipulation?»',
which was organized by the Ministry of Information Policy of Ukraine in the summer of
2019. Journalists also began to raise this issue in analytical articles and investigations during
the second half of 2019.

Methodology. The main scientific methods in the process of research were: observa-
tion, content analysis, and discourse analysis, which were analyzed the Telegram market
as a whole and specific Telegram channels in particular. The empirical method has helped
to conclude the specificities of the operation of the Telegram channel and its use through
political technologies. It should be noted that the author of the study works with Telegram
and actively researches it in practice for one year.

Presentation of the basic material. The main feature of Telegram is that it’s not just
a messenger for private communication. Telegram is a combination of the messenger and a
blogging platform, the role of which is played by Telegram channels.

The posts appear chronologically and come as a message to the smartphone of each
Telegram subscriber. The news feed in Telegram is significantly different from Facebook and
Instagram, where the news feed is formed by special algorithms. Also, there is no targeted
advertising in Telegram. As a result, the Telegram post is seen by a much larger percentage
of the audience than in the social networks mentioned above. For comparison: one post in
the typical Telegram channel receives more than 50 % views of the channel’s audience (can
reach 100 % and more). On the other hand, typical post in community pages of Facebook
and Instagram receives only 5—15 % views of their audience.

Another important feature of Telegram is the high level of cybersecurity of this messen-
ger. This is emphasized not only by the developers of the application but also by independent
experts. For example, an article « What Is Telegram, and Why Are Iran and Russia Trying
to Ban It?» in The New York Times notes: «Telegram started in the wake of revelations by
Edward Snowden of large-scale state surveillance in the United States, and it was pitched
as a champion of privacy. When Facebook acquired WhatsApp, another messaging start-up,
Telegram attracted millions of new users. Although Telegram was founded by a Russian,
Pavel Durov, the messaging app rejects any affiliation with Russia.

Mr. Durov, the founder of Telegram, is in exile. But not long ago, he was seen as Russia’s
Mark Zuckerberg. Mr. Durov started a social network, VKontakte, in 2006, when Russia still
appeared to have a future as a haven for web freedom. “In some ways, it was more liberal
than the United States,” he told The Times almost a decade later after he chose to leave his
country following clashes with the government of President Vladimir V. Putin.

Mr. Durov sold VKontakte, which shared the look and feel of Facebook but was more
popular in Russia, and left the country with a reported $300 million in his pocket in 2014.
Once abroad, he began Telegram, hoping to offer a service to people who were worried about
their privacy»?*.

! Ukrinform (2019), Telegram: a tool for communication with the public or the tool of election
manipulation...
2 Karasz, P.(2018), What Is Telegram, and Why Are Iran and Russia Trying to Ban It...
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As for the technical side of security and privacy as a messenger, its essence is as follows:
«Telegram uses end-to-end encryption, as do WhatsApp and Signal. This type of encryption
converts messages into a code without the help of a server in the middle, making it nearly
impossible to gain access to communication between two users without their consent. But
Telegram uses its own secure messaging protocol, called MTProto, and the robustness of
that system is up for debatex»’.

The Telegram has succeeded in capturing the markets of countries where there are seri-
ous problems with freedom of expression, precisely because of these security reasons. In
particular, Telegram is extremely popular in Iran and Russia, where the government regularly
tries to block it. Socio-political events have become the catalyst for the growing popularity of
Telegram in some countries. For example, the huge audience growth in Telegram was observed
during the 2019 summer protests in Hong Kong to protect the democratic freedoms of the
local population. About 23 % of city residents (1.7 million people) used the app at the time*.

Telegram’s rise of popularity in Ukraine is still going on organically and has not been
linked to either the Revolution of Dignity or the beginning of the Russian occupation of
Crimea and the Donbass. However, as of the end of 2019, Telegram in Ukraine is the mes-
senger with the most active and dynamic audience growth.

Telegram is the third most popular messenger in Ukraine after Viber and Facebook Mes-
senger. There is no exact data on the size of the Telegram audience in Ukraine. According
to various sources, these numbers range from 2.5 million to 4.5 million users. But we can
confidently say that the target audience of this messenger is young people. This is confirmed
by large research of the Ukrainian Telegram audience, which conducted by the TGStat ana-
Iytics service at the end of 2018. According to the survey, half of the Ukrainian Telegram
audience is 18 to 24 years old, and about 30 % is 25 to 34 years old>.

96 % of respondents said they use the messenger to read Telegram channels. 62 % of
respondents are subscribed to 15 channels or less. 21 % of respondents are subscribed to
more than 25 channels®. This confirms that Telegram has become an important source of
information for a large number of Ukrainian citizens.

It should be noted that the TGStat survey at the end of 2018 showed that political chan-
nels are not popular in Ukraine. Their audience usually doesn’t exceed 5,000 subscribers’.
But over the next year, this situation has changed dramatically. As of the end of 2019, there
is a trend towards political channels among the Ukrainian audience.

This trend was predicted by the author of this article a year ago. Because of the high
level of privacy and security of the Telegram messenger, it is possible to create an anonymous
Telegram channel for use the influence and manipulation of the electorate. The anonymous

3 Karasz, P.(2018), What Is Telegram, and Why Are Iran and Russia Trying to Ban It...

4 Koshelnyk, D. (2019), A study of Ukrainian Telegram: who, why and how uses a messenger in
Ukraine...

5 Telegram Analytics (2019)...

¢ Telegram Analytics (2019)...

" Telegram Analytics (2019)...
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Telegram channel is an opportunity for political technologists to impose topics and inter-
pretations on people, spreading rumors and even speculations. It is also an effective tool for
publishing «information leakage» and «Dark PR». In this case, politicians don’t need to leak
their information and political messages by their media, which makes it possible to trace the
clear link between «information leakage» and its beneficiary.

Therefore, it was an opportunity for Ukrainian politicians to start working in a free
niche, although they didn’t fully understand the value of Telegram as a tool of influence and
manipulation.

At the same time, it was possible to trace that in Russia Telegram channels became a
powerful component of political technologies. They have occupied a niche alternative but
interconnected with traditional media. Popular Russian political Telegram channels broadcast
news from insiders in the Kremlin, ministries and Russian authorities before other media
reported it. Although this information was often fake.

In 2017, the German newspaper Suddeutsche Zeitung even devoted an entire investiga-
tion to the activities of the authors of Russian telegram channels. The publication praised the
importance of the Telegram for Russian political life so much that it even called the article
«When rumors rule society»®. Therefore, there were reasons to expect that in this way Tel-
egram could change the Ukrainian political and media space. And as a result, it happened.

Telegram is definitely a good platform for personal and political brand development.
This was proved by the case of Volodymyr Zelensky’s presidential election campaign. His
team of political technologists was the first, who effectively use Telegram to communicate
with the electorate. First of all, they quickly increased the large audience for the Telegram
channel « Zelensky’s team»’. Also, there were created and developed regional pages for each
oblast. Besides, there was achieved a viral effect — Zelensky’s supporters began to create
unofficial pages themselves in support of it. Zelensky’s digital specialists also made good
use of all the capabilities of Telegram bots.

Instead, the political technologist of his rival in the election — then-President Petro
Poroshenko — completely ignored the Telegram before the first round of elections. Petro
Poroshenko’s Telegram channel'® was created just before the second round and it’s wasn’t
so successful as Zelensky’s channel.

Telegram is not the dominant media platform in the context of elections. But this is an
additional opportunity to engage with the electorate, so the Telegram must be a must-have
component of every election campaign.

Meanwhile, long before the start of the election campaign, a network of anonymous
Telegram channels began to develop on the Ukrainian Telegram market, which still publishes
unconfirmed political insider information and subjective views.

Only a year later, journalists for the first time publicly paid attention to this network of
channels, noting that the tone of their posts is very similar — in the style of Russian propa-

8 Hans, J. (2017), When rumors rule society...
9 Telegram channel «Zelensky’s teamy» (2019)...
10 Telegram channel «Petro Poroshenko» (2019)...
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ganda, or Ukrainian media loyal to the politicians of the Viktor Yanukovych regime: «They
write about Bohdan, Zelensky, support Portnov and hate Poroshenko. They are cited by
Yanukovych-era politicians and Kremlin propaganda resources»'!.

The next massive wave of creation of anonymous Telegram channels was after the
parliamentary elections. Political Telegram channels, which spread insider information and
compromising about the presidential party «Sluha Narodu», became the headliners of this
process. We are talking about the «Joker» Telegram-channel (78000+ subscribers at the end
0f2019), which publishes pranks of messenger-communication with MPs. Also, it’s about the
«Temnyi Lytsar» (61000+ subscribers), whose author is allegedly a deputy of the party«Sluha
Narodu», who is disappointed in his party, so he is mercilessly criticizing the party.

In parallel with these processes, news channels on the Ukrainian Telegram market are ac-
tively developing. The main purpose of most of them is to make money by selling advertising.
However, quite often these channels, whose audience is hundreds of thousands, are tempted
by political orders and fakes. An example is an investigation of «Toronto TV» journalists'?.
They contacted an advertising agency that sells advertising on popular news channels in
Ukraine and Russia. The journalists called themselves representatives of the press service of
the pro-Russian party Viktor Medvedchuk. According to legend, journalists planned to order
in the popular telegram channels a lot of hidden advertising. Later, the journalists suggested
publishing a senseless fake: «the US was demanding the appointment of Petro Poroshenko
as foreign minister». The intermediary agency contacted the administrators of the Telegram
channels and replied that all of these channels, without any verification of this information,
agreed to publish the obvious fake for UAH 27,600. According to the manager, such news
will gain more than 200 thousand views in a day'.

Conclusions. The war of political «information leakages» and «Dark PR» in Telegram
channels swept Ukraine about a year ago. After researching and analyzing the situation, the
author of this article has made recommendations for journalists on how to use this messenger
and how to cover information from anonymous political Telegram channels.

I. Don’t publish unverified information from anonymous telegram channels. Thor-
ough fact-checking is a must-have attribute for a journalist in today’s media realities. Telegram
channels can be used at the information gathering stage, but careful fact-checking is required.

I1. Explain to the audience the risks of getting information from anonymous tel-
egram channels. The topic of anonymous channel telegrams needs to be more actively
investigated. It is necessary to detect fakes, to emphasize to readers on it. It should be ex-
plained to the Ukrainian audience: the information should be obtained from quality media,
not from anonymous telegram channels. It is necessary to help increase the media literacy
of the Ukrainian population.

' Vinnichuk, Y. (2019), How did a network of anonymous Telegram channels appear in Ukraine...

12 Toronto TV (2019), «TV TORONTO INVESTIGATION: Telegram channels publish fakes for
money...

13 Toronto TV (2019), «TV TORONTO INVESTIGATION: Telegram channels publish fakes for
money...
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I11. Create and actively develop your own Telegram channels. The journalists have
to do it today because there is a big request from the audience. Currently, there are 6 news
channels in the top 10 most popular channels of the Ukrainian Telegram market. The Ukrain-
ian audience wants to read the news in Telegram channels. The media cannot ignore this, so
they must actively enter the Telegram market.

Moreover, the Telegram channel for the media is a good opportunity: 1) to attract a new
audience for the media; 2) to develop media brand in social networks and messengers; 3) to
get a new form of monetization.

It should be noted on the significance of this article it is the first Ukrainian scientific
research of the topic of Telegram as a tool for political influence and manipulation.

The study of this issue will continue in the future. In particular, there are plans to analyze
in detail the content of political Telegram channels and the methods of its promotion in
messengers, social networks and media.
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V crarTi po3niHyTO Mecenmkep Telegram sk iHCTpyMEHT ITOJIITHYHOTO BIUIMBY Ta MaHIITYIISIH.
OcobmuBocTi miel Menia-uiarGopMu MpoaHati30BaHi B KOHTEKCTI YKPATHCHKUX CYCIIIBHO-TIOMITHYHUX
i MeniiHUX peainilf, IPYHTYIOUHCh Ha SKUX C(OPMOBAHO PEKOMEHJIAIIl JUIs JKYypHAIICTIB, K CIiJ
BUKOPHCTOBYBATH LI MECEH/DKep i sIK BUCBITIIOBATH iH(POpPMAIIIO 3 aHOHIMHUX MONITHYHUX Telegram-
KaHaJiB.

B xoni gocmimkeHHs Oylio IeTalbHO MPOaHaTi30BaHO (QyHKIIOHAN Ta ocobnuBocTi Telegram sk
MeceHDKepa Ta Meatia-tiargopmu. byio npoBeneHo NOpiBHIIBHUIA aHali3 yKpaiHCHKOTO Ta 3aKOPAOHHOTO
Telegram-punkiB. Takox OyJ10 OKpeCICHO METOIN BUKOPUCTaHHs Telegram moiTHKaMHU 1111 9ac BUOOPUOTO
nporecy. AKIEHT y JOCIiKCHHI OyB 3pOOJCHHI Ha JCTaJbHOMY BUBUCHHI MONITHYHOI TEXHOJIOTIT
BUKOPHCTAaHHs aHOHIMHUX KaHauiB Telegram.

OCHOBHHMMY HayKOBUMH METOJIAMH B ITPOLECI JOCIIIKEHHS OYJIH: CIIOCTePEKEHHs1, KOHTEHT-aHaJli3 Ta
JICKYpC-aHali3, 3a JJOIOMOTOI0 SIKMX OyJ10 poaHaitizoBaHo Telegram-pHHOK B IIJIOMY Ta KOHKPETHI KaHAIIH
Telegram 3okpema. EMmipnaHuii MeTO TOMOMIT 3°siCyBaTH OCOOIMBOCTI (DYHKIIOHYBAaHHS TeJeKaHAITY
Telegram Ta HOro BUKOPHCTAHHS 3a JOIOMOTOIO ITOJITHYHHUX TeXHONorid. Ciix 3a3Ha4uTH, IO aBTOP
nocuimkeHHs npartoe 3 Telegram Ta akTHBHO JOCIIDKYE LieH MECeHKep Ha MIPAKTHI BXKE IIPOTITOM POKY.

AKTyaJIbHICTB 1 HayKOBa HOBHM3HA Ili€] CTATTi IOJISITae B TOMY, IO Iie Iepiie B YKpaiHi HayKoBe
JocIipKeHHsT Mecenkepa Telegram sik IHCTPYMEHTY IOJIITUYHOTO BIUTUBY Ta MaHIITYISIiN. JlocmipKeHHs
niel Temn Oyae NPOIOBKYBATHCS 1 Hajgasi. 30KpeMa, 3allIaHOBaHO JETAIBHO IPOaHali3yBaTH KOHTEHT
noniTnaHuX Telegram-kaHaiB i METOAN HOTO MPOCYBAHHS B COLIANBEHUX Mepexax 1 3MI.

Kniouosi cnosa: Telegram, meceHpkep, Telegram-kaHamu, coliaabHi MEpexki, Mac-MeIIHHUI YMHHUK
y MOJITHYHOMY ITpoIieci, PeHKOBI HOBUHH.



