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ABSTRACT

Background. The article describes the process of developing a blockchain-based
technology for information support of the processes of authentication of goods. The paper
also investigates the performance of the developed system depending on the adjustment of
four parameters: mining complexity, dependence of mining time on technical support
capacity, dependence of block creation time on the number of transactions, and dependence
of blockchain validation time on the number of blocks.

Materials and Methods. The mining complexity was analyzed in the range from 1 to 7
(with a complexity of 8 or more, mining on a working device takes too long). This parameter
determines the number of zeros that must be at the beginning of the hash to consider the
work as confirmed. Each subsequent difficulty increases the total time several times. This is
due to a significant increase in the number of operations that need to be performed during
mining. Of course, mining also depends on the capacity of the technical support, which
should be a complex of advanced processors and video cards. The analysis of the
dependence of mining time on the processor frequency was conducted for a mining
complexity of 5.

Results and Discussion. Additional processor power can significantly reduce mining
time. The next study is to analyze the dependence of block creation time on the number of
transactions. The main resource burden of this stage is the calculation of hash functions for
transactions and for the block, as well as the construction of the hash tree. From the data
obtained, we can conclude that the number of transactions in a block is its main resource
load. This should be taken into account when choosing the maximum number of transactions
per block. The last study was to identify the dependence of blockchain validation time on the
number of blocks. The data shows a linear dependence of the blockchain validation time on
the number of blocks.

Conclusion. This indicates that the validation process is not overloaded with resource-
dependent operations. As the blockchain expands over time, the expected duration of
blockchain validation can be calculated according to the following linear relationship.
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INTRODUCTION

The fight against counterfeiting is ongoing every day, and many methods of identifying
authentic goods have already been developed [1-3]. The most popular are the legislative
method, the method of developing recommendations, the method of making it difficult to
copy, the method of monitoring suspicious ads, and the method of keeping records of each
unit of goods [4-6]. The system under development belongs to the latter category. The
market for the use of anti-counterfeiting methods is quite developed, as most companies
already use at least one of these methods. Among similar systems, Microsoft Aura Ledger
stands out, which also uses blockchain technology. It is delivered in the form of software
for producers of goods. The advantage of the product under development is that it unites
many manufacturers into a single network to ensure greater reliability and transparency of
data, as well as the use of two-stage identification, which provides greater accuracy. The
main consumers are manufacturers of goods that suffer material damage from
counterfeiters [7-11]. Such producers want to minimize the impact of counterfeit goods on
their profits, as well as to maintain the reputation and trust of their customers. Competitors
include other anti-counterfeiting software providers with the same level of protection.

First, it is necessary to analyze the available tools for solving the problem and select
those that are best suited for use in implementing the information system. In order to form
a set of tools, first of all, it is necessary to define the tasks to be solved. The main tasks are
as follows:

e The developed software needs to be created that allows data and blockchain to be
operated in dialogue mode with the user interface.

e The developed software should have high performance of arithmetic and algorithmic
operations, be flexible and be able to be customized and scaled.

e The developed software should be able to connect to other applications, in particular to
the same software object on other end devices, to combine them into a P2P network.

¢ Need to create a P2P server to manage information exchange between nodes.

¢ Need to create a client application in the form of a mobile app or website.

MATERIALS AND METHODS

Once the list of tasks has been compiled, the selection of tools and technologies for
their implementation begins. First of all, technical means for implementing the main
software application are selected. The technologies used in the creation of the program are
as follows: Java, Spring Boot, JavaFX, GSON, and Maven. The same set of technologies
was used to implement the P2P server and the server part of the website. The following
technology stack was used to create the client part: HTML, CSS, JavaScript. First of all, it
is necessary to choose the main programming language. Among the possible options are:
Java, Python, C++, C#. To achieve high performance, the language must be compiled.
From the available options, the Java programming language was chosen. Java is an object-
oriented programming language developed by Sun Microsystems, which was later acquired
by Oracle. Programs created using this language are compiled into bytecode, which allows
for high performance. Java is compiled into a special code that is recognized by the Java
Virtual Machine (JVM). This allows programs to run on any operating system that supports
JVM. This multi-platform capability is a big plus for the system being developed, as it allows
clients and servers to be developed for different platforms [12]. Java is also object-oriented,
which allows the system being developed to be flexible and scalable [13]. The first of the
necessary tools should be a framework for centralized object management. Modern
enterprise applications are very large and consist of hundreds of classes. With this kind of
organization, an application can quickly become highly coupled and non-scalable. To avoid
this, the application must adhere to the following rules [14]:

e Application classes should aim for Low Coupling.
e Each class should have only one duty (Single Responsibility Principle).
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e When one object creates another object, it performs the duty of creating objects, i.e.,
according to SRP, it should not do anything else but construct objects. Also, very often
objects perform several functions at once, even without considering the creation of other
objects.

There are 3 design patterns to help in this situation: strategy, control inversion, and
dependency injection.

o Strategy is a design pattern that allows a class to extend its functionality by delegating
additional work to auxiliary objects. Thanks to this pattern, all classes will have one main
duty and delegate all others.

e Dependency injection is a design pattern for changing the order in which auxiliary
objects are assigned to the main object. The class does not create auxiliary objects itself
but only declares containers for them. The controlling program injects the auxiliary
objects into the main one. In this way, the object avoids the obligation to construct
objects.

e Control Inversion is a design pattern that is a module that registers and constructs
application objects. This pattern allows you to automate the process of dependency
injection, thereby significantly reducing the complexity of the program [15].

The use of these design patterns allows for high flexibility and scalability of the
application. For the system under development, 2 possible frameworks were chosen:
Google Guice and Spring Boot. | chose the latter because of its greater functionality [16].
The next step is to choose a tool for creating the user interface. The choice of such tools
for the Java programming language is small and consists of two tools: Swing and JavaFX
[17].

Both tools allow the creation of high-quality user interfaces and were developed under
the leadership of Oracle. Starting with Java version 9, JavaFX is no longer included in the
core JDK development package and is being developed separately from Oracle. JavaFX
was chosen for this project because of its convenience and superior functionality, in
particular the ability to create designs in FXML files with XML markup, whereas in Swing,
components can only be created and populated programmatically. One of the processes
that requires a lot of extra time to implement manually is serialization and deserialization.
Serialization is the conversion of an object into a byte or character format that is convenient
for transfer to non-Java environments. Deserialization is the reverse process, i.e.
converting a character or byte format back into a software object. For this program, the
JavaScript Object Notation (JSON) character data transfer format was chosen because it
is simple to implement and easy to read. This is necessary for tracking and demonstrating
the intermediate results of the programme's work. Possible implementations of this
technology are Google GSON [19] and Jackson. GSON was chosen because of its higher
popularity, which ensures more active work on the software product.

For convenient development and ensuring the correct interaction of all software com-
ponents, it is advisable to use one of the building systems. These systems automatically
compile and link all modules into a single software package and provide the ability to control
the versions of all components and the main product. There are 3 such systems for Java:
Ant, Maven, and Gradle. Today, Ant is an outdated system. Of the two modern systems,
Maven [20] was chosen because of the widespread use of its repositories. Although Gradle
is a more modern and advanced system, not all components are compatible with it yet.

One of the key points in developing the main program is network communications. A
method of data exchange using the TCP protocol is required. Unlike UDP, TCP [21] checks
sent data for possible losses, which is very necessary in a secure and accurate system.
One way to achieve this is to use the HTTP application layer protocol, as it is based on
TCP and there are many frameworks for Java that allow this functionality to be easily
implemented. Despite this, standard Java functionality was chosen to create Socket/Server
connections for all P2P communications. This method allows a channel to be established
between the client and the server, both of which can listen and edit. This approach is
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necessary for implementing a P2P network because the communication of such a
connection is not regulated by higher-level protocols and can therefore be arbitrary for the
developed product. Although the HTTP protocol was rejected for the implementation of a
P2P network, it is an integral part of a web server. For the client application, the option of
a website that communicates with the server using the HTTP protocol was chosen. HTTP
is an application-level protocol based on the TCP/IP protocol stack. Communication
between the server and the client is performed using a request-response pattern. The client
forms a request, fills it with data and sends it to the server. In turn, the server processes
the request and sends a response to the client. Communication takes place using one of
the following methods: GET, POST, PUT, DELETE, OPTIONS, HEAD, PATCH, TRACE,
CONNECT [22]. In most cases, the first four methods are used. There are several basic
ways to implement such a server, but they are all based on the use of a Servlet container.
A servlet is a software unit (object) that processes a client request in a separate thread.
The most popular implementation of a Servlet container is Tomcat [23]. However, Spring
Boot, which is already used in the program under development, contains extensions
compared to Tomcat, which increase its functionality and simplify interaction with other
Spring Boot components, which is why this tool is chosen for the implementation of the web
server.

In turn, the client side is a web application. Any website is based on three main
technologies: HTML, CSS, and JavaScript. This technology stack has no current
analogues, so the choice is quite simple. At the beginning of the Internet's development,
various tools could be used to create a website, but over time, they have all been ousted
from the market.

JavaScript is a scripting language that is executed every time a website is launched.
It is used to execute all the logic of a website, as well as to provide user interaction with the
website and to asynchronously exchange data with the server. The language's runtime
environment, such as a browser, usually restricts the language's access to the resources
of the owner's device, so visiting websites is completely safe, as the execution of dangerous
scripts has been prevented. Since the language is scripted, the user could call new
commands directly while using the website [24]. When the technology stack has already
been formed, it is time to choose software development and testing environments. The first
such environment should be a tool for developing, compiling, and running Java code.
Today, the main competitors on the market are Eclipse and JetBrains Intellij Idea.
NetBeans used to be an active participant in this competition, but now its market share is
very small. Based on a general review of previous products, it can be said that these are
very powerful and functional tools. A more detailed comparison is shown in Table 1. To
perform this work, we obtained a student license for the Intellij Idea Ultimate Edition [25].

The second necessary tool is a means of debugging and testing the client web
application. Most browsers today have built-in tools for this purpose. The most popular
among them are Google Chrome, Firefox, and Opera. Among the above-listed options,
Google Chrome was chosen due to its functionality and ease of use. All hardware and
software tools are used to perform this work in a specific configuration. Each of them
contains its own unique parameters that characterize a particular application. Most tools
contain such characteristics as product version, developer, system requirements, etc. For
selected software products, here are their detailed specifications.

To date, blockchain has become widespread and is used in many areas of everyday
life, especially in cryptocurrencies such as Bitcoin, Ethereum, Binance Coin, Tether, Bitcoin
cash, Litecoin, and others [26]. The principle of blockchain operation is shown in Fig. 1.

The main qualitative characteristic of this technology is the security and transparency
of this data structure, as new blocks can only be added to the blockchain without the
possibility of editing them. This means that any data entered into the blockchain becomes
visible to all its participants and remains there in its original format for the entire duration of
the blockchain's existence. There are many blockchain implementations, so its behavior
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Table 1. Comparison Intellij Idea and Eclipse

Parameters Intellij Idea Eclipse
ST Minimum 2 GB of RAM Minimum 0.5 GB of RAM
requirements
Distribution . . .
method Free with paid version Free
Debugging An extended set of debugging tools Standard debugging tools
Plugins 750+ plugins 1250+ plugins
Auto-complete Automaton Use the key combination Ctrl +

Space

Productivity Optimized for indexed transactions Faster under heavy loads

Refactoring An extended set of tools Standard set of tools

Design Modern design, easy to use Outdated and overloaded design

Focus Small and medium-sized projects Large projects

and characteristics can often vary from one product to another. The first successful and
most well-known blockchain implementation, Bitcoin, was taken as a basis for this paper.
A block is the basic structural unit of a blockchain. The only operation to change the
blockchain is to add a new block to an existing chain. Blocks are created by the nodes of
the blockchain network. In addition to being a structural unit of the chain, the most important
function of a block is to be a receptacle for data that must be unchanged. A block consists
of a header and basic data. The header of a block is also called its metadata. This division
was created due to the fact that the blockchain can reach very large sizes with prolonged
use. Thus, the Bitcoin cryptocurrency today occupies more than 200 GB. This is not a
problem for specialized desktop devices, but for mobile devices, downloading 200 GB of
data can be a challenge. For optimization purposes, the block was divided into a header
containing the minimum required data set and the main body. This makes it possible to
develop mobile clients that work only with block headers. Such mobile clients have one
drawback. If necessary, they have to download the necessary data, and when using such
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Table 2. Block structure

Field Size
Caption
Hash of the previous block 32 Byte
Hash block 32 Byte
Hash root 32 Byte
Hour of creation 8 Bytes
Appendix (nonsense) 8 Bytes
Main part
Hash tree Depending on the number of transactions
List of transactions Limited to implementation

a client, it is very important to make sure that this download is carried out from a reliable
source. The structure of the block is shown in Table 2. Thus, the size of the block header
is 112 Bytes. Let's take a closer look at each of the components [27].

A Block Hash is a unique block identifier obtained by passing the block header through
a hash function. The SHA-256 hashing algorithm was used to perform this work. The
algorithm generates 256-bit hash for any data. To form a chain, the blocks must be
connected in a certain way. Each block contains a reference to the previous block in the
form of a hash of the previous block (Previous Block Hash). As a result, having the last
block, it is possible to trace the initial block by moving through the previous hashes. The
hash of the previous block is included in the data used to calculate the hash of the current
block. This provides protection against data tampering. If the data of any block of the
blockchain is changed, all subsequent blocks become invalid. The Merkle root is the root
of the hash tree. A Merkle tree is a tree built based on hash values of transactions. The
tree is built using the following algorithm:

e The construction starts with the tree leaves, which are the hashes of each of the
submitted transactions.
Transaction hashes form a queue.
2 elements are selected from the queue, and a parent node is created on their basis.

e The parent node is created as a result of passing the concatenation of children's hashes
through the hash function.

e The resulting node is added to the queue of the next stage.

e The operation is repeated until the current queue is over, after which the queue of the
next stage becomes the current one.

e The general algorithm is repeated until there is only 1 element left in the final queue,
which is the root of the tree.

Thus, each parent node is a hash of the hashes of the child nodes [28]. Blockchain
nodes always accept only the longest chain of blocks, all others are considered irrelevant
and discarded. The blockchain is already protected from data tampering by hashing it, but
what prevents an attacker from creating a longer chain of blocks so that other nodes will
accept the fake blockchain as the real one? The Proof-of-Work algorithm was developed
to prevent such a situation. This algorithm is based on the fact that the creation of each
block should be accompanied by certain resources and time costs of the processor. The
process that provides such costs is Mining. Mining a block means selecting a Nonce value
such that the block's hash starts with a certain number of zeros. The number of zeros that
should be at the beginning of the hash is determined by the complexity of mining. Difficulty
is a configuration parameter that can be used to control the duration of mining. There are
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two main algorithms for selecting a Nonce value: iteration and the use of random numbers.

The use of random numbers allows this algorithm to be executed in parallel in multithreaded

mode to increase mining performance. Thus, in order to create a fake chain that is longer

than the actual one, it is necessary to perform Proof-of-work for each block of the new
chain. If the mining time is 10 minutes and an attempt is made to compromise a blockchain
with a length of 1,000 blocks, this will take 10,000 minutes. This makes such attacks
virtually impossible. The main data of a block is its transactions. A transaction stores secure
data that can interact with each other. The person who creates the block (miner) is not
necessarily the owner of the transaction. A node receives transactions from other nodes,

combines them into a single block, and adds them to the blockchain. The content of a

transaction can be anything. In the Bitcoin system and in the application of this paper, the

filling is used in the form of transferring a numerical balance from one wallet to another. A

transaction consists of: transaction id, sender's address, recipient's address, transferred

balance, inputs, outputs, additional data, and an electronic digital signature. Let's take a

closer look at each of the elements:

e The transaction Id is its unique identifier assigned after its creation.

e The sender/receiver addresses are the public keys of the wallets.

e A wallet is a set of public and private cryptographic keys. The balance of a wallet can
be calculated. A wallet is used by the sender to create a transaction to transfer funds to
another wallet. The public key of a wallet is used as its address and to verify digital
signatures. The private key of a wallet is used to create a digital signature for a
transaction. Public and private keys are generated using the RSA algorithm. The
generation of such keys depends on random numbers. In turn, the algorithm for
generating such numbers must not have any patterns.

e RSA is an asymmetric cryptographic encryption algorithm based on the properties of
large prime numbers. The purpose of the algorithm is to encrypt data and create a digital
signature. The algorithm is widespread today and is used in many applications [29].

To start the system, it is necessary to combine the nodes into a single network, as the
reliability of the blockchain directly depends on the number of users. When implementing
the standard, it was decided to move away from the standard centralized client-server
model in favor of the decentralized P2P model. P2P is a network topology in which each
participant can simultaneously act as a client, making requests to one group of nodes, and
be a server, responding to requests from another group of nodes. Such a network is not
hierarchical, and all its endpoints are on the same level. If one of the nodes fails, the
network can still operate correctly. The nodes of such a network are called peers [30].
There are several ways to organize such a network: decentralized, centralized, and mixed.
Decentralized P2P consists only of nodes located on the 1st level, and neighboring peers
are used to find nodes. In a centralized P2P, there is a server that knows the addresses of
the nodes, and when establishing communication, peers contact the server to get the
addresses of other peers. The mixed method uses both approaches.

In a blockchain, each pir has its own local copy of the blockchain. When a node starts
working, it scans the network for the longest chain of blocks, and if it finds one, it updates
its local copy. When a node creates a block, it sends it to all available peers. Both processes
have one thing in common: validation. Among the network nodes, there can be both reliable
peers and malicious actors that promote fake data. To avoid distortion of the blockchain,
each node checks all data received in the network for validity. The validation algorithm
sequentially goes through each block and recalculates all the data in search of
inconsistencies, such as transactions created by someone other than the wallet owner,
distorted block data, etc. Such verification may be slow if there are a large humber of
blocks. When planning the implementation of a blockchain, it is necessary to carefully
choose the means of its creation. It was decided to create all the logic in the Java
programming language. To demonstrate the operation and structure of the blockchain, it
was decided not to use auxiliary libraries to create it, but to implement it manually. Manual
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implementation also provides more flexibility in development and control. The next step is
to select auxiliary algorithms and tools for their implementation. The hashing algorithm used
was SHA256, as it is quite common and is used in the Bitcoin product, which became the
basis for the developed IP. The algorithm can be conveniently implemented using the Java
package java.security. RSA was chosen as a cryptographic algorithm primarily because it
can be easily implemented using the java.security package. Its main analogue was the
ECDSA algorithm, which is based on the properties of elliptic curves, but its implementation
in Java is complicated. To generate random numbers, we chose the SecureRandom tool
from the java.security package. When choosing the type of network topology, the main
criterion was the ability to manage nodes for commercialization. That is why a centralized
type was chosen.

Summary of the main material

The first step in using the application is to go to the Products menu. After switching, a
blank table of product types and possible options will be displayed. To create a new product
type, click the ‘Units’ button. This will open a modal window where you can enter data for
the new product. A special feature of this window is the ability to manually enter product
type keys or automatically generate them using the ‘Generate Keys’ button. As a result of
creating several product types, the window for viewing these types will look as shown in
Fig. 2 below. At this stage, you need to select a specific type of product and press the
"Units" button to go to specific units of goods (Fig. 3). Each physical item is a product unit.
Although different units may have the same product type, each product unit has unique
identifiers to distinguish the required product. Create several product units using the "Add"
button (Fig. 4). Both the product type creation window and the product unit creation window
have a defined key for automatic field generation. In this case, the "Public Info" and "Private
Info" fields must be saved, they will be needed later (Fig. 5).

This is what the product units scene looks like after creating several instances. The
next step is to add the created data to the blockchain. To do this, return to the main menu
and open the transaction scene using the ‘Transactions’ button. The only thing visible in
this scene will be an empty transaction table, as no transactions have been created yet. To
automatically create the necessary transactions, click the ‘Refresh’ button (Fig. 6).

In Fig. 6, there are four automatically generated transactions. Three of them
correspond to the three created units of goods and have a balance of 1, and the last

Id Public Key Private Key Description
MIGIMAOGCSqGSIb3DQEBAQUAAAGNADCBIQKBGQ...  MIICdwIBADANBgkghkiGOWOBAQEFAASCAmMEwggld... {"name’: "Xiaomi Redmi Note 7 Pro”,"specs™" %3Ch3%3ENETWORK%3C...
MIGfMAQGCSqGSIb3DQEBAQUAA4AGNADCBIQKBGQ...  MIICdgIBADANBgkghkiGOWOBAQEFAASCAmAwWggIc..  {"name”: "Apple Iphone 7°,"specs™:"%3Ch3%3ENETWORK%3C2%2Fh3%3E...
MIGfMAQGCSqGSIb3DQEBAQUAAIGNADCBIQKBYQ...  MIICAQIBADANBgkqhkiGIWOBAQEFAASCAIBWOQIbA.. {"name’: "Apple Iphone 8","specs™"%3Ch3%3ENETWORK%3C%2Fh3%3E ...
MIGMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBGQ...  MIICdwIBAD. iGOWOBAQEFAASC - {'name": "Apple Iphone X","specs™"%3Ch3%3ENETWORK%3C%2Fh3%3..
MIGMAQGCSqGSIb3DQEBAQUAAIGNADCBIQKBYQ...  MIICdgIBADANBgkghkiGSWOBAQEFAASCAmMAWggIC..  {"name": "Samsung Galaxy S21","specs™"%3Ch3%3ENETWORK%3C%2Fh..

[T U TER FRN

Fig. 2. Scene of product types.

N7 Pt Chiin - ul ke

Product Units of type: 1

I Product Type Puhlic Key Private Key Public Infa. Private Info Data

o cement in Fadle

Add dack

Fig. 3. Product unit scene.
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B Add product unit m| X

Product Unit

Public Key: MIGIMADGCSqGSIb3DQE
Private Key: = MIICdwIBADANBgkghkiG
Public Info: http://192.168.0.107:8081
Private Info: | http://192.168.0.107:8081
Confirm Generate fields Cancel

Fig. 4. Product unit creation window.

Id Product Type Public Key Private Key Public Info Private Info Data
1 1 MIGMAOGCSQGSIb3DQEBAQUAA... MIICAWIBADANBgkahKIGIWOBAQ... hitpy//192.168.0.107:8081/product... http://192.168.0.107:8081/consum... NuUbbspgAeUorjiBKIcBbGfpOixemmeds
2 1 MIGfMAOGCSQGSIb3DQEBAQUAA... MIICdgIBADANBgkghkiGOWOBAQE... http://192.168.0.107:8081/product... http://192.168.0.107:8081/consum... O2wxB:ZPmKBIqurM4/gvWijlKi+ilzvud
3 1 MIGfMAOGCSQGSIb3DQEBAQUAA... MIICAwIBADANBgkqhkiG3WOBAQ... http://192.168.0.107:8081/product... http://192.168.0.107:8081/consum... Y4vh5P11WgpBFhUjMKk9+FDNZYPEwIu7
< >

Add Back
Fig. 5. Product unit scene.
Transaction Id From To Value Data Signature

2 MIGIMAOGCSqGSIb3DQ...  MIGIMAOGCSgGSIb3DQ...  1000.0 g3X+grwcnDKxAg50V40...

3 MIGIMAOGCSqGSIb3DQ...  MIGIMAOGCSqGSIb3DQ... 1.0 NuUbbspgAeUorjlBKIcBb... FérnzqgA38XHoQktp96Z...

4 MIGIMAOGCSqGSIb3DQ...  MIGIMAOGCSqGSIb3DQ.. 1.0 O2wxBxxZPmKBIqurM4y/...  IwleGWMwixHIrxqugKe0...

5 MIGIMAOGCSqGSIb3DQ...  MIGIMAOGCSqGSIb3DQ.. 1.0 Y4vh5P11WgpBFhUjMK9... MqB8WIJAEfnfdHLGTHTPly...

Refresh Create and mine new block Back

Fig. 6. Transaction viewing scene.

transaction, with a balance of 1000, corresponds to the transfer of funds from the base

wallet to a specific type of goods. This is necessary so that units can be created from a

type of goods. After such a transfer, it is possible to create 1,000 units of one type of goods.

To create a block based on the transaction data and add it to the blockchain, click the

‘Create and mine new block’ button, which will open the ‘Create Block’ modal window (Fig.

7). The creation of a block is visually divided into three stages:

¢ Notification of how many transactions will be added to the created block. This value
depends on the number of transactions created and the maximum possible number of
transactions in a block. In this example, the maximum number of transactions is set to
4, so all transactions are included in the block. If there are more transactions, it is
necessary to repeat the block creation until all transactions are applied.

e The mining stage is the longest stage, depending on the set complexity.

e Block creation status can be either successful or unsuccessful.

After creating a block, one can proceed to the main menu and the blockchain stage
by pressing the ‘Blocks’ button (Fig. 8). On this stage, it is possible to view all blocks and
values recorded in the blockchain. By default, this list is organized into a tree structure,
sorted by blocks in descending order, and all its values collapsed. Use the ‘Refresh’ button
to update the list of blocks to the current one. Now the manufacturer needs to generate QR
codes using any generator based on the saved ‘Public info’ and ‘Private Info’ fields and
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B Create Block O x B Create Block O ped B | Create Block O x
Mining...
4 transactions are waiting to start mining. Block was successfully created!
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:
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Fig. 7. Stages of creating a block.
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Fig. 8. Blocks viewing scene.

place them on the product packaging (Fig. 9). The control example continues from the
buyer's side, and the first step is to scan the public code. Upon receiving the product, before
unpacking it, the buyer can scan the external QR code and find out whether the product
has already been used and whether the code leads to the correct manufacturer.

Fig. 10a shows what this page looks like on a mobile device. From the information
obtained, it is possible to determine the correct manufacturer's website, verify that the
characteristics of the actual product match the information on the website, and confirm the
status of the product as unused. Therefore, it can be concluded that the product is
authentic. Otherwise, the product is determined to be counterfeit, and the buyer can either
refuse to purchase the product or contact the appropriate consumer protection authorities.
Since this product is authentic, the buyer opens the package and scans the internal QR
code. As a result of scanning the internal QR code, the buyer receives information about
the specific product, such as activation codes, promo codes, etc. Here comes the second

Public Info
Fig. 9. Generated QR codes.
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Fig. 10. Transition by a) Public Info, 6) Private Info Ta c) re-transition by Private Info.

authentication factor: the buyer checks whether the product ID from the public and private
QR codes match, and then scans the public QR code again, which changes the status of
the product to ‘used.’ After scanning the external QR code again, the buyer sees that the
product is now used. At this point, the authenticity check is complete, and the buyer can
start using the product. The control example continues from the manufacturer's side. When
the private link is clicked, a consumption transaction is created in the manufacturer's
Product Chain app, as shown in Fig. 11, which must also be added to the block and then
to the blockchain.

Transaction Id From To Value Data Signature

6 MIGIMADGCSgGSIb3DQ... MIGMAOGCSGGSIb3DQ... 1.0 UjgyBbRg8vbdX1KGdaetl...

Refresh Create and mine new block Back

Fig. 11. Transaction of consumption of goods.

Since the application is connected to a P2P server, it can send and receive data from other
nodes. Let's start another process of the manufacturer's client application running on other ports
using the command: java -DSERVER_PORT=8001 -DCLIENT_PORT=8102 -DWEB_
SERVER_PORT=8082 -jar ProductChain.jar. The new application will no longer have an empty
blockchain but will download the existing blockchain from the first node (Fig. 12).

» Block 3 | » Block 3
» Block 2 » Block 2
» Block 1 » Block 1

Fig. 12. Two processes of the Product Chain application running simultaneously/

Both processes contain the same number of blocks. From this point on, after each
new block is mined, this block is distributed throughout the blockchain network so that all
its nodes have the most up-to-date state. However, the same feature is also a difficulty
because if a node receives a new block during the mining process, it will have to cancel
mining and start creating the block again. To demonstrate this phenomenon, we start
mining simultaneously on two processes (Fig. 13). According to the conclusions of each
block, the mining of the first process was unsuccessful, while the second was successful.
In other words, the first process received a new block during mining and stopped it in order
to add the block to the local copy of the blockchain and recreate the transactions.
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Transaction Id From To Value | Transaction Id From To Value

MIGIMADGCSqGSIb3DQ.. MIGIMADGCSqGSIb3DA..  1000.0 7 MIGIMADGCSqGSIb3DQ.. MIGMADGCSqGSIb3DQ.. 1000.0
MIGIMADGCSqGSIb3DQ... MIGIMAOGCSqGSIb3DQ.. 1.0 b 8 MIGIMADGCSqGSIb3DQ... MIGMADGCSqGSIb3DQ... 1.0
B Create Block a x
.
Block was successfully created!
Block was NOT created!

Fig. 13. The result of the simultaneous mining of blocks of two processes

To optimize further work with the program, as well as to search for opportunities to
increase performance by changing the working environment, the performance aspects of
the system are studied depending on the adjustment of certain parameters. The first such
parameter is mining complexity. This parameter determines the number of zeros that must
be at the beginning of the hash in order for the work to be considered confirmed. Thus, the
complexity range from 1 to 7 is investigated (at complexity 8 and above, mining on the
working device takes too long). The results of the analysis are shown in Fig. 14.

3000000
2500000
2000000
1500000
1000000
500000
0

2721000

152500
3 20 60 800 6500

2 3 4 5 6 7
Time (ms) complexity

Fig. 14. Graph of the dependence of mining time on its complexity.

The time is shown in milliseconds. This graph shows that each subsequent complexity
increases the total time several times. This is due to a significant increase in the number of
operations that need to be performed during mining. Of course, mining also depends on
the power of the technical equipment. Real devices that mine on a regular basis are a
bunch of fancy processors and graphics cards. The dependence of mining time on
processor frequency is shown in Figure 15. The analysis was performed for mining
complexity - 5. The data shows that additional processor power can significantly reduce
mining time. The next subject of research is block creation. The main resource load at this
stage is the calculation of hash functions for transactions, for the block, and the construction
of a hash tree. The results of the study are shown in Figure 16. From the data obtained, it

20000 18770
15000
10000
5000 3940
0
0,0 0,5 1,0 1,5 2,0 2,5 3,0 3,5 4,0 4,5
TIME (MS) FREQUENCY (HERTZ)

Fig. 15. Graph of mining time versus processor frequency.

70 Electronics and Information Technologies * 2025 ¢ Issue 30



Information Technology for Data Authentication...

500
—e
o '.__.__*_—/+
0 200 400 600 800 1000 1200
TIME (MS}) Quantity of transactions

Fig. 16. Graph of block creation time vs. number of transactions.

can be concluded that the number of transactions in a block is its main resource load. This
should be taken into account when selecting the maximum number of transactions per
block.

The last study was to determine the dependence of blockchain validation time on the
number of blocks. The results of this study are shown in Figure 17. The graph shows a
linear dependence of the blockchain validation time on the number of blocks. This indicates
that the validation process is not overloaded with resource-dependent operations. As the
blockchain expands over time, you can expect the expected duration of blockchain
validation to be linearly dependent on.

500
400
300
200
100

0
0 200 400 600 800 1000 1200
TIME (M5} MNumber of blocks

Fig. 17. Graph of the dependence of blockchain validation time on the number of blocks.

RESULTS AND DISCUSSION

As a result of the work, an information system for verifying the authenticity of goods
based on blockchain technology was developed. All necessary modules for a complete
demonstration of the system were developed, including blockchain modules, a
manufacturer's user interface, and a web server. A P2P server was also implemented,
allowing the developed software applications to interact. The issues were studied, a system
analysis was carried out, and technical means of implementation were selected. After that,
the system was developed and its behavior was studied. The work also included a study of
the performance aspects of the developed system depending on the adjustment of four
parameters: mining complexity, mining time dependence on technical capabilities, block
creation time dependence on the number of transactions, and blockchain validation time
dependence on the number of blocks. The mining complexity was analyzed on a scale from
1 to 7 (at complexity 8 and above, mining on a working device takes too long). This
parameter determines the number of zeros that must be at the beginning of the hash in
order for the work to be considered confirmed. Each subsequent complexity increases the
total time several times. This is due to a significant increase in the number of operations
that must be performed during mining. Of course, mining also depends on the power of the
technical equipment. Real devices that mine on a regular basis are a complex of advanced
processors and video cards. An analysis of the dependence of mining time on processor
frequency was performed for mining difficulty - 5.

CONCLUSION

Additional processor power can significantly reduce mining time. The next study is an
analysis of the dependence of block creation time on the number of transactions. The main
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resource load at this stage is the calculation of hash functions for transactions, for a block,
as well as the construction of a hash tree. From the data obtained, it can be concluded that
the number of transactions in a block is its main resource load. This should be taken into
account when selecting the maximum number of transactions per block. The last study is
to identify the dependence of blockchain validation time on the number of blocks. The data
obtained shows a linear dependence of blockchain validation time on the number of blocks.
This indicates that the validation process is not overloaded with resource-dependent
operations. When expanding the blockchain over time, the expected duration of blockchain
validation can be calculated according to the linear dependence.
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IHOOPMALIUHI TEXHONOrI ANA AYTEHTU®IKALII JAHUX HA OCHOBI
BNOKYENHY

Bikmopisi Bucoybka? ©©, Onee Mpokinyyk! 0O, Mapiss Hazapkeeuy? DO ¥,
PomaH PomaHuyk' 0O

"Kagpedpa iHghopmayitiHux cucmem ma Mepex

HaujoHanbHozo yHisepcumemy «JfIbgiecbka ronimexHika,

8yn. Cmenara baHdepu 12, m. Jibeie, 79013, YkpaiHa

2Kagpedpa padioghizuku ma komMn'romepHUx mexHosnoail
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AHOTALIA

BeTyn. B cTatTi onMcaHo npouec po3pobneHHs TeXHONOorii iHpopmauiiHoi NigTpUMKN
nepesipKkM aBTEHTMYHOCTI TOBApiB HA OCHOBI 6rnokyeliH. B poboTi 3aicHEeHO OOCNigXEeHHS
weuakodii  po3pobrneHoi cMcTeMu 3anexHO Bif KOperyBaHHS YOTMPbOX MapaMeTpiB:
CKMafHIiCTb MaWHiHry, 3anexHiCTb Yacy MaWHiHry Big MOTY)XXHOCTEW TEXHIYHOro
3abe3neyeHHs!, 3anexHiCTb Yacy CTBOPEHHS B6MOKy Bif KiNbKOCTI TpaH3aKLUin Ta 3anexHicTb
Yyacy Banigauii 6rok4eriHy Bif KinbKocTi 6r1okiB.

MaTtepianu Ta meToaun. AHani3 CKNagHOCTI ManHiHry NPoOBOAMBCA B Mexax Big 1 o 7
(Ha cknagHocTi 8 Ta BinbLue, MavHiHT Ha pobo4oMy NPUCTPOI BiAByBaeTLCA 3aHaATO AOBIO).
Llen napameTp B13Havae KinbKicTb HyniB, WO MalTb ByT Ha novaTky xeLy, wob BBaxaTtu
poboTty nigTBepmxkeHot. [ani cknagHicTb 36inbluye 3aranbHUMM Yac poboTu y Aekinbka
pasiB. Lle nos’sizaHo i3 30iNblLUEHHAM KiNbKOCTi onepavuii, Wo HeobXigHO BUKOHATW Mpu
MaViHiHry. 3BICHO MalHiHI TaKoX 3anexuTb Bif, NOTY>KHOCTEW TEXHIYHOIO 3abe3neyveHHs, sKi
MatoTb BYTU KOMMIEKCOM NepeaoBUX MpoLLecopiB Ta BigeokapT. AHani3 3anexHocTi Yacy
MaWnHIHry Big YacToTu npouecopa NpoBedeHUn AN CKNaaHOCTI MaviHiHry - 5.

PesynbTatn. [ogatkoBa MOTYXHICTb MpoLecopa MOXe 3HayHO CKOpPOTUTU 4ac
MaWiHiHry. HacTynHum JocnigxeHHAM € aHani3 3anexHoCTi Yacy CTBOpeHHs 6noky Bia
KinNbKOCTi TpaH3akLin. OCHOBHE pecypCHE HaBaHTaXXEHHSA LbOro etany € 064MCrneHHs XeLu-
dYHKLiM onga TpaH3akuin ans 6noky, a Takox nobyaosa xelw-Aepesa. 3 OTPMMaHNX AaHNX
MOXHa 3pOOUTM BUCHOBOK, LUO KiNbKiCTb TpaH3akuiin GNOKy € OCHOBHWM WMOro pecypCHUM
HaBaHTaxeHHsM. Lle BapTo BpaxoByBaTV nNpu BUBOPI MakCUManbHOI KiNbKOCTi TpaH3aKLii
0o 6roky.

BucHoBku. OcCTaHHIM [OCMiIKEHHAIM € BUWSIBMEHHS 3anexHoCTi 4acy Banigauii
6rok4erHy Big KinbKocTi 6rokiB. 3 OTpMMaHWX AaHWMX BUNNMBAE MiHiHa 3anexHicTb vacy
Banigauii 6rnokyerHy Big KinbkocTi 6rokiB. Lle curHaniaye npo Te, Wwo npouec Banigauii He
nepeBaHTaXeHW pecypco3anexHuMm onepauiamu. Mpu po3wmpeHHi 6rok4YenHy 3 Yacom
MOXHa pO3paxoByBaTW Ha OdiKyBaHy TpvBaniCTb Banigauii 6nok4yeriHy 3a niHiNHO
3aNEeXHICTHO.

Knrouyoei crnoea — mepexeBuii 3B’A30K, iHpopMaLliiHa cuctema, KoHTpadbakTHMI ToBap,
TeXHOMOoris GIIOKYENH, XUTTEBUIA LMK NPOAYKTY, iHTENeKTyanbHa cuctema
noLuyky iHdopmadlii.
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