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The rise of blockchain technology has set the stage for groundbreaking decentralized
applications and smart contracts. Recently, there's been a surge in interest regarding the integration
of social media data into blockchain-based smart contracts, promising significant transformations
across sectors like finance, marketing, and governance. Essentially, this shift involves tapping into
the vast pool of data generated by social media interactions immutable smart contracts. By
capitalizing on blockchain transparency, security, and decentralization, this integration aims to
streamline processes, foster trust, and unlock new avenues for automation and efficiency.

This paper delves into the process of gathering data from YouTube, a prominent video-sharing
platform, via its API for use in an integrating data into smart contract. YouTube boasts an extensive
repository of data ripe for various applications. The research utilizes Node.js, Solidity, and
YouTube API technologies. Furthermore, it explores incorporating this gathered information into
a smart contract, enriching features within a decentralized ecosystem. The incorporation of social
media data into a smart contract offers fresh prospects for data-driven decision-making and content
verification, contributing to the advancement of blockchain-based applications and services. The
process of converting data into smart contracts is divided into several main stages. The article also
provides the results of execution time testing for transferring data from social media into smart
contracts. The conducted tests showed a significant reduction in execution time thanks to the
utilization of the YouTube API along with Node.js and Solidity technologies. This approach to
integrating data into smart contracts can be applied for further analysis and content verification,
fostering the development of blockchain-based applications and services.

Keywords: cryptocurrency, smart contract, Solidity, social media, decentralization, data
analysis.

Introduction.

Smart contracts based on blockchain technology open up new opportunities for secure and
automated data exchange. This technology has been widely used in many fields, such as banking,
social media and mand in many another areas. Transferring data into smart contracts is becoming
the backbone of the security and efficiency of digital transactions, but this issue is not always
simple. Integrating smart contracts with external data sources is an important aspect of
blockchain technology, as it enables decentralized applications to interact with real-world data.

Overall, addressing the challenge of efficient and secure data transfer to smart contracts
requires careful consideration of data integrity, format, transmission methods, and gas costs
[1, 2]. By implementing robust security measures and using appropriate technologies, it is
possible to ensure the efficient interaction of smart contracts with external data sources, while
maintaining the integrity and security of the blockchain network [3]. This can include text
strings, numeric values, structured objects such as JSON, or even references to external data.
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Related work.

In this section the potential widespread applications of smart contracts across various
domains are explored. Previous studies have extensively discussed their versatility and
implications. Additionally, there is a notable discussion regarding the tools available for crafting
smart contracts, alongside an examination of emerging trends in Bitcoin [4, 5]. One significant
aspect highlighted in this paper is the utilization of data signature methods for securely retrieving
data, relying on QR code generation as part of the signature process [6].

However, incorporating data retrieved directly from the YouTube API into a blockchain-
based smart contract poses certain challenges. Despite the considerable attention smart contracts
have garnered from researchers, the volume of published literature remains relatively limited.
This article delves into a method for integrating real-time data from social media into smart
contracts, a job that presents its own set of complexities and metrics.

Research methodology.

YouTube was selected from the existing social platforms for data mining. YouTube stands
as more than just a video-sharing platform; it's a versatile social network where users can both
upload their own content and engage with others in real-time [7]. Often labeled as a social media
platform, YouTube's interactive and community-driven essence sets it apart. While its core
function revolves around sharing videos, it incorporates numerous features synonymous with
social media [8]. Through tools like comments, likes, dislikes, shares, and subscriptions,
YouTube fosters user engagement and interaction. Individuals can connect with content creators
and fellow viewers by leaving feedback, reacting to videos, and circulating content across their
networks. This is why YouTube is considered a social media platform [9, 10].

In order to get data from YouTube, the YouTube API [11] is used. This API provides a set
of tools and protocols that enable developers to programmatically access and interact with
YouTube's features and data. This data may encompass various elements such as user profiles,
videos, playlists, comments, likes, and other relevant information.
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Fig.1. Process of data transformation from social media to smart contract

Implementation of data transfer into a smart contract involves dividing the transformation
process into several stages [14]. Collecting data from social media for use in a smart contract
involves several steps and stages due to the decentralized and potentially sensitive nature of the
data. However, we can represent the transformation process conceptually. Let's break down the
pie chart into different stages of the transformation process. Each of this process take part of data
integration:
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1.

2.

Data Collection stage involves gathering various types of data from different sources
such as databases, APIs, user input, etc., accounting for about 15% of the process.
Data Processing makes up 15% of the process, once collected, the data needs to be
processed to ensure its accuracy, consistency, and relevance. This could involve
cleaning the data, removing duplicates, handling missing values, etc.

Data Transformation stage, constituting 25% of the process, is where the actual
transformation into smart contracts occurs. It involves converting the processed data
into a format suitable for smart contract execution. This may include defining contract
structures, encoding data, and implementing security measures.

Smart Contract Deployment: after the transformation, smart contracts are deployed
onto the blockchain network, making up 20% of the process. This stage involves
interacting with blockchain platforms, deploying the contracts, and configuring
necessary parameters.

Execution and Monitoring comprising 20% of the process, once deployed, smart
contracts execute predefined functions autonomously. Monitoring is crucial to ensure
that contracts behave as expected, handle transactions correctly, and adhere to
predefined rules.

Maintenance and Updates: smart contracts may require maintenance and updates over
time to adapt to changing requirements, fix bugs, or implement new features. This
stage, accounting for 5% of the process, involves managing contract versions,
upgrading contracts, and handling backward compatibility.

Figure 2 depicts all the stages involved in extracting data from YouTube and integrating it
into a smart contract, as listed above, in sequence. Additionally, each of these stages conducts
data transfer and ensures trust and transparency within the blockchain ecosystem.

Chart Data Transformation
into Smart Contracts

Execution and Monitoring

Maintenance and Updates

Data Collection Smart Contract Deployment

Data Processing

Data Transformation

Fig. 2. Chart of process of data exchange into smart contract.

Results and discussion.
Data extraction from the YouTube API can be implemented using various programming
languages [11]. For this research, Node.js [12] was chosen to facilitate API communication and
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data retrieval. Figures 2 and 3 showcase the results obtained from querying the YouTube
API [11].

[{"kind":"youtube#searchResult","etag": "DAdRJVIWMIcW1LJAATSAHvUvi-Y","id" : {"kind": "youtube#channel", "channelld":"U
21T07:36:312","channelld" : "UCIWh7F3AFyQ_x81VKzr9eyA","title":"Smart Contract Programmer","description”:"This chann
our adventures where ..." "thumbnails":{"default":{"url":"https://yt3.ggpht.com/PUHc3klkptoEzGifg]8PmX2kkIS6GLVehH
{"url™:"https://yt3.ggpht.com/PUHc3klkptoEzGifgj8PmX2kk]S6GLVehH3EY8Qdhz8c1T11jgbAERMe0Qe-12IFSIFCAXRCe=5240-c-k-c@
{"url™:"https://yt3.ggpht.com/PUHc3klkptoEzGifgj8PmX2kk]S6GLVehH3EY8Qdhz8c111jgb4ERMeoQe-12IFSIFCAXRCe=5800-c-k-c@
Programmer" ,"liveBroadcastContent”:"none","publishTime":"20819-84-21T87:36:312"}}, {"kind" : "youtube#searchResult","e
{"kind":"youtube#video", "videold":"M576WGiDBdQ" }, "snippet™ : {"publishedAt":"2621-89-089T13:38:227", "channelld": "UC8b
Expert Python Tutorial","description":"This course will give you a full introduction into all of the core concepts
{"url":"https://1i.ytimg.com/vi/M576WGiDBdQ/default. jpg", "width":120, " height":9@}, "medium": {"url": "https://i.ytimg.
{"url":"https://1i.ytimg.com/vi/M576WGiDBdQ/hgdefault. jpg", "width":480, "height":360}}, "channelTitle": "freeCodeCamp.
{"kind":"youtube#searchResult"”,"etag": "fIy-GONKyNvBM18hjoIUeglshxA","id" : {"kind": "youtube#playlist", "playlistId":"
14T11:27:417","channelId" : "UCIWh7F3AFyQ_x81VKzr9eyA","title":"Solidity 0.8","description”:"","thumbnails":{"defaul
{"url":"https://i.ytimg.com/vi/xv30mztShIw/mgdefault.jpg", "width":328,"height":180},"high": {"url":"https://i.ytimg
Programmer","liveBroadcastContent":"none","publishTime":"2021-89-14T11:27:412"}},{"kind" : "youtube#searchResult","e
{"kind":"youtube#video","videoId": "umepbfKp5rI"},"snippet”:{"publishedAt":"2023-06-07T13:14:127","channelld": "UCn-
Powered By AI - Full Course (@ - 6)","description":"This course will give you a full introduction into all of the
{"default":{"url":"https://i.ytimg. com/vi/umepbfKp5rI/default.jpg", "width":128, "height":90}, "medium":{"url": "https
{"url":"https://i.ytimg. com/vi/umepbfKp5rIl/hqdefault. jpg","width":488, "height":360}},"channelTitle":"Patrick Colli
{"kind":"youtube#searchResult"  "etag": "F9iKaagBcNGckVTtAwxRUINbxvU","1d" : {"kind" : "youtube#video" , "videoId" : "ZE2HxT
20T20:00:83Z","channelld": "UCnxrdFPXIMeHru_b4Q vTPQ","title":"Smart contracts - Simply Explained”,"description”:"W
let's find in plain English!","thumbnails":{"default":{"url":"https://i.ytimg.com/vi/ZE2HxTmxfrIl/default.jpg", "wid
{"url":"https://i.ytimg. com/vi/ZE2HxTmefrI/mgdefault. jpg", "width":328, "height":188}, " "high": {"url":"https://i.ytimg
Explained","liveBroadcastContent”:"none", "publishTime":"2017-11-26720:00:0832"}},{"kind": "youtube#searchResult”,"et
{"kind":"youtube#video","videoIld":"pyalppMhuic"},"snippet”:{"publishedAt":"2021-05-09T18:33:447" "channelld": "UCsY
Animated)","description":"Are you wondering what a Smart Contract is? Well, a smart contract is an agreement betwe
{"url":"https://i.ytimg.com/vi/pyalppihuic/default.jpg", "width":120,"height":9@}, "medium": {"url":"https://i.ytimg.
{"url":"https://i.ytimg.com/vi/pyalppthuic/hgdefault.jpg","width":488, "height":36@}},"channelTitle": "Whiteboard Cr
{"kind":"youtube#searchResult","etag": "LbzNjXh5tCEF71wKdOugplPqV34","1d" : {"kind" : "youtube#video", "videoId" : "RQzuQb
92719:080:087Z","channelld": "UCY@xL8VENzzFcwzHCgBBorQ", "title": "Learn Solidity in 28 Minutes!","description":"Become
Intro @1:00 What ...","thumbnails":{"default":{"url":"https://i.ytimg.com/vi/RQzuQbldfBM/default.jpg", "width":126,
{"url":"https://1i.ytimg.com/vi/RQzuQb@dfBM/mgdefault. jpg", "width":3208, "height":180},"high": {"url":"https://i.ytimg
University","liveBroadcastContent”:"none","publishTime":"2022-89-82719:00:072"}},{"kind": "youtube#searchResult","e
toXe"}, "snippet”:{"publishedAt":"2022-86-19T13:00:157","channelld":"UCn-3f8tw_E1jZvhuHatROwA","title": "How to Audi
learn the auditing 181 of smart contracts, and understand basic tooling for doing an audit, like slither, echidna,

Fig. 3. Raw data get from social media

Upon collection, the acquired data undergoes processing to extract essential information
and is formatted in a manner suitable for integration into a smart contract. This data encompasses
details relevant to the topic of smart contracts video queries, including video titles, thumbnail
images, publication timestamps, descriptions, video links, unique identifiers, channel names, and
associated comments. Figure 2 illustrates the stored video data, comprising approximately 1000
unique items, structured in JSON format [13].

On Figure 3, receiver data from another request regarding comments and videos is
presented in a visually appealing format. Figure 4 showcases the code demonstrating how to
establish a connection via Node.js to the YouTube API.

After extracting and analyzing data from social media, the subsequent stage involves
utilizing a smart contract platform for data exchange. Solidity [15, 16] is chosen as the platform
for transferring the data. For the research, 1000 unique elements were selected and transferred
into a smart contract using Node.js and Solidity. All tests were conducted on a Windows
operating system, utilizing a system with 16GB of RAM and an Intel Core i5 processor. The
results of these tests are presented in Table 1.
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’ ) “kind": "youtube#searchResult”,
"Rt601q9C__wol EgMROXL6Tkhulw"”,

"youtube#tvideo

: “pyalppMhuic”
176 = "snippet”: {
177 “"publishedAt”: "2021-65-09T18:33:442"
178 “channelld": "UCsYYksPHiGqXHPoHI-fmSsg”
79 "title": "What are Smart Contracts in Crypto? (4 Examples + Animated)”,

“description”: "Are you wondering what a Smart Contract is? Well, a smart contract
- “thumbnails": {
. "default”: {
"url": "https://i.ytimg.com/vi/pyalpphhuic/default.jpe”,
"width": 120,
"height”: 90
v “medium”:
“url™: “https://i.ytimg.com/vi/pyalppMhuic/mqdefault. jp,
"width™: 320,
"height": 180
- “high"

https: //1.yting. com/vi/
"width": 480,
"height": 360

"url™ pyalppMhuic/hqdefault. jpg”,

“channelTitle": “Whiteboard Crypto”,
“liveBroadcastContent™: “none”,
“publishTime™: "2021-@5-@9T18:33:447"

"kind": "youtube#searchResult"”,

Fig. 4. Data Received from YouTube API.

import express from “express”;
import { google } from “googleapis”;

1
2
3 import ‘dotenv/config’;
El

const app = express();
const port = process.env.port;

5

6

7 const apiKey = process.env.apiKey;

8 const p 1 = "https://www.googleapis.com/youtube/v3";
a const youtube = google.youtube({

1@ version: 'v3',

11 auth: apiKey,

12 ]

13

14 app.get("”/search-with-googleapis™, async (req, res, next) => {
15 try {

16 const searchQuery = req.query.search_query;
17

18 const response = await youtube.search.list({
19 part: ‘snippet’,

20 q: searchQuery,

21 type: ‘'wvideo',

22 maxResults: 100

23 9]

24 const titles = response.data.items.map((item) =»> item.snippet.title);
25 console.leg(titles.length);

26 res.send(response.data.items);

27 } catch (err) {

28 next(err);

29 t

3@ 1)

31

32 app.listen(port, () => {

33 console.log( Server start on port ${port} );
34 console.log()

35 1)

Fig. 5. Method to Retrieve Data from YouTube API.
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Table 1. Time extract items from API to smart contract.
Count of items Time (s)
1 0.04
10 15
100 35.8
500 440.2
1000 672.8

In Fig. 6 the plot of dependence of execution time on the number of objects. For a huge
amount of data integrate, the relationship between execution time and the number of objects

retrieved might not be linear.

Original method integration

1000

800

600

Count of ltems
.

400

107t
Time (s.ms)
Fig. 6. Plot of extracted data from YouTube API into smart contract

The x-axis represents the time taken for extraction, measured in seconds, ranging from 0.04
to 672.8 seconds, while the y-axis represents the count of items extracted from the API, ranging
from 1 to 1000. The line graph illustrates the relationship between the count of items and the
time taken to extract them from the API to the smart contract. As the count of items increases,
there is a noticeable trend of the time taken also increasing. Initially, with 1 item, the extraction
time is minimal, at approximately 0.04 seconds. However, as the count of items escalates to 10,

100, 500, and 1000, the extraction time significantly increases, reaching 1.5 seconds, 35.8
seconds, 440.2 seconds, and 672.8 seconds, respectively. This suggests a non-linear relationship
between the count of items and the extraction time, indicating that the extraction process
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experiences diminishing efficiency gains as the count of items grows. This relationship is
visually depicted in Figure 6.

Table 2 presents a comparative analysis of execution times for various data integration
methods, including original, caching, and compression techniques. The table showcases the
efficiency gains achieved by caching and compression methods compared to the baseline

execution times of the original method across different counts of items.

Table 2. Comparison of execution times for data integration methods

Compression Time
Count of Items Original Time (s) (s) Caching Time (s)
1 0.04 0.0133 0.008
10 15 0.7 0.58
100 35.8 12.93 9.16
500 440.2 166.73 120.04
1000 672.8 236.27 184.56

Compression reduces the size of the data being processed, which decreases the time
required to transfer and store the data. By compressing data before processing, we can achieve
faster integration times. The result is shown in Figure 7.

Execution compression method integration

1000

600

Count of Items
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o

Fig. 7. Compression method for data integration

Time (s.ms)

10?

Caching involves storing frequently accessed data in a temporary storage area, which
reduces the need to repeatedly fetch or compute the same data. The result is shown in Figure 8.
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Execution caching method integration
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Fig. 8. Caching method of data integration

107*

Incorporating caching and compression into the data integration process yields substantial
performance gains. Caching provides immediate access to frequently used data, significantly
reducing integration times. Compression minimizes data size, making the transfer and processing
more efficient. These optimizations are crucial for handling large volumes of data in a timely
and resource-efficient manner, making them essential techniques for modern data integration

tasks.
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Fig. 9. Time efficiency of different integrating methods
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Incorporating caching and compression into the data integration process yields substantial
performance gains. Caching provides immediate access to frequently used data, significantly
reducing integration times. Compression minimizes data size, making the transfer and processing
more efficient. These optimizations are crucial for handling large volumes of data in a timely
and resource-efficient manner.

This type of data processing through smart contracts offers several advantages. Data
transmitted to smart contracts benefits from cryptographic security, ensuring protection against
tampering and unauthorized alterations. This cryptographic security makes it practically
impossible to modify the data without the appropriate permissions, thereby enhancing the
integrity and trustworthiness of the data. Smart contracts can automatically perform actions
based on input, simplifying the process of deals and transactions. The history of all transactions
and data operations is recorded in the blockchain, which makes processes more transparent and
inaccessible to falsification.

Conclusions.

This article examines the method of transferring real data extracted from social networks
into smart contracts. During the research, data was obtained from social networks into smart
contracts using YouTube API tools, Solidity based on the node.js framework. Smart contracts
provide immutable storage, ensuring the integrity of data retrieved from JSON. Once data is
stored on the blockchain, it cannot be altered or tampered with, enhancing trust in the retrieved
information. Smart contracts can automate processes based on data retrieved from JSON,
executing predefined actions when specific conditions are met. This automation can streamline
operations and reduce the need for manual intervention. By storing JSON data on a blockchain,
transparency is enhanced as all transactions and data modifications are recorded and visible to
relevant parties. This transparency can improve accountability and trust in the system.
Transferring data into smart contracts creates a secure and reliable environment for information
exchange, which can facilitate the development of many digital applications in the future.
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Po3BUTOK TexHOJNOrii OJOKYEHH CTBOPUB OCHOBY MJIsi HOBaTOPCHKUX JICIEHTPAaNi30BaHHX
mporpaM 1 cMapT-KOHTpakTiB. OCTaHHIM YacoM CIIOCTEPIraeThbesl 3pOCTAlOUMi IHTEpec M0
iHTerpamii JaHuX COLIaNbHUX Me/ia B CMapT-KOHTPaKTH Ha OCHOBI OJOK4YElHY, IO mependavae
3HaYHI NEPETBOPEHHS B TaKUX CEKTOpax, sK (iHAHCH, MapKeTHHT i ympaBiiHHA. CyTTeBUM
ACIIEKTOM IIi€1 3MiHH € BUKOPHCTAHHS BEIMYE3HOTO 00CSTY IAaHUX, [0 TEHEPYIOTHCS B COMIAIBHIAX
Mepexax, a TaKOX HE3MIHHICTh CMapT-KOHTPAKTiB. 3a JOMOMOIOI0 MPO30pOCTi, Oe3meku Ta
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JleneHTpaiizanii 6J0K4eiHy, IS iHTerparis CrpsMoBaHa Ha CIIPOLICHHS IIPOLECIB, ITiIBHIICHHS
PIBHS IOBIpH Ta BIIKPUTTS HOBHX MOXIIMBOCTEH JJI aBTOMATH3allil Ta IMiABUICHHS €()eKTHBHOCTI.

V wiit cTaTTi po3msAaEThCS Hpolec 300py JaHUX 3 BigoMoil cowianbHoi miatdopmu YouTube
11 0OMiHY BiZieo, MOBIJOMJIEHB, L0 MICTUTh BEJHMKE CXOBHIIE NAaHUX, depe3 Il MPpUKIaJAHUHA
nporpaMuui iHtepdetic. st mocmimkeHns Bukopuctano texHouorii Node.js, Solidity Ta YouTube
API. KpiM TOro, BiH JOCHIIKye MOXIHUBICTh BKIIOYCHHs wi€i 3i0panoi iHdopmauii B cmapT-
KOHTPAKT, 30arauytoun QyHKII] B paMKaX JEIeHTPaTi30BaHOI €KOCHCTEMH.

[HTerpamis maHMX COIiaNBPHHX MeZia B CMapT-KOHTPAKT BiJKPHBAE HOBI ITEPCIIEKTHBH IS
MIPUIHATTS pillleHb Ha OCHOBI JJAHUX Ta IIEPEBIPKU BMICTY, CIIPHSIOUN PO3BUTKY JOAATKIB 1 MOCIYT
Ha OCHOBI OJIOKYEHHY. Y CTaTTi ONMCaHO OCHOBHI €TaIlH MPOLECY NMepeBeAEHHs JaHUX Yy CMapT-
KOHTpakTu. [Ipomec nepeBeseH s JaHUX y CMapT-KOHTPAKTH MOIUIIETHCS Ha JEKiTbKa OCHOBHHX
eTalliB, JIeTaJbHO OMHMCAHMX Y CTaTTi. TakoX y CTaTTi HaBeIEHO PE3yJIbTAaTH TECTYBaHHS 4acy
BUKOHAHHA I NEePEBEACHHS JaHMX i3 COLIAIbHUX MEPEX Y CMapT-KOHTpakTH. IIpoBeneHi Tectu
MOKa3aJii 3HAa4YHEe CKOPOYCHHS Yacy BUKOHAHHS 3aBISIKH BuKopHcTaHHIO YouTube API pasowm i3
texHomnorisimu Node.js i Solidity. Takuit miaxin iHTerpamii JaHUX y CMapT-KOHTPAKTA MOXKeE OyTH
3aCTOCOBAaHMH IS MOJAJBIIOTO aHANI3y Ta MEepPeBIPKU BMICTY, CIIPUSIOYM PO3BUTKY JOIATKIB 1
IIOCITYT Ha OCHOBI OJIOKYEHHY.
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