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This research investigates methods to identify and prevent cheating in online games, focusing
on Counter-Strike (CS). It explores various cheating behaviors and their evolution alongside anti-
cheat development. The limitations of current anti-cheat systems, exemplified by Valve Anti-
Cheat and Faceit Anti-Cheat, are highlighted through real-world cases where cheating suspicions
arose but no conclusive evidence was found. The paper proposes analyzing player mechanics,
including keyboard patterns and movement, as a potential solution to detect radar hacks,
smurfing, and unsportsmanlike behavior. By training a system on player behavioral patterns, the
authors aim to create a fairer and more enjoyable online gaming experience for CS players.
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This paper examines various types of cheating and user behavior in order to identify
approaches for identification and effective prevention of such phenomena. The analysis is
carried out on the example of the popular game Counter-Strike, describes the types of cheating
in esports over the years, the development of cheats and ways to combat them. The current
problems of cheat identification and existing solutions are highlighted using the example of
Valve Anti-Cheat and Faceit Anti-Cheat.

The relevance and sensitivity of this topic is illustrated by cases where players were
suspected of cheating, but no one was able to provide evidence [1]. To date, players who have
confessed to using cheats and have bans on various platforms (Faceit, ESEA, Challengermode)
have not received an account ban on the Steam service from Valve. During the qualifying
matches for the World Cup, the Challengermode platform administrators disqualified the team
[2] for using cheats, but the anti-cheat from Valve did not identify cheating.

An overview of the approaches to combating Aimbot-type cheats is provided. The
classification system for identifying smurfing is also considered using the example of the
Dota2 game, its advantages and disadvantages. In general, the paper considers the development
trend of anti-cheats that work on the client computer, their effectiveness, the method of
collecting datasets of unfair games using the Overwatch service, and the effectiveness of
detecting unfair players using a neural network from Valve.

Anti-Cheat and Cheating Techniques. Computers and video games are closely
intertwined, with the development of one influencing the development of the other. Esports, or
competitive video gaming, is a testament to this relationship. Esports has transformed over
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time from amateur tournaments between friends into a major industry with millions of fans,
professional players, teams, and sponsors.

The inaugural Space Invaders tournament transpired in 1982, offering a monetary prize of
$10,000 to the victorious participant. This event is widely recognized as one of the earliest
official esports competitions. The first formalized video game competition was conducted in
1972 at Stanford University (USA) for the game "Spacewar!". The 1980s witnessed the
ascendancy of arcade games. In 1980, Atari sponsored a Space Invaders tournament that
attracted over 10,000 participants [3]. In 1982, Twin Galaxies established the first professional
gaming team and organized international competitions against national teams from Japan, Italy,
and Great Britain. These competitions were covered by several prominent publications and
television channels.

Diminished expenses, technological advancements, the proliferation of the internet, and
the advent of personal computers served as catalysts for the growth of esports. Leagues such as
ESL, CPL, and WCG were established. Major sponsors included Samsung Corporation and
South Korean ministries. The overarching concept was to elevate esports to an equivalent of
the Olympic Games. In 2005, approximately 800 players from 70 countries participated in the
final event held in Singapore. Over a million individuals partook in the preliminary national
qualifiers. Cheating presents a persistent challenge in any FPS (first-person shooter) game. As
the Counter-Strike series held the top spot in popularity for an extended period [4], cheating
became an inherent aspect of the game. A cheat is software or code employed to gain an unfair
advantage in a computer game.

In 1999, college students Minh Le and Jess Cliffe created a modification for the game
Half-Life. Half-Life was revolutionary due to its Gold Source game engine. New weapons,
maps, and bug fixes were released every 3-5 months. Notably, a melee knife was added in
BETA 3. The popularity of the modification grew significantly during the release of Beta 5 and
Beta 6, and by early 2000, Counter-Strike had become the most popular online game according
to CLQ (Champions League for Quake). As Counter-Strike neared the end of its beta testing
phases, the player count tripled compared to the figures at the start of 2000 [5]. On April 12,
2000, Counter-Strike was acquired by Valve Corporation. Even during this early period,
methods of cheating, known as cheats, were also being developed alongside the game. Cheats
are third-party software or modifications that give players an unfair advantage in online games,
violating the established rules of the game. The first cheats were console commands within the
game. Only the server administrator could grant access to use these commands - noclip, God
mode, and other commands. One of the first cheats was called Trainer [6]. This program
provided certain advantages - unlimited ammunition, unlimited character health points, no
weapon reloading, and more.

In 2001, cheats well-known to most users appeared - WallHack and Aimbot. WallHack is
a special cheat program that gives an advantage over other users. The advantage is that a
WallHack player can see other players through walls. Aimbot is popular software that is
commonly used in first-person and third-person shooters. Aimbot's function is to make aiming
easier in the game. Once Aimbot is installed, it will lock your cursor onto your enemies, so you
can shoot with perfect accuracy. Modern Aimbot can be configured to make aiming look like a
real user's actions.

Cheats were available on various forums that users could easily download. This led to
user complaints that game developer Valve had to address. In April 2002, Valve released the
first anti-cheat VAC1. In-game bans were temporary (from one to five years). The first version
was not perfect. With each new version, the anti-cheat improved, the number of bans increased,
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and users were added to a public list of banned players. Already at that time, many users
received false positives in the game.

At that time, VAC checked the user's computer's RAM for manipulations with the game's
memory. A WallHack block was also created - a constant check to see if the user can see the
opponent's players through an obstacle (wall). If not, then the opponent's game model was not
displayed.

In 2004, a new version of the game CS Source was released for the first time, which used
a game engine called Source. Most of the users who played the previous version did not switch
to the new version. Therefore, cheats were more actively developed for the 1.6 game version.

In 2005, Valve's response was to release a new version of the anti-cheat VAC2 [7].
Unfortunately, this did not affect the hackers, who always kept their solutions up to date. At
this time, a new cheat appeared that provided users with information about the location of
opponents using audio. It was called LanHack.

It's worth mentioning here that the Ukrainian team Natus Vincere was formed in 2009.
They competed in version 1.6. Over the course of a year, the team won four major tournaments
in a row, which is still a record today [8].

After that, in 2012, a new version of the game CS GO was released. It can be said that
this game was very different from the previous version. New cheats appeared just 2 days after
the release of the version.

In 2013, Valve released a new service called Overwatch, which allows players to review
matches and report whether they believe a particular player is using a cheat. The final decision
is the result of the opinions of 10 reviewers [9]. All matches played in the competitive ranked
game mode are saved in demo format, and they used them to develop an Al model [10] to
detect player behavior based on the frequency of changes in the player's viewing angles. Demo
recordings that the model flagged as fraudulent were sent to the Overwatch system and used as
feedback for the model.

Even some esports athletes were banned by the anti-cheat. The most famous is probably
Hovik "KQLY"™ Tovmasyan [11], who received a VAC ban - a ban from Valve [7]. Another
Swedish player, Joel "Emilio" Mak, was banned during a match against the Hellraisers team
[12]. But many other professional players have been suspected of cheating, although their guilt
has not been proven. In 2020, a leak became known. The code for the 2017 version of the game
was fully available to all abusers [13]. Work [14] analyzed the largest Game Hacking forums
(MPGH) [15] and UnknownCheats (UC) [16], where information about various cheats is
posted. The structure of these communities, the types of cheats and the tools with which they
are developed, the users and the games for which the cheats are written are described.

There were hvh (hacker vs hacker) communities on various forums [17]. There, players
who like to play unfairly teamed up to play on a common server.

In 2023, a new version of the game CS2 was released, which uses the Source2 game
engine [18]. Fig. 1 and 2 show the dynamics of changes in search queries for the CS GO and
CS2 versions. Source 2 is a 3D game engine currently under development by Valve as the
successor to Source. Source 2 is written in C++ using the following key technologies:

e Vulkan - a modern API used for 3D graphics rendering. Vulkan provides high
performance and flexibility, making it ideal for game engines.

e Havok Physics - a physics engine used to simulate actions based on physical laws in
games. Havok Physics can simulate a wide range of physical phenomena, such as collisions,
deformation, and fluid behavior.
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e Steamworks - an API used to integrate games with the Steam platform. Steamworks
provides access to features such as online multiplayer, achievements, cloud saves, and
community.

® cs2

Search term + Compare
Worldwide ¥ 2004 - present ¥ Games ¥ Web Search v
Interest over time @ 4 oL
Fig. 1: Illustrating the Rise in Popularity of the Search Term "cs2" from the 2005
° (.:S go + Compare
Search term
Worldwide ¥ 2004 - present ¥ Games ¥ Web Search

[«

o <

Interest over time @

5 } Note
g
8

Fig. 2: Depicting the Downtrend in Popularity of the Search Term “cs go”



92 Y. Kuzhii, Y. Furgala
ISSN 2224-087X. Electronics and information technologies. 2024. Issue 26

C++ Standard Library: used for tasks such as memory handling, containers, and
algorithms. The C++ Standard Library provides the basic functionality needed for game engine
development.

Source 2 also uses a number of other technologies, such as OpenGL, OpenAL, SQL.ite,
and Lua.

CS2 users constantly raised the problem of cheaters in matchmaking. Since the previous
version was completely replaced with a new game, millions of users immediately started
playing the new game. At the start of the game's release, most of the ranked users were
cheaters. At the moment, there is a fairly large selection of cheats for Cs2 on well-known
forums [19]. They later received VAC bans. With the release of the VAC NET update, some
professional players received false positive bans, which Valve later overturned.

® anticheat

Search term

+ Compare

Worldwide + 2004 - present ¥ Games ¥ Web Search +

Interest over time @ 4 O <

P,

Fig. 3. lllustrating the Popularity Trend of the Search Term "anticheat"

The overall state of the problem has reached a level where situational responses to
cheating have become clearly insufficient, and there is a need to develop and implement
systemic approaches to its solution. Since 2020, the number of search queries related to this
issue has begun to grow rapidly. This is due to the period when, due to COVID 19, the number
of online users in various game genres increased. In the article [20], great attention is paid to
such cheats as Aimbot. The Aimdetector program was created, which identified cheaters,
taking into account the discrepancy between the behavioral characteristics of players of
different game levels. A low-level player with an aim cheat will usually not have such high
mechanical characteristics (character control in the game), will make many mistakes - choosing
a position, managing ammunition, etc.

In the work [21], an open-source anti-cheat [22] and an anti-cheat from Valve were tested
to detect Aimbot cheats, whose behavior is similar to that of real players. The researchers came
to the conclusion that the higher the level of the player, the more difficult it is to understand
whether he is using auxiliary programs for the game. It was found that some players can shoot
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while the game model is moving. Such behavioral patterns are not characteristic of mid-level
and high-level players. Therefore, in further research, it is worth paying attention to the study
of how well the player controls the model and whether he uses the keyboard correctly in
comparison with professional players. Although this work did not provide quantitative
indicators of the player's level (game level on the Faceit platform). The accounts of players
who used cheats were not classified by the service [9] as suspicious.

Smurfing is a term used in computer games to describe experienced players who
intentionally create new accounts to play with less experienced players. This problem also
exists in CS2 on the Faceit platform. A player who is a smurf and helps to raise the rating of
other players, receiving a financial reward, is called a booster. In [23], the problem of boosters
in esports is considered, quantitative indicators are described, for example, the relative
indicator of boosters. The main reason is the financial component. South Korea is fighting this
phenomenon at the legislative level. Image recognition will help identify smurfs and boosters.

Smurfing can be identified by analyzing the statistical indicators of players over 20
matches [24]. In this work, the PCA method was used to determine the characteristics that help
to form a complete image of the smurf. In the work [25], the author investigated the impact of
smurfs on ordinary players. Of course, he came to the conclusion that this is a negative
experience. Game manufacturers should do more to protect. Although these users who are
smurfs do not consider their behavior to be dishonest, but perceive such an experience as an
opportunity to play against a strong player.

With the growth of the popularity of esports, fixed-result matches, the so-called 322, have
become a problem. Match-fixing is when players or teams intentionally lose a match by
agreement or for money. The term "322" has an interesting history. Team ROX.KiS player
Alexei Solo Berezin placed a bet on his loss in the amount of $100 USD at odds of 3.22, thus
the winning amount was $322.

In the work [26], various aspects and types of unsportsmanlike behavior are considered.
The author came to the conclusion that the boundaries of sports behavior are vaguely defined
and difficult to interpret unequivocally. And any online game is a favorable environment for
unsportsmanlike behavior and cheating. Sometimes it can increase the interest and attention of
viewers to the game.

In 2011, the Faceit platform was created in London. It has a different rating system and
anti-cheat compared to Valve. Most ranked players play their regular and tournament matches
there. Faceit Anti-Cheat will be described below. It must be installed for each user. A list of
reasons [27] for which you can be banned from the game for a different period of time is
published on the Faceit platform. These reasons are related to the use of cheats, violation of
platform rules, or behavior directly in the game. Most bans are issued after complaints are
considered by the support service and may not always be objective.

Even at offline tournaments, cases of playing with cheats are known [28]. However, today
the main problem in esports is the radar hack and fixed-result matches. For ordinary users, the
problem is smurfing and various types of unsportsmanlike behavior in the game.

Radar hack is a type of cheat used in CS2 to give players an unfair advantage. This cheat
allows you to see the positions of all players on the opposing team on the radar, even if they are
behind walls or in other places where they cannot be seen normally.

DMA (Direct Memory Access) is a technology that allows computer peripherals (such as
video cards) to access system memory directly without involving the CPU. This can
significantly improve computer performance for some tasks. DMA can be used for radar
hacking in the following way: The cheat uses DMA to access system memory. The cheat
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searches memory for player position data and sends it to another device. Therefore, the system
anti-cheat is not able to identify the behavior of the player-system due to memory
manipulations through DMA.

With the growth of esports and bookmakers' bets on games, the problem of cheating has
become particularly relevant. Most tournaments are held in online mode. This makes it difficult
to check the honesty of the players. The prizes of the most popular tournaments are measured
in millions of dollars.

The most popular solutions today are VACnet and Faceit Anti-Cheat.

FACEIT Anti-Cheat is a system for ensuring honesty and security in the gaming
environment. The system consists of three main components:

o Client - runs during the game for protected games, such as CS2, and collects data
about gameplay and player behavior.

o Kernel driver - loads during system startup and provides low-level protection against
unauthorized access to game processes.

o Server-side SDK - used for secure data exchange between the client and the server, as
well as for data analysis and fraud detection.

The Faceit Anti-Cheat system is designed with security and data privacy in mind. It
complies with GDPR and other data protection regulations.

To combat smurfing, the Faceit platform uses MFA and KYC [29]. Historically, the
platform has changed its approach to dealing with smurfs [30] and users with multiple
accounts. These methods can be quite effective for new accounts, but smurfs often use inactive
accounts of existing users. It is also possible to create a request to the support service, indicate
another player's account and wait for the application to be considered. This process is quite
imperfect. By using programs that change the component IDs, it is easy to mislead the support
service and this player will continue his activity.

Conclusions. Cheating as a type of player and team behavior has been a significant
problem in online Counter-Strike games since the game's release. The most popular platforms
that provide identification of this today are VACnet and Faceit Anti-Cheat. Faceit Anti-Cheat
is a more effective solution according to the assessment. Faceit uses an anti-cheat that is
effective against most types of cheat programs, except for radar. However, this anti-cheat is not
able to identify unsportsmanlike behavior and smurfing, which are also significant problems in
CSs2.

At the same time, to identify the use of prohibited means, it is important to consider the
mechanics of the players' motor activity, since the Counter - Strike games are mechanically
complex [31,32]. That is, it is worth paying attention not only to the aim, but also to the
patterns of keyboard work when controlling the game character, the use of grenades,
understanding the geometry and physics of the game, the spatial orientation of the player [21].

Identification of patterns that are formed on the basis of the behavioral characteristics of
players can help to solve these problems. In particular, the cheating detection system can be
trained on the basis of a system of behavioral signs, in order to identify players who use the
radar cheat and detect smurfs or unsportsmanlike behavior.

The use of pattern identification can make online games fairer and more enjoyable for
users. This will increase their popularity.
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BIZIPI3HUTH YeCHy TPy BiIl UHTEPCTBA, IO MOXE IPU3BECTH O MOMMJIKOBHX OJIOKyBaHb abo
BIZICYTHOCTI ITOKapaHHs JUIsl HEYECHUX KOPHCTYBAYiB.

Y poOoTi nocmigKEHO METOOM BUSIBICHHSA Ta 3alO0IraHHsS YHUTEPCTBY B OHJAMH-Irpax,
30Kkpema B pisHux Bepcisx Counter-Strike. ITpoananizoBaHo pi3Hi BUAH YUTEPCHKOI TIOBEIIHKH, Ta
IXHIO €BOJIOII0 IMapajelbHO 3 PO3BUTKOM CHCTEM 3aXMCTy BiJ uuTiB. [IpuBeneHo mpukiagn
BUKOPUCTAHHA YWTIB 10 THIy “‘pajap-xak’ Wil dYac OHJAMH TypHIpiB. A came mepexin BiX
KII€HTCHKHX aHTHYHTIB JO CHCTEM, SKi BHKOPHCTOBYIOTH TIJIMOMHHE MAallMHHE HaBYaHHSI.
OmnycaHO eBOJIONII0 iIrpOBHUX PYIIIiB TpH. Benmuky yBary mpuaiieHO JOCITIPKCHHSIM IMOBEIIHKH
KOPHCTYBAUiB, 5IKi BAKOPHCTOBYIOTH KiJIbKa 0ONIKOBHX 3alMCIB (CMyp®iB) I HiTHATTS irpoOBOTO
peHTHHTY Ta crioco6iB 60poThOH 3 HUMH. Po3risiHyTO icHyroui MeToau inenTudikauii cMypdis Ha
npukiiani kibepcroptuBHoi muctuiuiing Dota2. JlociipKyI0ThCsl OOMEKESHHS CYYaCHUX aHTHYHT-
cucrem, Takux gk Valve Anti-Cheat ta Faceit Anti-Cheat. HaBegeHo mpukiagy rpaBLiB, sKi
MIPU3HAINCH Y BUKOPUCTAHHI Pi3HUX 3aco0iB, ame He Oymu 3a0J0KOBaHI aHTHYMTOM Bif Valve.
BcranoBiieHO, 1O MPHPICT AKTHBHOCTI HEYECHHMX KOPUCTYBadiB BiAOYBCS MiCHsS MEpexony
TYpHIpiB B OHJIalH peXUM Y 3B’s13Ky 3 manaemiero COVID-19.

OCKUTbKM KJaCHYHI MiAXOJM HE € JOCTaTHhO C(PEKTUBHHMHU, B POOOTI 3ampOINOHOBAHO
aHaNi3yBaTH irpOBY MEXaHIKy I'paBIliB, BKIIOYAIOUM KJIaBiaTypHI MAaTTEpHH Ta IHII O3HAKU IS
(dopmyBaHHS 00pa3y rpaBil. BukopucraHHs po3mi3HaBaHHs 00pa3iB JOIIOMOXE BHSBUTH Taki
BHUJIM HEYECHOI I'PH.
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Counter-Strike, CS2
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