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Sensing and perception are one of the key aspects in robotics. It is necessary for robots to be
able to measure some physical parameters in the world and making sense of such data for per-
forming different tasks and act according to surrounding environment conditions. Right now, ro-
botics is seeing a revolution in use of sensors. Traditionally robots have been designed to have
maximum stiffness and applications have been designed to be predictable in their operation. As
robots emerge from the fences areas and are designed for a wider range of applications: from col-
laborative robotics to autonomously driving cars. It is essential to have perception capabilities that
allow estimation of the state of the robot but also the state of the surrounding environment. Due to
these new requirements the importance of sensing and perception has increased significantly over
the last decade and will without doubt to continue to grow in the future [18].

The objective of this paper is to develop customizable 10T solution for remote monitoring of
selected physical parameters. The created prototype is based on ESP32 MCU and consists of two
parts: hardware and software & cloud. Also, mobile application for wireless device configuration
and online sensors data monitoring was developed. Several filtering methods were implemented
for proper data preprocessing of near-surface water level, outside temperature, solar power and
self-diagnostics sensors’ data. Also, possibility of remote software upgrade is implemented. The
prototype was setup with solar power supply and some experimental results are demonstrated in
order to approve that this approach is fully functional, autonomous and low-cost.

Keywords: 10T, digital filters, wireless device configuration, MQTT, cloud, sensing and per-
ception.

Hardware and technologies

ESP32 Module

In this project ESP32 module designed by Espressif company is used as main MCU. It is
supposed to be the most effective solution because of the following reasons:

e Robust design: Module is capable of functioning reliably in industrial environments,
with an operating temperature ranging from -40C to +125C.

e Low-power consumption: Module is engineered for mobile devices, wearable elec-
tronics and loT applications.

e High level of integration: ESP32 is highly-integrated with built-in antenna switches,
RF balun, power amplifier, low-noise receive amplifier, filters, and power manage-
ment modules.
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e Hybrid WIFI and Bluetooth chip: Module can perform as a standalone system or as a
slave device to a host MCU, reducing communication stack overhead on the main ap-
plication processor. ESP32 can interface with other systems to provide WIFI and
Bluetooth functionality through its SPI / SDIO or 12C / UART interfaces.

e Low cost: Module costs approx. 10$.

Fig.1 ESP32 module.

For more information about module visit official website [1].

A. Sensors

o 2x INA260 current sensors: digital-output, current, power, and voltage monitor with
an 12C interface with an integrated precision shunt resistor. Sensor features up to 16
programmable addresses on the 12C interface. The digital interface allows program-
mable alert thresholds, analog-to-digital converter (ADC) conversion times, and aver-
aging. To facilitate ease of use, an internal multiplier enables direct readouts of cur-
rent in amperes and power in watts [4].

o DS18B20 temperature sensor: digital thermometer which provides 9-bit Celsius tem-
perature measurements and has an alarm function with nonvolatile user-
programmable upper and lower trigger points. Device communicates over a 1-Wire
bus that by definition requires only one data line (and ground) for communication
with MCU. Each sensor has its own unique serial code, which allows multiple sensors
on the same bus [5].

e  GUTB800 water level sensor: ultrasonic sensor with analog output in range of 4-20mA.

B. Communication protocol

MQTT is one of the most commonly used protocols on 10T projects. In addition, it is de-
signed as a lightweight messaging protocol that uses publish/subscribe operations to exchange
data between clients and the server. Furthermore, its small size, low power usage, minimized
data packets and ease of implementation make the protocol ideal for the “machine-to-machine”
or “Internet of Things” world [2]. General structure and data flow of typical 10T solutions are
shown on Figure 2.

Like any other internet protocol, MQTT is based on clients and a server. Likewise, the
server is the guy who is responsible for handling the client’s requests of receiving or sending
data between each other. MQTT server is called broker and the clients are simply connected
devices.
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So:

e When a device (a client) wants to send data to the broker, this operation is called “pub-
lish.

e When a device (a client) wants to receive data from the broker, this is called “sub-

. -
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Fig.2 Data flow in systems, which uses MQTT protocol.

In addition, these clients are publishing and subscribing to topics. So, the broker here is
the one that handles the publishing/subscribing actions to the target topics.

Typical MQTT components are:

o Broker, which is the server that handles the data transmission between the clients.

e A topic, which is the place a device want to put or retrieve a message to/from.

e The message, which is the data that a device receives, “when subscribing” from a top-

ic or send “when publishing” to a topic.
e Publish, is the process a device does to send its message to the broker.
e Subscribe, where a device does to retrieve a message from the broker.
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Fig. 3. Client-server architecture of MQTT protocol.

C. Cloud

AWS Kinesis Stream [7] is used for fetching data from CloudMQTT broker [10].

Amazon Kinesis makes it easy to collect, process, and analyze real-time, streaming data
S0 you can get timely insights and react quickly to new information. Amazon Kinesis offers
key capabilities to cost-effectively process streaming data at any scale, along with the flexibil-
ity to choose the tools that best suit the requirements of your application.
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Then, A — function [17] runs every 15 min and adds timestamp to received data.
AWS Lambda lets you run code without provisioning or managing servers. You pay only
for the compute time you consume - there is no charge when your code is not running.
Next step is AWS Delivery Stream, which is part of Amazon Kinesis Data Firehouse

[13]. It is fully managed service for delivering real-time streaming data to destinations such as
Amazon S3.

Mobile application
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Fig. 4. Data flow in system.

Then data is processed using Amazon Glue [14]. It is used to organize, validate and for-
mat data. AWS Glue is a fully managed ETL (extract, transform, and load) service that makes
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it simple and cost-effective to categorize your data, clean it, enrich it, and move it reliably be-
tween various data stores.

Amazon S3 service is used as data storage. This is an object storage service that offers in-
dustry-leading scalability, data availability, security, and performance [3]. Data is stored in
parquet format [8].

D. Wireless device configuration
Communication between device and mobile phone is based on TCP/IP sockets. TCP/IP
sockets are chosen because of their pros:
Reliable byte-stream channel (in order, all arrive, no duplicates)
Flow control
Connection-oriented
Bidirectional

If device (ESP32) is in configuration state — it turns on AP (Access Point) mode and runs
TCP/IP server which listens for incoming connections. Mobile app fetches data required for
connection (such as IP and port number) from QR-code. Data in QR-code is in JSON format.
This gives opportunity to easily interpret and store nested and complex configs.

Then mobile app tries to connect to device. When connection is established, client (mo-
bile app) sends serialized JSON file with configs via socket to server (device). On server side
received raw data is deserialized back to JSON format. If configs are valid, device tries to con-
nect to specified WIFI network and to MQTT broker. If previous steps were successful — de-
vice turns off AP mode and starts data acquisition process. Otherwise, AP is on and appropriate
error code is returned back to app. One of the most pros of raw TCP/IP sockets is that server
(device) can initiate data exchange, which is not possible in standard RESTFull API.

E. Prototype design

3D model of the prototype is created in Altium designer. The combination of all hardware
described in previous sections is presented here. Also, Device Configuration button and Device
State LED are provided on the board.
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Fig.5. 3D model of prototype
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F. Data preprocessing

The developed firmware contains following filtering methods for the acquired data pre-
processing [15, 16]:

e median filter

o average filter [6]

e exponential smoothing [6]

Median filtering works perfectly for slowly varying data and is not sensitive to high level
outliers. On the other hand - average filter and exponential smoothing works well with fast
changing signals. As temperature and depth values change slowly (in normal conditions) - for
preprocessing is used median filter with window size = 9. As battery charging\discharging can
change really fast over the time - for preprocessing are used average and exponential smooth-
ing filters.

Solution architecture

Systems consists of two parts: hardware for data acquisition and sending to cloud and cloud
for processing and plotting data (Figures 5, 6).

Device configuration is done wirelessly using mobile app. Each device has its own configs:
access point name, password, device type (depends on set of connected sensors) and etc. Some
of configs are saved as QR-code [11] printed on top of device. They are used for device identi-
fication and proper data transmitting. After device is recognized — you are connected to it and
can configure additional parameters: set connected sensors, change default sensors configs and
etc. When device is configured — it starts fetching data from sensors and sending to MQTT
cloud in real-time.
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Fig. 6. Hardware part of solution
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CloudMQTT service [10] is selected as MQTT cloud. Data is fetched from MQTT cloud

as described in previous chapter. Now multiple ways for data monitoring and processing can be

developed. We’ve managed to implement basic mobile application with Ionic Framework [9]
that makes it possible to be used for both Android and 10S, and static Web SPA
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Fig. 7. Cloud part of solution.

Prototype

Device manufactured according to model on figure 5 is shown below.
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Fig. 8. Scheme printed according to 3D model on figure above.
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Setup without solar panel is shown on figure 9. It consists of device described in previous
chapters and power supply.

Fig. 9. Working prototype

Power supply consist of solar panel, charge controller and battery.

Device includes two INA260 sensors: one for monitoring power consumption and second
— for monitoring battery charging. This is important data, because we need to know if selected
solar panel provides enough power all over the year.

GUTB800 sensor also requires additional hardware component and software configuration.
As sensor generates analog current signal in range of 4-20mA - there is additional precise resis-
tor in schematic. This resistor is used as current to voltage converter. Its value is selected to
generate voltage in 0-1V range. As standard ADC configurations on ESP32 module provides
reference voltage of 3.3V - additional software configs are applied to set reference voltage to
1.1V. This configs allow to measure analog signal more precise.

Also, there is led for monitoring current device state. Device can be in the following

states:
[ ]

Red led is blinking: no WIFI configs. Launch AP mode. Wait for connections. If there
is available client - read configs.

Yellow led is blinking: not connected to WIFI.

Green led is blinking: no MQTT configs.

Blue led is blinking: provided wrong MQTT credentials.

Violet led is blinking: no configs for sensors.

All leds are blinking: device is working normally.

Web-site interface is shown on figures 10 and 11.
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Conclusion

In this paper we introduce a dedicated customizable 10T solution for remote monitoring of
selected physical parameters. The created prototype is based on ESP32 MCU and comprises
hardware module and software part that enables cloud communication. Also, mobile applica-
tion for wireless device configuration and online sensors data monitoring was developed. Sev-
eral filtering methods were implemented for proper data pre-processing of near-surface water
level, outside temperature, solar power and self-diagnostics data from sensors. Possibility of
remote software upgrade is implemented. The prototype was setup with solar power supply in
the field. Stability, functional and regression testing was performed to elucidate some experi-
mental cases. This proves that developed prototype is fully functional, autonomous, low-cost,
and might be used in different domains: from 0T to robotics.
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BumiproBaHHS Ta aHAII3 JaHUX BiAIrpae ofHY 3 KIOUOBUX POJeH y CyJacHHX TEXHOJOTIIHUX

ranmy3sx. Hanpukmaz, s poOOTOTEXHIKA JOBOJI BXKJIMBO MaTH MOKJIUBICTh BUMIPATH Pi3HI Ma-
pameTpu poOOYOro CepeioBHINA Ta afeKBaTHO iX 00poOsitu. Li qaHi HagalOTh MOKIUBICTD BU-
KOHYBAaTH IIOCTaBJICHI 3a/1adi Ta BiIIOBITHAM YHHOM pearyBaTH Ha 3MiHH poOOYOro CepemoBHINa.
CporoziHi MOXKHA CIIOCTEPITaTH PEBOIIOLIIO Y 3aCTOCYBaHHI CEHCOPIB Y POOOTOTEXHIYHUX CHCTE-
Mmax. Panimie poGOTiB po3poOsUTH MaKCHMAIbHO MPOCTHMH Ta CIEIiali30BaHUMHU: TOOTO BOHH
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MaJIi [PAIIOBaTH Y YiTKO BU3HAYEHOMY CEpEeIOBUINI Ta BUKOHYBAaTH MaKCHMAJIBHO IepedadyBa-
HO OJIHY KOHKpeTHy 3anady. [IpoTe, Ha ChOrOJHINIHBOMY €Tami, po3pOOHHKH HaMararoThCs Mak-
CHUMAaJIbHO PO3LIMPHTH L 0OMEXYI04i paMKu. TakuM YMHOM, BCE YACTilIe MOXHA CIIOCTEPIraTH 3a
pOo3po0KaMH TaKuX CKJIAJHHX CHUCTEM K KolabopaTuBHI poOOTH Ta MOBHICTIO aBTOHOMHI Mallld-
Hu. CaMe ToMy HEOOXiHO MaTH JIETKO PO3LIMPIOBaHUH (peiiMBOPK, KUl Hafae 3MOTY BU3HAUH-
TU CTaH Ta BUMIPATH pi3HI mapaMeTpu He TUIbKH poboTa, a i pododoro cepenopuia. AHami3y0-
YM BCli i BUMOTH MOXXHA 3pOOHMTH BHCHOBOK, IIO IOTpeda y TakuX po3poOKax BiKe 3pOCTae Ta
3pocTatume mie Oibine. AJKe piBeHb CKIAHOCTI CHCTEM MOCTYIIOBO 3POCTAE, pa3oM 3 MOTPeOoro
MOHITOPHHTY BCe OLTBIIOT KUTBKOCTI ITapaMeTpiB.

Meroto 1i€el po6otH € po3podka loT pimenns ta GppeiiMBopKy it 300py Ta MOHITOPHHTY BH-
OpaHux (i3UYHMX MapaMeTpiB BinnaneHo. Po3poOieHui mpoToTun 6a3yeThesi Ha MIKPOKOHTPO-
nepi ESP32 ta ckiamaeThcs 3 KUTBKOX YacTHH: amapaTHOI Ta MPOrPaMHOI, sika Opi€EHTOBaHA Ha
poboty 3 xMapHUM cepBicoM. Takoxk po3poOiieHO MOOUIBHUI TOJATOK, Yepe3 AKUK MOXKHA Bill-
JTAJICHO HaJIAIITOBYBATH MPHUCTPIH 1 CrIoCcTepiraTé 3a JaHUMHU B PeXHUMi peanbHoro vacy. [Iporec-
TOBAHO KiJIbKa MeTOIiB nu(poBoi (GimpTpaunii 11 monepeaapoi 00podku nanux. Y poboTi HaBe-
JIEHO MPUKJIA]] 3 BUMIPIOBAHHSAM DiBHS PUITOBEPXHEBHUX BOJI, TEMIEPATYPU TOBKILIA, IIOTYKHOC-
Ti, IKy BUpOOJIsie COHSIYHA TTaHeNb Ta (iKCyBaHHS AESKUX JIarHOCTUYHHX JaHUX CHCTeMH. Takox
peanizoBaHO BifjaneHe OHOBJICHHS NPOTPaMHOTO 3a0e3nedeHHs Ha mpuctpoi. [IporoTun tecrty-
BaBCs y MOJBOBUX YMOBaX HPOTITOM IIECTH MICAIIB Ta IMoka3zaB cTabiibHy poboty. Ha ocHOBI
TECTIB MOYKHA 3pOOUTH BUCHOBOK NP0 (PYHKIIOHATBHICTH 3alPOIIOHOBAHOTO (HPEHMBOPKY, aBTO-
HOMHICTP Ta IOPIBHSHO HU3bKY BapTiCTh.

Knrouosi crosa: iHTepHeT peueit, mudposi GinpTpu, kKoHDIrypamis 6e3qpOoTOBUX MPHUCTPOIB,
mporokon MQTT, xmapa, CeHCOpH i CIPUAHSATTSI.
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