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Biometric identification methods wstudied. Biometric identification of fingerprints and
methods of their use are analyzed. As a recognition, fingerprint-based intelligent analysis
identification is preferred, in particular the matching of a scanned fingerprint to a template. The
paper analyzed the main filtering algorithms of the K-Means clustering method. The the study
result of the program operation with the presented method of filtering the fingerprints were
obtained. The developed identification system is based on Arduino Nano in combination with a
DY50 fingerprint scanner. The software of this system is implemented using the C++ language
and integrated using the Arduino IDE.
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Methods of intellectual analysis and comparison of fingerprints

One of the urgent development tasks of information technologies at the current stage is
the provision of reliable information protection. Actual methods of information protection are
divided into: hardware, software, mixed (combines both hardware and software) [1].

As an alternative to the password system or its addition, user identification based on
biometric characteristics and signs can be considered. Biometric technologies of identification
and authentication have a number of advantages over traditional ones and are increasingly used
in computer systems and various spheres of information activity [2]. Biometric verification of
your biological data, and not just verification of a password that can be stolen, intercepted or
guessed, is the key to the expansion of e-commerce, the creation of new information security
systems in corporate networks and other modern systems.

There are two main categories of fingerprint comparison methods: point-by-point
comparisons and whole-pattern fingerprint comparisons. The pattern identification method
involves comparing two images to see how similar they are. This method is commonly used in
fingerprint reading systems to find duplicates [3]. The most common technology is recognition
based on the comparison of certain points.

The template-based algorithm compares the master fingerprint template between the pre-
stored template and the candidate fingerprint. To do this, you need to be able to align the image
in one direction. For this, the algorithm finds the central point of the fingerprint image and
centers itself. In a pattern-based algorithm, the pattern contains the pattern type, size, and
orientation within the aligned fingerprint image. The candidate's fingerprint image is
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graphically compared to the template to determine the level of match.

When comparing at special points, a template is formed, on which end points and
branching points are distinguished. On the scanned image of the print, special points are also
highlighted, which are compared with the pattern. The main advantage of this algorithm is its
speed of operation and ease of implementation. Disadvantages of the comparison algorithm for
special points include high requirements for image quality and sensor size.

The essence of the correlation comparison method is that the obtained fingerprint is
superimposed on each standard from the base in turn, after which the difference between them
is calculated by pixels. The comparison process must involve many iterations, each time the
image is rotated by a small angle or shifted slightly. Therefore, this method is the slowest and
requires high computing power.
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Fig. 1. Functional scheme of recognition

The image comparison algorithm takes into account not only individual points, but also
general characteristics of the fingerprint, such as the thickness of the stripes, their curvature or
density. The advantage of this method is that it can work with lower print quality. However,
this method is not suitable for many database searches.

The pattern comparison method uses the peculiarities of the structure of the papillary
pattern. The resulting image is divided into many small cells, in each of which the location of
the lines is described by the parameters of the sinusoid. The print obtained for comparison is
aligned and reduced to the same type as the template. The main advantages of this algorithm
are quite high speed and low image quality requirements.

In a graph-based comparison algorithm, the original fingerprint image is transformed into
an orientation image of the papillary line field, indicating areas with the same line orientation.
Then the centers of these areas are determined and a graph is obtained. Further actions are
similar to the method of comparison in special points..

Comparing fingerprints using pattern-matching algorithms

The pattern identification method involves comparing two images to see how similar they
are [4]. This method is commonly used in fingerprint reading systems to find duplicates. The
most common technology is recognition based on the comparison of certain points.

o Normalization of the image: at this stage, we perform the process of scaling the print
to a uniform scale and geometric dimensions with a clearly defined resolution;

e Local Orientation Calculation: This refers to scaling the footprint to the origin and
rotating the impression to establish the basis and polar axis. Tilt your fingers at any
angle while scanning. To recognize a print, it is necessary to have a visible reference
to the coordinate system.

e Fingerprint segmentation: It is necessary to construct a fingerprint mask by dividing
the normalized image into blocks and performing the task of classifying each block
into those that match and do not match the trunk. After that, we use a mask with a
Gabor filter [5].
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Fig. 2. Image comparison algorithm for biometric identification

Preprocessing algorithm

Preprocessing [6] improves image quality by filtering and removing unwanted noise. The
papilloma-based algorithm worked well only with 8-bit grayscale fingerprint images. This is
because the 8-bit gray image of the fingerprint is the basis for converting the image to a 1-bit
image with a value of 0 for spines and 1 for ridges. As a result, the ridges were highlighted in
black, and the grooves in white. the process partially denoised the image and improved this
edge detection.

In addition, there are two more steps to improve the highest quality of the input image.
This is feature extraction and removal of damaged features. Detail extraction was performed
using a trunk decimation algorithm, which requires the removal of redundant trunk pixels. As a
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result, the disappearing haircuts in the fingerprint image receive a unique certificate and can be
used further. The wrong parts after the extraction step were removed as well. Lack of ink and
connection between pins can lead to defective parts and incorrect fingerprint recognition.

fingerprint scanning

h 4

Image preprocessing

h 4

Comparing the image
with the images from
Database

Y

Result

Fig. 3. Structural diagram of the comparison method

Methods of K-Means clustering and parallel processing

Clustering generally aims to group data points of reference points in biometric images.
The technique involves first determining the number of clusters and randomly assigning cluster
centroids to each cluster from entire data sets; this step is the initialization of the cluster
centroids. The distance between each point in the entire data sets and each cluster is determined
by k-means. The centroid is then calculated using a distance metric (e.g. Euclidean distance)
[7]. Then, a minimum distance is determined for each data point, and this point is assigned to
the nearest cluster [8]. This stage is called cluster assignment, and it is repeated until all data
points have been assigned to one of the clusters.

While working with the software languagePythonand OpenCV library, a program was
developed to identify fingerprint images from a corresponding fingerprint database [9, 10].

Arduino IDE development environment

The Arduino Integrated Development Environment [11] — or Arduino software (IDE) —
contains a text editor for writing code, a message area, a text console, a toolbar with buttons for
common functions, and a series of menus. It connects to Arduino hardware to download and
communicate with programs.

Programs written using the Arduino software (IDE) are called sketches. These thumbnails
are saved in a text editor and with the .ino extension. The editor has features for cut/paste and
find/replace text. The message area provides feedback during saving and exporting, and
displays errors. The console displays the text displayed by the Arduino software (IDE),
including full error messages and other information. The configured board and serial port are
displayed in the lower right corner of the window. Toolbar buttons let you test and load
programs, create, open, and save thumbnails, and open the serial monitor.
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The fingerprint sensor has its own flash memory where it stores data. This data, called
templates, is 512 bytes; The sensor memory can store up to 127 patterns.

In order for the sensor to recognize a fingerprint, it must first store patterns for
comparison. Therefore, first-time users should always run the "registration™ program first.

Layout board and connection of contacts

A mock-up board is a universal printed circuit board for modeling prototypes of
electronic devices. With the help of a breadboard, you can easily design the necessary circuit.

The board is a plastic board with a lot of holes. Jumper wires, microcircuits, resistors,
LEDs, buttons and other elements with thin, sharp metal tips can be inserted into these holes.
The distance between the holes is 2.54 mm. This is a standard spacing, so many electronic
components fit perfectly into this board.

A solderless breadboard is very convenient for making breadboards.

The system is connected via a breadboard. The connection to the computer is made
directly from the ArduinoNano using a USB adapter (Fig. 4).

Fig. 4. Fingerprint scanning system

The important point is to connect the fingerprint scanner to the ArduinoNano. In fig. 4, it is

difficult to understand the order of connecting the cables to their ports, so it is shown in Fig. 5.

To demonstrate the operation of the fingerprint verification system, two firmwares were
created for our system: a custom firmware that searches the fingerprint database and searches
for the corresponding user fingerprint; and administrator firmware to register fingerprints.
Enroll allows you to add fingerprints to the database under one of the indexes, the number of
indexes is limited by the maximum number of scanner memory (127 templates). The program
gives the opportunity to choose under which identifier we will save our fingerprint (Fig. 4),
after which the fingerprint reading script is launched. For the reliability of a correct reading,
the system requires repeated application of the finger to verify the stored print (Fig. 5).
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Fig. 5. Connection diagram of the fingerprint scanner

Fig. 6 shows the fingerprint identification process. Algorithm verification is performed by
the same function as adding a fingerprint. The only difference is that the fingerprint template
recorded in the database has already been processed and stored in the fingerprint skeleton
image format. That is, the scanned fingerprint is first pre-processed, and only then is it checked
against those present in the database.
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Fig. 6. Schematic description of the process of adding fingerprints

Conclusion
The methods of defining a fingerprint on an image using the K-Means method proposed
in the OpenCV library were analyzed. The fingerprint identification method was analyzed. This
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method is used in fingerprint reading systems to find duplicates. The most common technology
is recognition based on the comparison of certain points.

The pattern matching algorithm, which is based on data analysis, considers not only
individual segments, but also general characteristics of the fingerprint, such as the thickness of
the papillomas, and their curvature or density. The advantage of this method is that it can work
with a lower-quality print.

The developed identification system is based on Arduino Nano coupled with a DY50
fingerprint scanner; all hardware pins were connected using a breadboard. The software of this
system is implemented using the C++ language and integrated using the Arduino IDE.
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Jocnimkeno metoau 6iometpuunoi ineHTudikarmii. [IpoananizoBano Meron kinactepusarii K-
Means. Knacrepusamis rpymye OmOpHI TOYKH Ha OiOMETpUYHMX 300pakeHHsAX. Meroauka
nepeadavae BU3HAYCHHS KUTBKOCTI KJIACTEPiB Ta MPUCBOEHHS KJIACTEPy LEHTPOINIB 10 KOKHOTO
KJacTepa 3 IUINX HA0OpiB AaHUX. BiacTaHp MK KOXHOI TOYKOK y Habopax JaHHX Ta
KJIacTepaMu OOYHCITIOEThC POo3podaeHuM MeTonoM. [Ipu MOpiBHSHHI Ha CHEIiajJbHUX TOYKaX
(dopMyeTbCsl IIA0JOH, HA SIKOMY BHAUIIIOTBHCS KIHIEBI TOYKM 1 TOYKH posraixykeHHs. Ha
CKaHOBaHOMY 300pa)XCHHI BiJOUTKA TaKOX BUIUISIOTHCS CIICI[ialIbHI TOYKH, SKi MOPIBHIOIOTHCS.
IMpu HOpMaizarii 300pakeHHs BiIOYBa€eThCs MPOIEC MAaCIITaO0yBaHHS BiIOUTKA 10 OJHOPIIHOTO
MacmTady Ta TEOMETPUYHHX PO3MIPIB 3 BU3HAUCHOIO PO3IITBHOIO 37aTHIiCTI0. OOUMCICHHS
JIOKAJBbHOI Opi€HTALii: O3Haya€ MpoIleC MacTa0yBaHHSA BiOWTKAa IO MOYATKy KOOPIUHAT Ta
MOBOPOT BiAOMTKA i3 BCTAHOBICHHSAM TMOYaTKy KoopauHart. CyTh METOXNy KOPEISLIIHOTO
MOPIBHSHHS MOJISATAE B TOMY, 110 OTPUMaHHH BiIOMTOK MaNbLl HAKIAZAETHCS HA KOXKEH €TaJIOH 3
0a3u 1Mo 4ep3i, MCIs 4Oro OOYHCITIOETHCS TOMIKCENbHO pi3HULS. [Iponec MOpiBHSHHS MOBUHEH
BKJIIOYATH 0ararto itepaliif, Ha KOXXHil 3 SKNX 300payKeHHsI TOBEPTAETHCS Ha HEBEIUKHUH KyT a0o
Tpoxu 3mingyerbcsa. [Ipm BUKOHAaHHI cerMeHTalil BiZOWTKIB: HeoOXimHO OyayBaTH Macky,
PO3MIMBIIKM HOpPMai3oBaHE 300pa)KCHHS Ha OJIOKM, Ta BUKOHABINW 3aBJaHHA Kiacugikariii.
AJITOPUTM y3rOJDKeHHsI IIAOJNOHIB BpPaxoBY€ HE TUIBKM OKpeMi CErMEHTH, a M 3araibHi
XapaKTePUCTHKH BiIOMTKA TMajbls, TaKi SIK TOBIIMHA IMAIJIOM, iX KpHBH3HA a00 HIimbHICTE. st
JIeMOHCTparii poOOTH CHUCTEMH CTBOPEHO KOPUCTYBAbKYy Ta AaIMIHICTPAaTHBHY MPOIINBKH.
OTtpuMaHi pe3ynbTaTH JOCIHIKEHHST pOOOTH MPOTpaMH 3 MPEACTABICHAM METOJOM 300pakeHHS
BiIOHTKIB mansiliB. Po3pobiiena cucrema inentudikamii 6azyerscst Ha Arduino Nano y moexxanHi
3 cka"epoM Binburtkis nanbiie DY50. [IporpaMue 3abe3nedeHHs 1aHOT CHCTEMH Pealli3oBaHO 3a
JornoMoroto Mosu C++ Ta iHTerpoBaHo, BUkoprctoBytoun Arduino IDE.

Kniouosi crosa: dinbrpanis, ¢pinetparist Ate6-I'abopa, 6iomeTpuyHa iqeHTH(IKALIS.
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