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Computer’s operating system in generally installed on its internal SSD (HDD). When user
boot computer, the BIOS loads the boot loader from the internal SSD and the boot loader boots
the installed operating system. A boot loader is a computer program that loads an operating
system or some other system software for the computer after completion of the power-on self-
tests. A boot loader is loaded into main memory from persistent memory. On modern general
purpose computers, the boot up process can take tens of seconds, or even minutes, and typically
involves performing a power-on self-test, locating and initializing peripheral devices, and then
finding, loading and starting an operating system. Booting is complete when the normal,
operative, runtime environment is attained.

I have Implemented a few methods of using Microsoft Windows family operating systems on
external system drive.
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Introduction.

An external drive is just a hard drive (HDD) or solid-state drive (SSD) or microSD card
(via card reader or usb adapter) that is connected to a computer on the outside rather than on
the inside.

Some external drives draw power over their data cable, which of course comes from the
computer itself, while others may require an AC wall connection to derive power on their own.

One way to think of an external hard drive is as if it were a regular, internal hard drive
that has been removed, covered in its own protective casing, and plugged into the outside of
your computer.

Internal hard drives can even be converted into external hard drives via what's called a
hard drive enclosure.

External hard drives come in varying storage capacities, but they all connect to a
computer either by USB, FireWire, eSATA, or wirelessly.

External hard drives are sometimes called portable hard drives. A flash drive is one
common, and very portable, type of external hard drive.

External hard drives are portable, easy to use, and can provide a large amount of storage
whenever you need it. You can store the actual device any place you like, and carry a large
number of files with you wherever you go.
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Another advantage of owning an external drive is that you can move them from computer
to computer, making them great for sharing large files.

Because of their usually large storage capacities (often in the terabytes), external hard
drives are often used to store backed up files.

It's common to use a backup program to back up things like a music, video, or picture
collection to an external drive for safe keeping, separate from the originals in case they're
accidentally changed or deleted.

Even if not used for backup purposes, external hard drives provide an easy way to expand
your existing storage without having to open up your computer, which is especially difficult if
using a laptop.

External hard drive can also be used to provide additional storage to an entire network
(though internal hard drives are usually more common in these scenarios). These kinds of
network storage devices can be accessed by numerous users at once and often serve as a way
for users to share files within a network to avoid emailing or uploading the data online.

Internal hard drives are connected directly to the motherboard, whereas external storage
devices first run through the outside of the computer case, and then directly to the
motherboard.

Operating systems and software installation files are generally installed to internal drives,
while external hard drives are used for non-system files, like photos, videos, documents, and
files of those types.

Internal hard drives draw power from the power supply inside a computer. External hard
drives are powered either through their data cable or via dedicated AC power.

Data can be compromised much easier if it's stored on an external hard drive because
they're generally located on a desk or table, making them very easy to pick up and steal. This is
different than an internal hard drive where the entire computer has to be taken, or the hard
drive removed from the inside, before someone can have physical access to your files.

External hard drives are also generally moved around more than internal ones, causing
them to fail more easily due to mechanical damage. SSD based drives, like flash drives, are
less prone to this sort of damage.

SSDs are dramatically coming into our computing life and more and more users are
benefit from the new technology. SSDs tend to be with large capacity and affordable prices on
the market. SSD manufacturers like Samsung, Intel, Toshiba, Kingston, SanDisk, and PNY are
well-known SSD brands. For a period of time, replace HDD with SSD in desktop and laptop
becomes a popular trend. This part of PC users mostly want to change old and slow traditional
hard drive with new and fast solid state drive. Of course, some of them use SSD for OS and
HDD for storage to fully take advantage of each disk.

SSD technology primarily uses electronic interfaces compatible with traditional block
input/output (1/0) hard disk drives (HDDs), which permit simple replacements in common
applications. New 1/O interfaces like SATA Express and M.2 have been designed to address
specific requirements of the SSD technology.

SSDs have no moving mechanical components. This distinguishes them from traditional
electromechanical drives such as hard disk drives (HDDs) or floppy disks, which contain
spinning disks and movable read/write heads. Compared with electromechanical drives, SSDs
are typically more resistant to physical shock, run silently, have quicker access time and lower
latency.
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Windows To Go

Windows To Go is a feature in Windows 10 Enterprise and Windows 10 Education that
enables the creation of a Windows To Go workspace that can be booted from a USB-connected
external drive on PCs.

PCs that meet the Windows 7 or later certification requirements can run Windows 10 in a
Windows To Go workspace, regardless of the operating system running on the PC. Windows
To Go workspaces can use the same image enterprises use for their desktops and laptops and
can be managed the same way. Windows To Go is not intended to replace desktops, laptops or
supplant other mobility offerings. Rather, it provides support for efficient use of resources for
alternative workplace scenarios. There are some additional considerations that you should keep
in mind before you start to use Windows To Go:

» Differences between Windows To Go and a typical installation of Windows

* Roaming with Windows To Go

» Prepare for Windows To Go

» Hardware considerations for Windows To Go

Windows To Go workspace operates just like any other installation of Windows with a
few exceptions. These exceptions are:

Internal disks are offline. To ensure data isn’t accidentally disclosed, internal hard disks
on the host computer are offline by default when booted into a Windows To Go workspace.
Similarly if a Windows To Go drive is inserted into a running system, the Windows To Go
drive will not be listed in Windows Explorer.

Trusted Platform Module (TPM) is not used. When using BitLocker Drive Encryption a
pre-operating system boot password will be used for security rather than the TPM since the
TPM is tied to a specific computer and Windows To Go drives will move between computers.

Hibernate is disabled by default. To ensure that the Windows To Go workspace is able to
move between computers easily, hibernation is disabled by default. Hibernation can be re-
enabled by using Group Policy settings.

Windows Recovery Environment is not available. In the rare case that you need to
recover your Windows To Go drive, you should re-image it with a fresh image of Windows.

Refreshing or resetting a Windows To Go workspace is not supported. Resetting to the
manufacturer’s standard for the computer doesn’t apply when running a Windows To Go
workspace, so the feature was disabled.

Upgrading a Windows To Go workspace is not supported. Older Windows 8 or Windows
8.1 Windows To Go workspaces cannot be upgraded to Windows 10 workspaces, nor can
Windows 10 Windows To Go workspaces be upgraded to future versions of Windows 10. For
new versions, the workspace needs to be re-imaged with a fresh image of Windows.

Windows To Go workspace operates just like any other installation of Windows with a
few exceptions. These exceptions are:

Internal disks are offline. To ensure data isn’t accidentally disclosed, internal hard disks
on the host computer are offline by default when booted into a Windows To Go workspace.
Similarly if a Windows To Go drive is inserted into a running system, the Windows To Go
drive will not be listed in Windows Explorer.

Trusted Platform Module (TPM) is not used. When using BitLocker Drive Encryption a
pre-operating system boot password will be used for security rather than the TPM since the
TPM is tied to a specific computer and Windows To Go drives will move between computers.
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Hibernate is disabled by default. To ensure that the Windows To Go workspace is able to
move between computers easily, hibernation is disabled by default. Hibernation can be re-
enabled by using Group Policy settings.

Windows Recovery Environment is not available. In the rare case that you need to
recover your Windows To Go drive, you should re-image it with a fresh image of Windows.

Refreshing or resetting a Windows To Go workspace is not supported. Resetting to the
manufacturer’s standard for the computer doesn’t apply when running a Windows To Go
workspace, so the feature was disabled.

Upgrading a Windows To Go workspace is not supported. Older Windows 8 or Windows
8.1 Windows To Go workspaces cannot be upgraded to Windows 10 workspaces, nor can
Windows 10 Windows To Go workspaces be upgraded to future versions of Windows 10. For
new versions, the workspace needs to be re-imaged with a fresh image of Windows.

Windows To Go drives can be booted on multiple computers. When a Windows To Go
workspace is first booted on a host computer it will detect all hardware on the computer and
install any needed drivers. When the Windows To Go workspace is subsequently booted on
that host computer it will be able to identify the host computer and load the correct set of
drivers automatically.

Enterprises install Windows on a large group of computers either by using configuration
management software (such as Microsoft Endpoint Configuration Manager), or by using
standard Windows deployment tools such as DiskPart and the Deployment Image Servicing
and Management (DISM) tool [1].

DiskPart. DISM. BCDboot

DiskPart is a text-mode command interpreter in Windows OS that enables you to manage
objects, such as disks, partitions, or volumes by using scripts or direct input at a command
prompt.

DiskPart can be found under the %WINDIR%\System32\ folder. DiskPart is also
included in a typical Windows Preinstallation Environment (Windows PE).

Before you can use DiskPart commands on a disk, partition, or volume, you must first list
and then select the object to give it focus. When an object has the focus, any DiskPart
commands that you type act on that object.

You can list the available objects and determine the number or drive letter of an object by
using the list disk, list volume, and list partition commands. The list disk and list volume
commands display all disks and volumes on the computer. However, the list partition
command displays only partitions on the disk that have the focus. When you use the list
commands, an asterisk (*) appears next to the object that has the focus. You select an object by
its number or drive letter, such as disk 0, partition 1, volume 3, or volume C.

When you select an object, the focus remains on that object until you select a different
object. Some commands automatically change the focus.

You can give focus only to a partition on the selected disk. When a partition has the
focus, the related volume (if any) also has the focus. When a volume has the focus, the related
disk and partition also have the focus if the volume maps to a single specific partition. If this is
not the case, the focus on the disk and partition is lost.

When using the DiskPart command as a part of a script, is recommended to complete all
the DiskPart operations together as part of a single DiskPart script. You can run consecutive
DiskPart scripts. However, you must allow for at least 15 seconds between each script for a
complete shutdown of the previous execution before you run the DiskPart command again in
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successive scripts. Otherwise, the successive scripts might fail. You can add a pause between
consecutive DiskPart scripts by adding the time-out /t 15 command to your batch file together
with your DiskPart scripts [2].

The Deployment Image Servicing and Management (DISM) platform is used to mount
and service Windows images before deployment. A subset of DISM commands can be used on
online Windows images. You can use DISM tools to mount, and get information about,
Windows image (.wim) files or virtual hard disks (.vhd or .vhdx). You can also use it to install,
uninstall, configure, and update Windows features, packages, and drivers in a Windows image
or to change the edition of a Windows image.

The DISM platform also includes a command-line tool, DISM.exe, and the DISM API
[3].

The DISM commands can be used to mount, unmount, capture, append, and delete and
query .wim, .vhd and .vhdx files. These options are not case sensitive.

For WIM, the DISM / Apply-Image command applies a Windows image file (.wim) or a
split Windows image (.swm) files to a specified partition. Beginning with Windows 10, version
1607, DISM can apply and capture extended attributes (EA).

This option doesn’t support applying an image from a virtual hard disk (VHD), though
you can use this command to apply images to a .vhdx file that's been attached, partitioned, and
formatted.

Arguments for WIM:

DISM.exe/Apply-Image /ImageFile:<path_to_image_file> [/SWMFile:<pattern>]
/ApplyDir:<target_directory>  {/Index:<  image_index> | /Name:<image_name>}
[/Checkintegrity] [/Verify] [/NoRpFix] [/ConfirmTrustedFile] [/WIMBoot (deprecated)]
[/Compact] [/EA]

Examples:

Dism /apply-image /imagefile:install.wim /index:1 /ApplyDir:D:\

Dism/apply-image/imagefile:install.swm/swmfile:install.swm/index:1/applydir:D: [4].

The BCDboot tool is a command-line tool that enables you to manage system partition
files. You can use the tool in the following scenarios:

» setting up a system partition when you deploy new computers. For more information,
see Capture and Apply Windows Images;

o setting up Windows® to boot to a virtual hard disk. For instructions, see
Walkthrough: Deploy a Virtual Hard Disk for Native Boot;

+ repairing the boot environment located on the system partition. If the system partition
has been corrupted, you can use BCDboot to replace the system partition files with new copies
of these files from the Windows partition.

To configure the system partition, BCDboot copies a small set of boot-environment files
from the installed Windows image to the system partition. Next, BCDboot creates a Boot
Configuration Data (BCD) store on the system partition that instructs the computer to boot to
the Windows partition.

BCDboot uses the %WINDIR%\System32\Config\BCD-Template file to create a new
BCD store and initialize the BCD boot-environment files on the system partition. You can
define specific BCD settings in the BCD-Template file. The BCDboot tool also copies the most
recent versions of boot-environment files from the operating-system image %WINDIR%\boot
folder to the system partition.

BCDboot can update an existing boot environment on the system partition:
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» BCDboot copies newer versions of files from the Windows image to the system
partition.

« If a BCD store already exists on the system partition, BCDboot creates a new boot
entry in the existing BCD store based on settings in the BCD-Template file.

« If there is already a boot entry for this Windows partition, by default, BCDboot erases
the old boot entry and its values. To retain the values from an existing boot entry when you
update the system files, you can use the /m option together with the BDCBoot.exe command.

The following command-line options are available for BCDboot.exe.

BCDBOOT <source> [/l <locale>] [/s <volume-letter> [/v] [/m [{OS Loader GUID}]]

[5].

Dual-booting and multi-booting

The term dual-booting refers to the common configuration of specifically two operating
systems. Multi-booting is the act of installing multiple operating systems on a computer, and
being able to choose which one to boot. Multi-booting may require a custom boot loader.

Multi-booting allows more than one operating system to reside on one computer, for
example if you have a primary operating system and an alternate system that you use less
frequently. Another reason for multi-booting can be to investigate or test a new operating
system without switching completely. Multi-booting allows a new operating system to
configure all applications needed, and migrate data before removing the old operating system,
if desired. A possible alternative to multi-booting is virtualization, where a hypervisor is used
to host one or more virtual machines running guest operating systems. Multi-booting is also
useful in situations where different software applications require different operating systems. A
multi-boot configuration allows a user to use all of this software on one computer. This is often
accomplished by using a boot loader such as NTLDR, LILO, or GRUB which can boot more
than one operating system. Multi-booting is also used by software developers when multiple
operating systems are required for development or testing purposes. Having these systems on
one machine is a way to reduce hardware costs.

In a multi-boot computer each of the multiple operating systems can reside on its own
storage device, or some storage devices might contain more than one operating system in
different partitions.

An example of a computer with one operating system per storage device is a dual-booting
computer that stores Windows on one disk drive and Linux on another disk drive. In this case a
multi-booting boot loader is not strictly necessary because the user can choose to enter BIOS
configuration immediately after power-up and make the desired drive first in the boot-order
list. However, it is more convenient to have a multi-booting boot loader on one of the drives,
set BIOS once to always start booting from (i.e., load the boot loader from) that drive, and then
allow the user to choose an operating system from that boot loader's menu. No special disk
partitioning is necessary when each operating system has its own dedicated disk drive.

An example of a computer with multiple operating systems per storage device is a dual-
booting computer that stores both Windows and Linux on the same disk drive. In this case a
multi-booting boot loader is necessary. Also, the disk must be partitioned to give each
operating system its own partition on the disk drive.

The basic concept involves partitioning a disk to accommodate each planned installation,
usually including separate partitions for boot, root, data storage and backups [6].
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The new methods of using Windows family operating systems on external system
drive.

A number of methods have been developed for using Microsoft Windows family
operating systems on external system drive and the following results have been obtained:

1. Method of using microSD card as a system drive via installation files and software of
the operating system Microsoft Windows.

For configuration of microSD card as a system drive were applied unpacked files of
WIM-file and tools such as DISM, Diskpart, BCDboot. Accordingly, microSD card can be a
drive system for both physical computers and virtual machines. Operating-system-level
virtualization was carried out based on the VMware Workstation Pro software. It has been
found that the use of microSD cards by this method, improves the energy efficiency of the
system.

2. Method of using dual-booting and multi-booting based on the virtual machine using
Microsoft Windows family operating systems, such as Windows 8.1, Windows 10, Windows
Server 2016.

For configuration of virtual machine with appropriate functionality were applied
unpacked files of WIM-file and tools such as DISM, BCDboot. As a result, the virtual machine
was able to load different operating systems in turn without changing its own configuration
options. Operating-system-level virtualization was carried out based on the VMware
Workstation Pro software. It has been found that the devel-oped technique provides the
possibility to create virtual machines, the architecture of which is more similar to the
architecture of physical machines.

3. Method of using dual-booting and multi-booting based on the external SSD system
drive.

For configuration of external SSD as a system drive were applied unpacked files of
Windows 10 WIM-file and tools such as DISM, Diskpart, BCDboot. And for configuration
dual-booting and multi-booting were applied VHD technology and operating systems, such as
Windows 8.1, Windows Server 2012 R2, Windows Server 2016 on single partition of external
SSD system drive. It has been found that the use of external SSD by this method, improves
modernization of traditional computer architecture and new system functionality for external
SSD.

4. Method of using of external microSD as a system drive card using multi-booting of
Windows family operating systems on VHDX files only via attaching vhdx files as virtual
disks to windows OS setup menu.

For configuration of external SSD as a system drive were applied I1SO image files of
Windows OSs, traditional installation process and tools such as DISM, Diskpart.

The results of the work can be used in design and optimization of computer systems.

Possible directions for further research is continuing work on adaptation of Windows
family operating systems for using on any external storage units of computer systems.

Microsoft Windows has been with us, in one form or another, for more than thirty years.
Its success as a commercially viable operating system helped to make Microsoft the software
giant that it is today, and while there will always be challengers to the throne Windows remains
the most popular operating system on the market. At last estimate, approximately 90% of all of
the world’s computing was done on machines running some form of MS-Windows.
Undoubtedly, Microsoft will continue to develop their operating system, introducing new
features and refinements, with the intention of keeping Windows at the forefront of home and
business computing.
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METO/JA BUKOPUCTAHHSA OIEPALIMHUX CUCTEM POJIUHU WINDOWS
HA 30BHIIIHBOMY CUCTEMHOMY JUCKY

Bacuiab Koctorpus

Dakynvmem KOMN TOMepHUX HAyK ma KibepHemuxu,
Kuiscoruii nayionanvnutl ynisepcumem imeni Tapaca Llleguenka,
np. Axademika I'nywikosa, 40, 03022, Kuis, Yxpaina
kostogryzvasyl@gmail.com

OmnepamiiiHa cucTeMa KOMIT'IOTepa, sIK TPABIJIO, BCTAHOBJIICHA Ha Horo BHyTpimmHEOMY SSD
(HDD). Komm xopucTyBau 3aBaHTaxye Komm'toTep, BIOS 3aBaHTaxkye 3aBaHTaxyBad i3
BHyTpimHBOr0 SSD, a 3aBaHTakyBad 3aBaHTa)Xy€ BCTAHOBIICHY OIEpAIliiiHy CHCTEMY.
3aBaHTa)XyBau 3aBaHTAXYETbCS B OCHOBHY MaM'siTb 3 mocTiHOi mam'sti. Ha cywacHux
KOMIT'I0Tepax 3arajJbHOTO IMPHU3HAYECHHS IMPOILEC 3aBAaHTAKEHHS MOXKE 3aMHITH JECSITKH CEKYH]I
a00 HaBiTh XBWIMH i, SK IPaBHWIO, BKIIIOYAE IPOBEICHHS CAMOTECTYBaHHS IIPH BKIIIOUCHHI,
JIOKaJTi3alio Ta iHimiamizamiio nepudepiiHUX MPUCTPOiB, a MOTIM MOIIYK, 3aBaHTAKEHHsS Ta
3amycK omepamniifHoi cucreMu. 3aBaHTaXEHHS 3aBEPIIYETHCS, KOJIH JIOCSATAE€THCS BUKOHAHHS
HOPMAJIBHOTO OIIEPaTHBHOTO POOOYOro CepenoBHINA.

Byio peanizoBaHO [eKijbKa METOJIB BAKOPUCTAHHS OrepaiiiHux cucrem poauau Microsoft
Windows Ha 30BHIITHBOMY CUCTEMHOMY JHCKY.

Jani meroau 3abe3neuyrots BukopuctanHs OC Windows Ha 30BHILIHIX HOCISX, SIKI MOXYTb
OyTH 3aCTOCOBAHI MPY ONTUMI3allii KOMIT'IOTEPHUX CUCTEM.

['oBopsiuM MpoO CTYMiHb BUBYCHHS MPOOJIEMHU, MOKHA KOHCTATyBAaTH, IO BiAIMOBIAHI METOAN
HpeCTaBICHI B TEOPSTUUHIH 1 MPAKTUYHIH JTiTepaTypi HE JOCUTH LIMPOKO.

TakuM 4YMHOM, aKTyalbHHM € JIOCHI/DKEHHS HOBHX METOMIB BHKOPHCTAaHHS OIepamiifHuX
cucreM poauHU Microsoft Windows Ha 30BHIIIHIX HOCISIX T1aM’SITi.
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Byno po3pobneHo Meron, IMO IO3BOJSIE BCTAHOBIIOBATH oOmepariiHi cucremu Microsoft
Windows Ha microSD kapTy 3a ZOIOMOTOI0 iHCTANIIHHKX (ailiB Ta mporpamuux 3aco6iB OC
(omepariiinoi cucremu) Microsoft Windows.

3acrtocyBaHHs microSD KapT K CHCTEMHOTO JHUCKY JO3BOJHUTH CYTTE€BO 3HU3UTH
€HEePrOCIOKUBAHHS CUCTEMH Ta BIINOBIIHO MiABUIIUTH €HEProePEeKTUBHICTb.

Po3pobieno Mmerox, 1m0 Hajae MOKIMBICTH 3aCTOCYBAaHHS IMOJBIMHOTO 3aBaHTAXEHHS Ta
MYJIbTU3aBaHTQXXEHHS HA OCHOBI BipTyaJbHOI MAaIlMHM BUKOPHCTOBYIOUM OIEpALliifHI CHCTEMHU
poauau Microsoft Windows na npuxmani Windows 10, Windows Server 2016.

Takoxx po3po0ieHO MeTOX BHKOPHCTaHHS NOABIHHOTO 3aBaHTAXEHHS Ta MYyJIbTH
3aBaHTAXXCHHS HA OCHOBI 30BHIIIHBOIO CHCTEMHOTO JHUCKY, 30KpeMa pealli3oBaHO CIHOCiO
3aCTOCYBaHHs IIOJIBIHHOTO 3aBaHTaKCHHsS Ta MYJIBTH- 3aBaHTaXXCHHS Ha OCHOBI 30BHILIHBOTO
SSD-cHCTEMHOTO JHCKY.

Knrouosi crosa: cuctemumii muck, HDD, SSD, microSD kapra, omepamiiiHa cuctema,
iHcTamsiini daiinn, WIM-daiin, DISM, Diskpart, BCDboot, Microsoft Windows
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