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CTBOpEHO HENOPOTY cHcTeMy OloMeTpuyHOI imeHTHDiKaIil 0coOu 32 BIZOUTKAMH MAIBbIIB HA
OCHOBI ONTOEJEKTPOHHOTO CKaHepa Ta IUIaTé MikpokoHTposepa Arduino. Orpumani B ¢opmati
bmp BiZOUTKH NANIBIIB MaTEMaTUIHO 00POOIIEHO BJOCKOHAIEHUM HaMU aITOPUTMOM.

PoGoty cucremn inenTuikanii mepeBipeHo Ha MPaKTHUIII.

Kniouosi cnoea: 6ioMeTpH4HI CHCTEMH JOCTYILy, MOPIBHSIHHS BITOMTKIB NaJIbIIB, 0OYNCIICH-
H$1, MIKPOKOHTPOJIEP, CKaHep aJITOPUTMIB.

OCHOBHUMH CTaTUYHUMH OIOMETPUYHUME METOJaMHU € iACHTH(IKAIlS 32 ManlIIpHEM
PUCYHKOM Ha TAJBIIX, PAlIy’KHOIO OOOJOHKOI OKa, TEOMETPi€l0 OONNTYs, CITKIBKOIO OKa,
PUCYHKOM BEH PyKH, TeoMeTpieto pyk. Cepelnl AMHAMIYHHUX METOJIB BiOMi imeHTH}IKaIis 3a
roJIOCOM, KPOKaMH, AMHAMIKOIO PyKOIIMCHOTO TI04EpPKY, cepleBoro purMy. HaiinommpeHimum
€ MeToJ| imeHTUdIKaIll 32 BitOUTKaMu maibiiB. JJo HEJOMIKIB METOly HaJIeKaTh MOXKIIUBI IMO-
IIKO/DKEHHS APIOHUMH TIOpi3aMH Ta mojapsmuHamMu. barato ckaHepiB HeaJeKBaTHO pearyrTh
Ha CTapuX JIOJEH 1 JII0JIel 3 CyXOr0 IMKipor. BaXXTMBUM € Te, 10 BiIOMTKH MaJbI[iB MOXYTh
3MIHIOBAaTUCH 3 yacoM [1—4].

Baxxmmeumu B miporieci po3mi3HaBaHHS 3a BiIOMTKAMH TAJBINB € JFOACHKUN 1 TEXHIYHUN
YHHHUKY, anapaTHa peaisamis 010MeTpHYHHX MPHUCTPOIB, aITOPUTM PO3Mi3HABAHHS Ta TEXHi-
YHa peai3allisi CHCTEMH.

Jlronchkuil YMHHHK, TOOTO Croci0 mpukianaHHs (MPUTHUCKAHHS) Habls 10 OioMeTpud-
HOTO CKaHepa, € Ba)XJIMBOIO MPUYMHOIO SIK 3HW)KEHHS IIBUJIKOCTI PO3IMi3HaBaHHS BIITHCKIB,
TaK 1 TOMHJIKOBOTO CIIPAIFOBAHHA. 30KpeMa PeecTpais XapaKTepHUX TOYOK U (OPMYBaHHSI
SIKICHOTO 1IabJIOHA BIATHUCKY B pa3i KOcOro (KPHBOTO) MPHUKJIAAAHHS MaJIbII 10 O10METPUIHOTO
CKaHepa Mi/IBUILy€ IBUAKICTH ineHTHdikanil ocoou. Ha npouec inenTudikariii BrummBae Takox
CYyXiCTb, BOJIOTICTh Ta IMOIIKOPKCHHS TTaJIbLs.

AmapartHa peami3aifisi 0iOMETPUYHHX IPHUCTPOIB 3AICKHUTH B SKOCTI 0iOMETPHIHOTO
CeHCopa 1 armapaTHOTO MPHUCTPOIO CUCTEMH. 30KpeMa, Y BHIIAAKY posaineHHs > 500 /IPi otpu-
MYEMO JOCTATHBO SIKICHE 300pakeHHs AL 3 MOJANIBIINM ITEPETBOPEHHSIM HOro B U(poBy
MOJIETIb 32 KIIIOYOBUMH XapaKTEpHUMHU TOYKaMu. ArnapaTHa miargopma 3 BOy10BaHUM IpolLie-
COpOM BH3HAYa€ MIBHIKICTh MOPIBHSAHHS BIATHCKY 3 €TAJOHHHM IIa0JIOHOM, IO MICTHUTHCS B
mam’Ti.

[leperBopenHst 300pakeHHs B IU(GPOBY MOJICIb BiIOYBAETHCS 3a JOIIOMOTOK MaTeMaTH-
YHOT'O JITOPUTMY. 3 TpadiyHOro 300paXKeHHS BUIUISIOTHCS KIIIOYOBI XapakTepHi Touku (12—
24 Touku). Y BUNAIKy, KOJIM TOYOK BEIHKA KUTBKICTh, MOXKE HE BHCTAUYUTH OOYHCIIOBAIIEHUX
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pecypciB, a KO TOYOK HebaraTo, — iCHye HMOBIPHICTh JOITyCKY UYy>KOTO BIATHUCKY MANbI. 3
OISy Ha Iie AJITOPUTM Mae jBa napamerpu: FAR — moMuika nomycky 4y»Koro KOpuctyBada
(0,01 %); FRR — momwuiika Hemomycky cBoro kopuctysaua (0 %).

biomerpuuHi npuctpoi MoXyTh 3a0e3nedyBaT ab0 BUCOKY IIBHJIKICTH PO3ITi3HABaHHS,
abo BHCOKy Oe3meky cucTemH. TexHiuHa peanizamis OiOMETpHYHOI CHUCTeMH Iependadae
00’€/IHaHHS CKaHepa BIATHCKIB 1 anapaTHol miatopMu B OJHOMY KOPITyCi a00 PO3ZLIeHHS iX
JIHIEIO 3B’S3KY, IO MPUBOIMTH JO ISIKOTO 3MEHIICHHS IIBUAKOCTI MOPIBHAHHS. SIKIIO KiTb-
KicTh KOpHUCTYBauiB Besnka (~ 100 THC.), TO ONTUMaJIBHUM BapiaHTOM € BUKOPHUCTaHHS CcepBe-
pa imeHTHdikamnii (moTyxHoro crarionapaoro [1K).

3acTOCOBYIOTH TPU KJACH aJITOPUTMIB NOPIBHSIHHA BiJOWTKIB MaJBIiB — 32 OCOOIMBHMHU
TouKkamu (MIHYLisSIMH), KOpEJSILiHHUN aHani3, riopuani Meroau. Haiibinbine nomupeHum 3a-
BJITKM TIPOCTOTI Ta MIBUAKOCTI pOOOTH € METO] IOPIBHSIHHS 32 OCOOJIMBUMH TOYKAMH — KiHIIC-
BHMH TOYKAMH NAMUJIIPHUX JiHINA 1 TOYKaMU PO3ABOEHHS MATUIPHAX JHIA (MIHYIISIMIE).

Jng KOXKHOI mMapM TakMX TOYOK OOYHMCIIOIOTH TPIMKH 3HA4YEHb: MOXIYNb BEKTOpA, IIO0
3’€IHYy€ Mapy MiHYIIi, OPIEHTAI[II0 BEKTOPA BIIHOCHO TOPHU3OHTAIII Ta HAMPSIMAMH HAMIISIPHUX
JIHIN 3 MiHYLISITAMH BiTHOCHO TOPHU30HTAJII.

To6T0 m1ab0H MICTHTH ONHC BiNOWTKA, 3aJaHUN Yy BiJHOCHHUX OJWHUIIX, IO HIBEIIOE
3MiHYy Opi€HTaIli] 300pakeHHsI. ANTOPUTM OIIHIOE BiACOTOK 30iriB MiX BiAMOBITHUMH TpiiKa-
MU 3Ha4eHb.

[IBuaKois CUCTEMU BU3HAYCHA BUKOHAHHSIM KUTBKOX OCHOBHHUX OIEpAIliil — IiTHECCHHS
IIO0 KBazpara, ToOyBaHHS KOPEHs, TiIeHHs, O0YHCICHHS apKTaHTeHCa.

Mu Manu Ha MeTi CTBOPUTH HEIOpOTY cUcTeMy OiomeTpudHOi ineHTHdikaiii ocodu 3a
BiIOMTKaMHU MaNbIiB. i1 IOrO 3aCTOCYBaJIM HEJOPOTi ONTOCICKTPOHHUI CKaHEp Ta IUIaTy
MiKpoKoHTpoJiepa Arduino.

Bzaemonito Arduino Uno Ta ontmuHOoro Monyis matdukiB FM60XSA 3a0e3nedyBaB mmo-
cnigoBuuii inTepdeiric UART. Kinbkicts 30epexenux y 6i0mioreri BitOUTKIB cTaHOBHIIA On-
3pk0 120. BuBoau moayinst TX ta RX npuennyBanu 1o apyroro i Tpetsoro miHiB Arduino.

Juis poboTH 3 MomynieM ckaHepa BinOuTKiB nansiiB B Arduino IDE nonano creriansHy
6i0moTexy Adafruit Fingerprint Sensor. s peectpanii BinoutkiB Budupamu Enroll i 3aBan-
TaxyBajiu ko B Arduino, yBiBuiM ineHtudikauiiinnii Homep BigOutka ID. Lo omepariiro
MTOBTOPIOBAJIM MO JIBa Pa3y [UIsl KOXKHOTO NaJbLisl.

11006 3HaiiTH 30ir MiXk MPUKITAJCHUM BiIOUTKOM i BITOUTKOM y 0a3i JaHWX, HEOOXITHO B
Arduino IDE mepeiitu B Mmento Fill-Examples-Adofruit Fingerprint Sensor Library —>
Fingerprint. OTpuManuii pe3yapTaT MOXKHA OOAYUTH 3a 3aTOPSHHAM CBiTIIOAiona abo Ha I1o-
JIaTKOBOMY KoMIlakTHOMY ED-nucmiei.

Yac crparfoBaHHs CHCTEMH CTaHOBHB BiJ 1 710 3 ¢ 3aexHO Bix 00’eMy 0i0IiOTeKH Bif-
OUTKIB.

Ha puc. 112 300paxeHo cucremy ineHTudikaiii Ta 6J0K-CXeMy CHUCTeMH ieHThdiKaIlii.
Biiok-cxema MiCTUTh €Tamy 3YMTYBaHHS BIIOMTKAa ONTHYHOK CHCTEMOIO, 3amuc y Oydep 30-
OpakeHb, IepeHeceHHs B Oydep 3ropTKH, MOPIBHAHHS JaHUX 3 023010 MA0JIOHIB Ta yXBaJICHHS
pimIeHHs mpo iAeHTU(IKAIIIO Y1 Hi.
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Puc. 1. ®oto Henoporoi cuctemMu po3Mi3HaBaHHS BiJOUTKIB MaNbL(iB
Ha 0a3i ONTOEJIEKTPOHHOIO CKaHepa Ta MiKpokoHTposepa Arduino.

2 = bydep

IFOPTKH
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CHCTEMA ’| obpaxens 3 mabaonis
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W
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Puc. 2. briok-cxema cuctemu iieHTH(DIKAIIT 32 BiJOUTKAMU TaJIbIIiB:
1 — 34nTyBaHHS BIATHCKIB; 2 — 3rOpPTKa 300paXkeHb; 3 — IIOPIBHSIHHS 1 JOTIOBHEHHS 3TOPTKHY;
4 — MOpIBHSHHS OTPUMAHHX JAaHHUX 3 023010 MAOJIOHIB 1 yXBaJeHHS PilICHHS.
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OTXe, CTBOPEHO CUCTEMY imeHTH(diKaMii 0cOOH 3a BiZOMTKAMU MaJbIiB HA OCHOBI IIHPO-
KOBXXHMBAaHHX HEIOPOTHX KOMITOHEHTIB — ONITUYHOTO ckaHepa ZFM 60xSA Ta miatu MiKpOKO-
Hrposepa Arduino Uno.

Taky cucreMy MU 3aCTOCYBallMl JUIsl JIOCTIJDKEHHS ¥ OLHKM mapameTpiB i MpaKkTHYHOT
po0oTH, a TakOX ISl BUMPOOYBAaHHS CHCTEMH imeHTH(]iKamii B pasi il BTACHUX alTrOPUTMIB
00po0IieHHst BiZOUTKIB nanbiB. Taki alropuTMu MOXYTb OyTH PI3HUMH 3aJI€XKHO BiJ| KIJIBKOC-
Ti BiIOUTKIB, 30epexeHux y 6a3i JaHuX.

Ha ocHOBI TakMx HEOPOrHX KOMIOHEHT MOXHa CTBOPIOBATH CHCTEMH OOJIIKY poOOYOTo
gacy, CHCTeMH Oe3reku odicy 9 “po3yMHOTO” OyIUHKY.

Y po6oTi ekcriepuMEeHTaNbHO OTPUMYBAJIM BIIOUTKH NalblliB y ¢opmari bmp, gani Bia-
OyBasioch 00pOOJIEHHS OCOOJMBHX TOYOK, IO Jaj0 3MOTY CIIPOCTUTH peaji3alilo po3mi3Ha-
BaHHA Ta €(pEKTHBHO BUKOPHCTOBYBATH alapaTHi pecypcH Ui moOy10oBH OIOMETPUYHUX CHC-
TEM JIOCTYILY.
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Nowadays a fingerprint recognition is the most developed biometric identification method.
Each person has the unique papillary pattern which makes the identification possible. Typically,
the algorithms parameters of the fingerprint recognition are the end of the line of the papillary
patterns, their line branching and single points of the fingerprints. The features of the papillary
pattern are converted into an unique code which is uniquely associated with the fingerprint. These
fingerprint codes are stored in the database.

The advantages of the method are a quiet simple procedure of scanning fingerprints and a low
cost of scanning devices.

The disadvantages are the sensitivity to tiny damages caused by cuts and scratches. Many
scanners have a lot of issues with dry skin and skin of the old people. The number of “impass-
able” people can vary from less than percent up to the tens of percents for cheap scanners. How-
ever, modern fingerprint scanners are equipped with temperature sensors, force sensitive resistors,
etc., which enhance the protection of the system from tampering.

Human and technical factors, hardware implementation of the biometric devices, recognition
algorithms and technical realization of the system are very important for the process of finger-
print recognition. The human factor, that is, the method of attaching (pressing) a finger to a bio-
metric scanner is an important reason for both reducing the speed of the recognition of the finger-
prints and the false triggering. In particular, the registration of the characteristic points for the
formation of a qualitative fingerprint pattern with oblique (crooked) finger attachment to the bio-
metric scanner increases the speed of identification of a person.

The hardware implementation of biometric devices depends on the quality of the biometric
sensor and the hardware device of the system. Particularly, when resolution is greater than or
equal to 500 dpi, a fairly high quality fingerprint image can be obtained, followed by converting
it into a digital model by characteristic points. The hardware platform with the built-in processor
determines the speed of matching the fingerprint to the fingerprint pattern contained in the mem-
ory.

It was created an inexpensive biometric system of person identification by fingerprint recog-
nition on the optoelectronic scanner and microcontroller Arduino base. We have obtained finger-
prints in BMP-format and handled by improved algorithm. Work of system was tested in practice.

On the base of description technology it may be created the system of security de-
fence, digital door lock for Smart House a system of work time calculation for office.

In our article it was given wiring scheme of optical scanner and microcontroller Ardu-
ino Uno. Also it was shown the block scheme of working system of fingerprint identification of
person wich consist an optical system of scanning, butter of images, two buffers of convolution
and library of templates.

Recognition time of person identification was changed from one to three sec in dependency
of amount of fingerprint library.

Key words: fingerprint recognition biometric system, microcontroller, scanner, algorithm.



