ISSN 2224-087X. Enexrponika ta indopmauiitai Texuosorii. 2019. Bumyck 12. C. 30-38
Electronics and information technologies. 2019. Issue 12. P. 30-38

YK 004.93'1 DOI: https://doi.org/10.30970/¢eli.12.3

FACIAL RECOGNITION WITH USING OF THE MICROSOFT FACE
API SERVICE

Volodymyr Grabovskyi, Oleh Martynovych

Faculty of electronics and computer technologies
Lviv Ivan Franko National University
107 Gen. Tarnavskyi St., UA-79017 Lviv, Ukraine

volodymyr.grabovskyi@lnu.edu.ua

Results of creation and testing of software for recognition and comparison of human faces are
presented. The program was created to run on Windows and implemented using the features of
the face recognition service Microsoft Face API. Some peculiarities of work and practical use of
this service for creation of user programs are analyzed. The work of the created program was
tested on real examples of face recognition both on images belonging to one person and to
different persons. The influence of the presence of emotions on the face and different shooting
conditions of the submitted photo on the recognition result is investigated. Some aspects of the
practical use of this service are also noted. In particular, the positive aspect is the ability to allow
the use of Face API services for free for 30 days, which allows users to develop and test a
recognition program and evaluate the quality of its functionality before acquiring commercial
rights to the Microsoft API.
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Introduction.

The problem of identifying visual images, in particular — face recognition, whose solution
is based on the use of their 2D and 3D images, is today very topical. A number of approaches
are used to solve the recognition problem and a large number of methods are developed [1, 2].
When implementing such methods, fundamental statistical approaches and (especially in recent
times) artificial neural networks [3, 4] are used.

The bases of most of the current methods of recognition are the methods of biometric
measurements [5], in particular — the definition of distances between so-called key points of
the face. Initial recognition technologies used direct measurements and therefore were difficult
to automate. Automatic 2D-recognition of faces became possible in the 60's of the twentieth
century. Thanks to the wide introduction of 2D images (photos) and increased access to com-
puting power. The latter allow archive the image for its further use, directly measure the error
of the expert and proceed to automate the process of recognition. [6].

In order to the 2D face recognition system to be effective, it must deal with possible com-
plications that may occur when the 2D image pattern for recognition is detected and which
arise from the features of the recording device itself. For a facial recognition system to be ef-
fective, it must deal with the possible complications that may arise when a 2D picture is de-
tected for recognition and which arise from the features of the recording device itself. In par-
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ticular, the quality of face recognition is affected by the colour gamut, resolution, distortion
caused by the properties of the recording device, as well as the some features of the objects
being recorded - the pose occupied by the subject when shooting, the presence or absence of
facial hair (whiskers, beard), facial expression, his facial expressions, etc. An important role in
recognition is played by the conditions under which the shooting takes place, including light-
ing, scaling, shooting angle, background. In particular, the posture and illumination variations
during image capture are still problems that are difficult to solve during 2D recognition.

This paper presents the results of the development of a software product created using the
features of the Microsoft Face API technology, designed to facilitate users of the procedure for
creating recognition systems, and study some of its features.

This paper presents the results of the development of a software product created using the
features of the Microsoft Face API technology, designed to facilitate users of the procedure for
creating recognition systems, and study some of its features.

When choosing the Microsoft Face API technology for image recognition, a comparison
of this technology with other recognition tools that was provided to Amazon, Google, IBM,
OpenCV, Affectiva, etc. [7,8] was taken into account. The reason for choosing the Microsoft
Face API is that this technology represents a rich set of features for recognition. In addition, in
the analysis, it uses the largest number of key points on the face compared to other technolo-
gies. This is because the number of users of the Face API is one of the largest in comparison
with other similar technologies [8].

The data that characterize each recognition technology (including the time delay for each
of them, the set of functions they perform, the level of recognition success, the conditions of
free use, etc.) are given in 7, 8 where we direct the reader which is interested in them. They are
not cited in this article due to lack of space.

The use of the Microsoft Face API in the development of this application is because this
technology integrates well with the .NET platform, which is based on the tool that uses the
Face API, and the ability to interact with the Windows Presentation Foundation (WPF) tech-
nology, through which created user interface of the program. In addition, the advantage of us-
ing this service is a fairly simple implementation of the possibility of using the Face API in
projects and a large range of features that it provides to the user.

Some features of Microsoft Face API Application.

Microsoft Face API [9] is a service that provides facial recognition algorithms, such as
face verifying, identifying faces, grouping faces, identifying individuals. The basis of this ser-
vice is the Infer NET framework [10], which is used to create machine learning models. As
generative models, Infer.NET uses Bayesian networks to create probabilistic models that can
be trained as new data enters.

The Microsoft Face API is generally a commercial product. Its use requires the user to
have a subscription key on Microsoft Azure. It is also possible to use a free trial subscription
key. However, such a key has a short period of possible use — only 30 days. Therefore, when
using it in 30 days, you must generate a new subscription key. There are also 30,000 API calls
within 30 days; In addition, the use of such a key allows you to make a maximum of 20 API
calls per minute. This feature of the API is designed to enable a potential user to test and test
the effectiveness of its possible use before deciding on the final use of the service when devel-
oping and using a recognition system and, accordingly, purchasing a subscription to the Azure
portal and payment for additional calls of APL
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One of the main functions of the Face API is face detection. For this purpose, the person's
face orientation (its so-called “key points”) is used — a series of informative points on the per-
son whose position is information about his confidentiality and individuality. By default, the
Face API uses 27 tokens that determine the position of the points specific to each face (facial
landmarks [11]), such as the position of the pupils and corners of the eyes, nose, mouth, etc.
[12]. It is not necessary to specify these landmarks — they will be analyzed by the API when
they are detected in the image. The data on the detected points is returned in a rectangular
frame around the person's face pixels. In addition to identifying facial features in the image,
these guidelines can also be used to determine the direction of the look of the face [13].

For recognition, an image is provided, either directly in the form of a digital file, or taken
from the Internet through a link to its URL. To ensure good recognition accuracy, it is advis-
able to use clear frontal images of a face larger than 200%200 pixels. When each person is de-
tected, a rectangle appears in the image of her face, indicating the location of the person in the
image.

When recognizing two persons, the Face API performs a verification of the identity of the
two discovered faces or verifies the verbality of the detected face with respect to the specified
person. The results of the recognition are two parameters:

— "is Identical" — returns the value "True" if both faces of the compared images belong to
the same person; otherwise the value "False" is returned.

—"Confidence" is a numerical value indicating the probability that both faces belong to the
same person or to different persons (that is, the value of trust in similarity).

By default, the value of the "is Identical" parameter is "True" if the confidence is similar
to >0.5. It is also possible to redefine the confidence level threshold and fine-tune the result to
its own data.

Another function of the service is the search for similar faces in an image, in which the
Face API supports two modes — “Match Person” and ‘“Match Face”. “Match Person” mode
defines similar faces, taking into account the value of confidence in the similarity specified
during the verifiability check. “Match Face” mode ignores this threshold and defines candi-
dates with the most similar faces. The person recognition API can be used to identify people
both based on the identified person and a separate database of individuals. This database must
be created in advance and may change over time.

The easiest way is to identify individuals by passing the right image directly. To do this,
send a POST request with the type of application/octet-stream content and read the data from
the image in JPEG format. Maximum image size is 4 MB. If the image is already online and
has a URL, you can use it to identify individuals.

Interface of interaction with the Microsoft Face API.

The application was created using the Visual Studio 2017 programming environment and
using the NuGet package of the Microsoft Azure Cognitive Services Vision Face 2.0 client
library.

Each call to the face recognition API requires a subscription key. This key must be
passed through the query string parameter or specified in the request header. When using a
client library, the subscription key is passed through the FaceServiceClient class constructor.

The interface of interaction with Microsoft Face API is implemented using the technol-
ogy of constructing WPF user interfaces and System.Windows.Media classes. Using this inter-
face allows user to use a set of features that this service provides for facial recognition and
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comparison, including facial expressions, facial recognition in photographs featuring more
than one person, and presentation of facial features.
The interface appearance of the interaction with the Microsoft Face API is shown in Fig.
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Figure 1: Interface of interaction with Microsoft Face API:
1 — "Key" — field for entering the key API; 2 — "Region" — field to enter the region where the
API will be used; 3 — "Generate Face Service" button; 4 — "Match" button; 5, 7 — "Browse"
button to enter the first and second images, respectively; 6, 8 — field for displaying the charac-
teristics of the first and second images, respectively; 9, 10 — display area of the first and sec-
ond images, respectively; 11, 12 — the places of display of facial fragments allocated by the
Face APIL.

It contains:

—the "Key" field for entering the API subscription key (1, Fig. 1);

—field "Region" to enter the name of the region where the API will be used (2, Fig. 1);

—the button "Generate Face Service" (3, Fig. 1), through which the validation of the sub-
scription key is made and access to work with the Face API is provided;

—button "Match" (4, Fig. 1), the click on which starts the comparison of two images and
their comparison;

—two "Browse" buttons (5 and 7, Fig. 1) that allow you to select two images for recogni-
tion; Such attributes are a certain age and the sex of the identified person, as well as the
presence of a smile on her face, the presence of sunglasses, emotions, hair, makeup, oc-
clusion, accessories, blurring, exposure and noisiness of the recognizable image;

—fields 6 and 8 display the attribute data that recognizes the selected images;

—fields 9 and 10, in which the selected images of comprised persons will be shown, respec-
tively;

—fields 11 and 12, in which the fragments of face images selected by service API for the
recognition will be shown.

Testing the recognizsing abilities of the created program.

To get started with Microsoft Face API you need to enter the key in the "Key" field (1,
Fig. 1). The required key is available from the official Microsoft Azure website at
https://azure.microsoft.com/en-us/try/cognitive-services/?api=face-api).
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After entering the received key, it is necessary to validate it by pressing the button "Gen-
erate Face Service" (3, Fig. 1). After successful validation, you will have access to the Face
APIL. If the validation did not pass successfully, the message is displayed (Fig. 2).

Unspecified >

Access denied due to invalid subscription key. Make sure you are
subscribed to an APl you are trying to call and provide the right key,

Figure 2: Notification about failure of the API-key validation.

After successfully validating the API-key, access to the functional API is provided. To
continue the work, you need to select the desired image from the available photos in the com-
puter or from the Internet with the "Browse" buttons using. You can choose both one and two
images if you want to compare them.

After loading the image file, the API service processes it and returns the received charac-
teristics, which are displayed in the field under the corresponding photograph (fields 6 and 8,
Fig. 1). Also, a rectangle on the face of the image is highlighted, which points to the area of the
image to be recognized. The highlighted areas appear above the main image (in field 11 or 12,
Fig. 1). By clicking the "Match" button we are compared the selected faces. The comparison
results are displayed in the field below the "Match" button in the value of two parameters — "Is
Identical" and "Confidence". The value of the "Is Identical" parameter, which characterizes the
similarity of both faces, is Boolean — "Truth" means that the faces are similar and most likely
belong to the same person, and "False" — that they are no similar and belong to different peo-
ple. The parameter "Confidence" — the parameter of correspondence of the compared images —
acquires value on the interval [0; 1]. It is believed that if the value of the "Confidence" coeffi-
cient is more than 0.8, then it can be argued with high certainty that the faces are similar and
they belong to the same person. If the value of this coefficient is considerably smaller than 0.5,
it can be assumed with high certainty that the faces belong to different people.

The results of the comparison of images in the case of use for the recognition of two iden-
tical facial images of the same person are shown in Fig. 3. As you can see, as a result of the
comparison, the value of the "Confidence" parameter defined by the Face API is equal to 1,
and the values for the all corresponding attributes (see fields 6, 8, Fig. 1) are identical. That
testifies to the absolute identity of two faces. Accordingly, the value "Is Identical" in this case
is "True".

Now, we will compare the face images of the same person with different emotional ex-
pressions of the face (in the absence and presence of a smile) and different conditions in which
the registered photo (in the presence of different backgrounds and colours gamut of the im-
age). The results of the corresponding recognition are shown in Fig. 4.
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Figure 3: Results of the recognition for two identical images of the same person.
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Figure 4: The results of the facial recognition of images of one and the same person with different
emotions and under different filming conditions.

As you can see, the value of the parameters of the attributes on which the recognition is
made, in this case, differs significantly. The smile parameter, which is one of the attributes that
reflects the presence of emotions on the face, is fundamentally different and is the opposite of
two recognized images — 0.0% and 99.9% respectively. Also, the values of attributes that take
into account the illumination conditions and the colour gamma in images are quite different. In
particular, the values of the parameters that characterize the colour of hair, for the compared
images are differing by tens of percents. Despite the difference in these parameters, the com-
pared images are identified as belonging to the same person. With the corresponding value of
the "Confidence" parameter, equal to 0.63722, this allows the Microsoft Face API to accept the
value “True” of the “isldentical” parameter. This indicates with accuracy 0.63722 that both
faces viewed represent one and the same person, despite the fact that the conditions for fixing
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these images, including the background, as well as the presence or absence of emotions, differ
significantly.

When comparing the images of two different individuals (see Fig. 5), one can see that the
values of the attributes which are defined by the Face API service (a certain age, the presence
or absence of emotions on the face, the colour of hair, the quality and size of the image, the
background on which they are recorded) is fundamentally different for selected images. The
probability of similarity between two facial images that are being compared is determined as
0.06759. This is a very low value of the "Confidence" parameter, which indicates actually ab-
solute difference between the images of two compared individuals. Accordingly, such a low
value of the "Confidence" parameter causes the corresponding "is Identical" parameter value to
be "False".

Figure 5: Results of the recognition for the images of two different individuals

A similar approach is used when identifying both the same faces and faces of different
people on group photography.

Conclusion.

An interface program that allows you to use the capabilities of the Microsoft Face API to
recognize individuals on single and group digital images has been created. With the help of the
features provided by this service, the recognition of faces belonging to different individuals
and the same person is realized. The Microsoft Face API approach allows the service to deter-
mine the meaning of a range of arguments (including age, person's gender, hair colour, pres-
ence or absence of emotion, etc.), the use of which ensures a high reliability of determining the
authenticity of identifying a recognizable person.

The testing of the work of the created program showed the reliability of the identification
of images of different individuals and one and the same person in the presence and absence of
manifestations of emotions on the face. Aas well as under different conditions of filming the
image itself and under the presence of quite significant differences in its colour range.

Considering that in general the Microsoft Face API is a commercial service, the opportu-
nity to use the service free in 30 days, which company's is provided to the user, can also be
considered as a positive point. Because this option provides users with additional convenience
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when developing and testing a custom program before making a commercial decision to pur-
chase a API service access key.
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PO3III3BHABAHHS OBJINY 3 BUKOPUCTAHHSAM CJIY/KBU
MICROSOFT FACE API

Bononumup I'paboscbkuii, Oer MapTHHOBHY

Jlveiecokutl nayionanvHull ynigepcumem imeni leana @panxa
eyn. I'en. Tapnascokozo 107, Yxpaina — 79017 Jlveie, Yxpaina
volodymyr.grabovskyi@Inu.edu.ua

[IpencraBneni pe3ysIbTaTH CTBOPSHHS Ta TECTYBAHHS IIPOrPAaMHOT0 3a0€e3IIeUeHHS IS PO3Ii-
3HaBaHHA Ta MOPIBHAHHA 00wy yoxuHu. Jlomatok OyB cTBOpeHuii st podotn B Windows Ta
peanizoBaHUI 3 BUKOPUCTaHHIM (YHKIIN ciryk0u po3mizHaBaHHs o0y Face API, siki HamatoTs-
cst kommnaniero Microsoft. IIpu BuOGopi ciry>x0u a1t CTBOPEHHS TOJATKy Oy/y IPUHHATI 10 yBaru
HasiBHI y BUIBPHOMY JOCTYIII JaHi OO 0coOnmBOCTei ciyx0 po3mi3HaBaHHS, CTBOPEHUX Pi3HHU-
Mmu pipmamu (Amazon, Google, IBM, OpenCV, Affectiva Ta iH.) JuIi BUKOPUCTaHHS y JOAATKaX
PpO3Mi3HaBaHHS JHIb, TA OCOOIMBOCTI iX BUKOPUCTAHHS.

[IpoananizoBaHo 0coOIMBOCTI POOOTH Ta BUKOPUCTAHHS CEpBICY pO3Mi3HABaHHS 00JINY
Microsoft Face API mst cTBopeHHS mporpam KopuctyBada. BingmideHo neski mepeBaru npakTud-
HOTO BHKOPHCTAHHS NOCIYT i€l ciry0u. 30kpema, 6€3yMOBHO ITO3UTHBHHUM aCIEKTOM € MOXKIIH-
BiCTh O€3KOIITOBHOTO BUKOPHCTaHHS KOpHCTyBadaMu mociyr ciryxou Face API mpotsrom 30
JIHIB, IO JO3BOJISIE iM PO3POOIIATH Ta TECTYBaTH BIACHUH OJATOK JUISl PO3Ii3HABAHHS Ta OIIHIO-
BaTH SIKICTh HOTO (pyHKIIOHYBaHHS Iepex mpuadaHasaM y Microsoft koMepIiifHIX paB Ha Ipak-
THYHE BUKOPHCTAHHS BiAMOBIIHOI CITy>k0n.

Iurepdetic B3aemonii kopucryBaua 3i ciyx60io Face API xommanii Microsoft peanizoBanmuii 3
BUKOPDHUCTAHHSIM TexHoslorii moOymoBu inTepdeiiciB  kopucryBaza WPF Ta  kimacis
System.Windows.Media. 3acTocyBaHHS CTBOpeHOTO iHTEp(heHCy N03BOJISIE KOPUCTYBAUEBi BUKO-
pucToBYBaTH Habip (QyHKIIH, ki HaJae BKa3aHa CIy>k0a po3Ii3HaBaHHS Ta MOPIBHSIHHS 00IMY, a
TaKOX 1AEHTU(IKYBaTH 00INIYS JII0AEH 3 PI3HUMHU eMOIIsIMU Ta MIMIKOIO, IPE/ICTABIICH] y Pi3Hiil
KOJILOPOBIlf TraMi, PO3IIi3HABATH iX HA 300paKEHHSX, MPEICTABICHUX SK 0e3 IocepeHbO KOpHC-
TyBadeM, TaK i OTPUMaHUMHU 3 IHIIHNX JPKepe, 30KpeMa — 3 IHTepHery.

PoGoTa cTBOpeHoi mporpamu Oyiia mepeBipeHa Ha MPUKJIALaX PO3Mi3HaBaHHS OOJIMY HA 30-
OpaxXeHHSIX, 110 HAJICXKATh SIK OIHII JIFOIMHI, Tak 1 pisHUM ocobam. [l posmisHaBaHHS OyiH BU-
KOpHCTaHI 300pakeHHs 0ci0, OTpUMaHi K aBTOpaMH 0COOMCTO, Tak i B3sTi 3 BeO-mipocTopy. Pe-
3yJIBTaTH PO3IMi3HABAHHSA i MOPIBHAHE 300pa’keHb SIK Pi3HHUX 0ci0, Tak 1 oxHiel 1 Tiel sk ocobu, 10-
CIIJUKEHHS BIUIMBY HA IX pe3yJIbTaTH HasiBHOCTI eMOIiH Ha OOIMYYi Ta Pi3HUX YMOB 3HOMKH (pi3-
HOro (poHY, Ha SIKOMY 300pakeHa 0c00a, BiIMIHHOCTEH Y KOJILOPOBIii TaMi 300paKeHb), a TAKOXK
PO3MipiB BUKOPHCTAaHUX 300pakeHb ITOKa3alu HAAIMHICTE pe3yibTaty ixX ineHTudikarii.

Knrouosi crosa: po3mnizHaBanHs o0imadst, Microsoft Face API, BusiBieHHS 001M4Y4s1, Opi€HTH-
pu o0
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