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PosrisayTo BilickkoBe criBpoOiTHHITBO YKpainu Ta CroBaudmHM y cepi 3aXUCTy Iep>kaBHOTO
KOpIIOHY, 30KpeMa, MiX JlepKaBHOIO NPHUKOPJOHHOIO CIyx0oro Ykpainu ta Ilomineficbkkumn criamn
CroBauunnn (crmoBair. Policajny zbor) y ramysi kpunrorpadigroro 3axucry inpopmarii. ABTop craTTi
XapakTepu3ye IMyHKTH TPOIYCKY 4Yepe3 AepiKaBHHI KOpAOH YkpaiHm Ha KophoHi 3i CroBaddmHOIO,
30okpema: Mamit bepesumit, Mami Cenmen, I[lanose, Ykropox, Yom (Crpax). Buxopucrams
iHpopManiitHo-TenekoMyHiKamiHHIX cucteM «['APT» € ckmamoBuMu 0e31EeKOBOTO CEKTOPY 000X KpaiH.
[TpukopmoHHEe YKpaiHCHKO-CIIOBAIBKE CHIBPOOITHHUITBO y cepi Kibep3axucTy B OINEepaTUBHO-CITYKOO0BIH
JUSUTBHOCTI  CIIMPAEThCS HA HU3KY HOPMATHBHO-TIPABOBHX IOKYMEHTIB, SKi PETyNIOIOTH MiKAEpKaBHI
BiTHOCHHH OO HAIlIOHAIBHOI OE3MeKH INX KpaiH, Hampukiaj, 3akoH Ykpainu «[Ipo ocHOBHI 3acamu
3abe3mneuenns KibepOesmekn Ykpairm» (2017), «Kousenmist mpo kibepanounnnicts» (2005), «CrpaTeris
kibepbesnekn Ykpainm» (2016) ta im. ['mobanpHa aBromaTtn3oBana iHdopwmariiina cucrema «I'APT»
BUKOPUCTOBYETHCS (haxiBIIMH-3B’SI3KIBIFIMU Ta CIIEIiaNiCTaMH-KpUNTOrpadaMy y po3BiAyBalbHIM Ta
KOHTPPO3BiAyBaJbHIll AISNIBHOCTI 3 METOI0 IpOTHAIl 3arpo3aM HamioOHAIBHOI Oe3mekn YkpaiHu Ta
CrnoBaqunHU. YBa)KHOTO CTaBJICHHS BIHCHKOBUMHM €KCIIEPTAMH Ta AEPXKABHIMH EKCIIEPTaMH 3 IUTAHb
TAaEMHHUIb MOTpeOye Tary3b aBTOMAaTU30BAaHUX CHCTEM YHPABIIHHS, OCKUIBKH iH(pOpMaNis, Mo Miumrae
KPHUIITOrpadidHOMY 3aXHCTy € TAEMHOIO 3TifHO 3akoHy Ykpainu «[Ipo mepkaBHy TacMmumio» (1994).
ABTOp cCTarTi 3a3Havae, MO0 BUTOKOM 3 KaHAIIB 3B’A3Ky Ta 3aXUCTOM iH(opmamii 3aiiMaiorTscs
cremiamictn  «baHKOM3B’SI3Ky», SIKI € PO3pOOHMKAMM IHCTPYKIIH IMOAO eKCINIyaTamii oOyiafHaHHS
MIPOrpaMHO-TeXHIYHOro KoMmImiekcy «["APT», mo npuitHare Ha 0330po€eHHS JleprkaBHOIO IPUKOPIOHHOIO
ciryx0oto Ykpainu ta Iomineficbkumn cunamu CrnoBauunan. «["APT» Hagae MOXIMBICTH ZOCTYITY IO
0a3 manux «lHTepmon», «[lacmopT» Ta «PU3MK» 3 METOM: BUSABJIECHHA OCi0, MPHUYETHUX A0 MiATOTOBKH i
3[1MCHEHHS TEPOPHCTUYHUX aKTiB; MPOTHAIl HeNerambHid MIrparii iHO3eMIiB JETalbHUM IULIXOM 3
BUKOPUCTAHHIM 9yXXHX a00 MiapoOIeHNX JOKYMEHTIB; BUSBICHHS i JPOOJICHIX MacOPTiB IPOMa STHIHA
Vxpaian ta CrooBaYdMHM, MPOTHAIl TOPTiBIi JIOABMHU, TOOTO MpOTHAII MPOTHHpPaBHIN IisUIBHOCTI y
ITyHKTaX IPOIYCKy Yepe3 JAepKaBHHUI KOPIOH.

Kniwouosi cnoea. BilicbkoBe CIBpOOITHHITBO, BJacHa 1 BHYTpilHA Oe3meka; TiIo0aibHA
aBTOMaTH30BaHa iH(popMmamiiina cucrema «I"APT»; xpunrorpadiunmii 3axuct indopmarii; I[Nominewcski
cun CrioBauunsu (ciosair. Policajny zbor).

IlocTtaHoBKa HaykoBOi mpoGjeMH Ta ii 3HaAYeHHs. 3aXUCT Ta OXOpOHA
Jep>KaBHOTO KOPJOHY € MPIOPUTETHUM HANPSIMOM HaIliOHAJIbHOI Oe3nekn YKpaiHu Ta
CnoBauunnu. Bnacue «['APT» ciyrye iHpopMamiiiHUM 3axHCTOM pPi3HOTO BUAY
iHdopmMartii, 30kpeMa, TaemHoi. ['To0anpHa aBTOMAaTH30BaHA iH(OpMAaIliiiHa cHCcTeMa
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«"APT» cnupaetbes Ha 3akoH YkpaiHu «[Ipo KOHTppO3BiAyBalbHY AiSIIBHICTH,
3akon Ykpainu «I[Ipo posBimyBanbHi opranu Ykpainu» Ta 3akoH Ykpainu «IIpo
Jep>KaBHY TAEMHHIIIOY.

3rizno 3 Hakazom AJIICY Ne 810 Bim 30.09.2008 p. «IIpo 3aTBepmkeHHS
[Monoxkennss mnpo iH(GOpMaLiHHO-TEIEKOMYHIKAIIfHY CHUCTEMY MPHUKOPIOHHOTO
KoHTpoiro «['apt-1» [lep:kaBHOI NpUKOpAOHHOT ciy)0Ou Ykpainm» [9]: «Cucrema
«apT-1»  cTBOpIOETBCS 1  BUKOPHCTOBYETHCSI B iHTepecax  pO3BIIKH,
KOHTPPO3BiyBabHOTO 3a0e3MeYeHHs] OXOPOHH JAEp>KaBHOIO KOpPIOHY YKpaiHw,
OIEepPaTUBHO-PO3LIYKOBOI  AIsJBHOCTi, y4yacTi B 00OpoTb0di 3  OpraHi3oBaHOIO
3MI0OYMHHICTIO Ta TMPOTHAII HE3aKOHHIM Mirpamii 3 METO0 CBOE€YAaCHOrO Ta
JIOCTOBIPHOTO 1H(pOpMaiHHO-aHATITHYHOTO 3a0€3NCUeHHS MiJIBHOCTI MiIPO3/LTIB Ta
opraHiB Jlep>kaBHOI MPUKOPIOHHOI CITy:KOM YKpaiHu Aj1sl 34iiICHEHHS] HUMH 3aXO0[iB 13
3armobiraHHs 1 HemomyIlleHHA B’i3Ay B YkpaiHy a®o Buizmy 3 YkpaiHu oci0, sSKuMm,
3rifHO 13 3aKOHOAABCTBOM, HE JO3BONSETBCS B’i3g B YKpaiHy abo THMYacoBO
00MEXEeHO TpaBo BHi3Ay 3 VYkpaiHH, y TOMYy 4YHCHi 3TiIHO 3 JAOPYYEHHAM
MPaBOOXOPOHHUX OPraHiB, PO3LIYKY B MyHKTaX MPOIYCKY depe3 JAep:KaBHUM KOpJOH
0ci0, sIKi TIepEeXOBYIOTHCSI BiJl OPTraHiB Ai3HAHHS, CIIACTBA Ta CYAY, YXWISIFOTbCS Bij
BiOyTTS KpUMiHAIBHHUX MOKapaHb, OCHJICHHS KOHTPOJIO 3a JOJEpKaHHAM IPaBUI
B’i31y, BUi3y, nepeOyBaHHs B YKpaiHi iHO3eMIIiB Ta 0cib 6e3 rpoMaisHCTBa, a TAKOXK
BHMKOHAHHS 1HIIMX 3aBJaHb y MIPaBOOXOPOHHIN cdepi 3rigHo i3 3aKOHOIaBCTBOM ».

AHaui3 ocTaHHiX gocaizKkeHs i myOaikauniii 3 wiei mpodaemu. HaykoBi po3Biaku
y BITUM3HSHIA 1 3aKOpIOHHIM Hayli y cdepi 3aXUCTy IEpKaBHOTO KOPIAOHY MiX
Vkpainoto ta CrnoBauumHOl BiacTytHi. lle # oOymoBmIIO BHOIp TeMH HAIIOTO
JOCIIKEHHS.

HopmatuBHo-mpaBoBa 06aza 1mogo 3axucTy iH(opmanii B aBTOMaTH30BaHHUX
iHpopMamiiHux cucteMax MK YkpaiHoro Ta CrnoBadunHOK Yy cdepi 3axucry
JIEPYKAaBHOTO KOPJIOHY CTAaHOBUTH: 3axonu Yxpainu [1; 2; 3], naxasu Aominicmpayii
epoicasnoi npuxopoonunoi cnyxcou Yrpainu [4; 5; 6; 7; 8; 9; 10; 11; 12], naxaz MBC
Yrpainu [13].

@opmyTIOBaHHS 3aBAAHHS JOCHIIKeHHsl. 3aBJaHHA NONATaE y TOMY, 100
PO3TIISIHYTH BiliChbKOBE CHiBpoOITHMITBO YKpaiHu Ta CioBauyunHH y cdepi 3axucTy
JIep>)KaBHOTO KOPJOHY, 30KpeMa, Mix JlepkaBHOIO IPUKOPIOHHOIO cIyk0010 YKpainu
ta [lomiueiicbkumu cumamu CroBauunau  (caosait. Policajny zbor) y ramysi
iHpopManiitHoi Oe3lekd, PO3IJISHYBILM T7100aJbHY aBTOMAaTH30BaHy iHpOpMaLiiiHy
cucremy «[APT».

Bukisiax ocHOBHOro mMartepiajy AOCHiAKeHHsI 3 OOIPYHTYBAaHHAM OTPMMAaHHUX
HAyKoBHX pe3yabTaTtiB. 3-nomik «['APTiB» Buokpemmiorots: «['APT-1» -
MPUKOPAOHHUM KOHTpONb, «['APT-2» — iHdopMaIliiiHO-TeIeKOMYHIKaIliHI CHCTEMHU
orepaTuBHO-ueproBoi yactunu, «['APT-3» — mpukopmonHa cimyx0a, «['APT-5» —
iHpopMauiiiHo-aHaniTH4YHA ciyxo0a, «['APT-6» — ¢inancose 3a0e3neuenns, «['APT-
7» — xanpoBe 3abesrneuenns, «[APT-8» — mpodeciitna miaroroeka, «['APT-9» —
caHiTapHO-emieMionoriyae 3abesneuenns, «['APT-10» — omepaTuBHO-pO3IIyKOBa
nmisuibHicTh, «['APT-11» — BuxoBHa pobOora, «['APT-12» — mopchka O0XOpOHa,
«['APT-13» — npaBoBe 3a0e3neuenns, «['APT-14» — cnocrepexenns, «['APT-15» —
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iHpOpMaLiifHO-TeIEKOMYHIKaliiHI CUCTEMH pafialliifHoOro, XiMiuHOro, 010JI0TriYHOrO
3aXUCTy Ta ekonoriunoi Oesmeku, «['APT-16» — agiamiitna cmyx6a, «[APT-17» —
reoingopMmartiiina cucrema, «I"”APT-18» — nokymenransHe 3a0e3nedyeHns, «I' APT-19»
— cnektponHa momTa, «[APT-20» — ¢akcumineHe noBimomiuenus, «APT-21» —
BHYTpILIHS Oe3reka.

VY 3akoni Ykpainu «IIpo KOHTPpO3BiAyBaJlbHY MisUIBHICTE» [2] HaroJomeHo:
«Cratts 1. [IoHATTS KOHTPPO3BiAYBaJIbHOI AISITEHOCTI.

KonTppo3BinyBanbHa [IisUIBHICTE — CHEUiaNbHUH BHUA JiAJIbHOCTI y  cdepi
3a0e3MmeYeHHs] IepKaBHOI Oe3MeKH, sKa 3IMCHIOETHCS 3 BHUKOPHCTaHHSIM CHCTEMHU
KOHTPPO3BilyBaJlbHUX, NOIIYKOBUX, PSKUMHHX, aIMIHICTPaTUBHO-IPABOBUX 3aXO/IiB,
CHpSMOBAaHUX Ha IOIMEpPEIKEHHS, CBOEUAaCHE BUSBICHHS 1 3a100iranHs 30BHIIIHIM Ta
BHYTPILIHIM 3arpo3am Oesmeni YKpaiHu, po3BiLyBaJbHUM, TEPOPUCTUUHUM Ta HIIHM
MPOTUIIPABHUM TIOCSTAaHHAM CHELIaIbHUX CIIy)KO 1HO3eMHUX JepiKaB, a TaKoX
opraHizaliif, OKpeMHX I'pyIl Ta oci0 Ha iHTepecH Y KpaiHu.

Cratta 2. Mera 1 3aBIaHHs KOHTPPO3BiLyBaJIbHOI TisSUTBHOCTI

MeTo10 KOHTPPO3BiAYBAIBHOI AiSITBHOCTI € IONEPEIKEHHS, CBOEYaCHE BUSBIICHHS
1 3am00iraHHs 30BHILIHIM Ta BHYTPILIHIM 3arpo3am Oe3meni YKpaiHd, NpUNHHEHHS
PO3BiTyBabHUX, TEPOPUCTHYHHMX Ta IHIIMX MPOTHUIPABHHUX IOCATAHb CIELiaTbHUX
CIIy>k0 1HO3eMHUX JIEpKaB, a TAKOXK OpraHi3alliid, OKpeMUX IPyIl Ta 0ci0 Ha Jep>KaBHY
Oesneky YKpaiHu, YyCYHEHHS! YMOB, IO iM CIIPHSIIOTH, Ta IPUYUH iX BUHUKHEHHS.

3aBIaHHSIMU KOHTPPO3BiAYBaIBHOI AiSUTBHOCTI €:

noOyBaHHS, aHaJiTHYHA OOpOOKa Ta BHKOPUCTaHHA iH(opMamii, IO MIiCTUTbH
03HaK# 200 (aKTH pO3BiAYBAIBbHOI, TEPOPUCTUYHOL Ta 1HIIOI MisUTBHOCTI CHELiaTbHUX
ciyk0 1HO3EeMHHX Jep)kKaB, a TaKOXK OpraHisawliil, OKpeMHX TPyl Ta Oci0 Ha LIKOAY
JleprKaBHil Oe3renii YKpainu;

MPOTUiS PO3BIAYyBaJbHIM, TEPOPUCTUYHIA Ta IHIINA JiSUTBHOCTI CHEIiaIbHIX
ciyk0 1HO3EeMHHX Jep)kKaB, a TaKOXK OpraHisawlidl, OKpeMHX TPyl Ta Oci0 Ha LIKOAY
JleprKaBHil Oe3rerii YKpainu;

PO3pO0IICHHS 1 pearizallisi 3aX0/iB 100 3aro0iraHHs, YCYHEHHS Ta HeHTpai3artii
3arpo3 iHTepecaM JAepKaBH, CYCIIIILCTBA Ta IPaBaM TPOMaISTH».

V 3akoni Ykpainu «IIpo po3BigyBaibHi opranu Y kpainu» [3]:

«Cratts 4. OCHOBHI 3aBAaHHSI PO3BidyBaJIbHUX OpraHiB Y KpaiHu

Ha po3BinyBamnbHi opranu YKpaiHu OKIaJaroThCs:

noOyBaHHS, aHANITUYHA OOpoOKa Ta HAJaHHS BU3HAYEHHM 3aKOHOM OpraHam
Jep>KaBHOI BJIaJW pO3BidyBajbHOI iH(pOopManii;

3MIICHEHHS CIICI[iAIbHUX 3aXOJiB, CIPSMOBAHHMX Ha MiJTPUMKY HaI[iOHAJIBHHIX
IHTEpeCiB 1 JepKaBHOI TMONITHKA YKpaiHM B EKOHOMIYHIW, TOJITHYHIN, BOEHHIH,
BIiCBKOBO-TEXHIUHiM, eKoJoriuHii Ta iHQopMmamiiiHii cdepax, 3MilHEHHS
000pPOHO3JATHOCTI, EKOHOMIYHOI'O 1 HayKOBO-TEXHIYHOI'O PO3BUTKY, 3aXUCTy Ta
OXOpOHHU JIep>KaBHOT0 Kop/oHy; (A063arr Tperiit crarti 4 B pepakuii 3akony N 3200-1V
(3200-15) Bix 15.12.2005);

3abe3nedeHHsT Oe3neuyHoro (YyHKIIOHYBaHHS YCTaHOB YKpaiHM 3a KOPAOHOM,
Oesneku CHiBpoOITHUKIB UX YCTaHOB Ta YJEHIB X ciMell y KpaiHi mepeOyBaHHS, a
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TaKOX BIIPS/DKEHUX 32 KOPJOH TpoMajsiH YKpaiHu, ski 00i3HaHI y BiJOMOCTSX, IO
CTaHOBIISITH JEP>KaBHY TAEMHHIIIO;

yd4acTh y 0OpOThOi 3 TepOpH3MOM, MIKHAPOIHOK OPTaHi30BaHOIO 3JIOUMHHICTIO,
HE3aKOHHMM O0IrOM HapKOTHMYHUX 3aco0iB, HE3aKOHHOI TOPTiBICK 30poero i
TEXHOJIOTi€l0 ii BUTOTOBJIEHHS, HE3aKOHHOIO MIrpami€lo y MOpsIKY, BH3HAYEHOMY
3akoHOM; (AO3zam m’stuii crarti 4 B penmakuii 3akony Ne 3200-1V (3200-15) Bin
15.12.2005);

BXKUTTS 3aXOJiB MPOTHIii 30BHINIHIM 3arpo3aM HalliOHANIBHIN Oe3merli YkpaiHu,
XKHUTTIO, 370poB’I0 ii rpoMaisH Ta 00’€KTaM J[Aep>KaBHOI BJIACHOCTI 3a MeXaMmu
VYkpaiuu. (Ctattio 4 mOmMOBHEHO ab3aloM IMIOCTHM 3TigHo i3 3akonom Ne 3200-1V
(3200-15) Bix 15.12.2005)».

VYV nakazi MBC VYkpaimm Ne 1261 Bim 19.10.2015 p. «IIpo 3arBepmkeHHs
[HCTpyKLii npo cnyx0y NPUKOPAOHHHUX HapsdiB JlepaBHOI MPUKOPIOHHOI CIyXOU
Vkpainu» [13] 3a3HaueHo: «UeproBuii iHGpOpMALiHO-TEICKOMYHIKAI[IHHUX CHCTEM
(mami — ueproBuii ITC) — npUKOpPIOHHWI Hapsj y CKIaali OZHOrO Ta Oinblie
NPUKOPJOHHMKIB, KWW  TpU3HAYSHUH sl 3a0e3ledeHHs  LiIoZo00BOro
(YHKIIOHYBaHHS Ta OOCIYroByBaHHSI 3aco0iB TeIEKOMYHIKalliii, MpOrpaMHO-
TexHIYHUX KoMIutiekciB (mani — [1TK), aBTomMaTtin3oBaHuX poOOYMX MiCIb TOCATIOBUX
0ci0 MiOpo3Jily OXOpPOHHM KOPIOHY, IYHKTY YIpPaBIiHHS CHCTEMH OITHKO-
CNICKTPOHHOTO  CIOCTEPEKEHHS  Ta  IHIIMX  KOMIIOHEHTIB  iH(opMmamiiHo-
TENEeKOMYHIKallifHUX CHCTEM.

Ueprosuii ITC mnoBMHEH 3HATH CKJIajd, TMPU3HAYCHHS, TaKTUKO-TEXHIYHI
XapakTepUCTUKH, OyIoBY, NpaBWiia eKCIUTyaTamii, (QyHKIIOHaJbHI MOXIWBOCTI 1
MIPUHLINII pobotu 3ac00iB TeNeKOMYHiKaii, I[ITK iH(popMaLiiHO-
TEICKOMYHIKAI[ITHIX CUCTEM, YCTAaHOBJICHUX Ha 00’€KTax iH(pOpMaIliiftHOl AIsITHHOCTI,
MOPSIIOK HaJaHHS Joctymy 1o iHdopmanii, mo oOpobnsieTscs B iHOpMaLiiHO-
TENEeKOMYHIKaliiHUX CUCTEMaXx.

[Tixg yac BuKoHaHHs 3aBnaHb yeprosuil ITC 30008’ s13aHUM:

— 3AiiiCHIOBAaTH TMOCTIMHMKA MOHITOpHHT cTany 0Oa3 manumx [ITK, BukonyBatu
¢ynkuii agminictpyBanns [ITK Ta KOMIIOHEHTIB JTOKaIbHOI OOUMCIIOBATIBHOI MEPEXKi
00’exra iH(opMaLiifHOi AisTbHOCTI (Y YaCTHHI, IO X CTOCYETHCA);

— migrpumyBaTH  3acobu  TenmekomyHikamii  ta IITK  indopmauiiino-
TENEKOMYHIKaiiHUX CUCTEM Y poOOYOMY CTaHi;

— HaJaBaTH JAOCTYNl A0 pOOOTHM HA BIAMOBIAHUX ABTOMATH30BaHHX POOOYHX
MICIAX CKJIaJy 3MiHU IPUKOPAOHHOTO HapsAy Ta BU3HAYEHUM I10CaJOBUM 0C0o0aM;

— 3/1ICHIOBATH KOHTPOJIb 32 JOTPUMaHHIM I0CaI0OBUMH 0COOAMHU-KOPHUCTYBadaMu
I[ITK mpaBun ekcruryaramii aBTOMaTH30BaHMX POOOYMX MicHb Ta mepudepidHoro
o0IagHaHHS,

— Bectd 00diK pobotu 3acobiB TenmexomyHikanii ta IITK iHdopmauiiiHo-
TENEKOMYHIKalliiHUX CHCTEM;

— CYBOpPO JOTPUMYBATHCh BUMOT IOAO 3a0e3neueHHs nepenadi JOKyMeHTaIbHUX
MOBIIOMJICHb, OOMiHY iH(OpMAaIlii, TPaBUJI TEXHIKA OE3MEKH, TEXHIYHOTO 3aXHUCTY
iH(opMaIlii, 3aX0/1iB MOKESKHOI OC3MEKH.
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VY cuyx6oBiit apisipHOCTI yeproBuii ITC KepyeTbcsi HOPMAaTHBHO-TIPAaBOBUMHU
aKTaM{d Ta aKTaMd OpPraHi3alifHO-pO3MOpSAYOro XapakTepy, IO PEriaMeHTYIOTb
BHUKOPHUCTaHHS 3ac00iB TeJIeKOMYHIKallil, iHpopMamiiHO-TeTeKOMYHIKAIHHUX CUCTEM
Ta OpraHi3allil0 ONepaTHBHO-TEXHIUYHOI CIyXOM Ha By3iax 3B’s3Ky y JlepkaBHii
MPUKOPIOHHIN CiTyk01 YKpaiHu».

3rinHo 3 3akoHoM Ykpainu «[Ipo nepxkaBHy TaeMHUIEO» [1]:

«Cratts 1. BusHaueHHs TEpMiHiB.

VY upomy 3aKoHi TEPMiHU BXKUBAIOTHCA Y TAKOMY 3HAYEHHI!

Jep)KaBHA TAaeMHUIS (Jami TakoK — CeKpeTHa iHQopmaiis) — BUA TaeMHOI
iHpOpMaLlii, IO OXOIJIIOE BiJOMOCTi y cdepi 000pOHH, EKOHOMIKH, HAYKH 1 TEXHIKH,
30BHILIHIX BiJHOCHH, J€P>KaBHOI O€3MEKH Ta OXOPOHHU MPABOMOPSAKY, PO3TOIOMICHHS
SAKMX MOXKE 3aBJATH IIKOJM HAIIOHaNBHIM Oe3meni YKpaiHu Ta sKi BU3HAHI y MOPSIKY,
BCTaHOBJIEHOMY LIMM 3aKOHOM, J[EpKaBHOI TAEMHUIECIO 1 MiJIAraloTh OXOPOHI
JIepKaBoIo;

BinHeceHHA iHGopMamii 10 [epXkaBHOI TaeMHUI — TMpoLeaypa NPUHHSITTS
(Dep>kaBHUM EKCIIEPTOM 3 NHTaHb TAEMHHIB) DIlIEHHS TPO BiHECEHHS KaTeropii
BifOMOCTEell a00 OKpEMHUX BIiJOMOCTEH 10 JCpPKaBHOI TAEMHHUIII 3 YCTAHOBIICHHIM
CTYNEHsl X CEKPETHOCTI LUISIXOM OOrpYHTYBAaHHS Ta BU3HAYEHHS MOXKIIMBOI IIKOIH
HaIlloHaNbHIN Oe3mneni YKpaiHu y pasi po3rojioIeHHs WX BiIOMOCTEH, BKIIOUEHHIM
miei iHdopmaii 70 3BOAY BIiIOMOCTEH, IO CTAHOBIATH JICPKABHY TAEMHUINIO, Ta 3
OITyOJIiKyBaHHSM IIOTO 3BONY, 3MiH JI0 HEOTO;

rpud CEKPETHOCTI — PEKBI3UT MaTepiallbHOrO HOCIA ceKpeTHOi iH(popmalii, 110
3aCBIAYYE CTYIMiHb CEKPETHOCTI NaHOi iH(opmarii;

JepKaBHUN €KCHEepT 3 MUTaHb TAEMHUIB — I0CazoBa ocoba, YIOBHOBa)KeHA
3MIICHIOBATH BIAMOBIIHO JO BHUMOI I[LOTO 3aKOHY BiHECEHHs iH(opMaIlii 10
JepKaBHOI TaeMHUI y cdepi 0OOpPOHH, €KOHOMIKHM, HayKH 1 TEXHIKH, 30BHIIIHIX
BIJTHOCHH, JCpKaBHOI O€3MeKH Ta OXOPOHU MPABOMOPAAKY, 3MIHHM CTYIEHS
CeKpeTHOCTI wiel iHpopMallii Ta il po3cekpeuyBaHHs;

JOMYCK 0 JIepKaBHOI TaEMHULI — OQOpMIICHHS IpaBa TPOMajsHUHA HA JOCTYII
JI0 CEKpeTHOI iHpopMaIrii;

JOCTYN 10 JIEpKaBHOI TAEMHHMII — HAJZaHHS MMOBHOB&KHOIO MOCaJOBOI0 0CO00I0
JI03BOJTy TPOMaITHUHY Ha O3HAHOMIICHHSI 3 KOHKPETHOIO CEKPETHOIO iH(pOpMAaLIi€ro Ta
MPOBAKEHHS TiSUIbHOCTI, MOB’SA3aHOI 3 IEPKaBHOIO TAEMHUIIECIO, 200 03HAWOMIICHHS
3 KOHKPETHOIO CEKPETHOI0 iH(pOpMAIli€r0 Ta MPOBAKEHHS JisIIbHOCTI, TOB’sI3aHOT 3
JIEp)KaBHOIO TAEMHUIICIO, II€I0 IMOCaJ0BOI0 OCOOOI0 BIAMOBIAHO 10 ii CIyX)O0BHX
MTOBHOBaKEHb;

3aceKpevyyBaHHS MaTepialbHUX HOCIB iH(opMalii — BBEJCHHS y BCTAHOBICHOMY
3aKOHOIABCTBOM IOPSAOKY OOMEKEHb Ha IOIIMPEHHS Ta JOCTYH 10 KOHKPETHOI
CekpeTHoi iH¢popMalii NUIIXOM HaJaHHA BiAMOBIZHOTO TpH]y CEKPETHOCTI
JOKyMEHTaM, Bupobam a0o iHIIMM MaTepiaJbHIUM HOCISM wLi€l iHdopManii,

3Bix BiZOMOCTEH, 110 CTAHOBJIATH ACPKAaBHY TAEMHUIIO — aKT, B SKOMY 3BEACHO
MEPeTiKd BiJOMOCTEH, MO0 3TiTHO 3 PINICHHSAMHU JCpXKaBHUX EKCIEPTIB 3 MUTaHb
TA€EMHUIb CTAHOBJIATH JIEpKaBHY TAEMHHUIIO Y BU3HAYCHUX [IUM 3aKOHOM cepax;
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KaTeropisi peKMMy CEKPETHOCTI — KaTeropis, fka XapaKTepu3ye BaKIHMBICTh Ta
00CSTH BIiZIOMOCTEH, LIO CTAaHOBJISTH JEpKaBHY TAa€MHHLIO, SKi 30CEpeKeHi B
Jep)KaBHUX OpraHax, OpraHax MICLEBOIO CaMOBpPSIyBaHHS, Ha MiANPHUEMCTBAX, B
YCTaHOBAX 1 OpraHizalisx;

KpunrorpadidyHuil 3aXucT cekpeTHoi iH(opMalii — BUJ 3aXUCTY, IO peai3yeThes
IUISIXOM MIEPETBOPEHHS iH(pOpMaIlii 3 BUKOPUCTAHHSIM CIEHiaIbHIX JaHUX (KJIFOYOBUX
JaHUX) 3 METOK MpuxoByBaHHS (200 BITHOBICHHS) 3MicTy iH(opMaIlii,
MiATBEPKEHHS 11 CIIPaBKHOCTI, IUTICHOCT1, aBTOPCTBA TOIIIO;

MaTepiajbHi HOcii cekpeTHOi iHpopMamii — mMaTepianbHi 00’€KTH, B TOMY YHCIHI
(i3uuHI OIS, B SIKUX BIJIOMOCTI, IO CTAHOBJIATH JCP:KaBHY TA€MHHUIIIO, BiOoOpakeHi
Y BUTJISAJI TEKCTiB, 3HAKIB, CHMBOJIiB, 00pa3iB, CUTHAIB, TEXHIYHUX PIllICHb, MPOIIECIB
TOILLO;

O0XOpOHa Jep>KaBHOI TAEMHHUI — KOMIUIEKC OpTaHi3aliiiHO-IPaBOBUX, 1HKEHEPHO-
TEXHIYHUX, KpUOTOrpadivHUX Ta ONEPaTUBHO-PO3IIYKOBUX 3aXO0/iB, CIPSIMOBAaHIX Ha
3amo0iraHHsl PO3TOJIOLICHHIO CEKpeTHOi iHdopmamii Ta BTpataMm ii MarepialbHHUX
HOCIIB;

PEKUM CEKPETHOCTI — BCTaHOBJIEHHH 3TiAHO 3 BUMOr'aMHU I[bOT0 3aKOHY Ta 1HIIMX
BUJAHUX BIANOBITHO 10 HBOIO HOPMATHBHO-IIPABOBUX AaKTiB, €IWHHNA TOPAIOK
3a0e3MeYeHHs] OXOPOHHU AEP>KaBHOI TAEMHHILI,

pO3ceKpedyBaHHS MaTepialbHHX HOCIIB CeKpeTHOi iHQopMamii — 3HATTA B
YCTAaHOBJICHOMY 3aKOHOJABCTBOM IOPSAKY OOMEXKEHb Ha TMOIIMPEHHS Ta JOCTYI 10
KOHKpETHOI1 cekpeTHOi iHdopMmamii HIISIXOM CKacyBaHHS paHillle HagaHoro Tpudy
CEKpeTHOCTI JOKyMEHTaM, BHpoOaM a00o IHIIMM MaTepialbHUM HOCIIM  IIi€i
iHpOopMarii;

crelialibHa eKCIepTH3a I[OJ0 HasSBHOCTI YMOB JAJSl MPOBAKEHHS IisUTbHOCTI,
MOB’SI3aHOI 3 JIEPKABHOIO TAEMHUICI0 — EKCIEepTH3a, L0 MPOBOAMTHCS 3 METOIO
BHU3HAUECHHS B JEpKaBHUX OpraHax, OpraHax MICIIEBOTO CaMOBpSIyBaHHS, Ha
MiAPUEMCTBAX, B YCTAaHOBAaX 1 OpraHi3alifiX HasgBHOCTI yMOB, mependadyeHuX LM
3aKoHOM, [UI POBaLKEHHS TisUIbHOCTI, TIOB’SI3aHO1 3 IepKABHOIO TAEMHHUIICIO;

CTYIiHb CEKPETHOCTI (€OCOOIMBOI BXKIIMBOCTI», KIILIKOM TAEMHO», KTAEMHO») —
KaTeropisi, AKa XapaKTepu3ye BaXKIUBICTh CEKPETHOI iHpOpMaIllii, CTymiHb 0OMEXEHHS
JOCTYIY 0 Hel Ta piBeHb 1l OXOPOHH AEPIKABOIO;

TEXHIYHUH 3aXHUCT CEKpeTHOI iHQopMamii — BUA 3aXUCTy, CIOPSIMOBaHMU Ha
3a0e3MedeHHs] 1HXKCHEePHO-TeXHIYHUMHU 3axX0faM¥ KOHQIACHIIHHOCTI, IUTICHOCTI Ta
YHEMOKJIMBIIEHHS OJ10KyBaHHS iH(opMmartii.

Cratts 4. JlepxaBHa TONITHKA 100 AEP>KaBHOI TAEMHHMII

JepkaBHYy TONITHKY  IIOAO  JAEPKaBHOI TAEMHHULI SK CKAA008Y 3acdd
BHYMPIUWHbOI ma 308HiWNHLOI noaimuxy BU3Ha4ae BepxoBHa Pana Ykpainn».

BucHOBKH i mepceKTHBH MOJANBIINX JAOCTIKeHb. AHAI3 JHKEpEIbHOI 0a3u
Jla€ 3MOTY JIMTH BUCHOBKY, [0 O3HAYEHA MpobiieMa He Oyina 00’€KTOM CHEIliaIbHOTO
BHBYEHHS Y BITUM3HSAHIA NOJTITUYHIN Hayli Ta y BIACBKil cipaBi.

IepcnexkTnBH NOAANBIINX JOCIAIIZKEHBb. Pe3ynbTaTH AOCTIKEHHS MOXHAa
BUKOpUCTaTH B Tmpomeci mnpodeciiiHoi MOmiTHYHOI Ta BiHCHKOI MiATOTOBKU
CTYACHTIB/KypCaHTIB, MaricTpiB Ta acmipaHTiB/aJ’IOHKTIB 3a Pi3HUMHU HampsiMamu, y
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TIM YHUCHi MiJ Yac BUKJIAJaHHA CIIEHKYPCiB BiICBKOBOI CIPSIMOBAHOCTI MONITHUKO-
MPaBHUYOTO XapaKTepy.
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GART GLOBAL AUTOMATED INFORMATION SYSTEM IN THE SPHERE OF DEFENCE
OF STATE BOUNDARY OF UKRAINE AND SLOVAKIA
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This article reviewed military cooperation of Ukraine and Slovakia in the sphere of defence of state
boundary, in particular between State Border Guard Service and Police Forces of Slovakia (Slovak
Policajny zbor) in the field of cryptographic protection of information. . The author describes the
checkpoints on the state border of Ukraine and on the border of Slovakia, in particular: Malyi Bereznyi,
Mali Selmentsi, Pavlove, Uzhhorod, Chop (Strazh). The use of information and telecommunication
systems «GART» is a component of the security sector of both countries. Ukrainian and Slovak
cooperation on the border in the sphere of cyber defense in operational and service activities is based on a
number of legal documents regulating intergovernmental relations regarding the national security of these
countries, for example, the Law of Ukraine «On the Basic Principles of Cybersecurity of Ukraine»
(2017), «The Cybersecurity Convention» (2005), «The Cybersecurity Strategy of Ukraine» (2016) and
others. The «GART» global automated information system is used by communication men and
cryptographers in intelligence and counter-intelligence activities to counter the threats to the national
security of Ukraine and Slovakia. The automated control systems industry requires the attentive attitude
of military experts and state experts on secrets, since the information subject to cryptographic protection
is classified according to the Law of Ukraine «On State Secrets» (1994). The author of the article
indicates that specialists of «Bancomzvjazok», who developed the manual for equipment of «<GART»
software and hardware complex, which was adopted by the State Border Guard Service of Ukraine and
the Police forces of Slovakia are engaged in communication channels leak and information protection.
«GART>» provides access to databases of «Interpol», «Passport» and «Risk» in order to: identify persons
involved in the preparation and implementation of terrorist acts; counteract illegal migration of foreigners
by legal means using foreign or forged documents; detection of forged passports of a citizen of Ukraine
and Slovakia; counteract to human trafficking, that is, counteract to illegal activity at border checkpoints.

Key words: military cooperation; inherent and internal security; GART global automated information
system; cryptographic information protection; Police forces of Slovakia (Slovak Policajny zbor).
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