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The potential for man-in-the-middle (MITM) attacks targeting secure bootloaders in
microcontrollers without internal flash memory is examined, utilizing a device that monitors
SPI bus communication. The possibility of bypassing cryptographic signature verification
of embedded firmware is demonstrated by precisely identifying the optimal moment for
fault injection or executing modified firmware immediately after signature validation. Ad-
ditionally, the limited ability to modify AES-CTR encrypted code without knowledge of
the encryption key is illustrated. A hardware-based protection mechanism is proposed to
mitigate the described MITM attack during execution by employing message authentica-
tion codes.
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1. INTRODUCTION

Over the past five years, microcontrollers (MCUs) without internal flash memory have
appeared on the market. Notable examples include the RP2040/RP2350 from Raspberry
Pi [1], the LPC18S50/S30/S10 series from NXP [2], and the CYW20829 from Infineon
Technologies [3]. In these “flashless” architectures, firmware resides on an external flash
memory chip, such as the W25Q128JW from Winbond [4], which communicates via
SPI or QSPI interfaces (Fig.1). This represents a return to the foundational principles
of MCU design, as early models relied on external ROM, contrasting with the recent
trend of maximizing internal flash memory capacities [5]. A specialized QSPI peripheral
module facilitates the seamless integration of external flash memory into a predefined
address range designated for XIP (Execute in Place) functionality. Enhanced by an
internal cache, the module dynamically retrieves data using SPI Fast Read commands
to get bytes on the fly.

McU SPI Flash
QSPI_SS ~cs
QSPI_SCLK CLK
QsPl_sD0 DI_IO0
QSPI_SD1 DI_IO1
QSPI_SD2 ~WP_l02
QSPI_SD3 ~HoLD_lo3

Fig. 1. Typical embedded system with flashless MCU and external SPI Flash

At the same time, cybersecurity concerns in embedded systems are becoming increas-
ingly relevant. Cryptographic verification of firmware signatures is becoming an industry
standard. For external flash memory, encryption is of utmost importance. The firmware
is decrypted on the fly by the aforementioned “XIP” peripheral block. The separation
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of the MCU and flash provides flexibility in selecting the specific external memory IC
model during the preproduction phase, based on the final firmware size and data storage
requirements. However, it remains unclear whether this separation has introduced new
potential vulnerabilities. Resolving this uncertainty is the main goal of our research.

2. HARDWARE MODIFICATIONS

Let us assume that we have placed our “magic” device in the communication line
between the microcontroller and the external flash memory (Fig. 2). From the perspective
of the MCU, it functions as a SPI Flash, and from the perspective of the flash memory,
it operates as a microcontroller.

MCU Hacker's MCU SPI Flash
QSPI_SS “CS QSPI_SS aCs
QSPI_SCLK CLK QSPI_SCLK CLK
QSPI_SDO0 DI_lO0 QSPI_SD0 DI_IO0
QSPI_SD1 DI_lO1 QSPI_SD1 DI_lO1
QSPI_SD2 “WP_lO2 QSPI_SD2 “WP_lO2
QSPI_SD3 -HOLD_IO3 QSPI_SD3 “HOLD_IO3
A GPIO UART_TX
1
|
Fault <4 » Hacker's
Injector Computer

Fig. 2. Modified embedded system with flashless MCU and external SPI Flash

Furthermore, consider that the MCU in the system under investigation can be sub-
jected to fault-injection attacks [6] (voltage glitching, clock glitching, or EMI), triggered
by our device via its GPIO pin. Lastly, our device is capable of transmitting logs to a
PC through a UART interface. Note that in the attacks described below, we will not
necessarily utilize all the capabilities of this universal system.

3. SECURE BooT PROCESS

The purpose of secure bootloaders, whether BootROM or Stagel, is to verify the
digital signature of the Stagel bootloader and firmware, respectively. For the purposes
of this discussion, we will assume that we are working with the Stagel bootloader, which
verifies and launches the firmware. Generally, the following steps are performed:

1) Read a “header” structure to determine the location of the firmware and its signa-
ture.
) Compute the firmware hash (this involves a complete read of the firmware).
3) Read the firmware signature.
) Decrypt the signature and compare the hashes.
5) If the hashes match, transfer control to the firmware.

Steps 1) and 3) are sometimes merged. Steps 2) and 3) can be interchanged. Addition-
ally, step 2) is typically performed block-by-block, sometimes explicitly, and sometimes
due to the limited cache size of the MCU’s XIP peripheral.

Assume the magic device (Fig.2) observes (Q)SPI read commands R;(a;,n;), which
return the requested byte sequences B;, where |B;| = n;, and 0 < i < m. Here, a; € A
represents an address within the flash memory’s address space A, and n; denotes the
corresponding size. The header and signature are represented as By, and By, respectively,
while other sequences are part of the firmware F'.
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The computed hash is H(F) = H(Bj,||Bj,|l - - . |Bjk), where j; # s (Bj, may or may
not be part of the signature). The stored hash is Exprio(H(F)), where (Kpup, Kpriv)
is a key pair used for signature verification. The firmware is considered authentic, if
H(F) = DKpub(Bs)'

If the firmware is encrypted with the key K. using an algorithm such as AES-CTR,
which allows random access, the following relationship holds true: Fp = Fg & X, where
X is the keystream generated from K.

4. SECURITY THREATS TO EMBEDDED SYSTEMS

When physical access to a device is obtained, typical objectives of attackers include:

1) Extracting the device’s firmware F' for subsequent static analysis (reverse engineer-
ing);

2) Executing a modified (patched) firmware Fp for dynamic analysis.

3) Deploying custom firmware to retrieve the code of the Stagel bootloader and / or
BootROM, data in SRAM after the Stagel bootloader, OTP content, etc.

Ultimately, attackers often aim to steal intellectual property to create clones, dis-
cover vulnerabilities to facilitate the “legitimate” loading of custom firmware, or gain
unauthorized remote access to the embedded system.

For unencrypted firmware, extracting the device’s firmware F' is as straightforward as
reading the contents of the external SPI Flash using regular flash programmer hardware.
For encrypted firmware, it is a challenging task, as described later. To achieve other
objectives, an attacker would need to compromise the signature verification mechanism.
For example, a “secure” MCUBoot bootloader [7] includes the following code:

rc = ED25519_verify(buf, blen, sig, pubkey);
if (rc == 0) {
/* if verify returns 0, there was an error. */
FIH_SET(fih_rc, FIH_FAILURE);
goto out;

}
FIH_SET(fih_rc, FIH_SUCCESS);

Despite fault injection hardening, it is technically possible to bypass the if (rc ==
0) ... condition, effectively marking the firmware as “valid”. The only effective counter-
measure in this scenario is enabling the FIH ENABLE DELAY MCUBoot’s feature,
which introduces a random delay prior to the signature verification process.

In the case of internal flash memory, the MCU functions as a black box, making it
challenging to determine the precise moment for fault injection. Open-source bootloader
analysis and power consumption measurements can provide some insight, but bypassing
the signature often requires days or even weeks of unsuccessful attempts. However, in the
external memory scenario, the use of a “magic” device (acting as a sniffer) allows us to
almost precisely identify the moments when the signature and/or firmware are read. This
significantly reduces the time window required for an attack. This represents the first
vulnerability, which, as previously mentioned, can be mitigated by introducing random
delays.

The second vulnerability is more critical. By detecting the final pre-verification read,
we can pass the original firmware blocks B; through our “magic” device up until that
moment. Subsequently, we switch to sending the patched blocks B;, as the signature has
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already been verified. This mechanism is hindered only by potential XIP cache issues,
which makes the attack nearly always successful. Unfortunately, this vulnerability can
only be mitigated through hardware methods.

The actual implementation of QSPI XIP peripherals and their caching algorithms
varies across MCU vendors. However, let us assume that the peripheral always reads
fixed-size blocks C; into the cache, where their addresses p; are aligned with the cache
block size n. It is important to note that such XIP caching may result in a situation
where, for all read operations R;(a;,n;) described above, n; = n and a; mod n = 0.

This smooths the SPI flash access patterns, making it difficult to distinguish, for
instance, B, from other blocks. In fact, such a block may no longer exist, as the signa-
ture could be contained within or distributed across multiple read blocks. Nevertheless,
combining reading pattern analysis with inter-read delay measurements still enables the
precise identification of the moment preceding signature verification. As a result, the
first potential vulnerability described earlier remains present.

The original blocks B; and (later) the patched blocks B; are transmitted over the SPI
bus, each identified by the address a;. Assume the cache can hold N blocks, each of size
n. If the XIP caching algorithm follows a FIFO strategy, the second vulnerability can
only be exploited after N distinct reads. In the case of an LRU strategy, the calculation
becomes more complex. However, due to the bootloader’s typical behavior, blocks are
rarely requested twice, as By, and By are generally loaded into SRAM after the first read,
while firmware blocks are typically accessed only once.

We need extra SRAM of size r - |A|/n, accessible by QSPI XIP peripheral, where A is
a XIP address space and 7 is size of MAC code, r < n. When any block of size n is read
during the boot phase, the corresponding MAC is calculated, and its value is stored in
that RAM. Then after successful signature verification bootloader turns on the firmware
integrity checking that cannot be turned back until reboot, so when any block is read
into the XIP cache, its value is checked against the MAC, and a hardware fault is raised
in the case of mismatch. Such a solution completely mitigates the second vulnerability.

Using a real MAC code instead of a CRC is essential [8]. A reasonable choice would
be a 32-bit UMAC tag [9], with a nonce that is randomly generated upon each reset.

5. HANDLING ENCRYPTED FIRMWARE

Finally, a compromised signature verification mechanism has little impact if the
firmware is encrypted, and the attacker cannot modify it at will. For XIP peripher-
als, on-the-fly decryption at arbitrary addresses is essential. As noted earlier, AES-CTR
is a reasonable choice for this purpose, and there is evidence that one vendor’s tools
implement this exact algorithm [10].

Although there is no direct exploit, certain techniques can still be leveraged. Suppose
the firmware under investigation outputs text information via UART, USB, or another
communication interface. Upon startup, it prints: “Secret firmware v. 1.0\n”. The ref-
erenced message m resides in the .rodata section, following the code in the .text section,
and is present in the encrypted firmware image Fg at a specific address a,, — naturally,
in encrypted form (Fig. 3).

We now proceed with the following steps, ideally automating the process. Starting
approximately from the middle of the firmware, we advance in increments of 17 bytes
(i.e., message length, excluding the terminating null byte). A copy of the encrypted
firmware is created, with the byte at the current offset XORed with 1. The altered
firmware is then executed using the previously described exploit. If the message is not
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ant o 1 2 3 4 5 6 7 8 9 A B [ D E F 10 1" 12 13 14 15 16 17

m s e c r e t F i r m w a r e v . 1 . 0 \n \0
Fo| 83 65 63 72 65 74 20 66 69 72 6D 77 61 72 65 20 76 2E 20 3 2E 30 0A 00
K 84 60 45 CA 70 2B Dé BS 08 46 FD 77 5F B3 43 17 ED 57 AF 76 50 BB ED 48

®
FE| D7 | 05 26 B8 18 5F F6 | D3 | 61 34 90 00 3E | C1 26 37 | 9B 79 8F 47 | 7E | 8B | E7 48

Fig. 3. Representation of the message in encrypted and decrypted form

received (resulting in a crash) or matches the original output, we proceed to the next
iteration. If a different message is received, the process is halted:

1. a; :=agp + |Fg|/2
. Fgla)] == Fgla] @1

. run Fg

. if not received then go to 8

. if m; # m then stop

. ap = ap + |m|

. if a; < ap + |Fg| then go to 2

Assume we have successfully received the message “Secret firmvare v.1.0\n” (note the
‘v’ instead of ‘w’). This implies that our message originates at a,, = a; — 0zB. Given
that the plaintext m is known, we can extract a 17-byte segment of the keystream. Thus,
we can write a properly encrypted null byte at a,,, followed by an encrypted code snippet
— ideally one that dumps some memory location to UART.

Now, we need to transfer control to this code, which will require an extended series
of experiments. If the message m is printed using the printf() function, we can replace it
with an encrypted format string, “ %p %p. . . %p”’, to obtain a stack dump. This dump will
likely contain the saved contents of the link register LR. Consequently, LR-4 corresponds
to the address of a BL instruction. If this instruction directly calls a subroutine [5],
it makes sense to conduct an iterative search for its encrypted representation using the
mask 0x3FFO7FF (imm10:imm11). Alternatively, if the address of the Reset Handler is
known, we can attempt to iteratively modify it.

Certain optimization hacks can be applied. For instance, replacing the terminating
‘10’ in m allows decrypted memory content to be printed up to the next null byte. If
successful, this trick may be repeated multiple times, hopefully without affecting firmware
functionality. As a result, a sufficiently large memory block can be obtained for further
experiments, along with a known portion of the keystream. We can place a sequence of
NOPs at the beginning of this block, eliminating the need to modify the lower address
bits. Once successful, we can then determine the exact XOR value by altering these
lower address bits.

This is just one possible technique, but it demonstrates how firmware encryption
based on AES-CTR could be compromised.

2
3
4
5. receive m;
6
7
8
9

6. CONCLUSIONS

Recently introduced “flashless” microcontrollers, while offering the flexibility to choose
the size of external flash memory, exhibit significant security vulnerability. A man-in-
the-middle (MITM) attack can compromise the signature verification process, enabling
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attackers to deploy patched firmware to achieve their objectives. While this study is
purely theoretical at present, the authors intend to conduct experimental validation on
real hardware in future work. This attack remains feasible even when the firmware is
encrypted using AES-CTR or similar mechanisms. Although a hardware-based mitiga-
tion method has been proposed, the issue cannot be reliably addressed through software
alone. Moreover, the MITM approach provides attackers with the capability to pinpoint
more precise moments for fault injection attacks.

An interesting observation is that the exploit concept described is not applicable to
the Cryptographic Embedded Controller CEC1712 from Microchip Technology Inc [11].
The CEC1712 secure bootloader authenticates and optionally decrypts the SPI Flash
OEM boot image using AES-256, ECDSA P-384, and SHA-384 hardware cryptographic
accelerators. Since XIP functionality is not implemented (code is decrypted to SRAM
and executed from there), the described MITM attack is impossible, as is the decryption
attack — if AES-CBC is used (which remains unspecified by the vendor).
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PosrasanyTo MoxkimBi araku Tumy “moauHa nocepeausi”’ (MITM) na Ge3nednuit mouat-
KOBHUI 3aBaHTAXKYBAY y MIKPOKOHTpOsepax 6e3 BHyTpIimHbOI dremmam’sTi 38 L0IOMOroio
NPHUCTPOIO, SKUU KOHTPOJOE KoMyHikamito muHoio SPI. IIpomeMOHCTpOBAHO MOXKJIMBICTH
006x01y kpunrorpadiusol nepesipku mignucy Oy 10BAHOIO NPOrPAMHOrO 3a0e3rnedeHHs 3a
JIOIIOMOI'0¥0 TOYHIIIOrO BU3HAYEHHS MOMEHTY iH’€KIil IOMMJIOK, a TaKOXK 3aIlycK Momudi-
KOBaHOI IPOIMUBKY 6e3M0CEepPeIHBO MiCIs mepeBipKu mianucy. [IpoinocTpoBano obMexeHy
MoxkymBicTs Momudikamnii koxy, 3amudposanoro AES-CTR, 6e3 3manus kioda mudpy-
BaHHs. 3aIpONOHOBAHO ANAPATHUN 3aXUCT BOYJOBAHOTO IPOTPAMHOTO 3abe3nedeHHs Bif
onucanol MITM-araku i 9ac BUKOHAHHS 3a JONOMOTON KO/AiB aBTeHTHdIKAILil.

Ka104061 cao6a: MiKpOKOHTPOJIED, dJiemnam’siTb, be3neqnuii 3aBanraxkysad, MITM, nuud-
poBuii mignuc, kogu aBreHTHdikanii mosigomaens, AES-CTR, memudpysanus.



