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The article underscores the significance of acquiring a profound comprehension of in-
formation dissemination processes and implementing effective measures to safeguard infor-
mation security. Given the increasing impact and proliferation of detrimental information,
there is a need to investigate the mechanisms of information warfare and conflicts within
contemporary society. Modeling serves as a practical approach to analyze these processes.

The modern information society is experiencing rapid development of technologies and
information flows, which opens up new opportunities for disseminating various types of
information. The article proposes a software implementation of decision support for the
information warfare model of n-type information threats. The relevance of such a method
of assessing information warfare is substantiated.

The developed program allows, in addition to performing calculations for n-types of
information threats, to dynamically change the input parameters of both the environment
and each individual type of information. The model, in combination with the application,
allows you to monitor how quickly this or that information spreads, check the reaction of
the speed of spread to changes in the parameters of the environment, which in turn will
allow you to effectively respond to threats.
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1. MAIN PART

An information threat is any activity aimed at violating the integrity, confidentiality
or availability of information in order to cause harm to a person, organization or state [1].

In the context of information warfare, information threats can be used to discredit op-
ponents, reduce public confidence in certain individuals or organizations, or even interfere
with electoral processes [7].

Information threats in information warfare can take different forms, for example, fake
news and information: the dissemination of false or speculative information to influence
public opinion. Speaking of information threats, it is also worth noting the category
of cyber threats. A cyber threat or cybersecurity threat is a malicious act aimed at
damaging data, stealing data, or disrupting digital life in general [6]. To combat infor-
mation threats in the context of information warfare, effective security measures must
be developed. Thus, the necessity and relevance of studying the spread and perception
of information threats at the present stage of development does not require additional
evidence.

For simplicity, let us consider the case when we have a social community of size Ny,
which can be influenced by several information flows (I, I,..., I,) [1]. At the initial
time tg = 0, all information sources start broadcasting their streams to this community,
which leads to the spread of information flows among the community.

© Krasiuk B., 2023



Krasiuk B.
184 ISSN 2078-5097. Bicu. JIbsis. yu-ty. Cep. npuksa. marem. ta ind. 2023. Bun. 31

Given that the information flows are different, this process can be viewed as an
information struggle. The goal is to create a mathematical model of this struggle in
order to obtain the dynamics of its development over time (dependence on time ¢ of the
values Ni(t), Na(t), ..., Ny (t) — the number of “adherents” who received information from
sources), as well as to determine the final result — a “winner” or a “loser”. The “winner”
will be the one who was able to disseminate his information among more community
members than his rivals before the full coverage of the community, i.e. the number will
be greater than %

The main assumptions will be [1]:
1. Each stream is distributed to the community through two information channels

a) One of the sources of information can be considered “external” to the commu-
nity. The propagation rate I;, ¢ = 1, ..., n through this channel is characterised
by the parameter a; > 0, ¢ = 1, ..., n. These parameters are assumed to be

time independent;
b) The second channel can be considered “internal” and is interpersonal commu-

nication between members of a social community. Its intensity for I;, i =1, ...,
n is characterised by the parameters 3; > 0, i = 1,...,n, which do not depend
on time, and so on. As a result of this communication, the “adherents” I;, who
have already been recruited by the idea, influence the members who have not
yet been recruited (their number is equal to Nog — Ny (t) — Na(t) — ... — Ny, (%)),

making their “personal” contribution to the recruitment process. )
2. Rate of change in the number of “followers” Niy(t) + Na(t) + ... + Ny (t) (i-e. the

number of those recruited per unit of time I3, Is, ..., I,,) consists of:
a) the rate of external recruitment (proportional to the products of the pa-

rameters ai, o, ..., &y by the number of active members (Ny — Ny(t) —
Ny(t) — ... — N,(t)), i.e., the values a3 (Ng — Ni(t) — Nao(t) — ... — Ny (t),
a2(N0 — Nl(t) — Ng(t) — .= Nn(t), ...,Oén(NQ — Nl(t) — Ng(t) — ... Nn(t),

respectively, for Iy, Is, ..., I,;
b) the rate of external recruitment (proportional to the products of the param-

eters f1, B2, ..., Bn by the number of active adherents Ni(t), Na(t), ..., N, (1)

and the number of not yet recruited (Ng — N1(t) — Na(t) — ... — Ny (t)), i.e.,
BiN1(t)(Ng — Ni(t) — Na(t) — ... — Np(t)), BaNa(t)(Ng — Ni(t) — Na(t) —
ces — Nn(t)), ceey 5nNn(t)(N0 - Nl(t) - Ng(t) — s — Nn(t)) for 11712, 7In
respectively.

A neutral “average” member of the unrecruited part of the community (who has no rela-
tion to Iy, I, ..., I;) accepts information faster if the values of a1, ag, ..., an, f1, B2, ..., Bn
are larger. Even if a particular I, has more influence than another I, (i.e. a, > a
and B; > By), some members of the community still accept I, (i.e. there is no complete
monopoly of one type of information over another) [1], [4].

Summing up the assumptions, we get a model:

@ = (a1 + N1 (t))(No — Ni(t) — Na(t) — ... = Nu(t)), N1 (to = 0) = N1(0) > 0

d(]i\f = (g 4 BaN2(t))(Ng — N1(t) — Na(t) — ... — Np(t)), Na(to = 0) = N2(0) >0

¥ = (o, + BuNa (1)) (No — N1(t) — Na(t) — ... = Nu(t)), Nu(to = 0) = N, (0) >0
Given the known parameters No, a1, o, ..., Qy, 01,082, -., 0, and the initial values of

the number of adherents, all the desired characteristics can be found analytically or
numerically.
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C; = [aig1 + Bit1Ni(0)] /[ + BiN; (0)],
where i =1,2,..., N — 1.

Bix1Nip1(t) = Ci(oy + BiNi(t)) — o +

1.1. MODEL PROBLEM

The solution of the system, with initial conditions for the constants N, (0) = 0 for
the initial values (n = 4) in the two cases, will be as follows:

B = (a1 + BLN1 () (No — Ni(t) — Na(t) — Ns(t) — Na(1)),
V2 = (@ + B2Na (1)) (No — Ni(t) — Na(t) — N3(t) — Ny(t)),
¥ = (a3 + B3N3(1))(No — N (t) — Na(t) — N(t) — Na(1)),
s = (o + BalNa(1))(No — Ni(t) — Na(t) — N(t) — Na(1)),

where Nl(O) + NQ(O) + N3(0) —+ N4(O) < N().

For the solution and visualisation, we used a discrete-time model with the approaches
to construction described in [2], [3], [5], all calculations were performed in the PyCharm
programming environment using the Python language.

Consider the first example, for three vectors. The initial conditions were chosen as
follows: Ny = 30000, N;(0) = 140, N5(0) = 180, N5(0) = 100, with the following
coefficients: a3 = 0.000012, as = 0.000015, as = 0.000018, 31 = 0.00000012, By =
0.00000009, B3 = 0.0000001.
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Fig. 1. Example for three vectors and initial conditions

As you can see from the graph, the first type of information threat won the fight.
Consider the following example, for four-vectors and the following initial conditions:
Np = 30000, N1(0) = 140, N2(0) = 180, N3(0) = 100, N4(0) = 129 with the following
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coefficients: a; = 0.000012, as = 0.000015, as = 0.000018, ay = 0.000015, B; =
0.00000012, B3 = 0.00000009, B3 = 0.0000001, 34 = 0.00000012.
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Fig. 2. Example for four-vectors and initial conditions

As can be seen from the graph, despite the initially larger number of supporters of
the first type of information threat, it still lost to the second type, because the relevant
parameters guaranteed it a faster increase in the number of supporters.

Let’s consider a similar example, but for a zero initial number of supporters of each
information threat.
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Fig. 3. Example for a zero initial number of supporters of each information threat

As can be seen from the graph, in the case of a zero start, the information threat of
the fourth type wins.



Krasiuk B.
ISSN 2078-5097. Bicu. JIbBiB. yu-ry. Cep. npuka. marem. ta iud. 2023. Bun. 31 187

2. CONCLUSION

This article describes the peculiarities of building a model with discrete time and
analyses its behaviour in the case of n = 4. The main idea of the model is that we can
track the speed of information threats and consider this when developing countermea-
sures. The use of a discrete-time differential model is an important aspect in analysing
information threats, as it allows us to consider the real nature of the spread of these
threats.

One of the main advantages of the proposed model is the ability to conduct a more
accurate and detailed analysis of the spread of information threats. This makes it possible
to determine the pace of their spread and ensure an effective response to them. The
model can also be helpful in analysing changes in the spread of threats over time, which
allows for identifying trends and predicting future directions of development of countering
information threats.

To test the effectiveness of the proposed model, experiments were conducted based
on data related to the spread of a specific information threat. A software solution was
developed that allowed to dynamically change the input parameters of the model and
each of the information threats.

For further development of this model, it is possible to consider considering a wider
range of parameters and using more complex data analysis algorithms.
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IHOOPMAIIINTHA 3ATPO3A. BOPOThBA N-THUIIIB
IHOOPMAIIIMTHUX 3ATPO3
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3apoIOHOBAHO IPOTrPAMHY peaJii3aliio migTPUMKH HPUHAHATTS Pill€Hb it MOjeJi
indopwmarniitnol 6oporsbu n-tumis iHdopmaniiinux 3arpo3. OOGrPYHTYBAHO JOPEYHOCTI
noAi6HOTO cnocoby OIiHKM iHMOpMAaIiiHOi 60POTHOH.

Pozpobuiena nporpama ga€ 3MOry KpiM TOTO, [0 TPOBOJAUTH OOYUCIIEHHS JIJIsI N-THIIIB
indopMaliiHuX 3arpo3, TAKOXK AUHAMIYHO 3MIiHIOBATH BXiJHI HapaMeTpH CepeIOBUINA
Ta, KOXKHOTO, OKPEMO B3gTOro tumy indopmamnii. Mogesns B xombinarmil i3 3acTocyHKOM
J0IIoMara€ MOHITOPUTH SK IIBUJIKO PO3IOBCIOXKYETHCS Ta 44 iHINA iH(OpMalis, nepesips-
TH PEAKIII0 IIBUJAKOCTI PO3LOBCIO/PKEHHsI HAa 3MiHY HapaMerpiB CepejoBUINA, 0 TAKOXK
aCTh 3MOTy e(DEeKTUBHO BiJMOBICTH 3arpo3am.

Karouo6i caosa: indopmariiina 3arposa, HejiHilHA JUHAMIYHA CUCTeMa, KOHQJIKTHA CH-
Tyaris.



